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Section 1.0: Introduction
In accordance with federal regulations and mandates 1, the FDIC conducts Privacy Impact Assessments
(PIAs) on systems, business processes, projects and rulemakings that involve an electronic collection,
creation, maintenance or distribution of personally identifiable information (PII). 2 The objective of a
Privacy Impact Assessment is to identify privacy risks and integrate privacy protections throughout the
development life cycle of an information system or electronic collection of PII. A completed PIA also
serves as a vehicle for building transparency and public trust in government operations by providing
public notice to individuals regarding the collection, use and protection of their personal data.
To fulfill the commitment of the FDIC to protect personal data, the following requirements must be met:
•

Use of the information must be controlled.

•

Information may be used only for necessary and lawful purposes.

•

Information collected for a particular purpose must not be used for another purpose
without the data subject’s consent unless such other uses are specifically authorized or
mandated by law.

•

Information collected must be sufficiently accurate, relevant, timely, and complete to
ensure the individual’s privacy rights.

Given the vast amounts of stored information and the expanded capabilities of information systems to
process the information, it is foreseeable that there will be increased requests, from both inside and
outside the FDIC, to share sensitive personal information.
Upon completion of this questionnaire and prior to acquiring signatures, please email the form to the
FDIC Privacy Program Staff at: privacy@fdic.gov, who will review your document, contact you with any
questions, and notify you when the PIA is ready to be routed for signatures.

Section 2.0: System/Project Description
In this section of the Privacy Impact Assessment (PIA), describe the system/project and the method
used to collect, process, and store information. Additionally, include information about the business
functions the system/project supports.
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Section 208 of the E-Government Act of 2002 requires federal government agencies to conduct a Privacy Impact Assessment (PIA) for all new
or substantially changed technology that collects, maintains, or disseminates personally identifiable information (PII). Office of Management
and Budget (OMB) Memorandum M-03-22 provides specific guidance on how Section 208 should be implemented within government agencies.
The Privacy Act of 1974 imposes various requirements on federal agencies whenever they collect, create, maintain, and distribute records that
can be retrieved by the name of an individual or other personal identifier, regardless of whether the records are in hardcopy or electronic
format. Additionally, Section 522 of the 2005 Consolidated Appropriations Act requires certain Federal agencies to ensure that the use of
technology sustains, and does not erode, privacy protections, and extends the PIA requirement to the rulemakings process.
2
For additional guidance about FDIC rulemaking PIAs, visit the Privacy Program website or contact the FDIC Privacy Program Staff at
privacy@fdic.gov.
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The Federal Deposit Insurance Corporation (FDIC) is an independent agency created by the
Congress to maintain stability and public confidence in the nation's financial system by: insuring
deposits, managing receiverships, and examining and supervising financial institutions for safety
and soundness and consumer protection. Within FDIC, the Division of Depositor and Consumer
Protection (DCP) is responsible for promoting compliance with federal consumer protection
laws, fair lending statutes and regulations, and the Community Reinvestment Act (CRA) through
supervisory and outreach programs.
The FDIC conducts three types of supervisory activities to review an institution’s compliance
posture—compliance examinations, visitations, and investigations. Compliance examinations
are the primary means the FDIC uses to determine whether a financial institution is meeting its
responsibility to comply with the requirements and proscriptions of federal consumer
protection laws and regulations. The FDIC conducts visitations for a variety of reasons: to review
the compliance posture of newly-chartered institutions or those converting to state nonmember status; to review progress on corrective actions or compliance with enforcement action
in the interval between examinations; or to investigate problems brought to the attention of the
FDIC. Visitations are usually targeted events aimed at specific operational areas, or entire
compliance management systems previously identified as significantly deficient. Compliance
examinations and visitations may also be considered during the review of an application
submitted to the FDIC (e.g., application for deposit insurance or establishing a branch). Finally,
investigations are conducted primarily to follow-up on particular consumer inquiries or
complaints, including fair lending complaints.
To this end, the System of Uniform Reporting of Compliance and CRA Exams (SOURCE) serves
as the primary data management system for the FDIC’s Compliance and Community
Reinvestment Act (CRA) examination program and is extensively used by compliance field
supervisors, examiners, review examiners, and Washington Office policy staff. SOURCE is used
to support reporting requirements, provides substantial task support for staff, and is a
management support and decision tool. The following are examples of SOURCE functionality:
• generating exam schedules that are used to support workload projections by
incorporating quarter planning and benchmark hours;
• capturing examination summary information;
• attaching examination documents for divisional sharing and historical reference; and
• supporting legislatively mandated reporting.
Examples of the types of examination documents that can be attached in the system include:
• Compliance Report of Examination (ROE) 3
• CRA Performance Evaluation
• Pre-examination Memorandum
• Fair Lending Memorandum
• Consultation Memorandum, and any documentation related to the consultation
The SOURCE application is comprised of different ‘main’ modules, including:
3

The Report of Examination (ROE) is used to document and communicate the results of the examination to the Board of Directors and
management of the institution. The Report of Examination provides an account of the strengths and weaknesses of the institution’s
compliance management system.
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•

Schedule – is a batch process which schedules upcoming SOURCE examinations.

•

Plan – allows the user to view the scheduled examinations and assign resources and
timelines for executing the scheduled record(s).

•

Exam – allows the user to record the findings / results of an examination

•

Review – provides the capability to view completed examination records

•

Consult – gives the user the ability to create, view, and update consultations

•

History – gives the user the ability to view past activities for banks – including SOURCE
examinations and general Bank Profile information

•

Report – allows the user to select and post CRA Rating for Internet reporting

•

Admin – allows the administrator to update settings / parameters that control how the
application operates

•

Load – is a batch process that synchronizes data with the ViSION (Virtual Supervisory
Information On the Net) and SIMS (Structure Information Management System)
databases.

•

Online Reports – are web based reports of SOURCE activity
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Section 3.0: Data in the System/Project
The following questions address the type of data being collected and from whom (nature and source),
why the data is being collected (purpose), the intended use of the data, and what opportunities
individuals have to decline to provide information or to consent to particular uses of their information.
3.1 What personally identifiable information (PII) (e.g., name, social security number, date of birth,
address, etc.) will be collected, used or maintained in the system? Explain.
In some cases, the examination documents, which are attached in the system (e.g., Report of
Examination, documentation related to consultation, etc.), may contain personally identifiable
information (PII) about individual customers/borrowers, such as borrower name, loan number,
loan amount, the purpose of the loan, as well as PII about loan applicants, such as applicant
name, date of application, purpose of loan, and whether it was denied. In addition, the
attachments may contain the names of bank officers, directors and employees, along with
details about potential violations or issues that they are responsible for or had knowledge of.
In addition, the system contains minimal, non-sensitive PII about FDIC/DCP staff who conducted
the examinations and reviewed the examination reports, including their full names.
3.2 What is the purpose and intended use of the information you described above in Question 3.1?
The data is used to support findings of FDIC Compliance Examinations and violations of
consumer protection laws.
3.3 Who/what are the sources of the information in the system? How are they derived?
The bank customer and bank officer/employee data identified in Section 3.1 is securely collected
in hardcopy and electronic format from financial institutions by DCP examiners and DCP
management, as part of the Compliance Examination process. Some of this data may be
contained in Reports of Examination or other attachments that are loaded into the system by
authorized DCP staff. Other data retained by FDIC is maintained in work papers at the field
offices following the FDIC guidelines in the Regions. Financial Institutions provide DCP with
requested information via FDIC Connect, and may provide some information through secure
email via Microsoft Outlook.
In addition, internal FDIC applications/systems provide non-PII data and limited, non-sensitive
PII (e.g., examiner names) to SOURCE in support of Compliance examinations. All derived data
received by the SOURCE application is used in the scheduling, planning, and execution of
Compliance and CRA examinations.
The table below summarizes the sources of information in the system.
FDIC Systems/
Sources
Active Directory

Interface
Method
Real-time

Summary of Data Provided
The SOURCE User’s Full Name.
(Active Directory is used for User Authentication as
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FDIC Systems/
Sources

Interface
Method

ViSION (Virtual
Supervisory
Information On
the Net)

Real-Time for
comments and
Formal &
Informal
Action
Tracking
(FIAT);
Batch Load for
Case
Information,
and
Application
Tracking
Information
Real-time for
Examination
Number, Batch
load for
Examination
Hours
Batch Load

DSC Hours
(Division of
Supervision and
Consumer
Protection
Hours)
CBIS (Corporate
Business
Information
System)
SIMS (Structure
Information
Management
System)

STARS
(Specialized
Tracking And
Reporting
System)

Real-time
lookup via Link
Server for
select fields,
Batch Load for
Branch Data
and all other
fields
Real-time

Summary of Data Provided
part of the system log-on process.)
ViSION provides Enforcement Action data, Bank
Application data, Case Information and Comments for
the purpose of supporting Compliance and CRA
examinations and other DCP supervisory activities.

DSC Hours sends SOURCE Examination Hours and
Examination Numbers for the purpose of tracking the
amount of time spent on an examination.

CBIS provides SOURCE with a bank’s financial
information such as total assets for the purpose of
scoping and performing Compliance and CRA exams.
SIMS provides SOURCE with Financial Institution
demographic data (e.g. bank address, etc.) and Branch
data in support of Compliance and CRA examinations.

STARS sends SOURCE bank complaint identification
number and the associated description (complaints are
received from the public and are recorded and tracked
in STARS). This information is used in support of
Compliance and CRA examinations and for scheduling
visitations.
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FDIC Systems/
Sources
DCP
Examination
related staff
(specified
below) can
attach
documents in
SOURCE.
DCP field
examiners and
Field
Supervisors
Regional Office
and Washington
Office DCP
Review
Examiners

Interface
Method
Real-time
document
uploads

Summary of Data Provided
Examples of the types of examination documents that
can be attached in the system include:
• Compliance Report of Examination
• CRA Performance Evaluation
• Pre-examination Memorandum
• Fair Lending Memorandum
• Consultation Memo, and any documentation
related to the consultation.
In some cases, the examination documents may
contain PII about individual borrowers, such as
borrower name, loan number, loan amount, the
purpose of the loan, as well as PII about loan
applicants, such as applicant name, date, purpose of
loan, and whether it was denied. In addition, the
attachments may contain the names of bank officers,
directors and employees, along with details about
potential violations or issues that they are responsible
for or had knowledge of.

3.4 What Federal, state, and/or local agencies are providing data for use in the system? What is the
purpose for providing data and how is it used? Explain.
Not Applicable. Federal, state, and local agencies are not providing data to the system.
3.5 What other third-party sources will be providing data to the system? Explain the data that will be
provided, the purpose for it, and how will it be used.
Not applicable. Other third-party sources are not providing data to the system.
3.6 Do individuals have the opportunity to decline to provide personal information and/or consent
only to a particular use of their data (e.g., allowing basic use of their personal information, but not
sharing with other government agencies)?
Yes
Explain the issues and circumstances of being able to opt out (either for
specific data elements or specific uses of the data):
No
Explain: DCP examiners collect bank customer and bank
employee/officer data from financial institutions. FDIC has the regulatory authority
to collect this data as part of the examination process for Financial Institutions.
Therefore, no opt-out is provided.
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Section 4.0: Data Access and Sharing
The following questions address who has access to the data, with whom the data will be shared, and the
procedures and criteria for determining what data can be shared with other parties and systems.

4.1 Who will have access to the data in the system (internal and external parties)? Explain their
purpose for having access to this information.
Authorized internal FDIC users, including DCP field supervisors, DCP and RMS examiners, DCP
and Review Examiners, DCP Research staff’s Financial Analysts and Economists, and Washington
Office (WO) Policy staff’s Policy Analysts, that have been granted access to the SOURCE system
will have access to this data. The purpose for their having access to this data is for planning and
conducting Compliance exams, analysis, and developing policy, respectively. Certain FDIC Legal
staff are authorized to have limited access to SOURCE in support of the Consultation process.
FDIC can also provide temporary access to groups, such as the Office of Inspector General (OIG),
to perform audits. Below is a chart summarizing the SOURCE user roles and their purpose for
access to data in the system.
Division
DCP
DCP
DCP

DCP

DCP or
RMS

User Role
Type of User
Field
DCP Field Supervisor
Supervisor
Field Examiner DCP Field Examiner
Regional
Office (RO)
Review
Examiner
Washington
Office (WO)
Review
Examiner
Guest

DCP Regional Officer
Review Examiner
DCP Washington Office
Review Examiner

Review and monitor the institutions for
the purpose of consumer protection
across all institutions.
Guest roles have read-only access to
Examination History for closed and
completed exams.

OIG,
Legal

Non Role
Access

DCP

FO System
Administrator
RO System
Administrator

Anyone within DCP or
RMS outside the
examination function is
given the FDIC Guest
role.
Users outside of DCP or
RMS given read-only
access. This can include
FDIC Legal or OIG.
DCP Field Office System
Administrators
DCP Regional Office
System Administrators

Super User*

DCP

DCP
DCP

Purpose for Access
Supervise the banks within their field
office for consumer protection.
Examine the banks within their field
office for consumer protection.
Review and monitor the institutions for
the purpose of consumer protection
within their region.

The purpose for this access is for Legal to
facilitate the consultation process and for
OIG to perform audits.
Provide data entry to assist the field
supervisors in the examination process.
Assist the Regional Office DCP
management staff in the ongoing
supervision for consumer protection.
DCP Super Users* have additional access
to perform advanced data entry.
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Division

User Role

Type of User

DCP

WO System
Administrator

DCP Washington Office
System Administrator

DCP

SOURCE
Administrator

Administrator

Purpose for Access
*The Washington Office Administrators
provide access to Super Users.
Assist the Washington Office DCP
management staff in the ongoing
supervision for consumer protection.
Approves access to SOURCE’s backend
database

4.2 How is access to the data determined and by whom? Explain the criteria, procedures, controls,
and responsibilities for granting access.
All authorized users who have access to SOURCE data must have the approval of their
Manager/Supervisor, the DCP System Owner, and Resource Administrator before access is
granted to the system. Additionally, SOURCE’s functional security limits a user’s access to
specific functions and regulates a user’s ability to update data for a specific function.
All access granted is determined on a “need to know” basis. Guidelines established in the
Corporation’s Access Control Policies and Procedures document are also followed. Controls are
documented in the system documentation, and a user’s access is tracked in the Corporation’s
access control tracking system, known as the Identity Access Management System (IAMS).
Access requests are submitted through IAMS and reviewed and approved by the System Owner
and Resource Administrator. Access is controlled by Active Directory groups and role-based
privileges.
4.3 Do other systems (internal or external) receive data or have access to the data in the system? If
yes, explain.
No
Yes
Explain.
SOURCE provides data to the following internal FDIC systems.
Downstream (Destination)
Application

Data Content

Summary of Data Shared

CBIS-CALL (Corporate Business
Information System)

Compliance and CRA
Examination Data such as
compliance ratings, exam
type, on-site date, total
hours, offsite date, exam
status, etc.

Examination ratings are transferred
from SOURCE to CBIS and are then
sent to ViSION. Therefore, ratings data
is not directly transferred from
SOURCE to ViSION.

CRAPES (Community
Reinvestment Act Performance
Evaluation System)

CRA Ratings

Data is loaded into CRAPES Staging in
real time through a data interface
program.

9

Downstream (Destination)
Application

Data Content

Summary of Data Shared

CRA Performance
Evaluations (these
documents contain the
findings from a CRA
Examination and are
provided to the public.)

From CRAPES Staging, data is then
loaded into CRAPES for public access
(external-facing website). This is done
using a batch process (SQL DTS job) on
a Monthly basis.

DSC Hours (Division of
Supervision and Consumer
Protection Hours)

Examination Data
(Institution Identifier, Class
Code and Onsite Date)

STARS (Specialized Tracking
And Reporting System)

Bank Total Assets, Cert #
and Exam Onsite Date

ViSION (Virtual Supervisory
Information On the Net)

Non-deposit Investment
Products (NDP) Sales &
Exam Comments

RDMM (Reporting Data Mart
Migration)

Examination Information

CRA Ratings data is also pulled from
CRAPES Staging and sent to FFIEC on a
quarterly basis.
SOURCE creates a record in DSC Hours
in real time by adding a record in the
Exam table with the following data
attributes:
Institution Identifier,
Class Code, Onsite Date
The Institution table in DSC Hours
holds Class Code and Bank Name from
SIMS via a batch data interface
program.
Data from SOURCE is only displayed in
the STARS application.
The Institution table in DSC Hours
holds Class Code and Bank Name from
SIMS via a batch data interface
program.
SOURCE users with proper access can
save comments directly to the ViSION
database.
SOURCE tables of data from which
reports can be queried.
SOURCE users with proper access can
save comments directly to the ViSION
database.
Compliance and CRA examination data
such as ratings, dates, status, type,
comments, etc.

4.4 If other agencies or entities use data in the system, explain the purpose for sharing the data and
what other policies, procedures, controls, and/or sharing agreements are in place for protecting
the shared data.
Not applicable. Other Agencies do not use SOURCE data or have access to SOURCE.
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4.5 Who is responsible for assuring proper use of data in the system and, if applicable, for
determining what data can be shared with other parties and systems? Have policies and
procedures been established for this responsibility and accountability? Explain.
The SOURCE Program and Project Managers are responsible for assuring proper use of the data
that resides in the system. Data sharing is determined through an Interconnection System
Agreement (ISA). The ISA identifies the systems that data is being shared with, the user
community and establishes boundaries.
In addition, it is every user’s responsibility to abide by FDIC data protection rules that are
outlined in the Corporate Information Security and Privacy Awareness training which all
employees must take and certify that they will abide by the Corporation’s Rules of Behavior for
data protection. This makes it the responsibility of every user to ensure the proper use of
Corporate data.
4.6 What involvement will a contractor have with the design and maintenance of the system? Has a
Contractor Confidentiality Agreement or a Non-Disclosure Agreement been developed for
contractors who work on the system?
Under the DIT Statement of Work for Information Technology Application Services (ITAS), there
are existing agreements in place for contractors to maintain, support and enhance the SOURCE
application (See Section 4 of the Statement of Work). In addition, the ITAS contract includes
provisions for contractor non-disclosure agreements and security/privacy training requirements.

Section 5.0: Data Integrity and Security
The following questions address how data security and integrity will be ensured for the system/project.

5.1 How is data in the system verified for accuracy, timeliness, and completeness?
Although RMS examiners, Legal and DCP Administrators, etc. (referenced in Section 4.1) have
access to SOURCE, DCP examination staff are the only individuals with permissions to attach
documents to SOURCE. DCP examination staff are the only FDIC personnel with permissions to
attach documents or enter data into to the system because DCP staff are the only ones
authorized to perform consumer protection examination and ongoing monitoring. DCP’s
Review Examiners review work entered by authorized staff for accuracy and completeness.
DCP’s Internal Control staff perform periodic reviews to ensure timeliness of information in the
system.
Additionally, a SOURCE Administrator role was created to secure access to the backend
database preventing unauthorized use and access.
5.2 What administrative and technical controls are in place to protect the data from unauthorized
access and misuse? Explain.
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Access controls are managed through IAMS requests, Active Directory, Resource Administrator
and role-based security. Also, the SOURCE Program Manager performs periodic reviews of user
accounts to determine if they are still needed.

Section 6.0: Data Maintenance and Retention
The following questions address the maintenance and retention of records, the creation of reports on
individuals, and whether a system of records is being created under the Privacy Act, 5 U.S.C. 522a.
6.1 How is data retrieved in the system or as part of the project? Can it be retrieved by a personal
identifier, such as name, social security number, etc.? If yes, explain, and list the identifiers that
will be used to retrieve information on the individual.
Data cannot be searched by a personal identifier.
6.2 What kind of reports can be produced on individuals? What is the purpose of these reports, and
who will have access to them? How long will the reports be maintained, and how will they be
disposed of?
Not applicable. SOURCE does not produce reports on individuals.
6.3 What are the retention periods of data in this system? What are the procedures for disposition of
the data at the end of the retention period? Under what guidelines are the retention and
disposition procedures determined? Explain.
DCP examination guidance stipulates that Reports of Exam are maintained indefinitely.
6.4 In the Federal Register, under which Privacy Act Systems of Record Notice (SORN) does this
system operate? Provide number and name.
Not applicable. SOURCE does not operate as a Privacy Act system of records.
6.5 If the system is being modified, will the Privacy Act SORN require amendment or revision?
Explain.
Not applicable. SOURCE does not operate as a Privacy Act system of records.

12

Section 7.0: Business Processes and Technology
The following questions address the magnitude of harm if the system/project data is inadvertently disclosed, as
well as the choices the Corporation made regarding business processes and technology.

7.1 Will the system aggregate or consolidate data in order to make privacy determinations or derive
new data about individuals? If so, what controls are in place to protect the newly derived data
from unauthorized access or use?
No. The system does not aggregate or consolidate data in order to make privacy determinations
or derive new data about individuals.
7.2 Is the system/project using new technologies, such as monitoring software, SmartCards, Caller-ID,
biometric collection devices, personal identification verification (PIV) cards, radio frequency
identification devices (RFID), virtual data rooms (VDRs), social media, etc., to collect, maintain, or
track information about individuals? If so, explain how the use of this technology may affect
privacy.
No. The system is not using new technologies to collect, maintain or track information about
individuals.
7.3 Will the system/project provide the capability to monitor individuals or users? If yes, describe the
data being collected. Additionally, describe the business need for the monitoring and explain how
the information is protected.
The SOURCE application provides an audit trail capability that tracks changes to database
records (i.e., adds, updates, etc.) and the system user that made this change. Audit trail records
can only be queried by database administrators with privileges to the SOURCE database, and not
by SOURCE users.
7.4 Explain the magnitude of harm to the Corporation if privacy-related data in the system/project is
disclosed, intentionally or unintentionally. Would the reputation of the Corporation be affected?
Compromise of the data could be inconvenient and/or embarrassing to the FDIC and affected
individuals, but would not seriously affect the FDIC’s ability to function. The reputation of the
FDIC would be affected to a limited degree given our mission. Additionally, since a portion of
the examination process directly addresses and evaluates the financial institution’s procedures
for providing for the security and privacy of customer non-public, such breach would tend to
negate our message and goal.
7.5 Did the completion of this PIA result in changes to business processes or technology? If yes,
explain.
No. The completion of this PIA did not result in changes to business processes or technology.
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