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Ladies and Gentlemen: 

The PNC Financial Services Group, Inc. ("'PNCY7,and its principal subsidiarybank, PNC 
B d ,  Natiod Association ("PNC Bank'")h t h  of Pittsburgh, Pennsylvania, are p l d  to 
m p n d  to the request for comments onthenotice of proposedrulemakingregarding identity 
theft redflagsand address discrepanciesunder the Fair and Accurate CreditTransactionsAct 
of2003 (71 Fed, Reg. 40786 (July 18,2006)) ("Proposal'). PNC Bank is the principal 
subsidiary bank of The PNC Financial Services Group, Inc., ("PNC"), Pittsburgh, 
Pennsylvania, which isone ofthe largest diversified financial services companies in the 
United States, with $94.9 biIlion in assets as ofJune 30,2006. PNC engages inretail 
banking, institutional banking, asset management, and globd f h d  processing services. 
PNC Bank has branches in the District of Columbia, Florida, Indiana, Kentucky, 
Maryland, New Jersey, Ohio, Pennsylvania and Virginia. PNC also has a state non-
member bank subsidiary, PNC Bank, Delaware, Wilmington, Delaware, which has 
branches in Delaware. 

PNC respectfully submits its commentsto the Comptrullerofthe Currency, the Board of 
Governorsofthe Federal Reserve System andthe Federal Deposit Insurance Corporation 
(tow,the 'cAgencies'') and would hke to thankthe Agencies for the opportunity to 
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comment on the Proposal. This letter responds to the Agencies' request for comments on the 
propsaI to implement sections 114 and 315of the Fair and Accwate Credit TramactionsAct 
of 2003 ("FACTAct"). 

American Bankers Associatian Comment 

Initially, PNC would like to note that it has participated in industq meetings culminating 
in the creation of a comprehensivecomment letter by the American Bankers Association 
("ABA) on this Proposal, and that we support the recommendations made therein. In 
particular, we would like to reiterate the ABA recommendations that ( 1 )  the Agencies 
provide that a financial institution may take into account the cost and effectiveness of 
policies and procedures and the institution's history of fraud in creating its Identity Theft 
Prevention Program, and ( 2 ) the Agencies adopt an approach that will allow a financial 
institution more discretion and flexibility in the creation of its Identity Theft Prevention 
Program, rather than setting forth factors that an institution must consider in determining 
whether the Red Flags contained within the Proposal are relevant. We do consider many 
of the Red Flags in the process of opening accounts, but they may be factored into our 
credit scoring models or elsewhere in the account opening process, rather than separate 
stand-alone processes. 

In addition to offering general support to the ABA's comment, we would like to 
emphasize several issues. 

General Comments 

PNC recognizes that the consumer credit reporting industry has become a very automated 
industry. However, the system logic and data analysis methodologies used to trigger 
notices regarding fraud alerts and address discrepanciesdiffer substantially among the 
credit bureaus. While on the surface all three credit bureau repositoriesoffer similar 
fraud warning detection services, each bureau utilizes differing proprietary logic to 
trigger the warning flag being sent. Additionally, since these services are voluntarily 
subscribed to, there could be significantdisparity across lenders serving different 
customer markets regarding which flag warnings are king  received. Accordingly, 
variances in these services could result in inconsistencies across users with respect to the 
proposed notificationrequirements,potentiaIIy causing confusionto the borrower, and 
creating competitive challenges for lenders. 

The financial services industry is also a highly automated industry. We find that 
automated solutions reduce the level of human error and offer a level of consistencynot 
inherent in manual processes. When the Proposal is adopted in find form, we will strive 
to implement automated solutions wherever possible to implement its requirements. We 
therefore request a reasonable period of time between the adoption of the final rule and 
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its mandatory effectivedate to ensure that banking organizations have sufficient time to 
analyze the applicable requirements and implement the best possible automated solutions 
that will benefit customers and the industry dike. 

Specific Comments 

It.  	 Subpart I ("Duties of Users of Consumer Reports Regarding Address 

Discrepancies and Records Disposal") 


Under proposed §41.82(d)(l)', users of consumer reports must develop and implement 
reasonable policies and procedures for furnishing to a credit reporting agency from which 
it has received a notice of address discrepancy an address for the consumer that the user 
has reasonably confirmedis accurate when the user (1) can form a reasonable beIief that 
it knows the identity of the consumer; (2) establishes or maintains a continuing 
relationship with the consumer; and (3) regularly and in the ordinary course of business 
furnishes information to the consumer reporting agency from which the notice of address 
discrepancy was obtained. Proposed $41.82(d)(2) further requires the user to "Lreconcile" 
the address it initially received from the consumer when it receives a notice of address 
discrepancy rather than simply furnishing the initial address it received from the customer 
to the credit-reporting agency. 

We echo the concern of the ABA that these proposed provisions will add a new 
substantial burden on financial institutions to verify the address when doing so will not 
improve accuracy or prevent identity theft beyond what current practices do. And, we 
emphatically believe that such a requirement will have a major impact on the financial 
services industry. Under the proposed requirements, the time and expense required to 
approve applications for credit with an address mismatch is going to increase 
dramaticaIIy. Current underwriting practices at PNC Bank include reconciling address 
variances between the application stated information and the credit bureau file 
information. However, the important distinction between PNC's current, and we believe 
effective,practice and the proposed requirement is the level of judgment utilized by the 
loan underwriter regarding required due diligence performed to reconcile an apparent 
address discrepancy. Prior addresses, business or secondary property addresses constitute 
the most common, and vast majority of, exampleswhen an address mismatch warning is 
received by a credit bureau. In cases where a simple reconcilement is not available, 
additional due diligence steps are appropriate. We suggest the proposed regulation 
should focus on those more limited circumstances. 

' For purposes ofthis comment letter, we are using the proposed OCC regulatory citations. 
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2. Definition of Customer 

The Agencies are proposing a broad definition of "customer"as a person that has an 
account with a financial institution or creditor. This definition would include not only 
consumers, but also businesses. We strongly believe this definition should be narrowed 
to include only natural persons using credit for personal, family or household purposes, 
who are typically the targets of identity theft. It should be made clear that the term does 
not apply to any other legal entities. 

We agree with the ABA that most of the proposed Red Flags deal more with consumer 
identity theft: e.g., use of someone eIse's photo identification, social security number, 
date of birth, and personal address. The type of fraud experienced by businesses relating 
to their bank accounts usuaIly does not involve another person using a business's identity. 

We also agree with the ABA that businesses are in a better position to monitor fraudulent 
activity involvingtheir bank accounts,particularly, when such activity is committed by 
dishonest employees. Businesses entrust certain ernpIoyees to handle their financial 
transactions. Banks rely on the representations made by businesses via authorizing 
resolutionsand other simiIar documents that these employees are authorized to act on 
their behalf. Thus, when dishonest employees initiate fraudulent transactions, such as 
wire transfers to their personal accounts or other similar payments, banks are helpless to 
prevent such transactions when the employees are authorized to act. 

Furthermore, most banks offer cash management services, such as positive pay and other 
similar services, to assist businesses in reducing the occurrence of fraudulent activity on 
their bank accounts. These services enable businesses to take aproactive role in 
monitoring the activity on their accounts. Businesses today are more sophisticated, 
regardless of their size and type, and arc involved in more complicated financial 
transactions and relationships. Requiring banks to determine if certain business 
transactions are Red Flags when banks already have fraud detection software and other 
proceduresto reduce fraudulent transactions on business accounts would be unduly 
burdensome, costly and time consuming. 

3. Establishing an Identity Theft Program 

The regulation unnecessarily calls for establishing reasonable identity theft practices and 
procedures not mandated by statute. These requirements will limit flexibility and create 
undue expense. 
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4- Section 40. 90(d)(l)(ii) 

This section indicates that institutions must consider particular factors in identifying 
whether certain Red Flags are relevant. Placing this requirement in the regulation would 
result in financial institutions creating a checklist based on the Red Flags without 
advancing the existing identity theft programs. 

5. Customer Identification Programs 

The regulation should clearly state that the practices required for Customer Identification 
Programs ("CIP") satisfy the requirements under this regulation-

6. Definition of a Red Flag 

Red Flag should be definedas "a pattern, practice, or specific activity that indicates 
significant possibility of identity theft." 

7. Assessment of Red Flags in Section 40.90(d)(2)(iii) 

PNC recommends that the requirement that a financial institution assess whether the Red 
Flags "evidence a risk of identity theft" as this could result in devoting valuable resources 
to an exercise with few benefits. 

8. No Civil Actions 

The FACT Act provides that the provisions regarding civil liability do not apply to the 
Red Flag guidelines and the regulation required thereunder. We recommend that, for the 
purposes of clarity, a statement to this effect be included in the regulations. 

9. Appendix J-Red Flags 

We request that the agencies clarify whether particular red flags appIy only to particular 
types of accounts. For example, in Red Flag number 18, the Agencies refer only to 
"revolving credit account."The Red Flag requires the monitoringof a new revolving 
credit account to determine whether it is used in a manner commonly associated with 
fraud, such as whether "the majority of avaiIabIe credit is used for cash advances or 
merchandise that is easily convertible to cash (e-g., electronics equipment or jewelry)." 
Although this would seem only to apply to a credit card account, there are other types of 
revolving credit accounts, such as personal unsecured lines of credit and home equity 
lines of credit, which are accessible by check and which cannot be monitored udess a 
financial institution employs numerous people to scrutinize each check. If the Agencies 
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believe that any of the 3 1 Red Flags apply only to a particular product type, we ask the 
Agencies to make that clear. Otherwise, we will have to make thatdecision ourselves 
and thenjustify that decision. 

Red Flag 3 - A  consumer r p r t  indicates npattern ofnctivity thar is incomiste~lt 
with the higioty a d  u s m Z p t h  of act iv i~of an applicant or customer,such as.. 

a 	 A recent and sign~fican~increase in the volume of inquiries 
b. 	 An unusual nrcmber of recently esiablished credif relaldonslsips 
c. 	 A mat~riadchange in the use ofcredit, especidZy with respect to recently 

established credit relatjonships 
d An account was closedfw cawe or ident$ed for abuse ofaccount 

privileges by aflnancial institution or creditor. 

W e  echo the ABA's recommendationthat this proposal Red Flag be deleted. In our 
automated approval process, if an application is approved we do not specifidly 
review the pattern of activity; Rather, those factorsare integrated into our credit 
scoring models. Further, all the factors listed as potential risks of identitytheft could 
clearly be the resuIt of any number of factors, varying h m  a significantincrease in 
income to a new car p u r c k  toa change in family circumstances. If this Red Flag is 
not deleted altogether, we ask the Agencies for clarification as to whether it would be 
sufficientunder the Proposal to interne these factors into a scoring model, or 
whether there has to be an individual review of each ofthe factors listed. 

Red Flag 12- The address, Sm or home or cell phone number provided is the same 
irs t t  submitted by otherpersons opening an account or o h r  customers. 

We agree with the ABA that this Red Flag should be deleted, We have no way to 
verify or track whether a phone number or addresshas been used on a different 
application, nor whether applicants would have a valid reason for sharing a phone 
number or address. To keep track of all this infomation for separate applicants 
would require the compilation of such informationi n t ~anotherinternal database. 

Red Flag 17- PNC does not believe undelivered mail is an indicator of identity theft. 
This red flag, if it remains should be: clarified to reflect that it is not referring to a 
single piece of mail. 

Red Flag 30 -PNC recornendsdeletion o fthis Red Flag, as Iarge check orders by a 
single customer do not indicate identity theft. 
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Conclusion 

Thank you for providiig this opportunityto comment. While we have commented on 
particular facets of the proposal, we would Iike to reiteratethat we are fuIly supportiveofthe 
comment letter submitted by the ABA. If you have questionsabout this comment letter, please 
feel free to contact Melinda Twici, 412-762-2280, SeniorCounsel,or the undersigned. 

Sincerely, 

James S.KeIler 

cc: 	 Gary TeKolste 
Office of the Comptrollerof the Currency 

Michael Carroll 

Fedem1 Reserve Bank of Cleveland 


Melinda B. Turici 

John J. Wixted, Jr. 

The PNC Financial Services Group, Inc. 



