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Letter from the Dir€Ctor......oveeeerereeneeneeseeseeseeseeseeeeseeens 2 the types of BSA-related violations cited
in examination reports, and clarifies the
difference between a significant BSA

Articles program breakdown and technical prob-
lems in financial institutions. The article

Incident Response Programs: Don't Get Caught 4 also provides examples of best practices

Without One for maintaining strong BSA and Anti-

The media has been filled with stories of data compromises ity Leindleling Geimalante tiees,

and security breaches at all types of organizations. A security

incident can damage corporate reputations, cause financial Regular Features
losses, and foster identity theft, and banks are increasingly
becoming targets for attack because they hold valuable data
that, when compromised, allow criminals to steal an individ-

From the Examiner's Desk . . .

ual’s identity and drain financial accounts. To mitigate the Examiners Report on Commercial
effects of security breaches, organizations are finding it Real Estate Underwriting Practices 27
necessary to develop formal incident response programs Banks are becoming increasingly reliant on
(IRPs). This article highlights the importance of IRPs to a commercial real estate (CRE) lending, and,
bank’s information security program and provides information in some markets, underwriting and admin-
on required content and best practices banks may consider istration of such loans have deteriorated in
when developing effective response programs. the effort to gain market share. This article
provides an update on CRE lending nation-
Chasing the Asterisk: A Field Guide to Caveats, VD oy (RDIIG G EIMIES O gk 9et
. . . . cies and practices in CRE concentrations
Exceptions, Material Misrepresentations, and Other g s mrasiess G e
Unfair or Deceptive Acts or Practices 12 ing, monitoring, and controlling such risk.

Although the vast majority of FDIC-supervised institutions
adhere to a high level of professional conduct, the FDIC has
seen an increase in violations of Section 5 of the Federal

Accounting News:

Trade Commission Act (FTC Act), which prohibits unfair or Auditor Independence 33
deceptive practices in or affecting commerce. The Act When CFAs and their firms provide
applies to all aspects of financial products and services, and certain services that require them to be
this increase in violations may be the result of increased independent, such as audits of financial
competition among financial institutions, along with a grow- statements and audits of internal control
ing dependence on fee income, expansion into the subprime over financial reporting, they are referred
market, and the increase in the number of products with to as independent public accountants,
complex structures and pricing. This article outlines how independent auditors, or external audi-
examiners identify and address acts or practices that may tors. But what does “independence ”
violate the prohibition against unfair or deceptive acts or prac- mean when external auditors provide
tices, and it provides information to help financial institutions these services? This article summarizes
assess their products and services and develop a plan to existing professional standards for auditor
avoid violations of Section 5 of the FTC Act. independence, including recent develop-

ments on tax services and contingent
fees as well as the use of limitation of
liability clauses in engagement letters.

Understanding BSA Violations 22
While most insured financial institutions have an adequate
system of BSA controls, high-profile cases in which large civil

money penalties have been assessed for noncompliance with RegUIato ry and

the BSA highlight the importance of banks’ efforts to ensure Supervisory Roundup 43
compliance with the BSA and its implementing rules. Shortfalls This feature provides an overview of

in BSA controls can result in violations of the BSA and the recently released regulations and super-
implementing rules being cited in Reports of Examination. This visory guidance.

article highlights recent USA PATRIOT Act changes, discusses
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money on protecting the cash they

held in their vaults than on anything
else. The bars on the windows, security
guards in the lobby, and armored cars
were familiar signs of how important it
was to protect the cash. These days, we
know that another critical asset for a
bank to protect is data.

It used to be that banks spent more

Banks hold valuable data that, when
compromised, allow criminals to steal
an individual’s identity and drain finan-
cial accounts. The potential for large
financial gain has driven the demand by
identity thieves for data. There are even
secondary markets where thieves can
purchase or trade data in mass quanti-
ties. There are people in the data theft
industry whose “job” it is to obtain and
aggregate as much data as they can.
Others operate the elaborate black
market operations where data can be
bought and sold. And other participants
are the actual end-users of the stolen
information. Whether by manufacturing
duplicate credit or debit cards, applying
for credit in someone else’s name, or
using stolen online banking IDs and
passwords to access someone’s cash by
originating transfers, the end-users are
the criminals who actually convert the
data into cash.

There are many reasons for banks
to safeguard data. There are, of course,
the regulatory requirements. In 2001,
the Federal banking agencies imple-
mented section 501(b) of the Gramm-
Leach-Bliley Act by promulgating
Guidelines Establishing Standards
for Safeguarding Customer Informa-
tion. The objectives of the guidelines
and of the written information-security
program they require are to (1) ensure
the security and confidentiality of
customer information, (2) protect
against any anticipated threats or
hazards to the security or integrity
of such information, and (3) protect
against unauthorized access to or use
of customer information that could
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result in substantial harm or inconven-
ience to any customer. In addition, the
guidelines require financial institutions
to ensure that service providers with
whom they contract implement a secu-
rity program designed to meet the
guidelines’ objectives. Other laws, such
as the Fair and Accurate Credit Trans-
actions Act of 2003 and the USA
PATRIOT Act, also require financial
institutions to have in place strong
policies and programs to safeguard
customer data.

Another reason to protect customer
data is to avoid financial losses to the
bank. The costs associated with a data
compromise can be great. They range
from expensive insurance claims, to
investigation and remediation costs, to
the cost of providing free monitoring
services for those affected. As important,
however, banks need to safeguard data to
protect against harm to their reputation
and a loss of consumer confidence. If
bank customers feel their bank cannot
be trusted to protect their confidential
information, they will go somewhere
else. Although it has not yet happened to
a financial institution, companies in
other industries have gone out of busi-
ness because of serious data breaches.

Everyone has a responsibility in safe-
guarding data. Financial institutions and
their technology service providers have a
legal duty to protect data, but consumers
also have a responsibility to protect their
own information. The FDIC has spon-
sored a number of symposiums around
the country to educate consumers about
the need to protect personal and confi-
dential information from compromise.
We advise consumers to always protect
their Social Security number, credit card
and debit card numbers, personal identi-
fication numbers, passwords, and other
personal information. They should also
protect their incoming and outgoing
mail, properly discard any trash that
contains personal or financial informa-
tion, and keep a close watch on bank
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account statements and credit card bills
for any abnormalities.

The FDIC also has safeguards in place
to protect our confidential data. As the
steward of the deposit insurance fund
and primary supervisor of more than
5,200 banks, the FDIC plays a vital role
in maintaining confidence in the bank-
ing industry. In August, the FDIC issued
updated procedures to examination staff
as a reminder of the importance of safe-
guarding examination information—
whether in paper, electronic, or other
form. The updated procedures cover all
documentation acquired or created in
connection with a bank examination,
such as reports of examination, exami-
nation work papers, bank information,
and, especially, any sensitive bank
customer information that may be gath-
ered as part of a bank examination. The
updated procedures (1) specify mini-
mum standards for safeguarding exami-
nation information, including technical,
physical, and administrative safeguards;
(2) provide guidance for the implemen-
tation of an Information Security Inci-
dent Response Program with required
procedures if an actual or suspected loss,
theft, or unauthorized access of confi-
dential or sensitive examination informa-
tion is detected; and (3) incorporate
recently issued guidance from the U. S.
Office of Management and Budget

LU L]
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requiring that security incidents involv-
ing personally identifiable information be
reported within one hour after discovery.

The FDIC recognizes that even the best
information security program may not
prevent every incident. A critical feature
of information security programs must
be a plan for the bank to respond when
incidents of unauthorized access to
sensitive customer information main-
tained by the institution or its service
providers occur. An incident response
program provides a preplanned frame-
work for dealing with the aftermath of
a security breach or attack. In this issue
of Supervisory Insights, “Incident
Response Programs: Don’t Get Caught
Without One” highlights the importance
of incident response programs and
provides information on required content
and best practices banks may consider
when developing effective response
programs.

We encourage our readers to continue
to provide comments on articles, to ask
follow-up questions, and to suggest topics
for future issues. All comments, ques-
tions, and suggestions should be sent to
SupervisoryJournalefdic.gov.

Sandra L. Thompson
Director, Division of
Supervision and
Consumer Protection
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veryone is familiar with the old
Eadage “Time is money.” In the

Information Age, data may be just
as good. Reports of data compromises
and security breaches at organizations
ranging from universities and retail
companies to financial institutions and
government agencies provide evidence
of the ingenuity of Internet hackers,
criminal organizations, and dishonest
insiders obtaining and profiting from
sensitive customer information. Whether
a network security breach compromising
millions of credit card accounts or a lost
computer tape containing names,
addresses, and Social Security numbers
of thousands of individuals, a security
incident can damage corporate reputa-
tions, cause financial losses, and enable

identity theft.

Banks are increasingly becoming
prime targets for attack because they
hold valuable data that, when compro-
mised, may lead to identity theft and
financial loss. This environment places
significant demands on a bank’s infor-
mation security program to identify
and prevent vulnerabilities that could
result in successful attacks on sensitive
customer information held by the bank.
The rapid adoption of the Internet as a
delivery channel for electronic commerce
coupled with prevalent and highly publi-
cized vulnerabilities in popular hardware
and software have presented serious
security challenges to the banking indus-
try. In this high-risk environment, it is
very likely that a bank will, at some
point, need to respond to security inci-
dents affecting its customers.

To mitigate the negative effects of secu-
rity breaches, organizations are finding
it necessary to develop formal incident
response programs (IRPs).! However, at

a time when organizations need to be
most prepared, many banks are finding
it challenging to assemble an IRP that
not only meets minimum requirements
(as prescribed by Federal bank regula-
tors), but also provides for an effective
methodology to manage security inci-
dents for the benefit of the bank and its
customers. In response to these chal-
lenges, this article highlights the impor-
tance of IRPs to a bank’s information
security program and provides informa-
tion on required content and best prac-
tices banks may consider when
developing effective response programs.

1 ——
The Importance of an

Incident Response Program

A bank’s ability to respond to security
incidents in a planned and coordinated
fashion is important to the success of its
information security program. While
IRPs are important for many reasons,
three are highlighted in this article.

First, though incident prevention is
important, focusing solely on prevention
may not be enough to insulate a bank
from the effects of a security breach.
Despite the industry’s efforts at identi-
fying and correcting security vulnera-
bilities, every bank is susceptible to
weaknesses such as improperly config-
ured systems, software vulnerabilities,
and zero-day exploits.> Compounding
the problem is the difficulty an organiza-
tion experiences in sustaining a “fully
secured” posture. Over the long term, a
large amount of resources (time, money,
personnel, and expertise) is needed to
maintain security commensurate with all
potential vulnerabilities. Inevitably, an
organization faces a point of diminishing
returns whereby the extra resources

"In its simplest form, an IRP is an organized approach to addressing and managing the aftermath of a security

breach or attack.

2 A zero-day exploit is one that takes advantage of a security vulnerability on the same day that the vulnerability

becomes generally known.
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applied to incident prevention bring a
lesser amount of security value. Even
the best information security program
may not identify every vulnerability and
prevent every incident, so banks are best
served by incorporating formal incident
response planning to complement strong
prevention measures. In the event
management’s efforts do not prevent all
security incidents (for whatever reason),
IRPs are necessary to reduce the
sustained damage to the bank.

Second, regulatory agencies have
recognized the value of IRPs and have
mandated that certain incident response
requirements be included in a bank’s
information security program. In March
2001, the FDIC, the Office of the Comp-
troller of the Currency (OCC), the Office
of Thrift Supervision (OTS), and the
Board of Governors of the Federal
Reserve System (FRB) (collectively, the
Federal bank regulatory agencies) jointly
issued guidelines establishing standards
for safeguarding customer information,
as required by the Gramm-Leach-Bliley
Act of 19993 These standards require
banks to adopt response programs as a
security measure. In April 2005, the
Federal bank regulatory agencies issued
interpretive guidance regarding response
programs.* This additional guidance
describes IRPs and prescribes standard
procedures that should be included in
IRPs. In addition to Federal regulation in
this area, at least 32 states have passed
laws requiring that individuals be notified
of a breach in the security of computer-
ized personal information.’ Therefore,
the increased regulatory attention

devoted to incident response has made
the development of IRPs a legal necessity.

Finally, IRPs are in the best interests
of the bank. A well-developed IRP that
is integrated into an overall information
security program strengthens the institu-
tion in a variety of ways. Perhaps most
important, IRPs help the bank contain
the damage resulting from a security
breach and lessen its downstream effect.
Timely and decisive action can also limit
the harm to the bank’s reputation,
reduce negative publicity, and help the
bank identify and remedy the underlying
causes of the security incident so that
mistakes are not destined to be repeated.

.|
Elements of an Incident

Response Program

Although the specific content of an
IRP will differ among financial institu-
tions, each IRP should revolve around
the minimum procedural requirements
prescribed by the Federal bank regula-
tory agencies. Beyond this fundamental
content, however, strong financial institu-
tion management teams also incorporate
industry best practices to further refine
and enhance their IRP. In general, the
overall comprehensiveness of an IRP
should be commensurate with an institu-
tion’s administrative, technical, and orga-
nizational complexity.

1 ——
Minimum Requirements

The minimum required procedures
addressed in the April 2005 interpretive
guidance can be categorized into two

% Appendix B to Part 364 of the FDIC Rules and Regulations at www.fdic.gov/regulations/laws/rules/2000-8660
.html#2000appendixbtopart364 and FDIC FIL-22-2001, Guidelines Establishing Standards for Safeguarding
Customer Information, issued March 14, 2001. Also refer to 12 CFR 30, App. B (OCC); 12 CFR 208, App. D-2 and

12 CFR 225, App. F (FRB); and 12 CFR 570, App. B (OTS).

* FDIC FIL-27-2005, Guidance on Response Programs for Unauthorized Access to Customer Information and
Customer Notice, issued April 1, 2005, www.fdic.gov/news/news/financial/2005/fil2705.html. Also refer to
12 CFR 30, App. B (OCC); 12 CFR 208, App. D-2 and 12 CFR 225, App. F (FRB); 12 CFR 364, App. B (FDIC); and

12 CFR 570, App. B (OTS).

5 “State Security Breach Notification Laws (as of June 2006),” September 15, 2006, www.thecyberangel.com/

StSecBrchNotifLaw.doc.
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broad areas: “reaction” and “notifica-
tion.” In general, reaction procedures are
the initial actions taken once a compro-
mise has been identified. Notification
procedures are relatively straightforward
and involve communicating the details or
events of the incident to interested
parties; however, they may also involve
some reporting requirements. Figure 1
lists the minimum required procedures
of an IRP as discussed in the April 2005
interpretive guidance.

Reaction Procedures

with the likelihood of and the potential
damage from such threats. An institu-
tion’s information security risk assess-
ment can be useful in identifying some
of these potential threats. The contain-
ment procedures developed should focus
on responding to and minimizing poten-
tial damage from the threats identified.
Not every incident can be anticipated,
but institutions should at least develop
containment procedures for reasonably
foreseeable incidents.

Notification Procedures

Assessing security incidents and iden-
tifying the unauthorized access to or
misuse of customer information essen-
tially involve organizing and developing
a documented risk assessment process
for determining the nature and scope of
the security event. The goal is to effi-
ciently determine the scope and magni-
tude of the security incident and
identify whether customer information
has been compromised.

Containing and controlling the security
incident involves preventing any further
access to or misuse of customer informa-
tion or customer information systems. As
there are a variety of potential threats to
customer information, organizations
should anticipate the ones that are more
likely to occur and develop response and
containment procedures commensurate

Figure 1

An institution should notify its primary
Federal regulator as soon as it becomes
aware of the unauthorized access to or
misuse of sensitive customer information
or customer information systems. Notify-
ing the regulatory agency will help it
determine the potential for broader rami-
fications of the incident, especially if the
incident involves a service provider, as
well as assess the effectiveness of the
institution’s IRP.

Institutions should develop procedures
for notifying law enforcement agencies
and filing SARs in accordance with their
primary Federal regulator’s require-
ments.® Law enforcement agencies may
serve as an additional resource in
handling and documenting the incident.
Institutions should also establish proce-
dures for filing SARs in a timely manner

Minimum Requirements
Establish notification procedures for

Develop reaction procedures for

assessing security incidents that have
occurred;

identifying the customer information and
information systems that have been accessed
or misused; and

containing and controlling the security
incident.

the institution’s primary Federal regulator;

appropriate law enforcement agencies (and
filing Suspicious Activity Reports [SARs], if
necessary); and

affected customers.

8 An institution’s obligation to file a SAR is specified in the regulations of its primary Federal regulator. Refer to 12
CFR 21.11 (OCC), 12 CFR 208.62 (FRB), 12 CFR 353 (FDIC), and 12 CFR 563.180 (OTS).
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because regulations impose relatively
quick filing deadlines. The SAR form’
itself may serve as a resource in the
reporting process, as it contains specific
instructions and thresholds for when to
file a report. The SAR form instructions
also clarify what constitutes a “computer
intrusion” for filing purposes. Defining
procedures for notifying law enforce-
ment agencies and filing SARs can
streamline these notification and report-
ing requirements.

Institutions should also address
customer notification procedures in
their IRP. When an institution becomes
aware of an incident involving unautho-
rized access to sensitive customer infor-
mation, the institution should conduct a
reasonable investigation to determine
the likelihood that such information has
been or will be misused. If the institu-
tion determines that sensitive customer
information has been misused or that
misuse of such information is reasonably
possible, it should notify the affected
customer(s) as soon as possible. Devel-
oping standardized procedures for noti-
fying customers will assist in making
timely and thorough notification. As a
resource in developing these proce-
dures, institutions should reference the
April 2005 interpretive guidance, which
specifically addresses when customer
notification is necessary, the recom-
mended content of the notification, and
the acceptable forms of notification.

1
Best Practices—Going

Beyond the Minimum

Each bank has the opportunity to go
beyond the minimum requirements and
incorporate industry best practices into
its IRP. As each bank tailors its IRP to
match its administrative, technical, and
organizational complexity, it may find
some of the following best practices rele-
vant to its operating environment. The

practices addressed below are not all
inclusive, nor are they regulatory require-
ments. Rather, they are representative of
some of the more effective practices and
procedures some institutions have imple-
mented. For organizational purposes, the
best practices have been categorized into
the various stages of incident response:
preparation, detection, containment,
recovery, and follow-up.

Preparation

Preparing for a potential security
compromise of customer information
is a proactive risk management prac-
tice. The overall effectiveness and effi-
ciency of an organization’s response is
related to how well it has organized and
prepared for potential incidents. Two
of the more effective practices noted in
many IRPs are addressed below.

Establish an incident response team.

A key practice in preparing for a poten-
tial incident is establishing a team that is
specifically responsible for responding
to security incidents. Organizing a team
that includes individuals from various
departments or functions of the bank
(such as operations, networking, lend-
ing, human resources, accounting,
marketing, and audit) may better posi-
tion the bank to respond to a given inci-
dent. Once the team is established,
members can be assigned roles and
responsibilities to ensure incident
handling and reporting is comprehen-
sive and efficient. A common responsi-
bility that banks have assigned to the
incident response team is developing a
notification or call list, which includes
contact information for employees,
vendors, service providers, law enforce-
ment, bank regulators, insurance
companies, and other appropriate
contacts. A comprehensive notification
list can serve as a valuable resource
when responding to an incident.

7 See www.fincen.gov/reg_bsaforms.html.
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Define what constitutes an incident.

An initial step in the development of a
response program is to define what
constitutes an incident. This step is
important as it sharpens the organiza-
tion’s focus and delineates the types of
events that would trigger the use of the
IRP. Moreover, identifying potential
security incidents can also make the
possible threats seem more tangible,
and thus better enable organizations to
design specific incident-handling proce-
dures for each identified threat.

Detection

The ability to detect that an incident is
occurring or has occurred is an impor-
tant component of the incident response
process. This is considerably more
important with respect to technical
threats, since these can be more difficult
to identify without the proper technical
solutions in place. If an institution is not
positioned to quickly identify incidents,
the overall effectiveness of the IRP may
be affected.® Following are two detection-
related best practices included in some
institutions’ IRPs.

Identify indicators of unauthorized
system access.

Most banks implement some form
of technical solution, such as an intru-
sion detection system or a firewall, to
assist in the identification of unautho-
rized system access. Activity reports
from these and other technical solu-
tions (such as network and application
security reports) serve as inputs for

the monitoring process and for the
IRP in general. Identifying potential
indicators of unauthorized system
access within these activity or security
reports can assist in the detection
process.

Involve legal counsel.

Because many states have enacted
laws governing notification require-
ments for customer information secu-
rity compromises, institutions have
found it prudent to involve the institu-
tion’s legal counsel when a compro-
mise of customer information has been
detected. Legal guidance may also be
warranted in properly documenting
and handling the incident.

Containment

During the containment phase,
the institution should generally imple-
ment its predefined procedures for
responding to the specific incident
(note that containment procedures
are a required minimum component).
Additional containment-related proce-
dures some banks have successfully
incorporated into their IRPs are
discussed below.

Establish notification escalation
procedures.

If senior management is not already
part of the incident response team,
banks may want to consider developing
procedures for notifying these individu-
als when the situation warrants. Provid-
ing the appropriate executive staff

¢ Pursuant to section 114 of the Fair and Accurate Credit Transactions Act of 2003 (FACT Act), the FDIC, the Office
of the Comptroller of the Currency, the Board of Governors of the Federal Reserve System, the Office of Thrift
Supervision, the National Credit Union Administration, and the Federal Trade Commission, have jointly proposed
(1) guidelines for financial institutions and creditors identifying patterns, practices, and specific forms of activity,
that indicate the possible existence of identity theft, and (2) regulations requiring each financial institution and
creditor to establish reasonable policies and procedures for implementing the guidelines. The notice of
proposed rulemaking (NPR) also includes provisions requiring credit and debit card issuers to assess the validity
of a request for a change of address under certain circumstances, and, pursuant to section 315 of the FACT Act,
guidance regarding reasonable policies and procedures that a user of consumer reports must employ when such
a user receives a notice of address discrepancy from a consumer reporting agency. The NPR was published on
July 18, 2006, at 71 Fed. Reg. 40786, and the comment period ended on September 18, 2006. The agencies are
reviewing the comments received in preparation for a final rule.
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and senior department managers with
information about how containment
actions will affect business operations
or systems and including these individu-
als in the decision-making process can
help minimize undesirable business
disruptions. Institutions that have expe-
rienced incidents have generally found
that the management escalation process
(and resultant communication flow)
was not only beneficial during the
containment phase, but also proved
valuable during the later phases of the
incident response process.

Document details, conversations,
and actions.

Retaining documentation is an
important component of the incident
response process. Documentation can
come in a variety of forms, including
technical reports generated, actions
taken, costs incurred, notifications
provided, and conversations held. This
information may be useful to external
consultants and law enforcement for
investigative and legal purposes, as
well as to senior management for filing
potential insurance claims and for
preparing an executive summary of
the events for the board of directors
or shareholders. In addition, documen-
tation can assist management in
responding to questions from its
primary Federal regulator. It may be
helpful during the incident response
process to centralize this documenta-
tion for organizational purposes.

Organize a public relations
program.

Whether a bank is a local, national, or
global firm, negative publicity about a
security compromise is a distinct possi-
bility. To address potential reputation
risks associated with a given incident,
some banks have organized public rela-
tions programs and designated specific
points of contact to oversee the program.
A well-defined public relations program
can provide a specific avenue for open
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communications with both the media
and the institution’s customers.

Recovery

Recovering from an incident essentially
involves restoring systems to a known
good state or returning processes and
procedures to a functional state. Some
banks have incorporated the following
best practices related to the recovery
process in their IRPs.

Determine whether configurations
or processes should be changed.

If an institution is the subject of a
security compromise, the goals in the
recovery process are to eliminate the
cause of the incident and ensure that
the possibility of a repeat event is mini-
mized. A key component of this process
is determining whether system configu-
rations or other processes should be
changed. In the case of technical
compromises, such as a successful
network intrusion, the IRP can prompt
management to update or modify
system configurations to help prevent
further incidents. Part of this process
may include implementing an effective,
ongoing patch management program,
which can reduce exposure to identified
technical vulnerabilities. In terms of
non-technical compromises, the IRP
can direct management to review opera-
tional procedures or processes and
implement changes designed to prevent
a repeat incident.

Test affected systems or procedures
prior to implementation.

Testing is an important function in the
incident response process. It helps
ensure that reconfigured systems,
updated procedures, or new technologies
implemented in response to an incident
are fully effective and performing as
expected. Testing can also identify
whether any adjustments are necessary
prior to implementing the updated
system, process, or procedure.
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Follow-up

During the follow-up process, an institu-
tion has the opportunity to regroup after
the incident and strengthen its control
structure by learning from the incident.
A number of institutions have included
the following best practice in their IRPs.

Conduct a “lessons-learned”
meeting.

Successful organizations can use the
incident and build from the experience.
Organizations can use a lessons-learned
meeting to

- discuss whether affected controls
or procedures need to be strength-
ened beyond what was imple-
mented during the recovery phase;

- discuss whether significant prob-
lems were encountered during the
incident response process and how
they can be addressed;

- determine if updated written poli-
cies or procedures are needed for
the customer information security
risk assessment and information
security program,;

Figure 2

- determine if updated training is
necessary regarding any new
procedures or updated policies that
have been implemented; and

- determine if the bank needs addi-
tional personnel or technical
resources to be better prepared
going forward.

The preceding best practices focused
on the more common criteria that have
been noted in actual IRPs, but some
banks have developed other effective
incident response practices. Examples
of these additional practices are listed in
Figure 2. Organizations may want to
review these practices and determine if
any would add value to their IRPs given
their operating environments.

\X/hat the Future Holds

In addition to meeting regulatory
requirements and addressing applicable
industry best practices, several character-
istics tend to differentiate banks. The
most successful banks will find a way to
integrate incident response planning into

Additional IRP Best Practices

Test the incident response plan (via walk-
through or tabletop exercises) to assess
thoroughness.

Implement notices on login screens for
customer information systems to establish
a basis for disciplinary or legal action.

Develop an incident grading system that
quantifies the severity of the incident, helps
determine if the incident response plan
needs to be activated, and specifies the
extent of notification escalation.

Provide periodic staff awareness training
on recognizing potential indicators of unau-
thorized activity and reporting the incident
through proper channels. Some institutions

have established phone numbers and
e-mail distribution lists for reporting possi-
ble incidents.

Inform users about the status of any compro-
mised system they may be using.

Establish a list of possible consultants, in
case the bank does not have the expertise
to handle or investigate the specific inci-
dent (especially regarding technical
compromises).

Establish evidence-gathering and handling
procedures aimed at preserving evidence
of the incident and aiding in prosecution
activities.

IR E
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normal operations and business
processes. Assimilation efforts may
include expanding security awareness
and training initiatives to reinforce inci-
dent response actions, revising business
continuity plans to incorporate security
incident responses, and implementing
additional security monitoring systems
and procedures to provide timely inci-
dent notification. Ultimately, the
adequacy of a bank’s IRP reflects on
the condition of the information secu-
rity program along with management’s
willingness and ability to manage infor-
mation technology risks. In essence,
incident response planning is a manage-
ment process, the comprehensiveness
and success of which provide insight into
the quality and attentiveness of manage-
ment. In this respect, the condition of a
bank’s IRP, and the results of examiner
review of the incident response planning
process, fit well within the objectives of
the information technology examination
as described in the Information Technol-
ogy-Risk Management Program.’

An IRP is a critical component of a
well-formed and effective information
security program and has the potential to
provide tangible value and benefit to a
bank. Similar to the importance of a
business continuity planning program as
it relates to the threat of natural and

man-made disasters, sound IRPs will be
necessary to combat new and existing
data security threats facing the banking
community. Given the high value placed
on the confidential customer information
held within the financial services indus-
try, coupled with the publicized success
of known compromises, one can reason-
ably assume that criminals will continue
to probe an organization’s defenses in
search of weak points. The need for
response programs is real and has been
recognized as such by not only state and
Federal regulatory agencies (through
passage of a variety of legal require-
ments), but by the banking industry
itself. The challenges each bank faces
are to develop a reasonable IRP provid-
ing protections for the bank and the
consumer and to incorporate the IRP
into a comprehensive, enterprise-wide
information security program. The most
successful banks will exceed regulatory
requirements to leverage the IRP for
business advantages and, in turn,
improved protection for the banking
industry as a whole.

Eric R. Morris
Information Technology
Examiner, Chicago, IL

John J. Sosnowski II
Examiner, Indianapolis, IN

° The Information Technology-Risk Management Program (IT-RMP) is the approach for conducting information
technology examinations at FDIC-supervised institutions, regardless of size and complexity. FIL 81-2005, Informa-
tion Technology—Risk Management Program New Information Technology Examination Procedures, August 18,
2005, www.fdic.gov/news/news/financial/2005/fil8105.html.
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to Caveats, Exceptions, Material Misrepresentations,
and Other Unfair or Deceptive Acts or Practices

ection 5 of the Federal Trade
SCommission (FTC) Act prohibits

“unfair or deceptive practices in
or affecting commerce.”! Although
enforced generally by the FTC against
nonbank entities, the authority for
enforcing Section 5 as it relates to FDIC-
supervised institutions rests with the
FDIC, pursuant to Section 8 of the
Federal Deposit Insurance Act,?> which
permits the FDIC and the other Federal
banking agencies to enforce “any law.”

The prohibition against unfair and
deceptive acts or practices (UDAPs)
applies to all products and services
offered by a financial institution, directly
or indirectly. The prohibition applies to
every stage and activity: from product
development to the creation and rollout of
the marketing campaign; from servicing
and collections all the way through to the
termination of the customer relationship.

Although the vast majority of FDIC-
supervised institutions adhere to a high
level of professional conduct, the FDIC
has seen an increase in violations of
Section 5 of the FTC Act. This may be
the result of increased competition
among financial institutions, along with
a growing dependence on fee income
and increased reliance on third parties.
Expansion into the subprime market may
be another factor, as well as the prolifera-
tion of products with complex structures
and pricing. Examiners have identified
various acts and practices that violate
Section 5, including deceptive marketing
and solicitations, misleading billing state-
ments, and failure to adequately disclose
material terms and conditions for both
credit and deposit products.

Depending on the severity of their
nature and scope, violations of the FTC
Act may adversely affect an institution’s
compliance rating, as well as result in
an enforcement action and restitution.
Evidence of such violations may also
cause a downgrade of an institution’s
Community Reinvestment Act (CRA)
rating. Public knowledge that a financial
institution engaged in unfair or deceptive
acts or practices—from publication of a
cease and desist order, a statement in
the institution’s public CRA Performance
Evaluation, or reports in the media—may
result in reputational harm to the institu-
tion, lawsuits, and financial damages. In
light of these risks, failure to prevent or
address potential UDAPs may, in turn,
expose the institution to questions regard-
ing the adequacy of its management and
the safety and soundness of its operations.

This article provides insights into how
examiners identify and address acts or
practices that may violate the prohibi-
tion against UDAPs found in Section 5
of the FTC Act. Financial institutions
can use this information to conduct
assessments of their products and serv-
ices and to develop a blueprint for
avoiding Section 5 violations.

FDIC Enforcement of
Section 5 of the FTC Act

A number of agencies have authority
to combat UDAPs. While the FTC
has broad authority to enforce the
requirements of Section 5 of the
FTC Act, banks and certain other busi-
nesses are exempted from the FTC’s
authority.’ In a Financial Institution
Letter (FIL) dated May 30, 2002,*

115 U.S.C. § 45(a).
212 U.S.C. 8 1818(b).
*15U.S.C. 8 45.

*FIL-57-2002, Guidance on Unfair or Deceptive Acts or Practices, May 30, 2002, www.fdic.gov/news/news/

financial/2002/fil0257.html.
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the FDIC confirmed the applicability
of Section 5 of the FTC Act to state
nonmember banks and their institu-
tion-affiliated parties, as well as the
FDIC’s intention to cite violations of
this law and take appropriate action
under Section 8 of the Federal Deposit
Insurance Act® (FDI Act) when it
discovers unfair or deceptive acts

or practices.

On March 11, 2004, the FDIC with
the Board of Governors of the Federal
Reserve System (FRB) jointly issued
guidance on UDAP (Joint Guidance)
to state-chartered banks outlining the
standards the FDIC and the FRB will
consider when applying the prohibitions
against UDAPs found in the FTC Act and
providing advice on managing risks
relating to UDAPs.°

In determining the appropriate
response to a Section 5 violation, the
FDIC consults with other state and
federal agencies depending on the issue
and their jurisdiction over the parties
involved. Where necessary to address
the UDAP and provide an appropriate
remedy for consumers, the FDIC will
also pursue a joint action with other
government entities.”

1
Standards for Determining

\X/hat Is Unfair or Deceptive

As stated in the Joint Guidance,® the
standards for unfairness and deception
are independent of each other. While
a specific act or practice may be both
unfair and deceptive, an act or practice
is prohibited by the FTC Act if it is either
unfair or deceptive.

To assist in determining whether a
particular act or practice is unfair or
deceptive, the FTC has issued policy
statements on both unfairness and
deception.’ In most cases, Section 5
violations involve deception, although
there have been a few instances where
a particular act or practice, or the sum
of a variety of acts and practices, have
been found to be unfair.

Unfairness

An act or practice may be found to be
unfair where it

(1) Causes or is likely to cause sub-
stantial injury to consumers, which

(2) Is not reasonably avoidable by
consumers themselves, and

(3) Is not outweighed by counter-
vailing benefits to consumers or
to competition.

Public policy may also be considered in
the analysis of whether a particular act
or practice is unfair.

Deception

A three-part test is used to assess
whether a representation, omission, or
practice is deceptive:

(1) The representation, omission, or
practice must mislead or be likely
to mislead the consumer;

(2) The consumer’s interpretation of
the representation, omission, or
practice must be reasonable under
the circumstances. If a representa-
tion or practice is targeted to a partic-
ular group—for example, the elderly

512 U.S.C. 8 1818(a).

8 FIL-26-2004, Unfair or Deceptive Acts or Practices by State-Chartered Banks, March 11, 2004 (Joint Guidance),

www.fdic.gov/news/news/financial/2004/fil2604.html.
7 Ibid., footnote 6, page 1.
8 |bid., footnote 6, page 2.

% See FTC Policy Statement on Unfairness (December 17, 1980), www.ftc.gov/bep/policystmt/ad-unfair.htm, and
FTC Policy Statement on Deception (October 14, 1983), www.ftc.gov/bcp/policystmt/ad-decept.htm.
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continued from pg. 13

Unfairness Based upon Lack of Utility

A bank advertised a credit card with no application or annual fees. However, consumers were charged a “refundable acceptance fee,”
which completely exhausted the available credit line. According to the terms of the card, this acceptance fee would be “refunded” in incre-
ments of $50 every three months, assuming the consumer paid the minimum amount due on a timely basis, making available an equal amount
of credit. As opposed to an annual fee, a monthly maintenance charge of $10 was charged against the account, along with an interest rate of
almost 20 percent against the outstanding balance.

The FDIC found that the “refundable acceptance fee” was nothing more than a bookkeeping entry used by the bank to create a balance
upon which it could assess interest and other charges. At a minimum, consumers were paying $120 a year plus interest in exchange for the
use of a credit line made available to them in $50 increments. Account activity reports showed little or no purchases or charges, only the
assessment of monthly fees, interest, and other charges.

The card program was determined to be “unfair.” The fees associated with the program made any benefit negligible, and the program was
structured so that only a very small percentage of account holders would receive any initial or subsequent credit. Moreover, with no out-of-
pocket money at risk and the limited utility of the card, a high delinquency rate was foreseeable. Within six months from the initial offering of
the product, nearly 50 percent of all accounts opened were delinquent.

or troubled borrowers—its reason- examiners may be unaware of any
ableness must be evaluated from the potential unfair or deceptive concerns
vantage point of that group; and, prior to their examination of a bank.

FDIC examiners may identify potential
UDAPs during the course of an exami-
nation, through a consumer complaint,
or through referrals from state or local
agencies or consumer protection
organizations. Reports of unfair or
deceptive acts or practices in the
media—print, TV, and the Internet—
may trigger investigations.

(3) The misleading representation, omis-
sion, or practice must be material.

A deceptive representation can be
expressed, implied, or involve a material
omission. The overall impression is key—
written disclosures in the text or fine
print in a footnote may be insufficient to
correct a misleading headline.™

As can be seen from the examples in
the text box above and on the facing
page, and as stated in the Joint Guid-
ance, whether an act or practice is unfair
or deceptive depends upon a careful
analysis of the facts and circumstances.
In analyzing a particular act or practice,

The scope of an examination or inves-
tigation to determine whether an insti-
tution is engaging in UDAPs involves a
review of the institution’s products, serv-
ices, target markets, operations, and
compliance management systems and

the FDIC is guided by the body of law programs. Examiners first develop a risk

and official interpretations for defining profile for the institution using informa-

UDAPs developed by the courts and the tion about the institution’s business

FTC, as well as factually similar cases lines, organizational structure, opera-

brought by other enforcement and regu- tions, and past supervisory performance.

latory agencies, including other federal Then they investigate any identified high-

bank regulatory agencies." risk areas, such as subprime lending and
third-party relationships.

Identifying UDAP Issues Identifying red flags and high-risk

areas, and investigating them, is a key

UDAPs are not always apparent or ) ) s
part of any UDAP review or investigation.

easily discovered. In most instances,

0 FTC Policy Statement on Deception, p. 5, October 14, 1983, www.ftc.gov/bcp/policystmt/ad-decept.htm.

" Joint Guidance at page 2; FIL-57-2002, Guidance on Unfair or Deceptive Acts or Practices, May 30, 2002,
www.fdic.gov/news/news/financial/2002/fil0257.html.
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Deceptive Advertising and Billing

On one bank’s home page was a large multicolored advertisement that prominently displayed a series of credit cards and a large blue ball.
Alternately flashing across the ball, in bold white letters outlined in red, were the statements “NO COLLECTION CALLS*!"” and “NO LATE
FEES*!1” Although each statement contained an asterisk, there were no explanatory notes on this page.

A consumer who clicked on the blue ball or one of the credit cards would be linked to an application page containing the online application
form. At the top of this page, the statements “NO collection calls*” and “NO late fees*" again appeared as static text, along with the statement,
“NO Nonsense.” The phrases “NO COLLECTION CALLS*,” “NQ LATE FEES*,” and “APPLY NOW!" appeared a second time on this page as flashing
textin a red banner. The following text appeared in small print in the middle of the page, largely obscured by other promotional information:

Late fees may apply and you may receive collection calls if payments are past due on your credit account and charges or
fees incurred cause your credit account balance to exceed its credit line (over limit) or any portion of your credit line
becomes unsecured . ..

If the consumer clicked the site on or near “APPLY NOW!” the online application moved from the middle to the top of the screen, covering
over this qualification. If, instead of clicking “APPLY NOW!” the consumer clicked the “Important Terms and Conditions” link appearing at
the top of the application page, they would be taken to another web page containing the general terms and conditions, again with the flash-
ing statements “NO COLLECTION CALLS*,” “NO LATE FEES*,” and “APPLY NOW" appearing at the top of the page. In this instance, as with
the original statements on the bank’s home page, there were no qualifying disclosures.

The FDIC found the statements to be deceptive. The qualifications, printed in small text and largely obscured, contradicted the prominently
advertised terms. Additionally, while the banner headlines appeared multiple times on each of the three pages, the qualifying language
appeared only once, could easily be skipped, and was completely covered if the consumer clicked the link for the online application.

In a similar case, the bank sent out billing statements to its delinquent credit card account holders featuring a prominently placed
message, located in a box in the center of the statement, advising the consumer that if they paid a specific sum, they could avoid additional
fees and further collection efforts. Upon investigation, the examiners determined that the amount stated in the message box was the amount
past due, not the larger minimum payment amount, and that payment of this amount would result in additional charges as well as continua-
tion of the consumer’s delinquent status.

Although the minimum amount due was stated elsewhere on the billing statement, the bank'’s practice was deceptive because it used an
alternative amount in the message box to direct the consumer’s attention away from the correct minimum payment amount necessary to
restore their account to a current status. Moreover, despite the bank’s explicit claims to the contrary, payment of the amount the bank spec-
ified in the message box would subject the consumer to what they were told they would avoid: additional fees and collection efforts.

The bank was directed to immediately terminate this practice and reimburse those consumers who incurred late charges and other fees
as a result of this practice.

Red Flags That Could Warrant

review consumer complaints. At the
FDIC, complaints received regarding

a UDAP Review state nonmember banks are maintained
. in an automated database and are avail-
Consumer Complaints able directly to examiners. In addition

to reviewing complaints received by

Consumer complaints are often a key
the FDIC, on-site examinations always

source of information on possible

UDAPs. 12 include a review of the complaints
received by the institution and its pro-
As part of the pre-examination cedures for addressing them.™

process,? examiners are required to

12 For agencies that do not have authority to perform on-site examinations, such as the FTC or a state attorney
general, consumer complaints often serve as the primary basis for their investigations.

B FDIC Compliance Examination Handbook, “Compliance Examinations—Pre-examination Planning,” page 1I-3.1.
" 1bid., “Compliance Examinations—Analysis,” page l-4.1.
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When reviewing complaints, examiners
also look for trends: for example, how
many of the same or similar type of
complaints did the bank receive? While
a large volume of complaints will fre-
quently indicate an area of concern,
the number of complaints received is
not a determining factor in and of itself
of whether there is a potential unfair or
deceptive issue. A small number of
complaints do not undermine the validity
of the complaints or the seriousness of
the allegations raised. If even a single
complaint raises apparent valid concerns
relative to a potential UDAP, the exam-
iner may determine that a Section 5
review is warranted. Consequently,
examiners focus on the issues raised in
complaints, not just the number of
complaints.

Because many consumers may not
be aware that the FDIC and the other
bank regulatory agencies have con-
sumer protection offices responsible
for investigating consumer complaints,
examiners may contact other entities
more generally known to consumers
as places to file a complaint. These
include the Better Business Bureau, the
FTC, and state agencies, such as a state
banking department or an attorney
general’s office.

When reviewing complaints, examiners
pay particular attention not only to the
immediate concerns of the consumer,
but the broader implications. Allegations
or claims that may indicate possible
UDAPs include

* Misleading or false statements,

e Missing disclosures or information,

¢ Undue or excessive fees,

e Inability to reach customer service, or

e Previously undisclosed charges.

Investigations by Other Federal
or State Agencies

The FDIC gives serious attention to
investigations initiated by other govern-
ment agencies such as state banking
departments or attorneys general offices.
The regional offices are often notified
directly by the investigating agency,
although notice may first come from
the target bank once it has learned it is
under investigation.'

Where a state or other agency asserts
that an FDIC-insured institution has
violated state consumer protection law,
the FDIC office in the Region, in consul-
tation with the Washington office,
reviews the allegations to determine if
they involve potential UDAPs. Although
such assertions may be based on state
law, they nonetheless may also involve
potential violations of Section 5 of the
FTC Act.

Criticism of Institution, Product,
or Service in the Media

Newspaper articles, radio programs, and
television consumer reports can provide
information on potential UDAP issues.
For example, during the course of one
bank examination, a local news station
did a special report on a consumer’s
complaint of deceptive practices at the
bank’s mortgage subsidiary. This informa-
tion further corroborated issues examin-
ers noted in consumer complaints.

Internet searches for information on
an institution or a particular product
or service it offers (such as a credit
card or other loan product) can be
another source of information on
possible UDAPs. There are many
websites and blogs where consumers
write about the problems they have

15 Congress amended the FTC Act in 1975 to require that each of the bank regulatory agencies establish a division
of consumer affairs to address complaints. See 15 U.S.C. § 57a.

16 As part of the Compliance Information and Document Request (CIDR) sent to institutions prior to a compliance
examination, financial institutions are asked whether they are subject to any investigation by a state or govern-

ment entity or other legal action.
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had with particular entities or prod-
ucts. These websites may be used by
examiners to supplement information
in the complaints received by the FDIC
and state authorities.

1 ——
High-Risk Areas Requiring
Scrutiny for UDAPs

Subprime Products

Subprime lending, by its nature,
involves the extension of credit to
borrowers who may be among the more
economically vulnerable or less finan-
cially sophisticated. While the presence
of subprime products does not automati-
cally equate to unfairness or deception,
the complexity of many of these prod-
ucts and their pricing structure may
raise Section 5 concerns.

Subprime products are sometimes
specifically marketed to consumers
with lower levels of financial sophis-
tication, creating greater risk for
Section 5 problems. Products targeted
to the elderly, recent immigrants, or a
specific ethnic or racial group are also
subject to scrutiny for Section 5 viola-
tions, as well as for violations of the
Equal Credit Opportunity and Fair
Housing Acts.

Third-Party Relationships

The prohibitions against UDAPs found
in the FTC Act apply to state-chartered
banks, their subsidiaries and institution-
affiliated parties, and third-party con-
tractors.” Third-party relationships, both
affiliated and unaffiliated, are one of the
most common features in the Section 5
violations found by FDIC examiners.

Unaffiliated Third Parties

An unatffiliated third-party relation-
ship could include a company that

Analyzing Third-Party
Relationships

In reviewing third-party arrangements,
examiners consider

* The types of services or products
provided by the third party and their
potential for possible UDAP concerns;

e The due diligence conducted by the bank
prior to entering into an agreement with
the third party;

* The extent of the bank’s oversight and
monitoring of the third party; particularly
whether the bank’s oversight goes beyond
“rubber-stamping” disclosures or solicita-
tions produced by the third party; and

e \Whether the bank reviews customer serv-
ice and collection activity for compliance
with Section 5.

Financial institutions also can consider
these issues when assessing a potential or
ongoing relationship with a third party.

provides advertising services, issues
credit cards through the bank, sells
insurance, brokers loans, or purchases
loans or receivables from the bank.
Collection activity is another activity
frequently conducted by unaffiliated
third parties.

Examiners analyze all third-party rela-
tionships, affinity agreements, contracts,
or partnerships in which the bank is
involved or anticipates involvement. In
particular, examiners focus on what func-
tions the third party performs for the
bank and the bank’s oversight and moni-
toring of the relationship.

If the bank is involved with a third
party that offers products or services
that raise concerns about UDAP, such
as subprime loans, examiners closely
review the agreement between the bank

7 FIL-57-2002, Guidance on Unfair or Deceptive Acts or Practices, May 30, 2002, www.fdic.gov/news/news/

financial/2002/fil0257.html
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and the third party to fully understand
its scope and to identify important
terms and conditions, such as indem-
nification clauses and limitations on
liability, that may have an impact on
the redress for consumers. Moreover,
if the agreement provides for the perfor-
mance of significant activities by the
third party—such as marketing, loan
processing, or collections—examiners
may need to conduct an on-site visita-
tion of the third party.

Affiliated Third Parties

Examiners will want to be apprised of
all subsidiaries and affiliates and the
types of products and services each
offers. Other important factors in the
examiner’s analysis include

e Level of control and oversight the
banks exert over the subsidiary;

e Types of reporting mechanisms in
place;

e Origin of the relationship between
the bank and the affiliated third party
(i.e., was the subsidiary or affiliate
“homegrown” or was it an independ-
ent entity purchased by the bank?).

Regarding the relationship between
the bank and the affiliated third party,
it can sometimes take a long time to
implement bank policies and procedures
and integrate a purchased subsidiary into

the bank’s organizational culture. Previ-
ously independent entities and independ-
ent vendors frequently have difficulty
assimilating and conforming to the
supervisory compliance structure of
regulated institutions.

If weaknesses are seen in the oversight
and controls of a bank subsidiary or affil-
iate, and the types of products or serv-
ices the subsidiary or affiliate offers have
the potential for possible unfair or decep-
tive practices, examiners may review
related files, documents, disclosures, or
information on-site at the o