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I. Consumer Compliance Examination Manual — Introduction

Introduction

The Consumer Compliance Examination M anual (M anual) is
designed as a reference tool for Compliance examination staff
to use when conducting Compliance and Community
Reinvestment Act (CRA) examinations and other supervisory
activities. Thedetailed procedures presented in the M anual
are not intended to replace sound judgment and discretion on
the part of examination staff. Instead, the materials are
designed to promote uniformity in the examination process
and as a reference tool for examiners.

Organization of the Manual

TheManual is divided into 12 sections as described below and
is organized so that information is presented based on
regulation rather than process. The M anual incorp orates
examination policies and procedures in effect as of the most
recent update, which is noted in the footnote in each
subsection. The M anual begins with the risk focused, process
oriented examination procedures (Section II) and sample
templates to use during the examination (Section III).
Sections IV through X cover specificrules and regulations,
divided into general topics. The M anual concludes by
covering the Community Reinvestment Act examination
(Section XI)and samples of the various performance
evaluations (Section XII)tobe used. Each Section of the
Manual s discussed below.

I —Manual Introduction — This section includes
information on how to use the M anual as well as a list of
common abbreviations.

IT- Consumer Compliance Examinations— This section
covers the Compliance Examination process beginning
with pre-examination planning through determining the
rating. Also included is information on documenting
examination findings, enforcement actions, appeals,
visitations, investigations, and violation codes.

111 — Compliance Examination Templates & Samples —
This section provides sample forms and templates to be
used during Comp liance Examinations, including a sample
letter for the pre-examination information package and a
sample Bank of Anytown Report of Examination.

1V — Fair Lending Laws and Regulations— This section
addresses the procedures for evaluating comp liance with
the Fair Lending provisions of Equal Credit Opportunity
Act (ECOA) and the Fair Housing Act (FHACct).
Examination procedures and checklists are included.
Procedures for evaluating compliance with the technical,
non-discriminatory provisions of ECOA and FHAct are
covered in Section V.

V — Consumer Compliance Lending Issues — This section

covers lending related topics including Truth in Lending,
Truth in Lending Questions and Answers, Real Estate

Settlement Procedures, Homeownership Counseling,
Homeowners Protection, Flood Insurance, Flood
Questions and Answers, Equal Credit Opportunity and
Fair Housing, Home M ortgage Disclosures, Consumer
Leasing, Servicemembers Civil Relief Act, and Talent
Amendment. Examination procedures and checklists are
included.

e VI —Consumer Compliance Depository Issues — This
section covers deposit function related topics including
Expedited Funds including Check 21, Electronic Funds
Transfers, and Truth in Savings, and Interest on Deposits.
Examination procedures and checklists are included.

*  VII - Unfairand Deceptive Practices — This section
covers issues relating to unfair and deceptive practices
including Unfair and Deceptive Acts, Credit Practices,
Preservation of Claims of Consumer Claims and Defenses,
and Fair Debt Collection. Examination procedures and
checklists are included.

»  VIII — Privacy and Consumer Information — This section
covers issues relating to privacy issues including Gramm-
Leach-Bliley Privacy of Consumer Financial Information,
Children’s Online Privacy Protection, Right to Financial
Privacy, Controlling the Assault of Non-Solicited
Pornography and M arketing, Telephone Consumer
Protection, and Fair Credit Reporting, Examination
procedures and checklists are included.

e IX—Retail Sales — This section covers retail sales to
consumers for Investment and Insurance Sales. This topic
is often referred to as Non-Deposit Products or NDP.
Examination procedures and checklists are included.

* X - Other Consumer Compliance Issues — This section
covers Compliance Examination related topics not
included in the prior sections. Included are issues relating
to Membership Advertising, Branch Closings, E-Sign, and
Interstate Banking and Branching, Examination
procedures and checklists are included.

*  XI - Community Reinvestment Act— This section covers
CRA related examination procedures for all types and
asset sizes of institutions as well as the CRA Sunshine
Act,and CRA Questions and Answers. Examination
procedures and checklists are included.

*  XII- Community Reinvestment Act Performance
Evaluation Templates — This section provides samples of
Performance Evaluations for all sizes and types of
institutions under CRA.

How to Use the Manual

The M anual incorp orates existing policies and procedures,
adding information, job aids, and references that may assist the
reader. Each Section includes pertinent background material,
examination procedures, references, and job aids to assist the
examiner in the examination process. Each subtopic covered
in the Sections is included independently in the M anual and

FDIC Consumer Compliance Examination Manual — May 2023

I-1.1



I. Consumer Compliance Examination Manual — Introduction

can be readily removed, replaced, and updated. In addition, are released and incorporated into the M anual, they will be
the electronic version is divided into corresponding sections available through FDIC.gov.
and topics. When new examination policies and procedures
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Abbreviations

ACH - Automated Clearing House

APR — Annual Percentage Rate

APY — Annual Percentage Yield

ARD - Assistant Regional Director

ARCH - Assessment of Risk of Consumer Harm
ARM - Adjustable Rate M ortgage

ATM — Automated Teller M achine

BOD - Board of Directors

BPMI — Borrower—Paid Private M ortgage Insurance
CAA - Community Action Agencies

CAN-S PAM - Controlling the Assault of Non—Solicited
Pornography and M arketing Act

CD — Community Development

CDC — Community Development Corporation

CDFI — Community Development Financial Institution
CFPB — Consumer Financial Protection Bureau

CFR - Code of Federal Regulations

CIDR - Compliance Information and Document Request
CLA - Consumer Leasing Act

CMP - Civil Money Penalty

CMS —Compliance M anagement System

COPPA — Children’s Online Privacy Protection Act
C-PREP - Compliance Pre-Examination Request Package
CRA — Community Reinvestment Act

CS A- Combined Statistical Area

CT - Census Tract

DCP - Division of Depositor and Consumer Protection
DOJ - Department of Justice

DPO — Deposit Production Office

DRD - Deputy Regional Director

E-SIGN — Electronic Signatures in Global and National
Commerce Act

EBT - Electronic Benefits Transfer

EC — Economic Community

ECOA - Equal Credit Opportunity Act

EDA — Economic Development Administration
EDC - Economic Development Corporation
EFA — Expedited Funds Availability Act
EFTA - Electronic Fund Transfers Act

EIC — Examiner—In—Charge

EZ — Empowerment Zone

FC — Finance Charge

FCC - Federal Communications Commission
FCRA — Fair Credit Reporting Act

FDCPA — Fair Debt Collection Practices Act
FDPA — Flood Disaster Protection Act

FDI Act — Federal Deposit Insurance Act
FDIC — Federal Deposit Insurance Corporation
FEMA - Federal Emergency M anagement Agency
FFIEC — Federal Financial Institutions Examination Council
FHA — Federal Housing Administration
FHAct — Fair Housing Act

FHLB — Federal Home Loan Bank

FHIMC - Federal Home Loan M ortgage Company (Freddie
Mac)

FIA — —Federal Insurance Administration

FIAP — Formal and Informal Actions Procedures

FIMA - Federal Insurance and M itigation Administration
FIRM - Flood Insurance Rate M ap

FL — Fair Lending

FLS C — Fair Lending Scope and Conclusions M emorandum
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FNMA —Federal National M ortgage Association (Fannie
M ae)

FO - Field Office

FOCUS —Framework for the Oversight of Compliance and
Community Reinvestment Act Activities User Suite

FOIA — Freedom of Information Act

FRB — Federal Reserve Board

FS — Field Supervisor a’k/a FOS— Field Office Supervisor
FTC — Federal Trade Commission

GENESYS - General Examination System

GFE — Good Faith Estimate

GLBA — Gramm-Leach—Bliley Act

GNMA - Government National M ortgage Association
(Ginnie M ae)

HEOA - Higher Education Opportunity Act

HERA - Housing and Economic Recovery Act of 2008
HFIAA — Homeowner Flood Insurance Affordability Act
HMDA —Home M ortgage Disclosure Act

HOC - Homeownership Counseling Act

HOEPA — Home Ownership Equity Protection Act
HOPA — Homeowners Protection Act

HPML - Higher—Priced M ortgage Loan

HUD - Department of Housing and Urban Develop ment
IAP - Institution Affiliated Party

IP — Pre-Examination Information Package

IBBEA — Interstate Banking and Branching Efficiency Act
IRA - Individual Retirement Account

IRS — Internal Revenue Service

IS B - Intermediate—Small Bank (CRA)

LAR — Loan/Application Register

LPMI — Lender—Paid Private M ortgage Insurance

PO — Loan Production Office

LTD - Loan to Deposit Ratio

LTV — Loan to Value

MD — Metropolitan Division

MFI — M edian Family Income

MICR — Magnetic Ink Character Recognition
MMDA —Money M arket Demand A ccount

MOU - M emorandum of Understanding

MPPP — Mortgage Portfolio Protection Program
MS A - Metropolitan Statistical Area

MS D — M aterial Supervisory Determination
NASD —National Association of Securities Dealers
NCUA — National Credit Union Administration
NDP - Non—Deposit Products

NFIP — National Flood Insurance Program

NGEP — Non—governmental Entity or Person
NOW — Negotiable Order of Withdrawal

OCC - Office of the Comptroller of the Currency
ODP - Overdraft Program

OMBE - Office of Minority Enterprise

OREOQ - Other Real Estate Owned

OTS - Office of Thrift Supervision

PCCD — Preservation of Consumers’ Claims and Defenses
PE — Performance Evaluation

PEP — Pre-Examination Planning

PMI - Private M ortgage Insurance

POS —Point of Sale

PPFC — Prepaid Finance Charge

Q & As — Questions and Answers

RADD - Regional Automated Document Distribution

RCBAP - Residential Condominium Building Association
Policy
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RE — Review Examiner

RESPA — Real Estate Settlement Procedures Act
RFPA — Right to Financial Privacy Act

RMS - Division of Risk M anagement Supervision
RO — Regional Office

ROE — Report of Examination

S AFE — Secure and Fair Enforcement for M ortgage Licensing
Act

S ARC - Supervision Appeals Review Committee
SBA - Small Business Administration

SBCD - Small Business Development Center

S BIC — Small Business Investment Corp oration
S CRA - Servicemembers Civil Relief Act

SE- Supervisory Examiner

SEC — Securities Exchange Commission

SFHA - Special Flood Hazard Area

SFHDF — Standard Flood Hazard Determination Form
SPCP - Special Purpose Credit Program

SSBIC —Specialized Small Business Investment Corporation
STARS —Specialized Tracking and Reporting Sy stems
TCPA — Telephone Consumer Protection Act

TILA — Truth in Lending Act

TISA — Truth in Savings Act

TPPP — Third Party Payment Processor

UBPR - Uniform Bank Performance Report

UDAAP —Unfair, Deceptive, or Abusive Acts or Practices
UDAP — Unfair or Deceptive Acts or Practices

US C — United States Code

VA — Department of Veterans Affairs

WYO — Write Your Own (policy)
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II. Compliance Examinations - Overview of Compliance Examinations

Overview of Compliance Examinations
Introduction

The Federal Deposit Insurance Corporation (FDIC) promotes
comp liance with federal consumer protection laws, fair
lending statutes and regulations, and the Community
Reinvestment Act through supervisory and outreach
programs. The FDIC conducts three types of supervisory
activities to review an institution’s comp liance management
sy stem: consumer comp liance examinations, visitations, and
investigations.

Consumer comp liance examinations are the primary means the
FDIC uses to determine whether a financial institution is
meeting its responsibility to comply with the requirements and
proscriptions of federal consumer protection laws and
regulations. The consumer compliance examination review
period or scopetypically covers bank activities conducted over
a discrete period of time from the start date of the prior
examination through the start date of the current examination.
The FDIC conducts visitations for a variety of reasons: to
review the compliance posture of newly-chartered institutions
or those converting to state non-member status; to review
progress on corrective actions or comp liance with an
enforcement action in the interval between examinations; or to
investigate problems brought to the attention of the FDIC.
Visitations are usually targeted events aimed at specific
operational areas, or an entire comp liance management system
(CM S) previously identified as significantly deficient.
Consumer compliance examinations and visitations may also
be considered during the review of an application submitted to
the FDIC (e.g., application for dep osit insurance or
establishing a branch). Finally, investigations are conducted
primarily to follow-up on particular consumer inquiries or
comp laints, including fair lending comp laints.

This section provides a general overview of the FDIC
compliance examination. The purposes of compliance

examinations are to:

o assess the quality of an FDIC-supervised institution’s CMS
(see “Evaluating the Compliance M anagement System”) for
implementing federal consumer protection statutes and
regulations;

e review compliance with relevant laws and regulations; and

e initiate effective supervisory action when elements of an
institution’s CM S are deficient and/or when violations of

law are found.
Examination Approach

In general, FDIC consumer compliance examinations of
supervised institutions blend risk-focused and process-
oriented approaches. Risk-focusing involves using

information gathered about a financial institution to direct
FDIC examiner resources to those operational areas where
compliance errors present the greatest potential risks of having
anegative impact on bank customers, resulting in consumer
harm (See the Evaluating Impact of Consumer Harm section
of this manual at page 1I-2.1 for additional information.)
Concentrating on the institution’s internal control
infrastructure and methods, or the “process” used to ensure
compliance with federal consumer protection laws and
regulations, both acknowledges that the ultimate resp onsibility
for compliance rests with the institution and encourages
examination efficiency. These examinations are conducted at
periodic intervals established by FDIC policy.

In addition, for certain institutions that exhibit elevated or
unique risks of consumer harm (See the Complex Bank
Supervision Program section of this manual at page II-15.1 for
additional information), the FDIC has implemented a
Complex Bank Supervision Program that employs a
continuous supervisory strategy. These institutions often have
complex business models, offer nontraditional products or
services, and/or rely heavily on third-party relationships.

Determining Risk
Risk-focusing involves:

e developing a compliance risk profile for an institution using
various sources of information about its products, services,
markets, organizational structure, operations, and past
supervisory performance;

e assessing the quality of an institution’s CM Sin light of the
inherent risks associated with the level and complexity of its
business operations and product and service offerings; and

o testing selected transactions based onrisk such as when an
operational area is determined to have a high risk of
consumer harm and the institution’s compliance

management efforts appear weak.
Evaluating the Compliance ManagementS ystem

Compliance examinations start with atop-down, risk-
focused process to comprehensively analyze and review
an institution’s CM S. The compliance examiner
considers:

Board and Management Oversight
e Commitment to and oversight of the institution’s CMS;
e Level of resources dedicated toward compliance functions;

e Due diligence and oversight of third parties to ensure
comp liance with consumer protection laws and regulations,
and appropriate oversight of third parties’ comp liance

FDIC Compliance Examination Manual — December 2022
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responsibilities;

Anticipation and resp onsiveness to changes in app licable
laws and regulations, market conditions, and products and
services offered;

Due diligence reviews performed in advance of product
changes, considering the entire lifecycle of the product or
service, and after imp lementation of changes;

Comprehension and identification of compliance risks,
including emerging risks, in the institution’s financial
products, services, and other activities;

e Management of identified risks, including self-assessments;
and

Identification of and responsiveness to comp liance risk
management deficiencies and violations of law or
regulations, including remediation.

Compliance Program

e Appropriateness of the institution’s policies and procedures
to address therisk in the products, services, and activities of
the institution;

¢ Adequacy of third-party relationship program management;

e Degree to which compliance training is current and tailored
torisk and staffresponsibilities;

e Sufficiency of monitoring and, if applicable, audit to
encompass comp liance risks throughout the institution; and

e Responsiveness and effectiveness of the consumer comp laint
resolution process.

Based on theresults of this review, the examiner may
conclude that weaknesses in the institution’s CM S may
result in current or future noncompliance with federal
consumer protection laws, regulations, or policy
statements, thereby resultingin potential consumer harm.
The examiner must determine, based on this analysis,
whether transaction testing is warranted to further study
particular risk in an entire operational area or regulation, or
only a limited aspect of an area or regulation.

The FDIC examination approach appropriately recognizes
that the Board of Directors and management of a financial
institution are responsible for complying with all federal
consumer protection laws and regulations. While the
formality and complexity of the CM Swill vary greatly
among institutions, the FDIC expects the Board of Directors
and management of each institution to have a systemin place
to effectively manage its compliance risk, consistent with the
sizeand complexity of its products, services, and markets.

M anaging the examination based on risk maximizes examiner
efficiency and may reduce the on-site examination presence or
examination timeframe, while emphasizing areas requiring
elevated supervisory attention. By focusingon the CM S,
examiners will be able to identify the root causes of
deficiencies and suggest appropriate corrective actions
designed to address the problem and prevent recurrence.

Applicability and Adaptability to Large and Small
Institutions

In order to provide as much relevant and useful guidance as
possible, the procedures detailed in this M anual include
instructions for reviewing the various elements of a CM S, such
as written policies and procedures, monitoring and/or audit,
and training. When these elements are in place at an institution
being examined, the examiner will use the guidance to evaluate
their effectiveness. However, the fact that certain elements ofa
CM Sare described in these examination procedures is not
intended to suggest that all institutions must maintain a CM S
that includes all of these elements. M any institutions do not.
There is no reason for them to, if their operations do not
warrant it. Conclusions about theadequacy of a bank’s CM'S
must be based on the effectiveness of those elements that are in
place, taken as a whole, for that bank’s particular op erations.

Forexample, assume two institutions —alarge, complex bank
and a small, non-complex bank — each has a record of strong
comp liance with all regulations that apply to the products and
services it offers. Because of the complex nature of its
operations, the large bank’s CM Sincludes comprehensive
external audits and formalized training from third-party
vendors. Thesmaller bank’s CM S includes no internal or
external audits and no formalized training except for the
comp liance officer, who trains bank staff individually when
needed. Afterreviewing all relevant material available, the
examiner finds no significant deficiencies in the small bank’s
CM S and no reason to believe that the adoption of an audit
function or formalized training is necessary to ensure ongoing
compliance. The examiner would not criticize the small bank
for the absence of audit (or formal training). Nor should the
examiner feel obliged to assign a higher rating to the larger
bank simply because its CM Shas more elements than the
smaller bank. This is because each bank has a CM Sthat is
adequate for the compliance responsibilities that are
incumbent upon it due to its operating environment.

The descriptions of CM S elements provided in the M anual
will assist the examiner in evaluating the element if one exists
and in suggesting content if he or she determines that
management should consider adopting an element.

Role of the Compliance Examiner

Compliance examiners play a crucial role in the supervisory
process. The compliance examination, and follow-up

II-1.2
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supervisory attention to an institution’s comp liance program
deficiencies and violations, helps to ensure that consumers
and businesses obtain the benefits and protections afforded
them under federal law. To this end, an examiner’s efforts
should help the financial institution improve its compliance
posture and prevent future violations.

Primarily, examiners must:

e establish an examination scope focused on areas of highest
consumer harm risk;

e e¢valuate an institution’s CMS;

e conduct transaction testingwhere risks intersect with
weaknesses in the CM S or uncertainties about aspects of that
system; and

o report findings to the Board of Directors and management of
the institution.

As part of the examination process, examiners are expected to:

o take a reasoned, common sense approach to examining and
use sound judgment when making decisions;

e maintain ongoing communication with financial institution
management throughout an examination;

e assist an institution to help itself improve performance by
providing management with sound recommendations for
enhancing its CM S;

e share experiences and knowledge of a successful CM S; and

e provide guidance regarding the various consumer protection
and fair lending laws and regulations.

Overview of the Examination Process

Compliance examinations primarily involve three stages:
pre-examination planning; review and analysis, both off-site
and on-site; and communicating findings to institution
management via meetings and a Report of Examination.

Pre-examination Planning

Pre-examination planning involves gathering information
available in FDIC records and databases, contacting the
financial institution to review and narrow the draft request
for information and documents, and delivering a letter to the
institution requesting sp ecific information and documents
for detailed analysis by the examination team (see Section
IIT). Proper examination preparation and planning
maximizes an examination team’s time and resources.

Review and Analysis

During the review and analysis phase of an examination, an
examiner thoroughly evaluates an institution’s CM Sto assess
its quality and effectiveness, and documents system
weaknesses and violations of federal consumer protection laws
and regulations, if any. The Examiner-in-Charge (EIC) starts
by analyzing information about the type, level, and complexity
of the institution’s operations, and begins to develop the scope
of the examination and plan for resource deployment to areas
of highest risk. The EIC also preliminarily assesses the
potential risk of consumer harm based upon the information
available at the time of pre-examination planning.

The scope of an examination will be preliminarily established
prior to entering the financial institution, and should be refined
through theresults of examiner discussions with management,
the compliance officer (or staffassigned), and the internal
auditor. Consistent with the FDIC’s approach, examination
resources are focused on addressing the areas of highest
consumer harm risk. Additionally, there may be some cases
where the EIC may include additional areas in the examination
scope even though consumer harm risk is not exhibited. An
examiner may also limit the scope of the compliance review
based on reliable procedures and controls in place. Similarly,
the examiner may expand the review based on, for example,
management’s view about compliance, a lack of necessary
procedures or controls, the presence of violations, the
identification of potential or actual consumer harm, or the
presence of new or significantly amended regulations. The
compliance review continues with an evaluation of the:

e commitment of the Board of Directors, management, and
staff to comp liance;

e qualifications ofthe compliance officer or designated staff;

o scopeand effectiveness of compliance policies and
procedures;

e effectiveness of training;

e thoroughness of monitoring and any internal/external
reviews or audits; and

e responsiveness of the Board of Directors and management to
the findings of internal/external reviews and to the findings

of the previous examination.

An examiner must consider the size, level, and complexity of
an institution’s op erations when evaluating the adequacy of an
institution’s CM S.

The examination procedures outlined in this M anual are
designed to enable an examiner to identify and measure
compliance risk; make an assessment of an institution’s
comp liance infrastructure and methods for identifying,
monitoring, and controlling compliance risk and potential
consumer harm; and determine the transaction testing needed

FDIC Compliance Examinaion Manual — December 2022
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to assess the integrity of the CM S. The number of
transactions selected and thetype of sampling used should be
relative to the perceived risk of consumer harm and the need
to assess the level of compliance in an activity or function.

At the conclusion of thereview and analysis phase, an
examiner:

e summarizes all findings regarding the strengths and
weaknesses of an institution’s CMS;

o determines the cause(s) of programmatic deficiencies or
Level 3 or Level 2 violations and relates themto the
underlying root causes as well as specific weakness(es) in

the institution’s CM S; and

e identifies actions necessary to address deficiencies or
violations.

Determining the cause(s) of a program deficiency or
violation is critical to recommending solutions that will
successfully address problem areas and strengthen an
institution’s comp liance p osture for the future.

Communicating Findings

Examiners must discuss findings and recommendations
with management and obtaina commitment for corrective
action. Thesediscussions will be held during the course of
the examination and at an exit meeting with management
and/or the Board of Directors.

The results of the examination will also be communicated to
the Board of Directors and management of the institution in
a Report of Examination. The Report of Examination
provides an account of the strengths and weaknesses of a
CM Sduring the review period. It is more than an exception-
based document and should add value to the institution’s
comp liance efforts.

Distinguishing Between Laws, Regulations, and
Supervisory Guidance

Supervisory communications should distinguish clearly and
accurately between the requirements of laws and regulations,
which are legally binding and enforceable, and supervisory
guidance, which is not itself enforceable but sets forth
information including the factors the FDIC considers when
exercising its supervisory authority.

As articulated in the Interagency Statement Clarifying the
Role of Supervisory Guidance dated September 17, 2018
(FIL-49-2018),unlike a law or regulation, supervisory
guidance does not have the force and effect of law, and the
agencies do not take enforcement actions based on
supervisory guidance. Rather, supervisory guidance outlines
the agencies’ supervisory expectations or priorities and
articulates the agencies’ general views regarding appropriate
practices for a given subject area.

Examiners will not criticize a supervised financial institution
for a “violation” of supervisory guidance. Rather, any
citations will be for violations of law, regulation, or non-
comp liance with enforcement orders or other enforceable
conditions. During examinations and other supervisory
activities, examiners may identify deficiencies in compliance
risk management, or other areas that do not constitute
violations of law or regulation. In some situations,
examiners may reference (including in writing) supervisory
guidance to provide examples of appropriate consumer
protection practices, and other actions for addressing

comp liance with laws or regulations.
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Evaluating Impact of Consumer Harm
Introduction

The FDIC has a risk-focused consumer compliance
examination approach, based on the potential for compliance
errors to have an adverse impact on banking customers. The
following guidance is provided to assist compliance examiners
in understanding the impact of consumer harm? on
examination and supervisory responsibilities. In addition, this
guidance communicates to examiners information about bank
activities or omissions that can frequently result in consumer
harm. Examination activities promote and confirm FDIC-
supervised institutions’ compliance with federal consumer
protection and fair lending laws, the Community Reinvestment
Act, and the regulations that implement these requirements.
Effective supervision focuses on the areas requiring elevated
supervisory attention and promotes the efficient use of
resources.

What is Consumer Harm?

The FDIC’s consumer compliance examination process is risk-
focused based on the potential for consumer harm. “Consumer
Harm” is an actual or potential injury or loss to a consumer,
whether such injury or loss is economically quantifiable (e.g.,
overcharge) or non-quantifiable (e.g., discouragement). It may
be caused by a financial institution’s violation of a federal
consumer protection law or regulation directly or through a third
party or reflects weaknesses in a financial institution’s
compliance management system. . Consumer Harm may occur
in a variety of ways, including:

1. Quantifiable harm — Economic harm to a consumer where
the injury or loss can be measured. For example, a consumer
may suffer monetary harm as a result of deceptive marketing
practices that entices a consumer to purchase a product
without having accurate information regarding the benefits,
costs, or terms of the product in violation of Section 5 of the
Federal Trade Commission Act. Similarly, if a bank
employs a pricing structure that allows significant discretion,
without effective monitoring or controls, resulting in a
protected class of borrowers being charged higher prices on
average than similarly situated non-protected borrowers in
violation of the Equal Credit Opportunity Act, then the
higher prices paid by the protected class of borrowers over
similarly situated non-protected borrowers is quantifiable
consumer harm.

1 Regarding Consumer Harm as discussed in this manual, “consumers” include
persons, as well as commercial customers (e.g., corporations, partnerships,
trusts, etc.) which may be eligible for protections under certain laws and
regulations (e.g., Section 5 of the FTC Act, the Flood Act, ECOA, etc.).
“Consumer Harm” is an actual or potential injury or loss to these consumers,
whether such injury or loss is economically quantifiable (e.g., an overcharge)
or non-quantifiable (e.g., discouragement).

2. Non-quantifiable harm — Injury or loss to the consumer that
cannot be measured, or is very difficult to measure, yet the
consumer may suffer some form of economic or other harm.
For example, a consumer could be injured economically
when a financial institution unfairly denies the consumer
credit or discourages an application on a prohibited basis in
violation of the Equal Credit Opportunity Act, however
calculating a monetary value for the injury may be
challenging. Another example may be a bank that imposes
additional, unlawful requirements on consumers before the
bank is willing to consider the consumers’ billing disputes or
requirements that are not accurately divulged in the bank’s
error resolution disclosures. The practices could discourage a
consumer from filing a dispute. Consumer harm exists, but
may be difficult to identify and/or quantify.

3. Potential harm — Involves financial institution activities
(or failure to take action) that create the possibility that a
consumer may be harmed. An example of potential
consumer harm is a violation of the regulations that
implement the National Flood Insurance Act of 1968
where the financial institution failed to require flood
insurance on a residence at loan closing. The consumer
has not suffered actual loss but is exposed to potential
economic loss should a flood occur.

Consumer harm is a broad concept and the examples provided
here are not exhaustive. Among key points are that consumer
harm is not limited to monetary loss, can be quantifiable or
non-quantifiable, can be actual harm or potential harm, and
may be caused by activities conducted through third-party
relationships.

How does Consumer Harm Impact Examination Activities?

The concept of consumer harm is an important consideration in
all examination and enforcement efforts, including
examination strategies, examination scoping activities,
assessment of the CMS, content of examination reports,
supervisory actions, and communications with bankers. The
FDIC’s mission of promoting public confidence in the
financial system is best served through a supervisory approach
focused on identifying, addressing, and preventing consumer
harm.

¢ Identification — Supervisory and examination activities are
driven by a focus on identifying the inherent risk of
consumer harm that may occur in a financial institution’s
business activity. Inherent risk is the compliance risk
associated with product and service offerings, practices, or
other activities that could directly or indirectly result in
significant consumer harm or noncompliance with
consumer protection rules and regulations. For example,
a new loan product, a change to deposit account terms, or
a third party relationship all represent inherent risk.

¢ Addressing identified risks — When inherent risks of
consumer harm are identified, examiners will ensure the
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institution takes appropriate action to address or mitigate
these risks. Corrective action for violations of law and
regulations should remediate consumer harm when it
occurs and remove underlying incentives to engage in
practices harmful to consumers. Where there is a
violation of law or regulation, the extent and severity of
consumer harm informs the type and scope of
enforcement action sought to correct the violation.

¢ Prevention —Mitigating factors are the strength of the
compliance management system (CMS) to mitigate
inherent risk. Examples of mitigating factors include
strong management controls, effective training programs,
and on-going monitoring efforts. Supervisory efforts
should encourage institutions to have an effective CMS to
avoid and mitigate risks of consumer harm. To support
that effort, examination and other staff communicate
information and best practices in a variety of settings to
assist institutions in managing risks of consumer harm
when conducting their business. ldentifying, addressing,
and preventing consumer harm is an important
consideration in all examination and enforcement
activities, as identified in the following diagram and
discussed below.

Supervisory
Slralegies

Examination
and Technical Scoping
Assistance Activities

Examination
Procedures

Report

Presenlalion

Supervisory Strategies

The FDIC’s supervisory strategies are designed to promote
compliance with consumer protection laws and regulations in
FDIC-supervised institutions. Activities used to implement
FDIC supervisory strategies include examinations, targeted

reviews, visitations, investigations, and offsite analysis of how
the bank manages its consumer compliance responsibilities.
The timing and frequency of these activities can be adjusted
based upon indications of risk of consumer harm, such as
consumer complaints, referral from other divisions or agencies,
changes in the institutions” products, services, or markets, or
reliance on third parties to offer products and services to
consumers. Supervisory strategies should be flexible to
respond to indications of increasing or decreasing risk of
consumer harm.

Examination Scoping Activities

All applicable federal consumer compliance laws and
regulations are considered in connection with any bank
compliance examination through the risk scoping process.
However, the FDIC’s supervisory approach apportions
resources to areas of higher risk for consumer harm rather than
to uncovering technical issues in meeting regulatory
requirements. This approach also results in the identification of
the most serious violations of federal consumer compliance
laws and regulations during the examination. If financial
institutions understand the potential for consumer harm and
choose to develop and implement institution-specific plans,
policies, and processes to prevent and mitigate consumer harm
based on their risk profiles, it may assist institutions in avoiding
risk and promoting compliance with the federal consumer
protection regulations.

Examiners have several tools available to assist them in
identifying risks of consumer harm. Examiners evaluate risks
of consumer harm through an analysis of an institution’s
historical CMS, the products and services currently offered, the
markets served, and existing and new third-party relationships.
Examiner judgment is the most critical aspect of properly
evaluating an institution’s risk profile. The FDIC’s approach
tailors the examination to focus primarily on those areas that
present the highest risk of consumer harm, as examiners are
unable to review all aspects of an institution’s CMS at any
given examination. The pre-examination planning process,
which includes review of the pre-exam questionnaire with bank
management and preparation of the automated Compliance Information
and Document Request (CIDR), guides examiners in requesting
the information necessary to identify areas of the greatest risk
of potential consumer harm.

In scoping examinations, examiners consider the inherent risks
associated with product and service offerings or other activities
that could directly or indirectly result in consumer harm.
Inherent risk refers to the risk that a product, service, practice,
or other activity would pose if no controls or other mitigating
factors were in place. Examiners also focus on whether a bank
is effectively and independently managing or mitigating the
risk of consumer harm that comes from the products and
services the institution offers and markets in which they serve.
After considering an institution’s inherent risks, and the
strength of its CMS, residual risk exposure may remain.

I-22
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Residual risk refers to the risk exposure that remains after
identifying the level of inherent risk and factoring in the
strength of the mitigating factors to control that risk. The
guiding principle is a risk scoping formula: inherent risk —
mitigating factors = residual risk. For example, a bank
introduces a new overdraft program with no due diligence, no
monitoring or auditing, and numerous customer inquiries. This
example represents a high risk product without effective CMS
elements to mitigate inherent risk; therefore, a higher level of
residual risk remains, and this product warrants review and
transaction testing during an examination. As part of the
examination scoping process, examiners focus on areas where
residual risk is elevated and not on areas where risk is well-
controlled and residual risk of consumer harm is low.

Examination Procedures

Examination procedures are drafted and implemented in a
manner to guide examiners in assessing the risk of consumer
harm in the conduct of the examination. Well-crafted
examination procedures that are focused on risks and potential
for consumer harm promote the efficient use of resources,
identification of root causes of deficiencies, and allocation of
resources to areas presenting the highest risk, while avoiding
unnecessary review of areas with little or no risk of consumer
harm. As an example, examination procedures regarding
overdraft programs differentiate the type and extent of review
based on the type of overdraft program offered (e.g.,
automated versus ad hoc) and further reserves more detailed
transaction testing to situations where examiners have
identified specific risks or weaknesses.

Consumer Compliance Examination Ratings

The Federal Financial Institutions Examination Council’s
Uniform Interagency Consumer Compliance Rating System
(CC Rating System), which is a supervisory policy for
evaluating financial institutions’ adherence to consumer
compliance requirements, includes a section titled Violations
of Law and Consumer Harm.? The CC Rating System
emphasizes the importance of institution” compliance
management systems, with emphasis on compliance risk
management practices designed to manage consumer
compliance risk, support compliance, and prevent consumer
harm. Examiners consider this section as they assess
institutions” compliance with the federal consumer protection
laws and regulations.

Report Presentation

The Report of Examination plays an important role in
communicating the FDIC’s assessment of the CMS to the
institution. The FDIC classifies violations of federal consumer
laws based, in part, on the level of risk of consumer harm. In

2 Section 11-13.1 — Consumer Compliance Ratings

the event violations are identified in the Report of
Examination, this classification process serves to communicate
to banks the FDIC’s conclusions about the severity, extent, or
potential consumer harm caused by the violation. The
expectation is that FDIC-supervised institutions will prioritize
corrective action and on-going management of their CMS to
correct errors and mitigate risks of consumer harm.

Supervisory Actions

Effective supervision includes requiring institutions to take
corrective action when weaknesses in the CMS or violations
are identified. Appropriate corrective action considers the
overall effectiveness of the institution’s CMS, the root cause(s)
of the deficiencies as well as the extent and impact of
consumer harm. When there is a violation of law or regulation
that results in consumer harm, the FDIC will seek corrective
action, which may include restitution to consumers as part of
an appropriate enforcement action. Civil money penalties
(CMPs) may also be assessed to sanction an institution or an
institution-affiliated party according to the degree of
culpability. Other factors examiners consider include intent
and severity of the violation of law or regulation, breach of
fiduciary duty, and/or whether a practice is unsafe or unsound.
CMPs are also assessed to deter future misconduct.

Communication and Technical Assistance

Communication and technical assistance to supervised
institutions is an important component of the FDIC’s
supervisory approach in preventing consumer harm by
supporting institutions’ efforts to maintain an effective CMS.

Communication is especially important during periods of
regulatory change and transition. The FDIC communicates
through a number of channels, including national and regional
bankers’ teleconferences on emerging topics; speaking
engagements at national, regional, state, and local conferences
and conventions; a web-based regulatory calendar; Supervisory
Insights Journal articles; regional newsletters; banker and
bank director trainings and online technical assistance videos;
meetings with industry trade groups; and issuance of guidance
through Financial Institution Letters. Communicating the
focus of FDIC examination efforts and supervisory priorities
through these diverse channels assists bankers in identifying
and reviewing key areas of concern and addressing
deficiencies promptly, prior to and unrelated to a specific
examination activity. In addition, examiners can provide
certain types of technical assistance to community bankers
during the course of an examination that may enable an
institution to reduce the risk of consumer harm in the operation
of its business. These communication and technical assistance
efforts provide bankers with tools to address issues that may
pose risk of consumer harm.
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Compliance Management System
Introduction

Financial institutions operate in a dynamic environment
influenced by industry consolidation, convergence of financial
services, emerging technology, and market globalization. To
remain profitable in such an environment, financial institutions
continuously assess and modify their product and service
offerings and operations in the context of a business strategy.
At the same time, new legislation may be enacted to address
developments in the marketplace.

All these forces combine to create inherent risk. To address
this risk, a financial institution must develop and maintain a
sound compliance management system (CMS) that is
integrated into the overall risk management strategy of the
institution. Ultimately, consumer compliance should be part of
the daily routine of management and employees of a financial
institution.

This chapter discusses the elements of an effective compliance
management system—Board of Directors (Board) and
management oversight and the consumer compliance program.

Compliance Management System
A CMS is how an institution:

« learns about its consumer compliance responsibilities;
« ensures that employees understand these responsibilities;

« ensures that requirements are incorporated into business
processes;

* reviews operations to ensure responsibilities are carried out
and requirements are met; and

« takes corrective action and updates materials as necessary.

An effective CMS is commonly comprised of two
interdependent elements:

» Board and management oversight; and
« Consumer compliance program

When both elements are strong and working together, an
institution will be successful at managing its consumer
compliance responsibilities and risks now and in the future.

Financial institutions are required to comply with federal
consumer protection laws and regulations, and are ultimately
responsible for such compliance including the use of third-
party providers. Noncompliance can result in monetary
penalties, litigation, and formal enforcement actions. The
responsibility for ensuring that an institution and its third-party
providers are in compliance appropriately rests with the Board
and management of the institution. Therefore, every FDIC-

supervised institution must have an effective CMS adapted to
its unique business strategy.

Board and Management Oversight

The Board of a financial institution is ultimately responsible
for developing and administering a CMS that ensures
compliance with federal consumer protection laws and
regulations. To a large degree, the success of an institution’s
CMS is founded on the actions taken by its Board and
management. Key actions that Board and management may
take to demonstrate their commitment to maintaining an
effective CMS and to set a positive climate for compliance
include:

« demonstrating clear and unequivocal expectations about
consumer compliance, not only within the institution, but
also to third-party providers;

« adopting clear policy statements;

 appointing a compliance officer with authority and
accountability;

« allocating resources to compliance functions commensurate
with the level and complexity of the institution’s operations;

« anticipating and evaluating changes in the institution’s
operating environment and implementing responses across
impacted lines of business;

« identifying compliance risk in the institution’s products,
services, and other activities, and responding to deficiencies
and violations;

« conducting periodic compliance audits; and

« providing for recurrent reports by the compliance officer to
the Board.

Leadership on consumer compliance by the Board and
management sets the tone in an organization. The Board and
management should discuss compliance topics during their
meetings. They should include compliance matters in their
communications to institution personnel and the general
public. Institution management and staff should have a clear
understanding that compliance is important to the Board and
management, and that they are expected to incorporate
compliance in their daily operations.

Policy statements on compliance topics provide a framework
for the institution’s procedures and provide clear
communication to management and employees of the Board’s
intentions toward compliance.

Regardless of size or institution complexity, the first step
Board and management should take in providing for the
administration of the compliance program is the designation of
a compliance officer. In developing the organizational
structure of the compliance program, Board and management

FDIC Consumer Compliance Examination Manual — June 2019

I-3.1



I1. Consumer Compliance Examinations - Compliance Management System

must grant a compliance officer sufficient authority and
independence to:

« cross departmental lines;
* have access to all areas of the institution’s operations; and
« effect corrective action.

A compliance committee, as an alternative to or in addition to
a full-time compliance officer, could be formed consisting of
the compliance officer, representatives from various
departments, and member(s) of management or the Board.
However, the ultimate responsibility of overall compliance
with all statutes and regulations resides with the Board.

A qualified compliance officer will have knowledge and
understanding of all consumer protection laws and regulations
that apply to the business operations of the financial
institution. The compliance officer should also have general
knowledge of the overall operations of the institution and
interact with all of the departments and branches to keep
abreast of changes (e.g., new products, services or business
practices; personnel turnover) that may require action to
manage perceived risk. In larger or more complex institutions
the compliance officer may devote all of his or her time to
compliance activities. In smaller or less complex institutions,
where staffing is limited, a full-time compliance officer may
not be necessary; instead, the compliance responsibilities may
be divided between various individuals by type of regulation,
such as loan-related or deposit-related regulations. In some
instances, several banks may share a compliance officer.

A compliance officer’s general responsibilities, regardless of
the size or complexity of the institution’s operations, include:

« developing compliance policies and procedures;

« training management and employees in consumer protection
laws and regulations;

* reviewing policies and procedures for compliance with
applicable laws and regulations and the institution’s stated
policies and procedures;

¢ assessing emerging issues or potential liabilities;
¢ coordinating responses to consumer complaints;

« reporting compliance activities and audit/review findings to
the Board; and

« ensuring that corrective actions are implemented in a timely
fashion and are effective at preventing recurrence.

When more than one individual is responsible for compliance
matters, responsibility and accountability must be clearly
defined.

To be effective at overseeing compliance and maintaining a
strong compliance posture, a compliance officer must be

provided with ongoing training, as well as sufficient time and
adequate resources to do the job. The compliance officer may
utilize third-party service providers or consultants to help
administer the compliance program or audit functions.
However, the compliance officer should perform sufficient due
diligence to verify that the provider is qualified, because
ultimately the institution’s Board and management are
responsible for identifying and controlling compliance risks
arising from third-party relationships, to the same extent as if
the third-party activity was handled within the institution.

If an institution engages the services of a third party, the Board
and management must ensure that the third-party operations,
products, services, and activities are reviewed for compliance
with consumer protection laws and regulations. An effective
compliance risk management process will vary depending on
the complexity and risk potential of the third-party
relationship, but generally includes risk assessment, due
diligence in selecting the third-party provider, appropriate
contract structuring and review, and sufficient oversight of
third-party activities, including adequate quality control over
products or services provided.

Consumer Compliance Program

A sound compliance program is essential to the efficient and
successful operation of the institution, much as a business plan.
A compliance program includes the following components:

* Policies and procedures
 Training

» Monitoring and/or Audit

» Consumer complaint response

A financial institution should generally establish a formal,
written compliance program. In addition to being a planned
and organized effort to guide the institution’s compliance
activities, a written program represents an essential source
document that will serve as a training and reference tool for all
employees. A well planned, implemented, and maintained
compliance program will prevent or reduce regulatory
violations and provide cost efficiencies, and is a sound
business step. However, a compliance program is not static.
The compliance program must be dynamic and constantly
amended on an ongoing basis to focus resources where they
are needed most based upon risks to the institution.

It is expected that no two compliance programs will be the
same, and that the formality of a program will be dictated by
numerous considerations, including:

« institution’s size, number of branches, and organizational
structure;

« business strategy of the institution (e.g., community bank
versus regional; or retail versus wholesale bank);
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» complexity of products and services offered,;

« staff experience and training;

« type and extent of third-party relationships;

« |ocation of the institution—its main office and branches; and

« other influences, such as whether the institution is involved
in interstate or international banking.

The formality of the consumer compliance program is not as
important as its effectiveness. This is especially true for small
institutions where the program may not be in writing but an
effective monitoring system has been established that ensures
overall compliance. However, during periods of expansion or
turnover of staff, a written compliance program becomes more
important because individuals with the particular knowledge or
experience may no longer be with the institution or available
for contact.

Regardless of the degree of formality, all financial institutions
are expected to manage their compliance programs proactively
to ensure continuing compliance. Compliance efforts require
an ongoing commitment from all levels of management and
should be a part of an institution’s daily business operations.

Policies and Procedures

Consumer compliance policies and procedures generally
should be described in a document and reviewed and updated
as the financial institution’s business and regulatory
environment changes. Policies should be established that
include goals and objectives and appropriate procedures for
meeting those goals and objectives. Generally, the degree of
detail or specificity of procedures will vary in accordance with
the complexity of the issue or transactions addressed.

An institution’s policies and procedures should provide
personnel with all the information needed to perform a
business transaction. This may include applicable regulation
cites and definitions, sample forms with instructions,
institution policy, and, where appropriate, directions for
routing, reviewing, retaining, and destroying transaction
documents. For example, loan application procedures should
be established so that institution personnel consistently treat all
applicants equitably and fairly. These procedures should
incorporate and clearly convey to staff the regulatory
requirements and the institution’s lending policy, including the
institution’s nondiscriminatory lending criteria. Similarly,
contracts with third parties should set clear expectations for
adherence to relevant laws and regulations, and management
should ensure that sufficient policies and procedures are in
place to control the risks associated with a particular third

party.

Compliance policies and procedures are the means to ensure
consistent operating guidelines that support the institution in
complying with applicable federal consumer protection laws

and regulations, both directly and through the use of third-
party providers. Also, these criteria will provide standards by
which compliance officers and line managers may review
business operations.

Training

Education of a financial institution’s Board, management, and
staff is essential to maintaining an effective compliance
program. Line management and staff should receive timely,
specific, comprehensive training in laws and regulations, and
internal policies and procedures that directly affect their jobs.

The compliance officer should be responsible for compliance
training and establish a regular training schedule for Directors,
management, and staff, as well as for third-party service
providers, where appropriate. Training can be conducted in-
house or through external training programs or seminars.
Once personnel have been trained on a particular subject, a
compliance officer should periodically assess employees on
their knowledge and comprehension of the subject matter.

An effective compliance training program is frequently
updated with current, complete, and accurate information on
products and services and business operations of the
institution, consumer protection laws and regulations, internal
policies and procedures, and emerging issues in the public
domain. For example, loan officers, as well as other front-line
personnel regularly interacting with loan applicants, should be
fully informed about the loan products and services offered by
the institution and thoroughly knowledgeable about all aspects
of the applicable consumer credit protection laws and
regulations.

Monitoring and/or Audit

Monitoring is a proactive approach by the institution to
identify procedural or training weaknesses in an effort to
preclude regulatory violations.

An audit is an independent assessment and validation of an
institution’s system of internal controls, operations, and
compliance risk management framework. It complements the
institution’s monitoring system. Audits can be performed
internally or by an external entity, as long as the individuals
that perform audit activities are independent of the areas being
audited.

Every institution should have monitoring and/or audit
functions that are appropriate for their size, complexity, and
risk profile. Each function plays an important but different
role in supporting a strong CMS. It should not be assumed that
if an institution has a strong monitoring function in place, risks
are appropriately mitigated. For many institutions, it is
necessary to have both.

Monitoring:

An effective monitoring system includes regularly scheduled
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reviews of:

« disclosures and calculations for various product offerings;
 document filing and retention procedures;

* posted notices, marketing literature, and advertising;

* various state usury and consumer protection laws and
regulations;

« third-party service provider operations; and

« internal compliance communication systems that update and
revise the applicable laws and regulations to management
and staff.

Institutions that include a compliance officer in the planning,
development, and implementation of business propositions
increase the likelihood of success of its compliance monitoring
function.

Changes to regulations or changes in business operations,
products, or services should trigger a review of established
consumer compliance procedures. Modifications that are
necessary should be made expeditiously to minimize
compliance risk, and applicable personnel in all affected
operating units should be advised of the changes.

Monitoring also includes reviews at the transaction level
during the normal, daily activities of employees in every
operating unit of the institution. This might include, for
example, verification of an annual percentage rate, or a second
review of a loan application, before the transaction is
completed. Monitoring at this level helps establish
management and staff accountability and identifies potential
problems in a timely manner.

Compliance officers should monitor employee performance to
ensure that they are following established internal consumer
compliance policies and procedures. The frequency and
volume of employee turnover at an institution should be
factored into the schedule for reviews. Such reviews are
especially critical after problems have been noted during past
audits or examinations, regulation changes, new products are
introduced, mergers occur, or when additional branch locations
are opened.

Audit:

The Board of the institution should determine the scope of an
audit and the frequency with which audits are conducted. The
scope and frequency of an audit should consider such factors
as:

« expertise and experience of various institution personnel;
 organization and staffing of the compliance function;

» volume of transactions;

« complexity of products offered;

« number and type of consumer complaints received;
e number and type of branches;

« acquisition or opening of additional branch(es);

« size of the institution;

« organizational structure of the institution;

« outsourcing of functions to third-party service providers,
including a review of agreements signed or made between
the institution and vendors;

« degree to which policies and procedures are defined and
detailed in writing; and

« magnitude/frequency of changes to any of the above.

An audit may be conducted once a year, or may be ongoing
where all products and services, all applicable operations, and
all departments and branches are addressed on a staggered
basis. An audit may be performed “in-house” or may be
contracted to an outside firm or individual, such as a consultant
or accountant. A financial institution that outsources the audit
should make certain that the auditor is well-versed in consumer
compliance, and that the audit program is based on current law
and regulation, as well as comprehensive in scope. Generally,
a strong consumer compliance audit will incorporate vigorous
transaction testing.

Regardless of whether audits are conducted by institution
personnel or by a contractor, the audit findings should be
reported directly to the Board or a committee of the Board. A
written consumer compliance audit report should include:

« scope of the audit (including departments, branches, product
types and third-party relationships reviewed);

» deficiencies or modifications identified;

< number of transactions sampled by category of product type;
and

« descriptions of, or suggestions for, corrective actions and
time frames for correction.

Board and management response to the audit report should be
prompt. The compliance officer should receive a copy of all
consumer compliance audit reports and act to address noted
deficiencies and required changes to ensure full compliance
with consumer protection laws and regulations. Management
should also establish follow-up procedures to verify, at a later
date, that the corrective actions were lasting and effective.

Consumer Complaint Response

An institution should be prepared to handle consumer
complaints promptly. Procedures should be established for
addressing complaints, and individuals or departments
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responsible for handling them should be designated and known
to all institution personnel to expedite responses.

Examiners should also discuss with management how
complaints are identified and defined, as consumer inquiries
may also highlight areas with increased risk of consumer harm
and/or regulatory compliance concerns.

Complaints may be indicative of a compliance weakness in a
particular function or department. Therefore, a compliance
officer should be aware of the complaints received and act to
ensure a timely resolution. A compliance officer should
determine the cause of the complaint and take action to
improve the institution’s business practices, as appropriate.

An institution should also monitor complaints to and/or about
third parties that are providing services on behalf of the
institution.
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Pre-Examination Planning (PEP)

Introduction

The objective of the pre-examination planning process is to
collect necessary information to understand an institution
and the risks of consumer harm prior to the start of an
examination. This information allows the Examiner-in-
Charge (EIC) and the examination team to plan and conduct
the examination, to develop thescope of the examination,
and to accomplish supervisory objectives in an efficient and
effective manner.

This chapter discusses the three phases of the pre-
examination planning process and usage of the Pre-
Examination Planning System (FOCUSPEP), which is a
web-based automated sy stem used to generate the various
pre-examination planning documents. The pre-examination
planning process involves the following three phases:

1. Information Package (IP)
2. Pre-Examination Planning Phase 1 (PEP-1)
3. Pre-Examination Planning Phase2 (PEP-2)

Information Package (IP)

The examination planning process begins with the Field
Supervisor (FS) orthe Supervisory Examiner (SE) calling
theinstitution’s management to inform them of the projected
start date of the examination or visitation, explaining that an
IP will be sent, and discussing how the IP will be provided. !
The FS or SE submits the IP to the institution no less than 90
calendar days before the projected start date of the
examination.” The IP is designed to increase banker
awareness of the examination process prior to the
examination; to promote open communication with
examination staff; and to ensure that the institution’s
management team knows what to expect during the
examination and where to go in the event their expectations
are not met. The FS or SE explains that the IP includes a list
of interview questions, which will help the EIC develop an
examination planand an information and document request
list tailored specifically to the institution’s activities. The
interview questions are provided early so theinstitution’s
management team can prepare to discuss them with the EIC
and can invite the appropriate personsto participate in the
pre-examination interview that occurs several weeks before
the examination start date. The institution may elect to
provide written responses to the pre-examination interview

" TheFS or SE is responsible for scheduling and developing a
timeline of activities and, therefore, responsible for the initial
communication with the institution. Other FSor SE duties, such
as settingup the secure exchange of information with the
institution or actually submittingthe IP to the institution, can be
delegated to other appropriate staff.

2 Exceptionsto this timing requirement can occur on a limited
basis when the FS or SE is unable to contact institution
management due to unforeseen difficulties. In such
circumstances, the FS or SE should send the IP assoon as
possible and document reasons for the delay.

questions; however, the FS, SE, EIC, or other examination
staff should not request or require written responses fromthe
institution.

After contacting institution management, the FS, SE, or
designee submits the IP to the institution according to the
previously stated timing requirements. To facilitate efficient
and secure exchange of information, the FS or SE should
determine the institution’s willingness to use applications,
such as the Enterprise File Exchange (EFX), that providea
secure method for financial institutions to exchange
information with the FDIC.? When the institution is willing
to use such applications, the FS, SE, or designee should
initiate a session and electronically submit the IP to the
institution. When the institution is unwilling to use secure
applications for the electronic exchange of examination-
related information, the FS, SE, or designee should use an
alternative delivery method (e.g., encrypted e-mail, express
mail courier service) that meets the security measures
discussed in the FDIC’s policies for the exchange, use, and
storage of information.* Each field office will establish
procedures to ensure the FS, SE, or designee (1) provides the
IP to the institution in a timely manner; (2) records the IP
sent date in the System of Uniform Reporting of Compliance
and CRA Examinations (FOCUS);and (3) if applicable,
records any reasons for timing delays in FOCUS.

The IP module in FOCUSPERP is used to producethe IP,
which includes a standardized introductory letter that
provides an overview of the examination process; discusses
various resources available that explain the examination
process; identifies the ap propriate communication channels
for any concerns about the examination process or the
resultant ratings; and provides contact information for the FS
and/or the SE.

TheIP letter has been standardized and automated within
FOCUSPEP and should be consistently used by all field
offices without changes. A sample IP letter is included in
this M anual (see Section III). If electronically submitting the
IP to the institution, the FS, SE, or designee should convert
theIP letter to an Adobe portable document format (.pdf).
Supervisors should also follow any national or regional
instructions governing the use of electronic signatures for
examination-related documents. In the absence of such
instructions, a supervisor can either use his or her typed
name as an electronic signature, using the same font as the
body of the letter, or use Adobe’s “Fill & Sign” feature.

3 Refer to examination instructions about EFX and offsite
examination capabilities for user guides and other reference
materials.

4 Examination staff must understand and comply with the
directives, memoranda, and guidance governingthe use and
security of confidential examination information.
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Lastly, as part of the examination planning process, the FS or
SE schedules examiners for PEP-1and PEP-2. In particular,
the FS or SE will select the EIC and schedule sufficient
dedicated time for the EIC to conduct all activities of PEP-1
and PEP-2 prior to the examination start date. As a general
rule, the EIC (or Acting EIC) should conduct PEP activities
to have sufficient time to learn about the institution and
prepare an examination plan tailored to the institution’s areas
of highest risk. Other examiners may conduct PEP activities
on a limited basis when scheduling conflicts arise or limited
staffing resources exist. Additionally, if examiners other
than the EIC will perform the CRA or fair lending reviews,
then those staff members should be scheduled sufficient
dedicated time, when possible, to perform CRA- and fair
lending-related examination planning activities so that the
results are available for the EIC’s review and consideration.

Data Validations: Forthe largest Home M ortgage
Disclosure Act (HM DA) reporters (over 500 LAR lines)
and/or Community Reinvestment Act (CRA) reporters,
validation testing should be conducted in advance of
scheduled fair lending and CRA examinations. This
approach will allow the institution to resolve any data errors
so the examination can proceed without significant delay. In
addition, validation testing must be conducted for HM DA
Outlier reviews prior to the start of the examination. For
examinations of all other reporters, the validation testing will
generally be conducted during the examination. However, a
field office has the option to performa data validation prior
to the examination start date for other institutions if the field
office has sufficient resources to complete it. The HMDA
validations should be conducted following the FDICHM DA
validation procedures, considering thescale and complexity
of the institution’s mortgage lending activities and an overall
assessment of the institution’s prior practices and comp liance
risk profile.

A HMDA/CRA Validation Letter is to be provided to
institutions when data validations occur prior to any
examination. A data validation letter has been standardized
and included in the IP module of FOCUSPEP and should be
used consistently. This letter is either sent with or after the
IP to allow sufficient time for the data validation process.
Theletter should be sent using the same secure delivery
method established for providing the IP. If HM DA Data
Analysts will be used for the validation process, the FS or SE
should communicate this with the institution, either verbally
or in the letter.

Pre-Examination Planning Phase 1 (PEP-1)

Therisk assessment of the institution begins during PEP-1.
Every institution has inherent risk based on strategic plans,
products and services offered, past supervisory actions,
business activity, and other factors. PEP-1 starts the process
of identifying and documenting risk based on the
institution’s structure, sup ervisory history, financial
performance, and market area. The various activities
performed during PEP-1 are meant to promote critical

thinking about the possible inherent risks in the institution
being examined.

PEP-1 consists of the following activities:

e  Gathering information about the institution from
both internal and external sources;

e Contacting the institution to conduct the pre-
examination interview (PEP interview);

e Preparing and sending the Entry Letter to the
institution along with the Comp liance Information
and Document Request (CIDR) that primarily
requests CM S-related information and documents;
and

e Beginning Section 1 of the Assessment of Risk of
Consumer Harm (ARCH) and Section 1 of the Fair
Lending Scope and Conclusions memo (FLSC).
This activity is optional during PEP-1. The ARCH
and FLSC can be started to the extent possible and
when time or examination scheduling permits;
however, most work on the ARCH will occur
during PEP-2 and most work on the FLSC will
occur during PEP-2 and the examination.

The EIC should begin PEP-1 no less than 45 calendar days
prior to the scheduled start date of the examination.
However, institutions must have at least 30 calendar days to
complete the CIDR and provide requested documents.
Longer time periods may be necessary based on the
institution’s size, resources, and complexity. The EIC
should communicate with the institution’s management
during the PEP interview to determine a sufficient amount of
time to provide the requested materials. This timeframe is
also discussed in the Entry Letter.

Gathering Available Information

The EIC should first concentrate on gathering as much of the
information as possible from FDIC records and databases
and from publicly available sources before obtaining
information from the financial institution. The following is a
list of some key documents and information the EIC should
obtain for review because of their relevance to the financial
institution’s comp liance p osture.

FDIC Records and Databases

e DataGathering Tool, which compiles institution,
examination, supervisory, and financial information
from multiple FDIC systems and databases;

e  Prior ARCH, FLSC, and other information from
FOCUS or the Regional Automated Document
Distribution (RADD);

e Previous Reports of Examination (ROEs) and
supportingworkpapers for comp liance, risk
management, trust, and information technology;

e  Prior corrective actions (such as restitution) and
responses to ROEs;
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FDIC Compliance Examination Manual — November 2023



I1. Compliance Examinations — Pre-Examination Planning

e Supervisory plans (for large and/or complex
institutions, or others, as available);
CRA Performance Evaluations;
Demographic datafor CRA assessment area(s) or
market area(s);

e  Uniform Bank Performance Reports (UBPRs) and
Reports of Condition and Income (Call Reports);

¢ FDICmonitoring reports;

e  Complaint and correspondence files; and

e Applications in process.

External Sources

e Previous years’ HM DA and CRA data disclosure
reports;

e Content ofthe financial institution’s website;

e  Public records, such as securities filings;

e Newspaper or website articles that raise potential
examination-related issues; and

e  Community contacts (for CRA evaluations).

PEP Interview

The PEP interview questions are maintained in the
Compliance Pre-Examination Request Package (C-PREP)
module of FOCUS PEP and updated on a periodic basis.
The EIC will contact the institution and arrange a PEP
interview to be conducted either by telephone, a secure
communication platform (such as Microsoft Teams or
another FDIC-approved system), or through an in-person
discussion. The purpose of the interview is to gather current
information to understand the institution’s risk profile, size,
complexity, and the types of products or services offered.
Theinterview questions are provided to the institution with
the IP discussed previously. Staff cannot require the
institution to provide written answers to the interview
questions in advance. If theinstitution elects to provide
written answers, the EIC is still expected to conduct an
interview to verify and clarify responses received. While
examiners cannot add, revise, or delete interview questions
in FOCUSPEP, the EIC should tailor interview questions
based on what is learned about the institution through the
internal and external data gathering process. This
demonstrates that the EIC has performed research to become
familiar with the institution. The EIC should also ask any
necessary follow-up or additional questions during the PEP
interview to understand the institution’s profile and to
determine inherent risk.

The EIC should also use the interview as an opportunity to
answer the institution’s questions about the examination
process and to discuss the timing and logistics of the
examination, including anticipated on-site and off-site
activities. Additionally, the EIC should determine the
applicability of the FDIC’s e-Exam Policy, should confirm
previously discussed electronic document/data access
requirements and delivery method(s) with the institution’s
management; and determine off-site examination
capabilities. If the institution does not image documents or
has had difficulty creating scanned images of records needed

for FDIC examinations, the EIC may consider alternative
options such as conducting an on-site review of these records
or visiting the institution to scan the documents. The PEP
interview also provides an opportunity to identify the
institution’s staff members who will need to be available to
the examination team during the examination. This will
allow the institution to take steps to ensure, to the extent
possible, that those persons are available when needed.

Director Involvement: During the PEP interview, the EIC
should also inform management that members of the
institution’s Board of Directors are welcome to participate in
regularly scheduled meetings with examiners or to schedule
individual meetings with the EIC, if desired. The EIC should
emphasize that such participation is purely voluntary and that
a lack of participation will not be viewed negatively. As
stated in the memorandum announcing this initiative, “The
primary objectives are to improve communication with
outside Directors, increase Director knowledge of the
examination process, providean opportunity for Directors to
discuss their views with examiners on banking-related
matters, and give examiners the opportunity to gain further
insight into the experience levels and leadership qualities of
bank management.”

CIDR and Entry Letter

The C-PREP module in FOCUS PEP is used to produce the
Entry Letter and Electronic Data Download Instructions and
the CIDR. These documents must be tailored, as
appropriate, for each institution.

After conducting the information gathering and PEP
interview outlined above, the EIC (ora designee with whom
he or she communicates closely) is required to use C-PREP
to customize and create the CIDR based on an institution’s
products and services. The interview responses must be
input to FOCUS PEP to ensure the CIDR is tailored to
request only what is necessary to conduct the examination.
C-PREP filters the CIDR to make available certain items
based on theinstitution’s responses to the PEP interview
questions. The CIDR created during PEP-1 primarily
requests information and documents to assess the CM S, as
well as information and some documents to understand the
characteristics of products or services offered. The majority
of transaction-level documentation will be requested during
PEP-2. The institution’s responseto the initial CIDR will
provide the EIC with enough information to properly scope
the examination and to identify products, services, and
regulations (PSRs) on the ARCH that exhibit inherent risk
not sufficiently mitigated by the institution’s CM S (i.e.,
residual risks). Theseresidual risks will be the basis for
requesting transaction testing-related documentation (e.g.,
disclosures and loan files) during PEP-2. Also, requesting
fair lending-related information through the CIDR will allow
the examiner conducting the fair lending review to complete
the majority of Section 1 of the FLSC prior to the start of the
examination. Thus, the EIC should ensure all applicable fair
lending-related information is requested through the CIDR
so the examiner conducting the fair lending review has
access to this information during the scoping process.
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When completing the CIDR and requesting items such as
minutes, training records, or reports, the EIC indicates the
timeframe for thereview (e.g., since the previous
examination, in thepast year, in thelast two years). This
will help the institution avoid the submission of voluminous
information or data not relevant to the examination.
Additional information about how to use C-PREP can be
obtained from the user guide available within FOCUS PEP.

The Entry Letter and CIDR should be provided to the
institution in either a paper-based format or an electronic
format using the secure delivery method previously
established for the examination process. As discussed
previously, if electronically providing the Entry Letter to the
institution, the EIC (or designee) should convert it to an
Adobe portable document file (.pdf). The EIC (or designee)
should also follow any national or regional instructions
governing the use of electronic signatures for examination-
related documents. Inthe absence of such instructions, the
EIC (or designee) can either use his or her typed name as an
electronic signature, using the same font as the body of the
letter, or use Adobe’s “Fill & Sign” feature.

The Entry Letter instructs the institution on how to deliver
the materials to the EIC or examination team and in what
format. As previously discussed, institutions must have at
least 30 calendar days to complete the CIDR and provide
requested documents. Thetiming of the request and the
turnaround must ensure that the institution has sufficient time
to assemble the requested information and the examination
team has sufficient time to adequately review the materials.
The FDIC prefers the use of applications, such as EFX, that
provide a secure method for financial institutions to
exchange examination files and information electronically
withthe FDIC. However, where appropriate and with
supervisor approval, the EIC may visit the institution prior to
the official start date either to pick up the documents or to
review any documents that are confidential or too bulky to
duplicate.

ARCH and FLSC - Section 1

The ARCH documents the scope of the examination and
assists with prioritization of efforts, time, and resources
toward those PSRs with the highest residual risk of consumer
harm. The FLSC documents the fair lending review
conducted in accordance with the Federal Financial
Institutions Examination Council’s Fair Lending
Examination Procedures. After conducting the PEP
interview and recording the institution’s responses in
FOCUSPEP, the ARCH and FLSC can be created in
FOCUSPEP. Inan effort to make the PEP process more
efficient, Section 1 of the ARCH and FLSC have been
coordinated with and linked to the PEP interview. Several

5 As indicated previously, if an examiner other than the EIC will
perform the fair lending review, then that staff member also has
the option to begin parts of the FLSC during PEP-1 if time and
examination scheduling permitsit.

responses for Section 1 of the ARCH and FLSC will pre-
populate based on what is entered into C-PREP from the PEP
interview. However, the EIC should review the pre-
populated questions and answers to ensure they are correct.

The EIC has the optionto begin Section 1 of the ARCH and
FLSC during PEP-1 using available information gathered.’
A series of questions helps document various risks identified
during examination planning. The ARCH was developed to
engage examiner’s critical thinking skills and to focus
examination resources on areas presentingthe highest degree
of consumer harm risk. Additional information about
preparingthe ARCH is included in this M anual (see Section
IT — Review and Analysis). Examiners can also find
information about how touse the ARCH and FLSC modules
in the user guides available within FOCUS PEP.

Pre-Examination Planning Phase 2 (PEP-2)

During PEP-2, the EIC will conduct an initial assessment of
the institution’s CM S to determine how effective the CM Sis
in identifying, addressing, and mitigating the potential for
consumer harm. This information will primarily be obtained
from the institution’s responses to the PEP interview and the
CIDR. The EIC will continue the process of identifying and
documenting inherent risk during PEP-2 based on the
institution’s business model and operations. Theareas that
indicate a moderate or high level of potential consumer harm
risk not mitigated by the strength of the CM Swill potentially
require further evaluation during the examination. In PEP-2,
the EIC will finalize the ARCH examination scope and
establish specific areas for review or transaction testing,

PEP-2 consists of the following activities:

e Reviewing the CIDR responses and requested
items;

e Completing the ARCH and completing the majority
of FLSC Section 1;

e Requesting additional documents for PSR
transaction testing or the fair lending review; and

e  Gettingthe ARCH approved.

Supervisors will ensure sufficient time is scheduled prior to
the examination start date for PEP-2. The amount of time
needed to complete PEP-2 will vary based on the size and
complexity of the institution. Each field office will establish
procedures to ensure that PEP-2 starts early enough to
provide sufficient time for the institution to gather additional
documents for transaction testing.

Review CIDR Responses and Requested Items
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FDIC Compliance Examination Manual — November 2023



I1. Compliance Examinations — Pre-Examination Planning

The EIC and examination team will review the information
and documents provided by the institution in response to the
CIDR. If documents necessary to complete the ARCH or to
assess fair lending risk, such as Board meeting minutes or
monitoring/audit reports, are not provided in responseto the
CIDR, examination team members may go to the institution
during PEP-2 to review this information as time, resources,
and travel requirements permit. Follow-up contact with the
institution’s personnel during PEP-2 is encouraged to
properly answer any questions and to determine the most
appropriate examination scope.

ARCH Completion and Completing Majority of FLSC
Section 1

Based on the information provided by the institution, the EIC
will complete the ARCH. This will involve finalizing
Section 1 of the ARCH, as necessary, but will primarily
involve completing Sections 2, 3, and 4. Section 3 of the
ARCH has also been coordinated with and linked to the PEP
interview and the majority ofresponses will pre-populate.
The EIC will identify the PSRs that warrant transaction
testing and any additional documentation needed for the
examination. Also, based on the fair lending-related
information obtained through the CIDR, the examiner
conducting the fair lending review should be able to

comp lete the majority of Section 1 ofthe FLSC priorto the
start of the examination. Additional information about
completing the ARCH is included in this M anual (see
Section 11— Review and Analysis).

Transaction Testing (TT) Request

The EIC will prepareand senda TT Request to the
institution based on the scope of the examination and has the
option of using the C-PREP module to develop it. The fair
lending examiner may work with the EIC to determine if
additional fair lending-related documents need to be
requested.

Documents requested during PEP-2 will largely be
transaction-level documentation such as loan files,
disclosures, notices, periodic statements, or system
parameters, needed for the anticipated examination scope
and the CRA, HM DA, and fair lending reviews. When
requesting these documents, the EIC indicates the timeframe
for thereview period (e.g., since the previous examination, in
thepast year, in the last two years) and the sample sizes.
This will help the institution avoid the submission of
voluminous information or data not relevant to the
examination. Theseitems will generally be made available
electronically through the use of secure applications like
EFX or other off-site examination tools, as agreed to by the
institution and the EIC, or held at the institution for the
examination.

The EIC will providethe TT Request to the institution’s
designated contact, using the secure delivery method
previously established for the examination process. Based
on the size, complexity, and resources of the institution,

examiner judgment should be exercised regarding the
approximate number of days the institution needs to gather
therequested documents. Additionally, it is important that
the EIC communicate to the institution which documents are
needed at the start of the examination. This communication
will help the institution prioritize the TT Request and allow
the institution additional time to gather lower priority
documents during the examination.

If the ARCH is changed to add a PSR subsequent to sending
the TT Request to the institution, the EIC has the option to
request necessary documents for the additional PSR(s) after
the examination starts instead of sending another TT
Request. If, however, a PSR is deleted after sending the TT
Request to the institution, the EIC should discuss this during
the entrance meeting with the institution’s management team
and explain why the area will not be reviewed.

ARCH Approval

The EIC will finalize the ARCH using information obtained
during PEP-2 to determine residual consumer harm risk and
to establish the scope of the compliance examination. The
completed ARCH will be submitted to the FS and all
appropriate SEs to ensure that all territory managers can
access the ARCH for review and approval. Each field office
will establish procedures to ensure the ARCH is approved by
theappropriate FS or SE prior to the examination start date.

If information is discovered during the examination that
requires material changes to the originally approved ARCH,
the EIC describes the changes in a scopeamendment that is
submitted to the FS and all appropriate SEs for review and
approval. Material changes are generally defined as a PSR
change. This may occur when the EIC determines an
approved PSR will not be reviewed or when the EIC
identifies a new PSR not identified during PEP.

PEP Record Retention

To ensure consistency in record retention, PEP documents
should be maintained as follows:

e ThelP, HMDA/CRA Validation, and Entry letters
should be stored in the correspondence folder in
RADD;

e PEPinterview questions and answers should be
completed within C-PREP and the completed
document maintained as an examination workpaper
in RADD;

e Thecompleted CIDR with institution responses
should be retained as an examination workpaper in
RADD;

e Thefinal, approved ARCH should be stored as an
examination document in FOCUS;

e TheTT Request list should be retained as an
examination workpaperin RADD;and

e  Thefinal, approved FLSC should be stored as an
examination document in FOCUS. Note: Any
supporting documents used in the fair lending
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review should be retained in accordance with
DCP’s Standardized Workpaper Job Aid: FOCUS
vs. RADD Minimum Documentation Requirements.
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Review and Analysis

Introduction

The FDIC’s consumer comp liance examination process
assesses how well a financial institution manages
compliance with federal consumer protection laws and
regulations. Thereview period or scopetypically covers
bank activities conducted over a discrete period of time from
the start date of the prior examination through the start date
of the current examination. Thereview and analysis phase
of the consumer compliance examination starts with atop-
down, comprehensive evaluation of the compliance
management system (CM S)used by the financial institution
to identify, monitor, and manage its comp liance
responsibilities and risks. The procedures outlined below
guide the examiner through an assessment of an institution’s
CM Sand assist the examiner in identifyingspecific areas of
weakness for further analysis. M any procedures listed in
this section can be performed at the field office or other
location prior to the start of the examination, if materials are
available.

Off-Site Reviewand Analysis

The Examiner-in-Charge (EIC) reviews and analy zes the
material gathered from FDIC, third parties, and the institution
in response to the Compliance Information and Document
Request (CIDR) in order to develop the scope memorandum
and plan the examination. This review and analysis should be
broad enough to obtain an understandingof the organizational
structure of the institution, its related activities, and

comp liance risks associated with each of its activities.

Thereview should be used to preliminarily determine whether
the institution’s Board of Directors (Board) and management
identify, understand, and adequately control the elements of
risks facing the financial institution. In general, management
and Directors are expected to havea clearly defined system of
risk management controls governing the institution’s

comp liance operations, including those activities conducted by
affiliates and third party vendors. During this review the EIC
should consider what types of questions should be asked during
the examination to test whether the institution’s written policies
and procedures accurately reflect actual operations.

Risk Scope Memorandum

The goal ofa risk-focused, process-oriented examination is to
direct resources toward areas with higher degrees of risk of
consumer harm. To accomplish this goal, the examiner must
assess the financial institution’s CM Sas it applies to key
operational areas and evaluate the risk of non-comp liance
with applicable laws and regulations. This process is
documented by the examiner in ascopingmemorandum, the
Assessment of Risk of Consumer Harm (ARCH), which is
reviewed and approved by the supervisor. The ARCH is
developed during the pre-examination planning process and
utilizes historical data, information obtained from the

interview with the institution, and documents and information
submitted by the institution in responseto the CIDR. The
ARCH describes the focus of the examination, including
issues to be investigated and the products, services, or
regulations that exhibit inherent risk not sufficiently mitigated
by theinstitution’s CM S. The identified areas with residual
risk will be further reviewed or transaction tested during the
examination.

During the examination, the EIC should obtain approval for
any material changes tothescope oftheexamination. The
EIC describes the changes in a scopeamendment that is
submitted to the Field Supervisor and all appropriate
Supervisory Examiners for review and approval

The final ARCH should be posted to the System of Uniform
Reportingof Compliance and CRA Examinations (FOCUS),
making it available to all staff and management during the
exam review and for future internal use, especially for the start
of the subsequent examination.

Developing a Risk Profile

Every institution has inherent risk based on strategic plans,
products and services offered, past supervisory actions,
business activity, and other factors. The ARCH will document
theidentified areas ofinherent risk by considering the
following;

e Institution Structure:
o Significant factors or changes
o Mergers or acquisitions
o Significant growth since prior examination
o De Novo status
e Supervisory History:
o Current and past enforcement actions
o Reimbursement history

o History of compliance with fair lending laws and
regulations

o Current and prior regulator ratings and
recommendations

o Consumer-related litigation

o Consumer comp laints

e Operational Areas - Product/Service/Regulation (PSR) Risk:
o Major product lines
o New orrevised products/services/regulations
o Applicable regulations
o Recent case law
o Growth in operations

o Complexity of operations
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o Third party affiliations

Institution S tructure: A key component of a financial
institution’s risk profileis its structure and business model.
Anexaminer will consider the nature and complexity of, or
any changes to, the organizational, management, and
ownership structure; business strategy ; market areas and
customers served; delivery channels; any subsidiaries or
affiliates that offer products or services or support
operations; branching activities; any unique or niche
characteristics; and any significant changes in the
institution’s balance sheet

composition or income.

Supervisory History: The financial institution’s past
consumer compliance performance is an important
consideration when developing its risk profile. Historic
effectiveness of the CM S, including the results of previous
examinations and management’s record of taking corrective
measures, will impact its risk profile and ultimately thescope
of the examination. The most recent consumer comp liance
history should be given the most weight. The EIC will be
able to locate performance risk information in various areas,
including the FDIC’s correspondence and enforcement
records for the subject institution. The most recent Risk

M anagement rep ort and workpapers may contain additional
information on the institution’s performancerisk (e.g,,
comments regarding institution management).

Operational Areas — PSRRisk: Thenature and scopeofa
financial institution’s activities is a critical consideration in
the identification of inherent risk. PSR risks can exist in the
following operational areas:

e Lending

e Deposits

e Retail Investment and Insurance Sales

e Privacy and Consumer Information

e Advertising, M arketing, and Social M edia
e Debt Collection

e Third-Party Relationships

e Other Products

e Other Regulations or Supervisory Guidance

The institution’s products and services impact the
institution’srisk dependingupon the financial institution’s
size, market share, and portfolio concentration. The

comp lexity of products offered and the associated
likelihood oferror should be considered. Third-party
relationships can present heightened risk, particularly for
product delivery, but also for any

operation, product, service, or activity provided or
conducted by a third party on behalf of the institution.
Finally, the institution’s strategic p lan for growth and for
the introduction of new products or services should also be

taken into account.

Regulation risk measures the possible consequences to the
institution and its customers of noncomp liance with specific
regulatory provisions. Regulation risk recognizes that the
impact of noncompliance differs dependingon the consumer
law or regulation. Forthepublic, it is the measurement of
relative adverse financial impact or other harm that

noncomp liance may produce. For the institution, regulation
risk is the measurement of legal, reputation, and financial harm
that noncomp liance may produce. For example, the financial
harm both to the institution and to consumers associated with
violations of the Truth in Lending Act (Regulation Z)
requiring reimbursements far exceeds the consequences of an
isolated undocumented check hold. Thelevel of regulation
risk is affected by such factors as:

e Potential financial and/or reputation harm to consumers;

e Potential legal, reputation, and financial harm to an
institution;

e New laws, regulations, or amendments thereof; and

e The amount of transaction activity subject to a specific
regulation.

In order to properly assess a financial institution’s risk, the
EIC or designee also reviews the following aspects of the
CMSS, which may or may not mitigate the identified inherent
risks:

e Board and M anagement Oversight
e Compliance Program
o Policies and Procedures
o Training
o Monitoringand/or Audit Procedures

o Complaint Response

Taking into consideration the conclusions drawn in each of
the preceding components, and any other pertinent
information, the examiner should identify andassess the
inherent risk within the institution’sPSRs. When the
institution’s inherent risk is not sufficiently mitigatedby its CMS,
residual risk is present. To develop arisk profile of the
institution and set the examination scope, the examiner should
keep therisk scop ingformula in mind (Inherent Risk—M itigating
Factors=Residual Risk).

The areas with residual risk should be further reviewed or
transactiontested duringthe examination. The result of the EIC’s
assessment of risk and the specific issues to be investigated
and areas to be targeted with transaction testingshould be
addressed in the ARCH, which is discussed in the next
section.

It is important to remember that one element of a financial
institution’s consumer comp liance efforts may influence another
area. Be aware of relationships and their mutual impact. For
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example, if the initial review of institution practices identifies
a lack of audit ofloan denials, the examiner should look to
see whether monitoringprocedures are in place to mitigate the
impact of thelack of audit procedures. Theexistence of
monitoring procedures may lead the examiner to determine
that the absence of an audit does not raise the institution’s risk
profile. Conversely, ifthe initial review ofinstitution policies
and procedures identifies well-organized, ap propriate, and up-
to-date written guidelines for dep osit comp liance management,
the examiner should also consider the institution’s record of
oversight in this area. If deposit compliance has historically
suffered from poor management oversight, then the existence
of written procedures should be given less weight when
determining the risk profile. It is important to accurately
identify inherent risk and weight any mitigating factors that
reduce therisk. This process requires the use of sound
examiner judgment.

Developing the ARCH

The EIC should begin the risk scopingprocessby gathering
information about the institution from both internal and
external sources. The EIC uses information, such as prior
consumer compliance and risk management reports of
examination, correspondence, and available comp laint
information, to prepare for the pre-examination planning
interview with the institution. Once the pre-examination
planning interview is complete and the institution
provides responses to the CIDR, the EIC can complete
the ARCH. Follow-up contact with institution personnel
during pre-examination planning is encouraged, if
warranted, to properly determine the most appropriate
examination scope.

The ARCH is divided into five sections and begins with
an overview of the institution and examination, including
current examination information, financial data, and
previous examination supervisory comments. Examiners
start the risk assessment process by describing the
institution's structure and supervisory history in Section

1, followed by an initial assessment of the CM Sin
Section 2. Examiners identify inherent risks in Section 3
by answering a series of questions about the institution's
operations, followed by an analysis of whether each
inherent risk is low, mitigated, or results in residual risk
of consumer harm. Examiners identify areas that result in
residual risk as a PSR that will be reviewed as part of the
scopeofthe examination. The PSRs are summarized in a
table in Section 4, where examiners also document
additional scope information. Sections 1-4 should be
completed and approved by a supervisor or delegated
designee priorto thestart of the examination. Section 5
should be completed and approved if material changes to
the scope of the examination are warranted.

Examiner judgment is acritical aspect of properly
evaluatingan institution’s risk profile. The ARCH
allows examiners to use their judgment to focus and
prioritize resources on areas (products, services, or
regulations) that present the highest risk of consumer

harm. The questions inthe ARCH do not cover every
potential risk but rather set out abasic framework to assist
examiners in assessingand documenting an institution’s
risk of consumer harm. Examiners are not limited to these
questions and should consider all relevant facts when
evaluatingthe institution’srisk profile.

The ARCH is completed within DCP’s Pre-Examination
Planning System and the final, approved ARCH must be
uploaded and maintained in FOCUS.

Examination Activities: On-site and  Off-site
Decisioning:

The FDIC has established standard consumer comp liance
consideration factors to ensure consistency in local
decision-making when determining which examination
activities should be completed on-site versus off-site.

Each examination will be tailored to therisks identified during
the planning process; however, all examinations are expected to
have an on-site presence. This risk- focused approach
encourages flexibility in application and relies on examiner
judgment (in consultation with field management) to conduct
themost effective and efficient examination that facilitates
examiners assessing institutions’ compliance with consumer
protection laws and the Community Reinvestment Act. The
appropriate mix of on-site and off-site examination activities will
depend upon many factors, including the bank’s business model,
risk profile, and complexity; loan file imaging and technological
capabilities; institution space/working accommodations; banker
feedback; trainingneeds; on-site/off-site plans of RMS and other
agencies (CFPB, state authority, etc.), when applicable; ability to
collaborate on joint activities; andthe need to establish ongoing and
effective communication with bank management at each
examination, amongother considerations. The list belowprovides
a general outline of certain examination activities that can be
conducted on-site or off-site. However, examiners should consider
the risk profile of the institution and the other factors provided
above when determining which activities should be performedon-
site versus off-site. When makingdeterminationsregarding off-site
activities, examiners should further assess the aforementioned
factorsto decide whether to perform such activitiesin a field office
or virtual environment.

NOTE: Theactivities listed below arenot intended to be
all-inclusive, nor is this direction meant to limit or
constrain examiner judgment in conducting on-site
activities when warranted.

Examiners may performthe following portions of the
examination off-site, keeping in mind therisk profile of the
institution:

e Conductingpre-examination planning and scopingactivities

e Completingportions of low-risk fair lending and
Home M ortgage Disclosure Act (HMDA) reviews
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Conducting portions of Community Reinvestment Act
(CRA) evaluations, particularly for Small Banks and
Intermediate Small Banks

Reviewing policies/procedures; Board/committee packages
and meeting minutes; risk assessments; and audit
reports/workpapers

UtilizingRegional Office and Washington Office specialist
and Subject M atter Expert resources, including consumer
compliance technology specialists, fair lending
examination specialists, examination specialists, and other
exam team members for out-of-territory exams when their
assistance doesn’t require being on-site

Reviewing loan files and deposit disclosures to the extent
technology allows

Completingtraining benchmarks where on-site performance
is not necessary for effective training or clearly not required

Training for large groups of pre- or newly -commissioned
examiners via atraining team [note: collaborative spaces in
the field office can serve as an effective forum for group
training sessions]

Assessingand transaction testingfor portions of lower-
comp lexity/lower- risk areas

Reviewing online bank systems, such as e-OSCAR, rewards
checking, automated overdraft programs, credit bureau

reporting, and escrow account administration, unless
technology limitations require on-site review

Writing the Rep ort of Examination and finalizing
examination workpapers

Examiners are generally expected to performthe
following portions of the examination on-site:

Conductingkey meetings, including exit/Board meetings,
and significant conversations with bank officers about
potential consumer harm, possible downgrades,
enforcement actions, significant fair lending discussions
(e.g criteria interviews), Unfair or Deceptive Acts or
Practices concerns, and the CM Sinterview for higher-
risk institutions.

Training and instilling FDIC culture for pre-commissioned
examiners and interns [note: this can be done with a
combination of off-site in the field office and on-site at the
bank]

Observing situations that could lead to further
investigation/examination activities (e.g. detecting internal
control weaknesses, potential fraud, dominant officer
situation, etc.)

Training on first-time significant benchmarks to providea
more collaborative and hands-on development exp erience

[note: thetrainee and coach should generally work on-site
together, in the bank and/or field office, as appropriate,
while completing the benchmark]

e Working side-by-side for Acting EIC assignments [note:
Signing EIC and Acting EIC should be together to complete
relevant portions of the exam for the EIC to observe and
coach the Acting EIC on examination oversight either in the
bank and/or field office]

¢ Conductingtransaction testing for high-risk PSRs, or when
remote access is not available

Examination Reviewand Analysis

Throughout the review and analy sis phase of the examination,
the examiner should have discussions with management, the
comp liance officer, Directors, and other personnel to develop
an understanding of how management approaches its
consumer comp liance resp onsibilities. These discussions will
enable the examiner to determine whether and to what extent
the financial institution has a CM Sthat is integrated into its
daily operations.

Entrance Meeting with Senior Management

During the pre-examination planning stage, the EIC should
schedule a meeting with senior management (e.g, the
president, chief executive officer, compliance officer, and if
they wish, members of the Board). This meeting should take
place as soon as possible after beginning the examination and
should facilitate the discussion of various administrative items
and the scope of the examination. M atters to be discussed
during the entrance meeting include:

e Anoverview of the examination process, including theuse
of information collected during pre-examination planning
and its impact on thescope of the examination

e Thenames of FDIC examiners on the examination and
whether they will be working on-site or off-site

¢ Anticipated length of the examination

o Activities expected to be conducted on-site and off-site, and
communicating that adjustments may be made based on risk

e The EIC’s accessibility throughout the examination to
discuss any issues relating to the examination and/or FDIC
policy and practices and communication preferences

e Theidentity oftheindividual(s) who is/are the primary
contact person(s) for examination related issues and
communication preferences for both on-site and off-site
examiners

e Any issues identified during off-site review and analysis,
particularly areas of significant risk of consumer harm that
will be receiving close attention
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e The materials requested during pre-examination planning
that were not provided by the financial institution prior to
the examination start date

¢ Anexplanation of the closingmanagement meeting
procedures

e Thedate of the next Board/trustees meeting (M anagement
should be adv