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PRIVACY THRESHOLD ANALYSIS (PTA) 
 

SUMMARY INFORMATION 

Project or Program Name:  

Division/Office:  Branch or Section:  

CSAM Name (if applicable):  CSAM ID (if 
applicable):  

TFS Name:  TFS Link:  

Type of Project or Program: Choose an item. Operational status: Choose an item. 

Date PTA Submitted:  Date of Last PTA:  

Launch date:  ATO date:  

Release Number:  ATO Boundary:  

EA Rep Name (if applicable) 
  

EA Rep Number (if 
applicable):  

Reason for PTA: Choose an item. 

 
PROJECT MANAGER 

Name:  

Division:  Title:  
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Email:  

 
PROGRAM MANAGER OR SYSTEM OWNER 

Name:  

Division:  Title:  

Email:  

 
INFORMATION SECURITY MANAGER (ISM) OR INFORMATION SYSTEMS SECURITY MANAGER (ISSM) 

Name:  

Email:  

Division/Office:  

 
1. Description 
Please provide a general description of the project and its purpose in a way a non-technical person could understand. If this is an 
updated PTA, please describe what changes and/or upgrades are triggering the update to this PTA.  If this is a renewal please state 
whether or not there were any changes to the project, program, or system since the last version. If this update is tied to an SIA, please 
provide information related to the SIA. If applicable, explain how the processing of information impacts individual exercising rights 
guaranteed by the First Amendment (e.g., free speech, religion, right to assemble, etc.). 
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1(a). Authority 
Provide the legal authority that permits the creation, collection, use, processing, storage, maintenance, dissemination, disclosure 
and/or disposing of PII within the information system or project. For example, Section 9 of the Federal Deposit Insurance Act (12 U.S.C. 
1819). Note: the processing of information describing how any individual exercises rights guaranteed by the First Amendment is 
prohibited unless expressly authorized by statute or by the individual or unless pertinent to and within the scope of an authorized law 
enforcement activity. 
 

1(b). Does the system use PII for research, 
testing, or training? Select all 
applicable. 

☐ Research 
☐ Testing   

☐ Training 

☐ Not applicable 

1(c). Describe de-identification methods used to manage privacy risks, if applicable. 
 
 
 

 
2. Does this system/project/program employ 
any of the following technologies: 
 

☐  Cloud Computing 
☐  Data Aggregation/Analytics 
☐  Social Media  
☐  Web-based application (e.g., SharePoint) 
☐  Artificial Intelligence/Machine Learning 
☐  Persistent Tracking Technology 
☐  Mobile Applications 
☐  None of these 
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 3. Who provides the information the 

system/project/program collects, maintains, 
uses, or disseminates?  
Please check all that apply. 

☐  Members of the public 
☐  Financial institutions 
☐  Loan servicers 
☐  Employees of other federal, state, local, and/or territorial governments  
☐  FDIC employees/contractors  

4. Who are the individuals whose data is 
collected, maintained, used, or disseminated 
by the system/project/program? 
Please check all that apply. 

☐  This system/project/program does not collect any personally identifiable 
information 
☐  Members of the public 
☐  FDIC employees/contractors  
☐ Employees of other federal agencies 

4(a). Does the system maintain audit log 
information? If so, about whom? 
Please check all that apply. 

☐ This system does not maintain audit log information 
☐ Members of the public 
☐ FDIC employees/contractors  
☐ Employees of other federal agencies 
☐ Other Audit Log Types 

4(b). What PII elements are contained in the 
audit log? 

☐ The audit log does not contain PII 
☐ A subset of the system elements cited in Question 6a 
☐ Other: (Specify) 

5. Will the system/project/program use any 
FDIC forms (paper or electronic) to collect 
data? 

☐  No   
☐  Yes   ☐ Paper  ☐ Electronic  ☐ Both 

5(a). What is the FDIC form number? (if 
applicable)  
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6. What information is created, collected, used, processed, stored, maintained, disseminated, disclosed, or disposed? 
Please provide a specific description of information that is created, collected, used, processed, stored, maintained, disseminated, 
disclosed or disposed (such as names, addresses, emails, etc.). Make sure your description includes unstructured data, if applicable. 

 
 

 

 

6(a). What types of PII are (or may be) included in the information specified above? (This is not intended to be an exhaustive 
list. Specify other categories of PII, as needed.) 

PII Element Yes 
Full Name   ☐ 
Date of Birth ☐ 
Place of Birth ☐ 
Social Security number (SSN) ☐ 
Employment Status, History or Information  ☐ 
Mother’s Maiden Name ☐ 
Certificates (e.g., birth, death, naturalization, marriage) ☐ 
Medical Information (Medical Records Numbers, Medical Notes, or X-rays) ☐ 
Home Address ☐ 
Phone Number(s)  ☐ 
Email Address ☐ 
Employee Identification Number (EIN)  ☐ 
Financial Information (e.g., checking account #/PINs/passwords, credit report) ☐ 
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Driver’s License/State Identification Number ☐ 
Vehicle Identifiers (e.g., license plates) ☐ 
Legal Documents, Records, or Notes (e.g., divorce decree, criminal records) ☐ 
Education Records ☐ 
Criminal Information ☐ 
Military Status and/or Records ☐ 
Investigation Report or Database ☐ 
Biometric Identifiers (e.g., fingerprint, voiceprint) ☐ 
Photographic Identifiers (e.g., image, x-ray, video) ☐ 
Other (Specify:  _____________________________________) ☐ 

 

6(b). Does the project, program, or system 
retrieve information by personal identifier? 

☐ No  
☐ Yes. If yes, please list all personal identifiers used: 

6(c). Does the project, program, or system use 
SSNs, the last 4 digits of SSNs, or any 
truncated form of SSNs? 

☐  No   
☐  Yes 

6(d). If yes, please provide the specific legal 
basis, purpose for the collection, and uses  of 
SSNs. 

 

6(e). Does the project, program, or system 
retain an accounting of disclosures? 

☐  Yes  

☐  No;  

☐  The system or project does not maintain an accounting of disclosures. The 
disclosures are being made to individuals with a need to know. Therefore, the 
system or project is not required to keep an accounting of disclosures. 
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☐  The system or project does not maintain an accounting of disclosures. The 
disclosures are being made a to a law enforcement agency pursuant to a 5 
U.S.C. § 552a(b)(7) request. Therefore, the system or project is not required to 
keep an accounting of disclosures. 

☐  The system or project is not a system of records under the Privacy Act, and 
FDIC is therefore not required to maintain an accounting of disclosures. 

☐  The system or project does not maintain an accounting of disclosures. 
FDIC Chairman has promulgated rules that exempt this system or project 
from the requirement to provide the accounting of disclosures to individuals 
under the Privacy Act of 1974, as amended. Therefore, the system or project 
is not required to keep an accounting of disclosures. 

6(f): Does this information system or project 
make a computerized comparison of two or 
more automated systems of records, or a 
system of records with non-federal records, 
for the purpose of establishing or verifying 
eligibility or compliance as it relates to cash 
or in-kind assistance or payments under 
federal benefit programs? 

☐ No 
☐ Yes.    
 
If yes, please list the Computer Matching Agreement: 
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7. Does this project, program, or system connect, receive, or 
share PII with any other FDIC programs or systems? 

 

☐ No 
☐ Yes.   If yes, please list: 
 

Source: Description: 

  

 
 

Destination: Description: 

  

 
 

8. Does this project, program, or system connect, receive, or 
share PII with any external (non-FDIC) partners or systems?  

 

☐ No  
☐ Yes.   If yes, please list: 
 

Source: Description: 

  

 
Destination: Description: 

  

http://www.fdic.gov/privacy


FDIC Privacy Program 
Federal Deposit Insurance Corporation 

3501 Fairfax Drive, Arlington, VA 22226 
 privacy@fdic.gov 

www.fdic.gov/privacy 

Privacy Threshold Analysis 
Version number: 01-2023 

Page 9 of 23 
 

 

 
 

8(a). Is this external sharing pursuant to new or existing 
information access sharing agreement (MOU, MOA, LOI, 
Contract, etc.)? 

 

Choose an item.  

Please describe applicable information sharing governance in 
place: 
 

9. Please provide an estimate of the number of individuals 
whose PII is contained within the project/program/system. 
 

 

9(a). Explain how the number was derived. 
 

 

10. Has Records and Information management Unit (RIMU) 
established a Records Schedule for this data collection?  
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PRIVACY THRESHOLD REVIEW 

 (TO BE COMPLETED BY THE OCISO PRIVACY SECTION) 

OCISO Privacy Section Reviewer:  

Date approved by OCISO Privacy Section:  

PTA Expiration Date:  

DESIGNATION 

Does the System collect PII? Choose an item.     

Category of System: 
Choose an item.  

If “other” is selected, please describe:  Click here to enter text. 

What is the FIPS 199 
determination?  Confidentiality: 

☐ Low ☐ Moderate ☐ High  
 
Integrity: 
☐ Low ☐ Moderate ☐ High  
 
Availability:  
☐ Low ☐ Moderate ☐ High  
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What is the Privacy 
Categorization 
Recommendation? 
 

Confidentiality: 
☐ Low ☐ Moderate ☐ High  
 
Integrity: 
☐ Low ☐ Moderate ☐ High  
 
Availability: 
☐ Low ☐ Moderate ☐ High  

Records Schedule: 
 

Determination:               ☐ PTA sufficient at this time. 

☐ Privacy Act Statement required; Published: [describe location: e.g., form]  

☐ Privacy Notice required; Published: [describe location: e.g., form]   

☐ Privacy Impact Assessment (PIA) required. 

☐ System of Records Notice (SORN) required. 

☐ Privacy Baseline required. 

 

PIA: 
Choose an item.  

If covered by existing PIA, please list:  

SORN: 
Choose an item.  

If covered by existing SORN, please list:   

http://www.fdic.gov/privacy


FDIC Privacy Program 
Federal Deposit Insurance Corporation 

3501 Fairfax Drive, Arlington, VA 22226 
 privacy@fdic.gov 

www.fdic.gov/privacy 

Privacy Threshold Analysis 
Version number: 01-2023 

Page 12 of 23 
 

 

☐ Exemptions apply. 
Privacy 
Controls: Choose an item.  

OCISO Privacy Program Comments:  
Please describe rationale for privacy compliance determination above. 
 

 

 

[PII – X, PIA – X, SORN – X, Privacy Controls – Privacy Baseline/None, SSN – X] 

 
 

NIST 800-53 Rev. 5 Tailored Implementation Statements 
AU-3(3): Content of Audit 
Records | Limit Personally 
Identifiable Information 
Elements 

If there are audit logs, insert "FDIC LIMITS THE PERSONALLY IDENTIFIABLE INFORMATION CONTAINED IN AUDIT RECORDS IN [SYSTEM NAME] TO THE 
FOLLOWING ELEMENTS IDENTIFIED IN THE PRIVACY RISK ASSESSMENT: [PII IN THE AUDIT LOGS AS LISTED IN THE PTA SPECIFIC TO THE SYSTEM OR PROJECT 
OR THE [SYSTEM NAME] PTA VALIDATES THE NEED FOR PII IN AUDIT RECORDS."] 
 
If no audit logs, insert "[SYSTEM NAME] DOES NOT GENERATE AUDIT LOGS." 

PL-2: System Security and 
Privacy Plans 

“FDIC COMPLETES PRIVACY PLANS THROUGH THE CONDUCT OF A PRIVACY THRESHOLD ANALYSIS, WHICH DETERMINES WHAT ADDITIONAL PRIVACY 
REQUIREMENTS APPLY, INCLUDING THE NECESSARY CONTROLS TO BE IMPLEMENTED, ASSESSED, AND CONTINUOUSLY MONITORED. THE PRIVACY PLAN FOR 
[SYSTEM NAME] IS PRODUCED AS A REPORT FROM CSAM.” 

http://www.fdic.gov/privacy


FDIC Privacy Program 
Federal Deposit Insurance Corporation 

3501 Fairfax Drive, Arlington, VA 22226 
 privacy@fdic.gov 

www.fdic.gov/privacy 

Privacy Threshold Analysis 
Version number: 01-2023 

Page 13 of 23 
 

 

PM-21: Accounting of 
Disclosures 

Common Control Provider:  
Privacy Program, OCISO 
 
The Senior Agency Official for Privacy (SAOP) periodically consults with managers of organization systems of record to ensure that the required accountings of 
disclosures of records are being properly maintained and include: 
   1. Date, nature, and purpose of each disclosure; and  
   2. Name and address, or other contact information of the individual or organization to which the disclosure was made  
 
b. FDIC retains the accounting of disclosures for the length of the time the personally identifiable information is maintained or five years after the disclosure is 
made, whichever is longer; and  
 
c. Makes the accounting of disclosures available to the individual to whom the personally identifiable information relates upon request. 
 
System Level Responsibility: 
SYSTEM OWNERS ARE RESPONSIBLE FOR CREATING AN ACCOUNTING OF DISCLOSURES WHEN ASKED. 
 
Note: 
Check the PTA and/or PIA for a determination of whether a SORN is required. 
If there is a SORN, insert the following language: 
“THE FDIC RETAINS THE ACCOUNTING OF DISCLOSURES AS SPECIFIED BY THE PRIVACY ACT OF 1974 AND FDIC DIRECTIVE 1360.20 PRIVACY PROGRAM.” 
 
If there is no SORN, insert the appropriate language:  
 
1. THE SYSTEM OR PROJECT DOES NOT MAINTAIN AN ACCOUNTING OF DISCLOSURES. THE DISCLOSURES ARE BEING MADE TO INDIVIDUALS WITH A NEED TO 
KNOW. THEREFORE, THE SYSTEM OR PROJECT IS NOT REQUIRED TO KEEP AN ACCOUNTING OF DISCLOSURES. 
2. THE SYSTEM OR PROJECT DOES NOT MAINTAIN AN ACCOUNTING OF DISCLOSURES. THE DISCLOSURES ARE BEING MADE A TO A LAW ENFORCEMENT 
AGENCY PURSUANT TO A 5 U.S.C. § 552A(B)(7) REQUEST. THEREFORE, THE SYSTEM OR PROJECT IS NOT REQUIRED TO KEEP AN ACCOUNTING OF 
DISCLOSURES. 
3. THE SYSTEM OR PROJECT IS NOT A SYSTEM OF RECORDS UNDER THE PRIVACY ACT, AND FDIC IS THEREFORE NOT REQUIRED TO MAINTAIN AN ACCOUNTING 
OF DISCLOSURES.  
4. THE SYSTEM OR PROJECT DOES NOT MAINTAIN AN ACCOUNTING OF DISCLOSURES. FDIC CHAIRMAN HAS PROMULGATED RULES THAT EXEMPT THIS SYSTEM 
OR PROJECT FROM THE REQUIREMENT TO PROVIDE THE ACCOUNTING OF DISCLOSURES TO INDIVIDUALS UNDER THE PRIVACY ACT OF 1974, AS AMENDED. 
THEREFORE, THE SYSTEM OR PROJECT IS NOT REQUIRED TO KEEP AN ACCOUNTING OF DISCLOSURES. 
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PT-3: Personally Identifiable 
Information Processing 
Purposes 

Common Control Provider:  
Privacy Program, OCISO 
 
c. FDIC Implements organization level controls to ensure PII is processed only for stated purposes using a variety of technologies such as DLP, device 
configurations to restrict the use of external storage devices, web content reviews and approvals and any additional control requirements as required by 
Privacy as documented in the PTA; and 
 
d. Privacy Program monitors changes in the processing of personally identifiable information through the SIA submission and approval process.  System 
Owners are required to submit an SIA any time there is a change in PII processing. 
 
Privacy Program has implemented policies and procedures to ensure that any changes are made in accordance with applicable federal and FDIC requirements 
in accordance with FDIC Directive 1360.20 Privacy Program. 
 
System Level Responsibility: 
System Owners are responsible for: 
a. Ensuring the purpose for processing PII are identified and documented in the appropriate Privacy documents and publicly facing notices; 
 
b. Describing the purpose(s) in the following public privacy notices and policies of the organization;  
 
c. Implementing system level controls to ensure PII is processed only for stated purposes; and 
 
d. System Owners are required to submit an SIA any time there is a change in PII processing 
 
[INSERT PURPOSE LANGUAGE FROM THE PTA] 

PT-4: Consent “FOR [INSERT SYSTEM NAME], FDIC HAS PROVIDED [IF A PRIVACY ACT STATEMENT, "A PRIVACY ACT STATEMENT"; IF A PRIVACY NOTICE, A PRIVACY NOTICE"] 
FOR INDIVIDUALS TO CONSENT TO THE PROCESSING OF THEIR PERSONALLY IDENTIFIABLE INFORMATION PRIOR TO ITS COLLECTION THAT FACILITATE 
INDIVIDUALS’ INFORMED DECISION-MAKING.” 
 
Or "NOT REQUIRED." 

PT-5(2): Privacy Notice | 
Privacy Act Statements 

“For [insert system name], FDIC provides a Privacy Act statement on [insert form name], or provide Privacy Act statements [explain where the Privacy Act 
statement is located.]” 
 
Or "NOT REQUIRED." 
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PT-5: Privacy Notice ***NOTE: If contractor system, control is Contractor responsibility*** 
 
Common Control Provider:  
Privacy Program, OCISO 
 
Privacy Program creates Privacy notices that  
b. Is clear and easy-to-understand, expressing information about personally identifiable information processing in plain language;  
 
c. Identifies the authority that authorizes the processing of personally identifiable information;  
 
d. Identifies the purposes for which personally identifiable information is to be processed; and  
 
e. Includes any additional information required by the PTA OCISO Privacy Program. 
 
System Level Responsibility: 
a. System Owners are responsible for providing notices to individuals about the processing of PII upon interacting with the system and subsequently at any 
point of the collection. 
 
[IF NOTICE IS GIVEN, IDENTIFY WHERE: FORM, SPLASH PAGE, READ, OTHER, ETC.] 
 
Or "NOT REQUIRED." 
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PT-6(1): System of Records 
Notice | Routine Uses 

Common Control Provider:  
Privacy Program, OCISO 
 
Privacy Program reviews the PTA every three years and SORN every five years to ensure continued accuracy, and to ensure that routine uses continue to be 
compatible with the purpose for which the information was collected. 
 
System Level Responsibility: 
System Owners are responsible for reviewing all routine uses published in the system of records notice to ensure continued accuracy, and to ensure that 
routine uses continue to be compatible with the purpose for which the information was collected by: 
• Reviewing Privacy documents at least annually to determine if there are any significant changes in the collection, processing or storage of PII as defined by 
OMB circular A-108; 
• Submitting an SIA for privacy to determine if a change to the PTA, PIA and SORN is required; and  
• Coordinate with the Privacy Program to update the PTA, PIA and SORN as required. 
 
[INSERT THE SORN, IF REQUIRED FROM THE PTA. IF NO SORN, STATE "NOT REQUIRED."]] 

PT-6(2): System of Records 
Notice | Exemption Rules 

Common Control Provider:  
Privacy Program, OCISO 
 
Privacy Program reviews the PTA every three years and SORN every five years to ensure continued accuracy, and to ensure that routine uses continue to be 
compatible with the purpose for which the information was collected. 
 
System Level Responsibility: 
System Owners are responsible for Review all Privacy Act exemptions claimed for the system of records to ensure they remain appropriate and necessary in 
accordance with law, that they have been promulgated as regulations, and that they are accurately described in the system of records notice by: 
• Reviewing Privacy documents at least annually to determine if there are any significant changes in the collection, processing or storage of PII as defined by 
OMB circular A-108; 
• Submitting an SIA for privacy to determine if a change to the PTA, PIA and SORN is required; and  
• Coordinate with the Privacy Program to update the PTA, PIA and SORN as required.  
 
[INSERT THE SORN, IF REQUIRED FROM THE PTA. IF NO SORN, STATE "NOT REQUIRED."] 

http://www.fdic.gov/privacy


FDIC Privacy Program 
Federal Deposit Insurance Corporation 

3501 Fairfax Drive, Arlington, VA 22226 
 privacy@fdic.gov 

www.fdic.gov/privacy 

Privacy Threshold Analysis 
Version number: 01-2023 

Page 17 of 23 
 

 

PT-6: System of Records 
Notice 

Common Control Provider:  
Privacy Program, OCISO 
OMB 
Legal 
 
a. Privacy Program uses the Privacy Threshold Analysis to determine if a System of Records Notice is required in accordance with the Privacy Act of 1974 and 
OMB Circular A-108, ‘Federal Agency Responsibilities for Review, Reporting, and Publication.’  If a SORN has been determined to be required, the Privacy 
Program will coordinate with the System Owners and ISSMs to create the SORN and uploaded into CSAM. 
 
b. The FDIC submits SORNs to OMB and Congress at least 30 days prior to publishing them in the Federal Register to allow for review and comments for the 
agency. Upon being published in the Federal Register, the SORN provides the opportunity for individuals to submit questions or comments about the system 
and its routine uses for 30 days before any disclosure of information takes place.  The 30-day comment period by OMB and the 30-day Federal Register 
publication cannot run concurrently. 
 
System Level Responsibility: 
c. System Owners are responsible for Keeping the system of records notices accurate, up-to-date, and scoped in accordance with policy by: 
• Reviewing Privacy documents at least annually to determine if there are any significant changes in the collection, processing or storage of PII as defined by 
OMB circular A-108; 
• Submitting an SIA for privacy to determine if a change to the PTA, PIA and SORN is required; and  
• Coordinate with the Privacy Program to update the PTA, PIA and SORN as required. 
 
[INSERT THE SORN, IF REQUIRED FROM THE PTA. IF NO SORN REQUIRED, STATE "NOT REQUIRED."] 
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PT-7(1): Specific Categories 
of Personally Identifiable 
Information | Social Security 
Numbers 

a. [INSERT SYSTEM NAME] does/does not process Social Security numbers [INSERT: WHEN SSNS ARE INCIDENTAL OR POSSIBLE "ALTHOUGH THE SYSTEM MAY 
HOST APPLICATIONS OR PROCESSES THAT DO"]. FDIC uses the Privacy Threshold Analysis to identify when SSNs are collected and to validate that the 
collection, maintenance, and use of Social Security number may not be eliminated further.  
b. The FDIC does not deny any individual any right, benefit, or privilege provided by law because of such individual’s refusal to disclose his or her SSN. 
c. [SELECT THE APPROPRIATE OPTION(S): 
1. WHEN THE FDIC COLLECTS THE SSN DIRECTLY FROM THE INDIVIDUAL, INSERT "THE FDIC INFORMS THE INDIVIDUAL WHETHER THAT DISCLOSURE IS 
MANDATORY OR VOLUNTARY, BY WHAT STATUTORY OR OTHER AUTHORITY SUCH NUMBER IS SOLICITED, AND WHAT USES WILL BE MADE OF IT, WHEN THE 
FDIC COLLECTS THE SSN DIRECTLY FROM THE INDIVIDUAL. [SELECT AS APPROPRIATE: "SEE PT-5 PRIVACY NOTICE AND/OR PT-5(2): PRIVACY ACT STATEMENT"]. 
2. WHEN THE FDIC DOES NOT COLLECT THE SSN DIRECTLY FROM THE INDIVIDUAL, INSERT "THE [INSERT SYSTEM] DOES NOT COLLECT THE SSN DIRECTLY 
FROM THE INDIVIDUAL AND THEREFORE DOES NOT INFORM HE INDIVIDUAL WHETHER THAT DISCLOSURE IS MANDATORY OR VOLUNTARY, BY WHAT 
STATUTORY OR OTHER AUTHORITY SUCH NUMBER IS SOLICITED, AND WHAT USES WILL BE MADE OF IT." OR 
3. WHEN THE FDIC DOES NOT COLLECT SSNS, INSERT ["INSERT SYSTEM NAME] DOES NOT PROCESS SOCIAL SECURITY NUMBERS, THEREFORE NO 
NOTIFICATION IS REQUIRED."] 

PT-7: Specific Categories of 
Personally Identifiable 
Information 

***NOTE: If contractor system, control is Contractor responsibility*** 
 
Common Control Provider:  
Privacy Program, OCISO 
 
Privacy Program uses the Privacy Threshold analysis to establish any approved conditions or protections that may be necessary for specific categories of 
personally identifiable information.  
 
System Level Responsibility: 
None 
 
[INSERT ANY SPECIFIC CONDITIONS OUTLINED IN THE PTA] 
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RA-3: Risk Assessment ***For FDIC owned and managed systems only*** 
 
Common Control Provider: 
Cyber Risk Management Section (CRMS), OCISO 
Enterprise Security Operations Section (ESOS), OCISO 
Privacy Program, OCISO 
 
a.  The CRMS SCA Team conducts a risk assessment on all FDIC internal systems by conducting annual security assessments in accordance with the SCA 
Methodology.   
ESOS conducts weekly vulnerability scanning as documented in RA-05  
The Privacy Program uses the PTA and PIA as applicable in order to: 
     1. Identifying threats to and vulnerabilities in the system; 
     2. Determining the likelihood and magnitude of harm from unauthorized access, use, disclosure, disruption, modification, or destruction of the system, the 
information it processes, stores, or transmits, and any related information; and 
      3. Determining the likelihood and impact of adverse effects on individuals arising from the processing of personally identifiable information 
b. FDIC integrates risk assessment results and risk management decisions into the SCA, vulnerability scanning and privacy processes; 
c. The CRMS SCA team develops an Executive Summary which provides a high-level overview of the results of the assessment which will include: 
• Tables and charts for any control failures;  
•  A detailed description of each control failure including:  
o The associated risk; 
o A proof-of-concept to recreate the issue;  
o A misuse case to explain the impact of the issue; and  
o One or more recommendations to resolve the issue.  
• An Appendix containing test procedures and results for each control, and the status (e.g., Pass, Fail, or N/A) of the control at time of the SCA. 
ESOS documents security scan result in various dashboards  within Security Center and documents unmitigated risks in the form of POA&Ms in CSAM; 
The Privacy Program publishes the PTA and PIA as applicable 
 d. The CRMS SCA team reviews the risk assessment annually as part of the annual SCA assessment cycle; 
Privacy Program reviews the PTA every 3 years and PIA every 5 years 
 e. Provides the results of the control assessment to individuals or roles defined in the FDIC Assessment and Authorization Process Guide.  ESOS documents 
security scan result in various dashboards within Security Center. Privacy Program provides the results in the PTA and  PIA; and 
f. The CRMS SCA team updates the risk assessment annually as part of the annual SCA assessment cycle.   
Nessus automatically updates the dashboards in Security Center on a continuous basis; 
Privacy Program updates the PTA every 3 years and PIA every 5 years 
 
System Level Responsibility: 
System Owners are responsible for: 
d. Reviewing risk assessment results in the SCA Report, Vulnerability reports in Security Center and POA&Ms in CSAM; 
f. Updating POA&M status and milestones at least monthly. 
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[INSERT NAME OF THE PTA, CONDUCTED; AND THE NAME OF THE PIA, AS APPLICABLE FROM THE PTA] 
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RA-8: Privacy Impact 
Assessment 

Common Control Provider:  
Privacy Program, OCISO 
 
a., & b. The Privacy Program conducts a privacy impact assessment based on the information contained in the system level PTA for systems, programs, or other 
activities developing or procuring information technology that PII information and when initiating a new collection of PII that will be processed. 
 
This include PII permitting the physical or virtual (online) contacting of a specific individual, if identical questions have been posed to, or identical reporting 
requirements imposed on, ten or more individuals, other than agencies, instrumentalities, or employees of the federal government.  
 
The PIA process is conducted in accordance with FDIC Directive 1360.20 Privacy Program, FDIC PIA User Guide, and PIA Template. 
 
System Level Responsibility: 
System Owners are responsible for ensuring a PTA has been submitted to privacy to determine of a PIA is required and submit an SIA any time there is a 
significant change to the collection, processing, dissemination or storage of PII as defined by OMB A-108 for privacy to review and determine if the PIA requires 
updating. 
 
[INSERT NAME OF THE PIA, IF REQUIRED FROM THE PTA. IF NO PIA IS REQUIRED, "NOT REQUIRED." DO NOT INCLUDE DATES OF THE DOCUMENTS.] 

SA-8(33): Security and 
Privacy Engineering 
Principles | Minimization 

Common Control Provider:  
Privacy Program, OCISO 
 
FDIC implements the privacy principle of minimization by validating the need for each element when documenting the personally identifiable information 
processed in accordance with FDIC 1360.20 Privacy Program. 
 
System Level Responsibility: 
System Owners are responsible for documenting how they implement principle of minimization within the Privacy documents. 
 
“THE NECESSARY PII ELEMENTS ARE DOCUMENTED IN THE PTA.” 
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SI-12(1): Information 
Management and Retention | 
Limit Personally Identifiable 
Information Elements 

FDIC limits personally identifiable information being processed in the information life cycle to the following elements of personally identifiable information: 
[INSERT THE PII IDENTIFIED IN THE PTA SPECIFIC TO THE SYSTEM OR PROJECT. IF ALL ELEMENTS, INSERT "ALL PII ELEMENTS IDENTIFIED IN THE PTA", IF 
ADDITIONAL ELEMENTS, LISTED UNDER "OTHER," LIST THOSE PII ELEMENTS. IF A SUBSET OF THE LIST IN THE PTA, LIST THE SUBSET OF DATA ELEMENTS.] 
 
PII ELEMENT: 
FULL NAME    
DATE OF BIRTH 
PLACE OF BIRTH 
SOCIAL SECURITY NUMBER (SSN) 
EMPLOYMENT STATUS, HISTORY OR INFORMATION 
MOTHER’S MAIDEN NAME 
CERTIFICATES (E.G., BIRTH, DEATH, NATURALIZATION, MARRIAGE) 
MEDICAL INFORMATION (MEDICAL RECORDS NUMBERS, MEDICAL NOTES, OR X-RAYS) 
HOME ADDRESS 
PHONE NUMBER(S)  
EMAIL ADDRESS  
EMPLOYEE IDENTIFICATION NUMBER (EIN) 
FINANCIAL INFORMATION (E.G., CHECKING ACCOUNT #/PINS/PASSWORDS, CREDIT REPORT) 
DRIVER’S LICENSE/STATE IDENTIFICATION NUMBER  
VEHICLE IDENTIFIERS (E.G., LICENSE PLATES) 
LEGAL DOCUMENTS, RECORDS, OR NOTES (E.G., DIVORCE DECREE, CRIMINAL RECORDS) 
EDUCATION RECORDS 
CRIMINAL INFORMATION 
MILITARY STATUS AND/OR RECORDS 
INVESTIGATION REPORT OR DATABASE 
BIOMETRIC IDENTIFIERS (E.G., FINGERPRINT, VOICEPRINT) 
PHOTOGRAPHIC IDENTIFIERS (E.G., IMAGE, X-RAY, VIDEO) 
OTHER (SPECIFY:  _____________________________________)  
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SI-12(2): Information 
Management and Retention | 
Minimize Personally 
Identifiable Information in 
Testing, Training and 
Research 

Use the following techniques to minimize the use of personally identifiable information for research, testing, or training: [for research and training, use the 
methods approved by the Privacy Program; for testing, methods must comply with the FDIC test data policy and CIOO IT Governance and Test Data 
Management Policy]. 
 
“The adjudication of the PTA serves as authorization to use the PII for research and training purposes on authorized systems by authorized users and use of PII 
for testing in accordance with the FDIC White Paper ‘Production Data in Lower Environments’ and FDIC 1360.20 ‘Privacy Program’, and the Fair Information 
Practice Principles at https://fdicnet.fdic.gov/content/dam/ociso/documents/Whitepaper%20-%20Prod%20Data%20for%20Testing%20-
%20August%202020.pdf . [ADD CONDITIONS IDENTIFIED IN THE SYSTEM PTA, IF APPLICABLE. EXAMPLES INCLUDE, REDACTION OR MASKING OF DIRECT 
IDENTIFIERS, BINNING, ETC.]” 

SI-12: Information 
Management and Retention 

Common Control Provider 
DOA, RIMU 
FDIC manages and retains information within the system and information output from the system in accordance with applicable laws, executive orders, 
directives, regulations, policies, standards, guidelines and operational requirements. 
 
System Level 
“THE DATA IN [INSERT SYSTEM NAME] IS RETAINED IN ACCORDANCE WITH [INSERT "RETENTION SCHEDULE" OR "BUSINESS NEED PENDING APPROVAL OF A 
RETENTION SCHEDULE"] AND THEREAFTER DESTROYED IN ACCORDANCE WITH MP-6 AND SI-12(3).” 
 
For GSSs, insert the following: "THE DATA IN [THE SYSTEM] IS RETAINED IN ACCORDANCE WITH THE RETENTION SCHEDULES ESTABLISHED AT THE 
APPLICATION LEVEL, AND THEREAFTER DESTROYED IN ACCORDANCE WITH MP-6 AND SI-12(3)." 
 

SI-19 De-Identification 

a. “FDIC REMOVED THE FOLLOWING ELEMENTS OF PERSONALLY IDENTIFIABLE INFORMATION FROM DATASETS: [INSERT ANY ELEMENTS REMOVED VIA THE PTA 
AND/OR PIA PROCESS];” and 
b. “EVALUATED THE RESULTS FOR EFFECTIVENESS OF DE-IDENTIFICATION RELATIVE TO THE BUSINESS NEED.” 
 
OR 
 
“THE ADJUDICATION OF THE [SYSTEM NAME] PTA SERVES AS CONFIRMATION THAT ANY DE-IDENTIFICATION REQUIRED HAS BEEN IMPLEMENTED.” 
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	PRIVACY THRESHOLD ANALYSIS (PTA)
	SUMMARY INFORMATION
	Project or Program Name:
	Division/Office:
	Branch or Section:
	CSAM Name (if applicable):
	CSAM ID (if applicable):
	TFS Name:
	TFS Link:
	Type of Project or Program:
	Operational status:
	Date PTA Submitted:
	Date of Last PTA:
	Launch date:
	ATO date:
	Release Number:
	ATO Boundary:
	EA Rep Name (if applicable)
	EA Rep Number (if applicable):
	Reason for PTA:
	PROJECT MANAGER
	Name:
	Division:
	Title:
	Email:
	PROGRAM MANAGER OR SYSTEM OWNER
	Name:
	Division:
	Title:
	Email:
	INFORMATION SECURITY MANAGER (ISM) OR INFORMATION SYSTEMS SECURITY MANAGER (ISSM)
	Name:
	Email:
	Division/Office:
	1. Description
	Please provide a general description of the project and its purpose in a way a non-technical person could understand. If this is an updated PTA, please describe what changes and/or upgrades are triggering the update to this PTA.  If this is a renewal please state whether or not there were any changes to the project, program, or system since the last version. If this update is tied to an SIA, please provide information related to the SIA. If applicable, explain how the processing of information impacts individual exercising rights guaranteed by the First Amendment (e.g., free speech, religion, right to assemble, etc.).
	1(a). Authority
	Provide the legal authority that permits the creation, collection, use, processing, storage, maintenance, dissemination, disclosure and/or disposing of PII within the information system or project. For example, Section 9 of the Federal Deposit Insurance Act (12 U.S.C. 1819). Note: the processing of information describing how any individual exercises rights guaranteed by the First Amendment is prohibited unless expressly authorized by statute or by the individual or unless pertinent to and within the scope of an authorized law enforcement activity.
	1(b). Does the system use PII for research, testing, or training? Select all applicable.
	☐ Research
	☐ Testing  
	☐ Training
	☐ Not applicable
	1(c). Describe de-identification methods used to manage privacy risks, if applicable.
	2. Does this system/project/program employ any of the following technologies:
	☐  Cloud Computing
	☐  Data Aggregation/Analytics
	☐  Social Media 
	☐  Web-based application (e.g., SharePoint)
	☐  Artificial Intelligence/Machine Learning
	☐  Persistent Tracking Technology
	☐  Mobile Applications
	☐  None of these
	3. Who provides the information the system/project/program collects, maintains, uses, or disseminates? 
	Please check all that apply.
	☐  Members of the public
	☐  Financial institutions
	☐  Loan servicers
	☐  Employees of other federal, state, local, and/or territorial governments 
	☐  FDIC employees/contractors 
	4. Who are the individuals whose data is collected, maintained, used, or disseminated by the system/project/program?
	Please check all that apply.
	☐  This system/project/program does not collect any personally identifiable information
	☐  Members of the public
	☐  FDIC employees/contractors 
	☐ Employees of other federal agencies
	4(a). Does the system maintain audit log information? If so, about whom?
	Please check all that apply.
	☐ This system does not maintain audit log information
	☐ Members of the public
	☐ FDIC employees/contractors 
	☐ Employees of other federal agencies
	☐ Other Audit Log Types
	4(b). What PII elements are contained in the audit log?
	☐ The audit log does not contain PII
	☐ A subset of the system elements cited in Question 6a
	☐ Other: (Specify)
	5. Will the system/project/program use any FDIC forms (paper or electronic) to collect data?
	☐  No  
	☐  Yes   ☐ Paper  ☐ Electronic  ☐ Both
	5(a). What is the FDIC form number? (if applicable)
	6. What information is created, collected, used, processed, stored, maintained, disseminated, disclosed, or disposed?
	Please provide a specific description of information that is created, collected, used, processed, stored, maintained, disseminated, disclosed or disposed (such as names, addresses, emails, etc.). Make sure your description includes unstructured data, if applicable.
	6(a). What types of PII are (or may be) included in the information specified above? (This is not intended to be an exhaustive list. Specify other categories of PII, as needed.)
	PII Element
	Yes
	Full Name  
	☐
	Date of Birth
	☐
	Place of Birth
	☐
	Social Security number (SSN)
	☐
	Employment Status, History or Information 
	☐
	Mother’s Maiden Name
	☐
	Certificates (e.g., birth, death, naturalization, marriage)
	☐
	Medical Information (Medical Records Numbers, Medical Notes, or X-rays)
	☐
	Home Address
	☐
	Phone Number(s) 
	☐
	Email Address
	☐
	Employee Identification Number (EIN) 
	☐
	Financial Information (e.g., checking account #/PINs/passwords, credit report)
	☐
	Driver’s License/State Identification Number
	☐
	Vehicle Identifiers (e.g., license plates)
	☐
	Legal Documents, Records, or Notes (e.g., divorce decree, criminal records)
	☐
	Education Records
	☐
	Criminal Information
	☐
	Military Status and/or Records
	☐
	Investigation Report or Database
	☐
	Biometric Identifiers (e.g., fingerprint, voiceprint)
	☐
	Photographic Identifiers (e.g., image, x-ray, video)
	☐
	Other (Specify:  _____________________________________)
	☐
	6(b). Does the project, program, or system retrieve information by personal identifier?
	☐ No 
	☐ Yes. If yes, please list all personal identifiers used:
	6(c). Does the project, program, or system use SSNs, the last 4 digits of SSNs, or any truncated form of SSNs?
	☐  No  
	☐  Yes
	6(d). If yes, please provide the specific legal basis, purpose for the collection, and uses  of SSNs.
	6(e). Does the project, program, or system retain an accounting of disclosures?
	☐  Yes 
	☐  No; 
	☐  The system or project does not maintain an accounting of disclosures. The disclosures are being made to individuals with a need to know. Therefore, the system or project is not required to keep an accounting of disclosures.
	☐  The system or project does not maintain an accounting of disclosures. The disclosures are being made a to a law enforcement agency pursuant to a 5 U.S.C. § 552a(b)(7) request. Therefore, the system or project is not required to keep an accounting of disclosures.
	☐  The system or project is not a system of records under the Privacy Act, and FDIC is therefore not required to maintain an accounting of disclosures.
	☐  The system or project does not maintain an accounting of disclosures. FDIC Chairman has promulgated rules that exempt this system or project from the requirement to provide the accounting of disclosures to individuals under the Privacy Act of 1974, as amended. Therefore, the system or project is not required to keep an accounting of disclosures.
	6(f): Does this information system or project make a computerized comparison of two or more automated systems of records, or a system of records with non-federal records, for the purpose of establishing or verifying eligibility or compliance as it relates to cash or in-kind assistance or payments under federal benefit programs?
	☐ No
	☐ Yes.   
	If yes, please list the Computer Matching Agreement:
	7. Does this project, program, or system connect, receive, or share PII with any other FDIC programs or systems?
	☐ No
	☐ Yes.   If yes, please list:
	8. Does this project, program, or system connect, receive, or share PII with any external (non-FDIC) partners or systems? 
	☐ No 
	☐ Yes.   If yes, please list:
	8(a). Is this external sharing pursuant to new or existing information access sharing agreement (MOU, MOA, LOI, Contract, etc.)?
	Choose an item. 
	Please describe applicable information sharing governance in place:
	9. Please provide an estimate of the number of individuals whose PII is contained within the project/program/system.
	9(a). Explain how the number was derived.
	10. Has Records and Information management Unit (RIMU) established a Records Schedule for this data collection?
	PRIVACY THRESHOLD REVIEW
	 (TO BE COMPLETED BY THE OCISO PRIVACY SECTION)
	OCISO Privacy Section Reviewer:
	Date approved by OCISO Privacy Section:
	PTA Expiration Date:
	DESIGNATION
	Does the System collect PII?
	Choose an item.    
	Category of System:
	Choose an item. 
	If “other” is selected, please describe:  Click here to enter text.
	What is the FIPS 199 determination? 
	Confidentiality:☐ Low ☐ Moderate ☐ High 
	Integrity:
	☐ Low ☐ Moderate ☐ High 
	Availability: 
	☐ Low ☐ Moderate ☐ High 
	What is the Privacy Categorization Recommendation?
	Confidentiality:☐ Low ☐ Moderate ☐ High 
	Integrity:
	☐ Low ☐ Moderate ☐ High 
	Availability:☐ Low ☐ Moderate ☐ High 
	Records Schedule:
	Determination:               ☐ PTA sufficient at this time.
	☐ Privacy Act Statement required; Published: [describe location: e.g., form] 
	☐ Privacy Notice required; Published: [describe location: e.g., form]  
	☐ Privacy Impact Assessment (PIA) required.
	☐ System of Records Notice (SORN) required.
	☐ Privacy Baseline required.
	PIA:
	Choose an item. 
	If covered by existing PIA, please list: 
	SORN:
	Choose an item. 
	If covered by existing SORN, please list:  
	☐ Exemptions apply.
	Privacy Controls:
	Choose an item. 
	OCISO Privacy Program Comments: 
	Please describe rationale for privacy compliance determination above.
	[PII – X, PIA – X, SORN – X, Privacy Controls – Privacy Baseline/None, SSN – X]
	NIST 800-53 Rev. 5 Tailored Implementation Statements
	AU-3(3): Content of Audit Records | Limit Personally Identifiable Information Elements
	If there are audit logs, insert "FDIC LIMITS THE PERSONALLY IDENTIFIABLE INFORMATION CONTAINED IN AUDIT RECORDS IN [SYSTEM NAME] TO THE FOLLOWING ELEMENTS IDENTIFIED IN THE PRIVACY RISK ASSESSMENT: [PII IN THE AUDIT LOGS AS LISTED IN THE PTA SPECIFIC TO THE SYSTEM OR PROJECT OR THE [SYSTEM NAME] PTA VALIDATES THE NEED FOR PII IN AUDIT RECORDS."]If no audit logs, insert "[SYSTEM NAME] DOES NOT GENERATE AUDIT LOGS."
	PL-2: System Security and Privacy Plans
	“FDIC COMPLETES PRIVACY PLANS THROUGH THE CONDUCT OF A PRIVACY THRESHOLD ANALYSIS, WHICH DETERMINES WHAT ADDITIONAL PRIVACY REQUIREMENTS APPLY, INCLUDING THE NECESSARY CONTROLS TO BE IMPLEMENTED, ASSESSED, AND CONTINUOUSLY MONITORED. THE PRIVACY PLAN FOR [SYSTEM NAME] IS PRODUCED AS A REPORT FROM CSAM.”
	PM-21: Accounting of Disclosures
	Common Control Provider: Privacy Program, OCISOThe Senior Agency Official for Privacy (SAOP) periodically consults with managers of organization systems of record to ensure that the required accountings of disclosures of records are being properly maintained and include:   1. Date, nature, and purpose of each disclosure; and    2. Name and address, or other contact information of the individual or organization to which the disclosure was made b. FDIC retains the accounting of disclosures for the length of the time the personally identifiable information is maintained or five years after the disclosure is made, whichever is longer; and c. Makes the accounting of disclosures available to the individual to whom the personally identifiable information relates upon request.System Level Responsibility:SYSTEM OWNERS ARE RESPONSIBLE FOR CREATING AN ACCOUNTING OF DISCLOSURES WHEN ASKED.Note:Check the PTA and/or PIA for a determination of whether a SORN is required.If there is a SORN, insert the following language:“THE FDIC RETAINS THE ACCOUNTING OF DISCLOSURES AS SPECIFIED BY THE PRIVACY ACT OF 1974 AND FDIC DIRECTIVE 1360.20 PRIVACY PROGRAM.”If there is no SORN, insert the appropriate language: 1. THE SYSTEM OR PROJECT DOES NOT MAINTAIN AN ACCOUNTING OF DISCLOSURES. THE DISCLOSURES ARE BEING MADE TO INDIVIDUALS WITH A NEED TO KNOW. THEREFORE, THE SYSTEM OR PROJECT IS NOT REQUIRED TO KEEP AN ACCOUNTING OF DISCLOSURES.2. THE SYSTEM OR PROJECT DOES NOT MAINTAIN AN ACCOUNTING OF DISCLOSURES. THE DISCLOSURES ARE BEING MADE A TO A LAW ENFORCEMENT AGENCY PURSUANT TO A 5 U.S.C. § 552A(B)(7) REQUEST. THEREFORE, THE SYSTEM OR PROJECT IS NOT REQUIRED TO KEEP AN ACCOUNTING OF DISCLOSURES.3. THE SYSTEM OR PROJECT IS NOT A SYSTEM OF RECORDS UNDER THE PRIVACY ACT, AND FDIC IS THEREFORE NOT REQUIRED TO MAINTAIN AN ACCOUNTING OF DISCLOSURES. 4. THE SYSTEM OR PROJECT DOES NOT MAINTAIN AN ACCOUNTING OF DISCLOSURES. FDIC CHAIRMAN HAS PROMULGATED RULES THAT EXEMPT THIS SYSTEM OR PROJECT FROM THE REQUIREMENT TO PROVIDE THE ACCOUNTING OF DISCLOSURES TO INDIVIDUALS UNDER THE PRIVACY ACT OF 1974, AS AMENDED. THEREFORE, THE SYSTEM OR PROJECT IS NOT REQUIRED TO KEEP AN ACCOUNTING OF DISCLOSURES.
	PT-3: Personally Identifiable Information Processing Purposes
	Common Control Provider: Privacy Program, OCISOc. FDIC Implements organization level controls to ensure PII is processed only for stated purposes using a variety of technologies such as DLP, device configurations to restrict the use of external storage devices, web content reviews and approvals and any additional control requirements as required by Privacy as documented in the PTA; andd. Privacy Program monitors changes in the processing of personally identifiable information through the SIA submission and approval process.  System Owners are required to submit an SIA any time there is a change in PII processing.Privacy Program has implemented policies and procedures to ensure that any changes are made in accordance with applicable federal and FDIC requirements in accordance with FDIC Directive 1360.20 Privacy Program.System Level Responsibility:System Owners are responsible for:a. Ensuring the purpose for processing PII are identified and documented in the appropriate Privacy documents and publicly facing notices;b. Describing the purpose(s) in the following public privacy notices and policies of the organization; c. Implementing system level controls to ensure PII is processed only for stated purposes; andd. System Owners are required to submit an SIA any time there is a change in PII processing[INSERT PURPOSE LANGUAGE FROM THE PTA]
	PT-4: Consent
	“FOR [INSERT SYSTEM NAME], FDIC HAS PROVIDED [IF A PRIVACY ACT STATEMENT, "A PRIVACY ACT STATEMENT"; IF A PRIVACY NOTICE, A PRIVACY NOTICE"] FOR INDIVIDUALS TO CONSENT TO THE PROCESSING OF THEIR PERSONALLY IDENTIFIABLE INFORMATION PRIOR TO ITS COLLECTION THAT FACILITATE INDIVIDUALS’ INFORMED DECISION-MAKING.”Or "NOT REQUIRED."
	PT-5(2): Privacy Notice | Privacy Act Statements
	“For [insert system name], FDIC provides a Privacy Act statement on [insert form name], or provide Privacy Act statements [explain where the Privacy Act statement is located.]”Or "NOT REQUIRED."
	PT-5: Privacy Notice
	***NOTE: If contractor system, control is Contractor responsibility***
	Common Control Provider: Privacy Program, OCISOPrivacy Program creates Privacy notices that b. Is clear and easy-to-understand, expressing information about personally identifiable information processing in plain language; c. Identifies the authority that authorizes the processing of personally identifiable information; d. Identifies the purposes for which personally identifiable information is to be processed; and e. Includes any additional information required by the PTA OCISO Privacy Program.System Level Responsibility:a. System Owners are responsible for providing notices to individuals about the processing of PII upon interacting with the system and subsequently at any point of the collection.[IF NOTICE IS GIVEN, IDENTIFY WHERE: FORM, SPLASH PAGE, READ, OTHER, ETC.]Or "NOT REQUIRED."
	PT-6(1): System of Records Notice | Routine Uses
	Common Control Provider: Privacy Program, OCISOPrivacy Program reviews the PTA every three years and SORN every five years to ensure continued accuracy, and to ensure that routine uses continue to be compatible with the purpose for which the information was collected.System Level Responsibility:System Owners are responsible for reviewing all routine uses published in the system of records notice to ensure continued accuracy, and to ensure that routine uses continue to be compatible with the purpose for which the information was collected by:• Reviewing Privacy documents at least annually to determine if there are any significant changes in the collection, processing or storage of PII as defined by OMB circular A-108;• Submitting an SIA for privacy to determine if a change to the PTA, PIA and SORN is required; and • Coordinate with the Privacy Program to update the PTA, PIA and SORN as required.[INSERT THE SORN, IF REQUIRED FROM THE PTA. IF NO SORN, STATE "NOT REQUIRED."]]
	PT-6(2): System of Records Notice | Exemption Rules
	Common Control Provider: Privacy Program, OCISOPrivacy Program reviews the PTA every three years and SORN every five years to ensure continued accuracy, and to ensure that routine uses continue to be compatible with the purpose for which the information was collected.System Level Responsibility:System Owners are responsible for Review all Privacy Act exemptions claimed for the system of records to ensure they remain appropriate and necessary in accordance with law, that they have been promulgated as regulations, and that they are accurately described in the system of records notice by:• Reviewing Privacy documents at least annually to determine if there are any significant changes in the collection, processing or storage of PII as defined by OMB circular A-108;• Submitting an SIA for privacy to determine if a change to the PTA, PIA and SORN is required; and • Coordinate with the Privacy Program to update the PTA, PIA and SORN as required. [INSERT THE SORN, IF REQUIRED FROM THE PTA. IF NO SORN, STATE "NOT REQUIRED."]
	PT-6: System of Records Notice
	Common Control Provider: Privacy Program, OCISOOMBLegala. Privacy Program uses the Privacy Threshold Analysis to determine if a System of Records Notice is required in accordance with the Privacy Act of 1974 and OMB Circular A-108, ‘Federal Agency Responsibilities for Review, Reporting, and Publication.’  If a SORN has been determined to be required, the Privacy Program will coordinate with the System Owners and ISSMs to create the SORN and uploaded into CSAM.b. The FDIC submits SORNs to OMB and Congress at least 30 days prior to publishing them in the Federal Register to allow for review and comments for the agency. Upon being published in the Federal Register, the SORN provides the opportunity for individuals to submit questions or comments about the system and its routine uses for 30 days before any disclosure of information takes place.  The 30-day comment period by OMB and the 30-day Federal Register publication cannot run concurrently.System Level Responsibility:c. System Owners are responsible for Keeping the system of records notices accurate, up-to-date, and scoped in accordance with policy by:• Reviewing Privacy documents at least annually to determine if there are any significant changes in the collection, processing or storage of PII as defined by OMB circular A-108;• Submitting an SIA for privacy to determine if a change to the PTA, PIA and SORN is required; and • Coordinate with the Privacy Program to update the PTA, PIA and SORN as required.[INSERT THE SORN, IF REQUIRED FROM THE PTA. IF NO SORN REQUIRED, STATE "NOT REQUIRED."]
	PT-7(1): Specific Categories of Personally Identifiable Information | Social Security Numbers
	a. [INSERT SYSTEM NAME] does/does not process Social Security numbers [INSERT: WHEN SSNS ARE INCIDENTAL OR POSSIBLE "ALTHOUGH THE SYSTEM MAY HOST APPLICATIONS OR PROCESSES THAT DO"]. FDIC uses the Privacy Threshold Analysis to identify when SSNs are collected and to validate that the collection, maintenance, and use of Social Security number may not be eliminated further. b. The FDIC does not deny any individual any right, benefit, or privilege provided by law because of such individual’s refusal to disclose his or her SSN.c. [SELECT THE APPROPRIATE OPTION(S):1. WHEN THE FDIC COLLECTS THE SSN DIRECTLY FROM THE INDIVIDUAL, INSERT "THE FDIC INFORMS THE INDIVIDUAL WHETHER THAT DISCLOSURE IS MANDATORY OR VOLUNTARY, BY WHAT STATUTORY OR OTHER AUTHORITY SUCH NUMBER IS SOLICITED, AND WHAT USES WILL BE MADE OF IT, WHEN THE FDIC COLLECTS THE SSN DIRECTLY FROM THE INDIVIDUAL. [SELECT AS APPROPRIATE: "SEE PT-5 PRIVACY NOTICE AND/OR PT-5(2): PRIVACY ACT STATEMENT"].2. WHEN THE FDIC DOES NOT COLLECT THE SSN DIRECTLY FROM THE INDIVIDUAL, INSERT "THE [INSERT SYSTEM] DOES NOT COLLECT THE SSN DIRECTLY FROM THE INDIVIDUAL AND THEREFORE DOES NOT INFORM HE INDIVIDUAL WHETHER THAT DISCLOSURE IS MANDATORY OR VOLUNTARY, BY WHAT STATUTORY OR OTHER AUTHORITY SUCH NUMBER IS SOLICITED, AND WHAT USES WILL BE MADE OF IT." OR3. WHEN THE FDIC DOES NOT COLLECT SSNS, INSERT ["INSERT SYSTEM NAME] DOES NOT PROCESS SOCIAL SECURITY NUMBERS, THEREFORE NO NOTIFICATION IS REQUIRED."]
	PT-7: Specific Categories of Personally Identifiable Information
	***NOTE: If contractor system, control is Contractor responsibility***
	Common Control Provider: Privacy Program, OCISOPrivacy Program uses the Privacy Threshold analysis to establish any approved conditions or protections that may be necessary for specific categories of personally identifiable information. System Level Responsibility:None[INSERT ANY SPECIFIC CONDITIONS OUTLINED IN THE PTA]
	RA-3: Risk Assessment
	***For FDIC owned and managed systems only***
	Common Control Provider:Cyber Risk Management Section (CRMS), OCISOEnterprise Security Operations Section (ESOS), OCISOPrivacy Program, OCISOa.  The CRMS SCA Team conducts a risk assessment on all FDIC internal systems by conducting annual security assessments in accordance with the SCA Methodology.  ESOS conducts weekly vulnerability scanning as documented in RA-05 The Privacy Program uses the PTA and PIA as applicable in order to:     1. Identifying threats to and vulnerabilities in the system;     2. Determining the likelihood and magnitude of harm from unauthorized access, use, disclosure, disruption, modification, or destruction of the system, the information it processes, stores, or transmits, and any related information; and      3. Determining the likelihood and impact of adverse effects on individuals arising from the processing of personally identifiable informationb. FDIC integrates risk assessment results and risk management decisions into the SCA, vulnerability scanning and privacy processes;c. The CRMS SCA team develops an Executive Summary which provides a high-level overview of the results of the assessment which will include:• Tables and charts for any control failures; •  A detailed description of each control failure including: o The associated risk;o A proof-of-concept to recreate the issue; o A misuse case to explain the impact of the issue; and o One or more recommendations to resolve the issue. • An Appendix containing test procedures and results for each control, and the status (e.g., Pass, Fail, or N/A) of the control at time of the SCA.ESOS documents security scan result in various dashboards  within Security Center and documents unmitigated risks in the form of POA&Ms in CSAM;The Privacy Program publishes the PTA and PIA as applicable d. The CRMS SCA team reviews the risk assessment annually as part of the annual SCA assessment cycle;Privacy Program reviews the PTA every 3 years and PIA every 5 years e. Provides the results of the control assessment to individuals or roles defined in the FDIC Assessment and Authorization Process Guide.  ESOS documents security scan result in various dashboards within Security Center. Privacy Program provides the results in the PTA and  PIA; andf. The CRMS SCA team updates the risk assessment annually as part of the annual SCA assessment cycle.  Nessus automatically updates the dashboards in Security Center on a continuous basis;Privacy Program updates the PTA every 3 years and PIA every 5 years
	System Level Responsibility:
	System Owners are responsible for:
	d. Reviewing risk assessment results in the SCA Report, Vulnerability reports in Security Center and POA&Ms in CSAM;
	f. Updating POA&M status and milestones at least monthly.
	[INSERT NAME OF THE PTA, CONDUCTED; AND THE NAME OF THE PIA, AS APPLICABLE FROM THE PTA]
	RA-8: Privacy Impact Assessment
	Common Control Provider: Privacy Program, OCISOa., & b. The Privacy Program conducts a privacy impact assessment based on the information contained in the system level PTA for systems, programs, or other activities developing or procuring information technology that PII information and when initiating a new collection of PII that will be processed.This include PII permitting the physical or virtual (online) contacting of a specific individual, if identical questions have been posed to, or identical reporting requirements imposed on, ten or more individuals, other than agencies, instrumentalities, or employees of the federal government. The PIA process is conducted in accordance with FDIC Directive 1360.20 Privacy Program, FDIC PIA User Guide, and PIA Template.System Level Responsibility:System Owners are responsible for ensuring a PTA has been submitted to privacy to determine of a PIA is required and submit an SIA any time there is a significant change to the collection, processing, dissemination or storage of PII as defined by OMB A-108 for privacy to review and determine if the PIA requires updating.[INSERT NAME OF THE PIA, IF REQUIRED FROM THE PTA. IF NO PIA IS REQUIRED, "NOT REQUIRED." DO NOT INCLUDE DATES OF THE DOCUMENTS.]
	SA-8(33): Security and Privacy Engineering Principles | Minimization
	Common Control Provider: Privacy Program, OCISOFDIC implements the privacy principle of minimization by validating the need for each element when documenting the personally identifiable information processed in accordance with FDIC 1360.20 Privacy Program.System Level Responsibility:System Owners are responsible for documenting how they implement principle of minimization within the Privacy documents.“THE NECESSARY PII ELEMENTS ARE DOCUMENTED IN THE PTA.”
	SI-12(1): Information Management and Retention | Limit Personally Identifiable Information Elements
	FDIC limits personally identifiable information being processed in the information life cycle to the following elements of personally identifiable information: [INSERT THE PII IDENTIFIED IN THE PTA SPECIFIC TO THE SYSTEM OR PROJECT. IF ALL ELEMENTS, INSERT "ALL PII ELEMENTS IDENTIFIED IN THE PTA", IF ADDITIONAL ELEMENTS, LISTED UNDER "OTHER," LIST THOSE PII ELEMENTS. IF A SUBSET OF THE LIST IN THE PTA, LIST THE SUBSET OF DATA ELEMENTS.]PII ELEMENT:FULL NAME   DATE OF BIRTHPLACE OF BIRTHSOCIAL SECURITY NUMBER (SSN)EMPLOYMENT STATUS, HISTORY OR INFORMATIONMOTHER’S MAIDEN NAMECERTIFICATES (E.G., BIRTH, DEATH, NATURALIZATION, MARRIAGE)MEDICAL INFORMATION (MEDICAL RECORDS NUMBERS, MEDICAL NOTES, OR X-RAYS)HOME ADDRESSPHONE NUMBER(S) EMAIL ADDRESS EMPLOYEE IDENTIFICATION NUMBER (EIN)FINANCIAL INFORMATION (E.G., CHECKING ACCOUNT #/PINS/PASSWORDS, CREDIT REPORT)DRIVER’S LICENSE/STATE IDENTIFICATION NUMBER VEHICLE IDENTIFIERS (E.G., LICENSE PLATES)LEGAL DOCUMENTS, RECORDS, OR NOTES (E.G., DIVORCE DECREE, CRIMINAL RECORDS)EDUCATION RECORDSCRIMINAL INFORMATIONMILITARY STATUS AND/OR RECORDSINVESTIGATION REPORT OR DATABASEBIOMETRIC IDENTIFIERS (E.G., FINGERPRINT, VOICEPRINT)PHOTOGRAPHIC IDENTIFIERS (E.G., IMAGE, X-RAY, VIDEO)OTHER (SPECIFY:  _____________________________________) 
	SI-12(2): Information Management and Retention | Minimize Personally Identifiable Information in Testing, Training and Research
	Use the following techniques to minimize the use of personally identifiable information for research, testing, or training: [for research and training, use the methods approved by the Privacy Program; for testing, methods must comply with the FDIC test data policy and CIOO IT Governance and Test Data Management Policy].“The adjudication of the PTA serves as authorization to use the PII for research and training purposes on authorized systems by authorized users and use of PII for testing in accordance with the FDIC White Paper ‘Production Data in Lower Environments’ and FDIC 1360.20 ‘Privacy Program’, and the Fair Information Practice Principles at https://fdicnet.fdic.gov/content/dam/ociso/documents/Whitepaper%20-%20Prod%20Data%20for%20Testing%20-%20August%202020.pdf . [ADD CONDITIONS IDENTIFIED IN THE SYSTEM PTA, IF APPLICABLE. EXAMPLES INCLUDE, REDACTION OR MASKING OF DIRECT IDENTIFIERS, BINNING, ETC.]”
	SI-12: Information Management and Retention
	Common Control ProviderDOA, RIMUFDIC manages and retains information within the system and information output from the system in accordance with applicable laws, executive orders, directives, regulations, policies, standards, guidelines and operational requirements.System Level“THE DATA IN [INSERT SYSTEM NAME] IS RETAINED IN ACCORDANCE WITH [INSERT "RETENTION SCHEDULE" OR "BUSINESS NEED PENDING APPROVAL OF A RETENTION SCHEDULE"] AND THEREAFTER DESTROYED IN ACCORDANCE WITH MP-6 AND SI-12(3).”For GSSs, insert the following: "THE DATA IN [THE SYSTEM] IS RETAINED IN ACCORDANCE WITH THE RETENTION SCHEDULES ESTABLISHED AT THE APPLICATION LEVEL, AND THEREAFTER DESTROYED IN ACCORDANCE WITH MP-6 AND SI-12(3)."
	SI-19 De-Identification
	a. “FDIC REMOVED THE FOLLOWING ELEMENTS OF PERSONALLY IDENTIFIABLE INFORMATION FROM DATASETS: [INSERT ANY ELEMENTS REMOVED VIA THE PTA AND/OR PIA PROCESS];” andb. “EVALUATED THE RESULTS FOR EFFECTIVENESS OF DE-IDENTIFICATION RELATIVE TO THE BUSINESS NEED.”OR“THE ADJUDICATION OF THE [SYSTEM NAME] PTA SERVES AS CONFIRMATION THAT ANY DE-IDENTIFICATION REQUIRED HAS BEEN IMPLEMENTED.”

