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I nt eragency Gui del i nes Establishing Standards for Safeguardi ng
Custoner Information and Rescission of Year 2000 Standards for Safety
and Soundness

AGENCI ES: The O fice of the Conptroller of the Currency (OCC),
Treasury; Board of Governors of the Federal Reserve System (Board);
Federal Deposit Insurance Corporation (FDIC); and O fice of Thrift
Supervision (OTS), Treasury.

ACTION: Joint final rule.

SUMMARY: The Office of the Comptroller of the Currency, Board of
Governors of the Federal Reserve System Federal Deposit |nsurance
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Corporation, and Ofice of Thrift Supervision (collectively, the
Agenci es) are publishing final Guidelines establishing standards for
saf eguar di ng custoner information that inplenment sections 501 and
505(b) of the Gramm Leach-Bliley Act (the G L-B Act or Act).

Section 501 of the G L-B Act requires the Agencies to establish
appropriate standards for the financial institutions subject to their
respective jurisdictions relating to adm nistrative, technical, and
physi cal safeguards for customer records and information. As descri bed
in the Act, these safeguards are to: insure the security and
confidentiality of custoner records and i nformation; protect against
any anticipated threats or hazards to the security or integrity of such
records; and protect against unauthorized access to or use of such
records or information that could result in substantial harm or
i nconveni ence to any custonmer. The Agencies are to inplenment these
standards in the same manner, to the extent practicable, as standards
prescri bed pursuant to section 39(a) of the Federal Deposit |nsurance
Act (FDI Act). These final Guidelines inplenment the requirenments
descri bed above.

The Agencies previously issued guidelines establishing Year 2000
safety and soundness standards for insured depository institutions
pursuant to section 39 of the FDI Act. Since the events for which these
gui delines were issued have passed, the Agencies have concl uded that
the guidelines are no | onger necessary and are rescinding these
gui del i nes.

Ef fective Date: The joint final rule is effective July 1, 2001.
Applicability date: The Year 2000 Standards for Safety and
Soundness are no | onger applicable as of March 5, 2001

FOR FURTHER | NFORMATI ON CONTACT:
ocC

John Carl son, Deputy Director for Bank Technol ogy, (202) 874-5013;
or Deborah Katz, Senior Attorney, Legislative and Regulatory Activities
Di vi sion, (202) 874-5090.

Boar d

Hei di Richards, Assistant Director, Division of Banking Supervision
and Regul ation, (202) 452-2598; Stephanie Martin, Mnagi ng Seni or
Counsel, Legal Division, (202) 452-3198; or Thomas E. Scanl on, Seni or
Attorney, Legal Division, (202) 452-3594. For the hearing inpaired
only, contact Janice Sims, Tel ecommuni cation Device for the Deaf (TDD)
(202) 452-3544, Board of Governors of the Federal Reserve System 20th
and C Streets, NW Wishi ngton, DC 20551

FDI C

Thomas J. Tuzinski, Review Exami ner, Division of Supervision, (202)
898-6748; Jeffrey M Kopchik, Senior Policy Analyst, Division of
Supervision, (202) 898-3872; or Robert A Patrick, Counsel, Lega
Di vi sion, (202) 898-3757.
ors

Jenni fer Dickerson, Manager, Information Technol ogy, Exani nation
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Policy, (202) 906-5631; or Christine Harrington, Counsel, Banking and
Fi nance, Regul ati ons and Legislation Division, (202) 906-7957.

SUPPLEMENTARY | NFORMATI ON: The contents of this preanble are listed in
the followi ng outline:

| . Background

Il. Overview of Coments Received
I1l. Section-by-Section Analysis

I'V. Regulatory Analysis

Paper wor k Reducti on Act

Regul atory Flexibility Act
Executive Order 12866
Unfunded Mandates Act of 1995

o0ow>

| . Background

On Novenber 12, 1999, President Clinton signed the GL-B Act (Pub
L. 106-102) into law. Section 501, titled ~ " Protection of Nonpublic
Personal Information'', requires the Agencies, the National Credit
Uni on Administration, the Securities and Exchange Conmi ssion, and the
Federal Trade Comm ssion to establish appropriate standards for the
financial institutions subject to their respective jurisdictions
relating to the adm nistrative, technical, and physical safeguards for
customer records and information. As stated in section 501, these
safeguards are to: (1) Insure the security and confidentiality of
custoner records and information; (2) protect against any anticipated
threats or hazards to the security or integrity of such records; and
(3) protect against unauthorized access to or use of such records or
informati on that would result in substantial harm or inconvenience to
any customer.

Section 505(b) of the G L-B Act provides that these standards are
to be inmplenmented by the Agencies in the sane manner, to the extent
practicabl e, as standards prescribed pursuant to section 39(a) of the
FDI Act.\1\ Section 39(a) of the FDI Act authorizes the Agencies to
establish operational and nanagerial standards for insured depository
institutions relative to, anmong other things, internal controls,

i nformati on systens, and internal audit systems, as well as such other
operational and managerial standards as the Agencies determ ne to be
appropriate.\2\

\1\ Section 39 applies only to insure depository institutions,
i ncludi ng i nsured branches of foreign banks. The Cuidelines,
however, will also apply to certain uninsured institutions, such as
bank hol di ng conpani es, certain nonbank subsidiaries of bank hol di ng
conmpani es and insured depository institutions, and uninsured
branches and agenci es of foreign banks. See sections 501 and 505(b)
of the G L-B Act.

\2\ OTS has placed its information security guidelines in
appendix B to 12 CFR part 570, with the provisions inplenmenting
section 39 of the FDI Act. At the same tine, OIS has adopted a
regul atory requirement that the institutions OTS regul ates conply
with the proposed Guidelines. Because information security
guidelines are similar to physical security procedures, OIS has
i ncluded a provision in 12 CFR part 568, which covers prinmarily
physi cal security procedures, requiring conpliance with the
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Gui delines in appendix B to part 570.

[[ Page 8617]]
Il. Overview of Comrents Received

On June 26, 2000, the Agencies published for conment the proposed
I nt eragency Gui del i nes Establishing Standards for Safeguardi ng Customer
I nformati on and Resci ssion of Year 2000 Standards for Safety and
Soundness in the Federal Register (65 FR 39472). The public conment
period cl osed August 25, 2000. The Agencies collectively received a
total of 206 coments in response to the proposal, although nmany
comenters sent copies of the same letter to each of the Agencies.
Those conbi ned coments included 49 from banks, 7 from savings
associ ations, 60 fromfinancial institution holding conpanies; 50 from
financial institution trade associations; 33 from ot her business
entities; and four fromstate regulators. The Federal Reserve also
recei ved commrents fromthree Federal Reserve Banks.

The Agencies invited comrent on all aspects of the proposed
Gui del i nes, including whether the rules should be issued as guidelines
or as regulations. Commenters overwhel mingly supported the adoption of
gui delines, with many conmenters offering suggestions for ways to
i mprove the proposed Gui delines as discussed bel ow. Many conmenters
cited the benefits of flexibility and the drawbacks of prescriptive
requi renents that could becone rapidly outdated as a result of changes
i n technol ogy.

The Agencies al so requested comments on the inpact of the proposa
on conmuni ty banks, recognizing that comrunity banks operate with nore
limted resources than larger institutions and may present a different
risk profile. In general, community banks urged the Agencies to issue
gui delines that are not prescriptive, that do not require detailed
policies or reporting by banks that share little or no information
outside the bank, and that provide flexibility in the design of an
i nformati on security program Sone comunity banks indicated that the
CGui del i nes are unnecessary because they al ready have informtion
security programs in place. Others requested clarification of the
i mpact of the CGuidelines on banks that do not share any information in
t he absence of a custoner's consent.

In light of the comments received, the Agencies have decided to
adopt the Cuidelines, with several changes as discussed bel ow to
respond to the conmenters' suggestions. The respective texts of the
Agenci es' Cuidelines are substantively identical. In directing the
Agencies to issue standards for the protection of custonmer records and
i nformati on, Congress provided that the standards apply to al
financial institutions, regardless of the extent to which they may
disclose information to affiliated or nonaffiliated third parties,
electronically transfer data with custoners or third parties, or record
data electronically. Because the requirements of the Act apply to a
broad range of financial institutions, the Agencies believe that the
Gui del i nes nmust establish appropriate standards that allow each
institution the discretion to design an information security program
that suits its particular size and conplexity and the nature and scope
of its activities. In many instances, financial institutions already
wi Il have information security progranms that are consistent with these
Gui del i nes, because key conponents of the Guidelines were derived from
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security-rel ated supervisory guidance previously issued by the Agencies
and the Federal Financial Institutions Examination Council (FFIEC). In
such situations, little or no nodification to an institution's program
will be required.

Bel ow i s a section-by-section analysis of the final Guidelines.

I1l. Section-by-Section Analysis
The di scussion that follows applies to each Agency's Gui del i nes.
. Introduction

Paragraph 1. of the proposal set forth the general purpose of the
CGui delines, which is to provide guidance to each financial institution
in establishing and inpl ementing adm nistrative, technical, and
physi cal safeguards to protect the security, confidentiality, and
integrity of customer information. This paragraph also set forth the
statutory authority for the Guidelines, including section 39(a) of the
FDI Act (12 U.S.C. 1831p-1) and sections 501 and 505(b) of the GL-B
Act (15 U.S.C. 6801 and 6805(b) ). The Agencies received no conments on
thi s paragraph, and have adopted it as proposed.

I. A Scope

Paragraph 1. A of the proposal described the scope of the
CGui delines. Each Agency defined specifically those entities within its
particul ar scope of coverage in this paragraph of the Guidelines.

The Agencies received no coments on the issue of which entities
are covered by the Guidelines, and have adopted paragraph I.A as
proposed.

|.B. Preservation of Existing Authority

Paragraph 1.B. of the proposal nmade clear that in issuing these
CGui delines none of the Agencies is, in any way, limting its authority
to address any unsafe or unsound practice, violation of |aw, unsafe or
unsound condition, or other practice, including any condition or
practice related to safeguardi ng custoner information. As noted in the
preanble to the proposal, any action taken by any Agency under section
39(a) of the FDI Act and these Cuidelines may be taken independently
of, in conjunction with, or in addition to any other enforcenent action
avail able to the Agency. The Agenci es received no comments on this
par agr aph, and have adopted paragraph |I.B. as proposed.

|I.C. 1. Definitions

Paragraph 1.C. set forth the definitions of various terms for
purposes of the Guidelines.\3\ It also stated that ternms used in the
CGui del i nes have the sane nmeanings as set forth in sections 3 and 39 of
the FDI Act (12 U.S.C. 1813 and 1831p-1).

\3\ In addition to the definitions discussed below, the Board's
Guidelines in 12 CFR parts 208 and 225 contain a definition of
““subsidiary'', which described the state nenber bank and bank
hol di ng conmpany subsidiaries that are subject to the Guidelines.
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The Agencies received several comments on the proposed definitions,
and have made certain changes as di scussed bel ow. The Agencies al so
have reordered proposed paragraph I.C. so that the statenment concerning
the reliance on sections 3 and 39(a) of the FDI Act is now in paragraph
I.C.1., with the definitions appearing in paragraphs |I.C.2.a.-e. The
defined terns have been placed in al phabetical order in the fina
Gui del i nes.

|.C. 2.a. Board of Directors

The proposal defined " board of directors'' to nmean, in the case of
a branch or agency of a foreign bank, the managing official in charge
of the branch or agency.\4\ The Agencies received no conments on this
proposed definition, and have adopted it w thout change.

\4\ The OTS version of the Guidelines does not include this
definition because OIS does not regulate foreign institutions.
Paragraph | of the OTS Cuidelines has been renunmbered accordingly.

I.C 2.b. Customer

The proposal defined " “custonmer'' in the same way as that termis
defined in section __.3(h) of the Agencies' rule captioned "~ Privacy of
Consuner Financial Information'' (Privacy Rule).\b5\

[[ Page 8618]]

The Agencies proposed to use this definition in the CGuidelines because
section 501(b) refers to safeguarding the security and confidentiality
of ““customer'' information. G ven that Congress used the same termfor
both the 501(b) standards and for the sections concerning financial

privacy, the Agencies have concluded that it is appropriate to use the
same definition in the Guidelines that was adopted in the Privacy Rule.

\6\ See 65 FR 35162 (June 1, 2000). Citations to the interagency
Privacy Rule in this preanble are to sections only, |eaving bl ank
the citations to the part nunbers used by each agency.

Under the Privacy Rule, a customer is a consumer who has
established a continuing relationship with an institution under which
the institution provides one or nore financial products or services to
the consunmer to be used primarily for personal, famly or household
purposes. "~ Custoner'' does not include a business, nor does it include
a consuner who has not established an ongoing relationship with a
financial institution (e.g., an individual who nmerely uses an
institution's ATM or applies for a loan). See sections__.3(h) and (i)
of the Privacy Rule. The Agencies solicited comment on whether the
definition of "~ “customer'' should be broadened to provide a commn
i nformati on security programfor all types of records under the contro
of a financial institution.

The Agencies received many comrents on this definition, alnost al
of which agreed with the proposed definition. Although a few commenters
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i ndi cated they would apply the same security programto both business
and consuner records, the vast mpjority of conmenters supported the use
of the sane definition of "~ “custoner'' in the Guidelines as is used in
the Privacy Rule. They observed that the use of the term " custoner’
in section 501 of the GL-B Act, when read in the context of the
definitions of ““consuner'' and " “custoner relationship'' in section
509, reflects the Congressional intent to distinguish between certain
ki nds of consunmers for the information security standards and the other
privacy provisions established under subtitle A of Title V.

The Agenci es have concluded that the definition of " custoner’
used in the Cuidelines should be consistent with the definition
established in section__.3(h) of the Privacy Rule. The Agencies
believe, therefore, that the npst reasonable interpretation of the
applicabl e provisions of subtitle A of Title V of the Act is that a
financial institution is obligated to protect the security and
confidentiality of the nonpublic personal information of its consuners
with whomit has a customer relationship. As a practical manner, a
financial institution may al so design or inmplenment its information
security programin a manner that enconpasses the records and
information of its other consumers and its business clients.\6\

\ 6\ The Agenci es recognize that "~ “customer'' is defined nore
broadly under Subtitle B of Title V of the Act, which, in general
makes it unlawful for any person to obtain or attenpt to obtain
custoner information of a financial institution by making false,
fictitious, or fraudulent statenents. For the purpose of that
subtitle, the term  “custoner'' means "~ any person (or authorized
representative of a person) to whomthe financial institution
provi des a product or service, including that of acting as a
fiduciary.'' (See section 527(1) of the Act.) In light of the
statutory mandate to "~ prescribe such revisions to such regul ati ons
and guidelines as may be necessary to ensure that such financial
i nstitutions have policies, procedures, and controls in place to
prevent the unauthorized disclosure of custoner financial
information'' (section 525), the Agencies consi dered nodifying these
CGui delines to cover other customers, nanely, business entities and
i ndi vi dual s who obtain financial products and services for purposes
ot her than personal, famly, or household purposes. The Agenci es
have concl uded, however, that defining "~ “custonmer'' to acconmodate
the range of objectives set forth in Title V of the Act is
unnecessary. Instead, the Agencies have included a new paragraph
I1l1.C. 1.a, described below, and plan to issue guidance and ot her
revisions to the applicable regulations, as nmay be necessary, to
satisfy the requirements of section 525 of the Act.

I.C. 2.c. Custonmer Information

The proposal defined " “customer information'' as any records
cont ai ni ng nonpublic personal information, as defined in section__.3(n)
of the Privacy Rule, about a custonmer. This included records, data,
files, or other information in paper, electronic, or other formthat
are mai ntai ned by any service provider on behalf of an institution.

Al t hough section 501(b) of the G L-B Act refers to the protection of
both custoner "“records'' and " “information'', for the sake of
sinmplicity, the proposed CGuidelines used the term " custoner
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information'' to enconpass both information and records.

The Agencies received several comments on this definition. The
comenters suggested that the proposed definition was too broad because
it included files "~ “containing'' nonpublic personal information. The
Agenci es believe, however, that a financial institution's security
program nmust apply to files that contain nonpublic personal information
in order to adequately protect the custoner's information. In deciding
what |evel of protection is appropriate, a financial institution may
consider the fact that a given file contains very little nonpublic
personal information, but that fact would not render the file entirely
beyond the scope of the Cuidelines. Accordingly, the Agencies have
adopted a definition of ~“customer record'' that is substantively the
same as the proposed definition. The Agenci es have, however, del eted
the reference to "“data, files, or other information'' fromthe fina
CGui del i nes, since each is included in the term  “records'' and also is
covered by the reference to " "~paper, electronic, or other form"'.

I.C 2.d. Customer Information System

The proposal defined " customer information system' to be
el ectronic or physical methods used to access, collect, store, use,
transmit, or protect customer information. The Agencies received a few
comments on this definition, nmostly from comenters who stated that it
is too broad. The Agencies believe that the definition needs to be
sufficiently broad to protect all custoner information, wherever the
information is located within a financial institution and however it is
used. Neverthel ess, the broad scope of the definition of "~ customer
i nformati on systenml' should not result in an undue burden because, in
ot her inportant respects, the Guidelines allow a high degree of
flexibility for each institution to design a security programthat
Suits its circunstances.

For these reasons, the Agencies have adopted the definition of

““custoner information system' largely as proposed. However, the
phrase ~“electronic or physical'' in the proposal has been del eted
because each is included in the term “any methods''. The Agencies al so

have added a specific reference to records disposal in the definition
of ““customer information system'' This is consistent with the
proposal 's inclusion of access controls in the list of itenms a
financial institution is to consider when establishing security
policies and procedures (see discussion of paragraph Il11.C. 1.a.

bel ow), given that inadequate di sposal of records may result in
identity theft or other m suse of customer information. Under the fina
Guidelines, a financial institution's responsibility to safeguard
custoner information continues through the di sposal process.

|I.C. 2.e. Service Provider

The proposal defined a "~ “service provider'' as any person or entity
that maintains or processes custoner information for a financial
institution, or is otherwi se granted access to custonmer information
through its provision of services to an institution. One commenter
urged the Agencies to modify this definition so that it would not
include a financial institution's attorneys, accountants, and
apprai sers. Others suggested deleting the phrase " or

[[ Page 8619]]
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is otherwi se granted access to custoner information through its
provi sion of services to an institution''

The Agencies believe that the Act requires each financial
institution to adopt a conprehensive information security programthat
is designed to protect against unauthorized access to or use of
custoners' nonpublic personal information. Disclosing information to a
person or entity that provides services to a financial institution
creates additional risks to the security and confidentiality of the
i nformati on disclosed. In order to protect against these risks, a
financial institution nust take appropriate steps to protect
information that it provides to a service provider, regardless of who
the service provider is or how the service provider obtains access. The
fact that an entity obtains access to custoner information through, for
i nstance, providing professional services does not obviate the need for
the financial institution to take appropriate steps to protect the
i nformati on. Accordingly, the Agencies have determ ned that, in
general, the term  “service provider'' should be broadly defined to
enconpass a variety of individuals or conmpani es that provide services
to the institution.

Thi s does not nean, however, that a financial institution's methods

for overseeing its service provider arrangenents will be the same for
every provider. As explained in the discussion of paragraph I1l1.D., a
financial institution's oversight responsibilities will be shaped by

the institution's analysis of the risks posed by a given service
provider. If a service provider is subject to a code of conduct that
i mposes a duty to protect customer information consistent with the
obj ectives of these Guidelines, a financial institution may take that
duty into account when decidi ng what |evel of oversight it should
provi de.

Moreover, a financial institution will be responsible under the
final Guidelines for overseeing its service provider arrangenents only
when the service is provided directly to the financial institution. The
Agencies clarified this point by amending the definition of "~ service
provider'' in the final Guidelines to state that it applies only to a
person or entity that maintains, processes, or otherwise is perntted
access to customer information through its provision of services
directly to the financial institution. Thus, for instance, a paynent
internmediary involved in the collection of a check but that has no
correspondent relationship with a financial institution would not be
considered a service provider of that financial institution under this
rule. By contrast, a financial institution's correspondent bank woul d
be considered its service provider. Nevertheless, the financial
institution may take into account the fact that the correspondent bank
is itself a financial institution that is subject to security standards
under section 501(b) when it deternines the appropriate |evel of
oversight for that service provider.\7\

\7\ Simlarly, in the case of a service provider that is not
subject to these Guidelines but is subject to standards adopted by
its primary regul ator under section 501(b) of the GL-B Act, a
financial institution may take that fact into consideration when
deci di ng what | evel of oversight is appropriate for that service
provi der.

In situations where a service provider hires a subservicer,\8\ the
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subservi cer would not be a "~ “service provider'' under the fina

CGui delines. The Agencies recognize that it would be inappropriate to
i mpose obligations on a financial institution to select and nonitor
subservicers in situations where the financial institution has no
contractual relationship with that person or entity. Wen conducti ng
due diligence in selecting its service providers (see discussion of

paragraph I11.D., below), however, a financial institution nust
deternmine that the service provider has adequate controls to ensure
that the subservicer will protect the custoner information in a way

that nmeets the objectives of these CGuidelines.

\8\ The term  “subservicer'' neans any person who has access to
an institution's custoner information through its provision of
services to the service provider and is not limted to nortgage
subservi cers.

I'l. Standards for Safeguardi ng Customer Information
Il.A Information Security Program

The proposed CGuidelines described the Agencies' expectations for
the creation, inplementation, and mai ntenance of a conprehensive
i nformati on security program As noted in the proposal, this program
must include administrative, technical, and physical safeguards
appropriate to the size and conplexity of the institution and the
nature and scope of its activities.

Several comrenters representing |arge and conpl ex organi zations
were concerned that the term  "~conprehensive information security
program ' required a single and uniform docunent that nust apply to al
conmponent parts of the organization. In response, the Agencies note
that a programthat includes adm nistrative, technical, and physica
safeguards will, in many instances, be conposed of nore than one
docurent. Mdreover, use of this term does not require that all parts of
an organi zation inplenment a uniform program However, the Agencies wil
expect an institution to coordinate all the elenents of its information
security program Were the elenments of the program are dispersed
t hroughout the institution, managenment shoul d be aware of these
el enents and their locations. If they are not maintained on a
consol i dat ed basi s, managenent should have an ability to retrieve the
current docunments fromthose responsible for the overall coordination
and ongoi ng eval uati on of the program

The Board received coment on its proposal to revise the appendi x
to Regulation Y regarding the provision that would require a bank
hol di ng conmpany to ensure that each of its subsidiaries is subject to a
conprehensive information security program\9\ This comrent urged the
Board to elimnate that provision and argued, in part, that the
requi renent assumes that a bank hol di ng conpany has the power to inpose
such controls upon its subsidiary conpani es. These conmenters
recommended, instead, that the standards should be linmted to customer
information in the possession or control of the bank hol di ng conpany.

\9\ The appendi x provided that the proposed Guidelines would be
applicable to custonmer information maintained by or on behal f of
bank hol di ng conpani es and their nonbank subsidiaries or affiliates
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(except brokers, dealers, persons providing insurance, investnent
conmpani es, and investnment advisors) for which the Board has
supervisory authority. See 65 FR 39484 (June 26, 2000).

Under the Bank Hol di ng Conmpany Act of 1956 and the Board's
Regul ation Y, a subsidiary is presunmed to be controlled directly or
indirectly by the holding conpany. 12 U. S.C. 1841(d); 12 CFR 225.2(0).
Moreover, the Board believes that a bank hol ding conmpany is ultimtely
responsi bl e for ensuring that its subsidiaries conply with the
standards set forth under these Guidelines. The Board recogni zes,
however, that a bank hol di ng conmpany may satisfy its obligations under
section 501 of the GLB Act through a variety of nmeasures, such as by
including a subsidiary within the scope of its information security
program or by causing the subsidiary to inplenment a separate
i nformati on security programin accordance with these Guidelines.

Il.B. Objectives

Paragraph 11.B. of the proposed Cuidelines described the objectives
that each financial institution's information security program should
be designed to achi eve. These objectives tracked the objectives as
stated in section 501(b)(1)-(3), adding only that the security

[[ Page 8620]]

programis to protect agai nst unauthorized access that could risk the
safety and soundness of the institution. The Agencies requested conment
on whether there are additional or alternative objectives that should
be included in the Guidelines.

The Agencies received several comments on this proposed paragraph
nmost of which objected to | anguage that, in the commenters' view,
requi red conpliance with objectives that were inpossible to nmeet. Mny
comenters stated, for instance, that no information security program
can ensure that there will be no problems with the security or
confidentiality of custoner information. OQthers criticized the
objective that required protection agai nst any anticipated threat or
hazard. A few comenters questioned the objective of protecting agai nst
unaut hori zed access that could result in inconvenience to a custoner,
while others objected to the addition of the safety and soundness
standard noted above.

The Agencies do not believe the statute mandates a standard of
absolute liability for a financial institution that experiences a
security breach. Thus, the Agencies have clarified these objectives by
stating that each security programis to be designed to acconplish the
obj ectives stated. Wth the one exception discussed bel ow, the Agencies
have otherw se | eft unchanged the statenment of the objectives, given
that these objectives are identical to those set out in the statute.

In response to coments that objected to the addition of the safety
and soundness standard, the Agencies have deleted that reference in
order to nmake the statenment of objectives identical to the objectives
identified in the statute. The Agencies believe that risks to the
safety and soundness of a financial institution may be addressed
t hrough other supervisory or regulatory nmeans, nmaking it unnecessary to
expand the statenent of objectives in this rul enaking.

Sonme conmenters asked for clarification of a financial
institution's responsibilities when a customer authorizes a third party
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to access that custonmer's information. For purposes of the Cuidelines,
access to or use of custoner information is not "~ unauthorized' ' access
if it is done with the custoner's consent. When a custoner gives
consent to a third party to access or use that customer's information,
such as by providing the third party with an account nunber, PIN, or
password, the Guidelines do not require the financial institution to
prevent such access or nonitor the use or redisclosure of the
custoner's information by the third party. Finally, unauthorized access
does not nean disclosure pursuant to one of the exceptions in the
Privacy Rule.

I11. Develop and I nplenment Information Security Program
I11.A Involve the Board of Directors

Paragraph 111.A. of the proposal described the involvenent of the
board and managenent in the devel opment and inpl enmentati on of an
i nformati on security program As explained in the proposal, the board's
responsibilities are to: (1) Approve the institution's witten
i nformati on security policy and program and (2) oversee efforts to
devel op, inmplenent, and naintain an effective information security
program including reviewi ng reports from managenment. The proposal al so
| ai d out managenent's responsibilities for devel opi ng, inplenmenting,
and mai ntaining the security program

The Agencies received a nunber of coments regarding the
requi renment of board approval of the information security program Sone
commenters stated that each financial institution should be allowed to
decide for itself whether to obtain board approval of its program
O hers suggested that approval by either a board conmittee or at the
hol di ng conmpany | evel mght be appropriate. Still others suggested
nmodi fying the Guidelines to require only that the board approve the
initial information security program and del egate subsequent revi ew and
approval of the programto either a conmmttee or an individual

The Agencies believe that a financial institution's overall
i nformation security programis critical to the safety and soundness of
the institution. Therefore, the final Cuidelines continue to place
responsibility on an institution's board to approve and exercise
general oversight over the program However, the Guidelines allowthe
entire board of a financial institution, or an appropriate committee of
the board to approve the institution's witten security program In
addition, the Guidelines pernmt the board to assign specific
i mpl enmentation responsibilities to a cormittee or an individual

One coment er suggested that the Cuidelines be revised to provide
that if a holding conpany devel ops, approves, and oversees the
i nformati on security programthat applies to its bank and nonbank
subsidiaries, there should be no separate requirenent for each
subsidiary to do the sanme thing, as |long as those subsidiaries agree to
abi de by the hol di ng conpany's security program The Agenci es agree
that subsidiaries within a hol di ng conpany can use the security program
devel oped at the hol ding conmpany | evel. However, if subsidiary
institutions choose to use a security program devel oped at the hol di ng
conpany |l evel, the board of directors or an appropriate comittee at
each subsidiary institution nust conduct an i ndependent reviewto
ensure that the programis suitable and conplies with the requirenents
prescri bed by the subsidiary's primary regulator. See 12 U. S.C. 505.
Once the subsidiary institution's board, or a cormittee thereof, has
approved the security program it nmust oversee the institution's
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efforts to inplenent and maintain an effective program

The Agencies al so received coments suggesting that use of the term
““oversee'' conveyed the notion that a board is expected to be invol ved
i n day-to-day nonitoring of the devel oprment, inplenmentation, and
mai nt enance of an information security program The Agencies' use of
the term  “oversee'' is nmeant to convey a board's conventiona
supervisory responsibilities. Day-to-day nonitoring of any aspect of an
i nformati on security programis a nmanagenent responsibility. The fina
CGuidelines reflect this by providing that the board nust oversee the
institution's information security program but may assign specific
responsibility for its inplenentation.

The Agencies invited comrent on whether the Cuidelines should
require that the board designate a Corporate Information Security
O ficer or other responsible individual who woul d have the authority,
subject to the board's approval, to devel op and adm nister the
institution's information security program The Agencies received a
nunber of coments suggesting that the Agencies should not require the
creation of a new position for this purpose. Sone financial
institutions also stated that hiring one or nore additional staff for
this purpose would inpose a significant burden. The Agencies believe
that a financial institution will not need to create a new position
with a specific title for this purpose, as long as the institution has
adequate staff in light of the risks to its custoner information.
Regar dl ess of whether new staff are added, the lines of authority and
responsi bility for devel opment, inplenmentation, and administration of a
financial institution's information security programneed to be wel
defined and clearly articul ated.\ 10\

\'10\ The Agencies note that other regulations already require a
financial institution to designate a security officer for different
purposes. See 12 CFR 21.2; 12 CFR 208.61(hb).

[[ Page 8621]]

The proposal identified three responsibilities of managenent in the
devel opnent of an information security program They were to: (1)
Eval uate the inpact on a financial institution's security program of
changi ng busi ness arrangenents and changes to custoner informtion
systens; (2) document conpliance with these Guidelines; and (3) keep
the board informed of the overall status of the institution's
i nformati on security program A few conmenters objected to the Agencies
assigning specific tasks to nmanagenment. These comenters did not object
to the tasks per se, but suggested that the Agencies allow an
institution's board and managenent to decide who within the institution
is to carry out the tasks.

The Agencies agree that a financial institution is in the best
position to deternine who should be assigned specific roles in
i mpl enmenting the institution's security program Accordingly, the
Agenci es have del eted the separate provision assigning specific roles
to managenent. The responsibilities that were contained in this
provi sion are now i ncluded in other paragraphs of the Guidelines.

I1'l.B. Assess Risk
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Paragraph 111.B. of the proposal described the risk assessnent
process to be used in the devel opment of the information security
program Under the proposal, a financial institution was to identify
and assess the risks to customer information. As part of that
assessment, the institution was to deternmine the sensitivity of the
information and the threats to the institution's systens. The
institution also was to assess the sufficiency of its policies,
procedures, systens, and other arrangenents in place to control risk
Finally, the institution was to nmonitor, evaluate, and adjust its risk
assessment in light of changes in areas identified in the proposal

The Agencies received several comments on these provisions, nost of
whi ch focused on the requirenment that financial institutions do a
sensitivity analysis. One conmenter noted that "~ customer information'
is defined to mean "~ nonpublic personal information'' as defined in the
G L-B Act, and that the G L-B Act provides the sane | evel of coverage
for all nonpublic personal information. The comrenter stated that it is
therefore unclear how the | evel of sensitivity would affect an
institution's obligations with respect to the security of this
i nformati on.

Wil e the Agencies agree that all custoner information requires
protection, the Agencies believe that requiring all institutions to
afford the same degree of protection to all custoner information may be
unnecessarily burdensonme in many cases. Accordingly, the fina
Gui del ines continue to state that institutions should take into
consideration the sensitivity of customer information. Disclosure of
certain information (such as account nunbers or access codes) m ght be
particularly harnful to customers if the disclosure is not authorized.

I ndi viduals who try to breach the institution's security systens may be
likely to target this type of information. When such information is
housed on systens that are accessible through public tel econmmunications
networks, it may require nore and different protections, such as
encryption, than if it were located in a |ocked file drawer. To provide
flexibility to respond to these different security needs in the way
nost appropriate, the Cuidelines confer upon institutions the
discretion to determine the | evels of protection necessary for
different categories of information. Institutions may treat al

custoner information the same, provided that the |evel of protection is
adequate for all the infornmation.

O her commenters suggested that the risk assessnent requirenment be
tied to reasonably foreseeable risks. The Agenci es agree that the
security program shoul d be focused on reasonably foreseeable risks and
have amended the final Guidelines accordingly.

The final Guidelines make several other changes to this paragraph
to inprove the order of the Guidelines and to eliminate provisions that
were redundant in light of responsibilities outlined el sewhere. For
i nstance, while the proposal stated that the risk assessnment function
i ncluded the need to nonitor for relevant changes to technol ogy,
sensitivity of custoner information, and threats to infornmation
security and make adj ustnents as needed, that function has been
i ncorporated into the discussion of managing and controlling risk in
paragraphs 111.C. 3. and IlI.E

Thus, under the Guidelines as adopted, a financial institution
shoul d identify the reasonably foreseeable internal and externa
threats that could result in unauthorized disclosure, nsuse,
alteration, or destruction of custoner information or custoner
i nformati on systens. Next, the risk assessnent should consider the
potential damage that a conprom se of customer information from an
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i dentified threat woul d have on the customer information, taking into
consideration the sensitivity of the information to be protected in
assessing the potential danage. Finally, a financial institution should
conduct an assessnment of the sufficiency of existing policies,
procedures, custoner information systens, and other arrangenents

i ntended to control the risks it has identified.

I11.C. Manage and Control Risk

Paragraph I111.C. describes the steps an institution should take to
manage and the control risks identified in paragraph Il1I.B.
Est abli sh policies and procedures (Il1.C. 1.). Paragraph Il11.C. 1 of

the proposal described the el ements of a conprehensive risk nanagenent
pl an designed to control identified risks and to achieve the overal
obj ective of ensuring the security and confidentiality of customer
information. It identified eleven factors an institution should
consider in evaluating the adequacy of its policies and procedures to
effectively manage these risks.

The Agencies received a | arge nunmber of coments on this paragraph.
Most of the comments were based on a perception that every institution
woul d have to adopt every security measure listed in proposed
I11.C.1.a.-k. as part of the institution's policies and procedures. In
particul ar, a number of comrenters were concerned that the proposed
Gui delines would require the encryption of all customer data.

The Agencies did not intend for the security neasures listed in
paragraph I11.C. 1. to be seen as mandatory for all financial
institutions and for all data. Rather, the Agencies intended only that
an institution would consider whether the protections listed were
appropriate for the institution's particular circumstances, and, if so,
adopt those identified as appropriate. The Agencies continue to believe
that these el enents may be adapted by institutions of varying sizes,
scope of operations, and risk nmanagenment structures. Consistent with
t hat approach, the manner of inplenmenting a particular elenent may vary
frominstitution to institution. For exanple, while a financial
institution that offers Internet-based transacti on accounts may
concl ude that encryption is appropriate, a different institution that
processes all data internally and does not have a transactional web
site may consi der other kinds of access restrictions that are adequate
to maintain the confidentiality of customer information. To underscore
this point, the final Guidelines have been anended to state that each
financial institution must consider whether the security el enents
di scussed in paragraphs Il1.C 1.a.-h. are appropriate for the
institution and, if so, adopt those

[[ Page 8622]]

el enments an institution concludes are appropriate.

The Agencies invited comrent on the degree of detail that should be
i ncluded in the CGuidelines regarding the risk managenment program
i ncl udi ng which elenents should be specified in the Guidelines, and any
ot her conmponents of a risk management program that should be |isted.
Wth the exception of those commenters who thought some or all of the
el enments of the risk managenment program were intended to be nmandatory
for all financial institutions, the comments supported the |evel of
detail conveyed in the proposed Guidelines. The Agenci es have adopted
the provision regardi ng managenent and control of risks with the
changes di scussed bel ow. Comments addressi ng proposed security mnmeasures
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that have been adopted without change al so are di scussed bel ow.

Access rights. The Agencies received a nunber of coments
suggesting that the reference to " access rights to custoner
information'' in paragraph II11.C. 1.a. of the proposal could be
interpreted to nean providing customers with a right of access to
financial information. The reference was intended to refer to
limtations on enployee access to customer financial information, not
to customer access to financial information. However, this element has
been deleted since Iintations on enployee access are covered

adequately in other parts of paragraph Il1l.C 1. (See discussion of
“Taccess controls'' in paragraph IIl1.C. 1.a. of the final Guidelines,
bel ow. )

Access controls. Paragraph I11.C. 1.b. of the proposed Cuidelines

required a financial institution to consider appropriate access
controls when establishing its informati on security policies and
procedures. These controls were intended to address unauthorized access
to an institution's custoner information by anyone, whether or not

enpl oyed by the institution.

The Agencies believe that this element sufficiently addresses the
concept of unauthorized access, regardless of who is attenpting to
obtain access. This would cover, for instance, attenpts through pretext
calling to gather information about a financial institution's
custoners.\ 11\ The Agencies have amended the final Guidelines to refer
specifically to pretext calling in new Ill.C 1.a. The Agenci es do not
intend for the final Guidelines to require a financial institution to
provide its custoners with access to information the institution has
gathered. Instead, the provision in the final Cuidelines addressing
access is limted solely to the issue of preventing unauthorized access
to customer information.

\11\ Pretext calling is a fraudul ent nmeans of obtaining an
i ndi vidual's personal information by persons posing as bank
cust omers.

The Agenci es have deleted the reference in the proposed paragraph
I11.C.1.b. to providing access to authorized conpani es. This change was
made partly in response to commenters who objected to what they
perceived to be an inappropriate expansion of the scope of the
Gui delines to include conpany records and partly in recognition of the
fact that access to records would be obtained, in any case, only
t hrough requests by individuals. The final Guidelines require an
institution to consider the need for access controls in light of the
institution's various customer information systenms and adopt such
controls as appropriate.

Dual control procedures. Paragraph II11.C 1.f. of the proposed
Gui del ines stated that financial institutions should consider dual
control procedures, segregation of duties, and enpl oyee background
checks for enployees with responsibility for, or access to, customer
i nformati on. Most of the comments on this paragraph focused on dua
control procedures, which refers to a security technique that uses two
or nore separate persons, operating together to protect sensitive
i nformati on. Both persons are equally responsible for protecting the
i nformati on and neither can access the information al one.

According to one comenter, dual controls are part of normal audit
procedures and did not need to be restated. Other commenters suggested
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that dual control procedures are not always necessary, inplying that
these procedures are not the norm The Agencies recognize that dual -
control procedures are not necessary for all activities, but mght be
appropriate for higher-risk activities. Gven that the Guidelines state
only that dual control procedures should be considered by a financial
institution and adopted only if appropriate for the institution, the
Agenci es have retained a reference to dual control procedures in the

items to be considered (paragraph I11.C 1l.¢e).

Oversi ght of servicers. Paragraph Il11.C. 1.g. of the proposal was
del eted. Instead, the final Guidelines consolidate the provisions
related to service providers in paragraph 111.D.

Physi cal hazards and technical failures. The paragraphs of the
proposed Cui delines addressing protection against destruction due to
physi cal hazards and technol ogical failures (paragraphs I11.C 1.j. and
k., respectively, of the proposal) have been consolidated in paragraph
I11.C 1. h. of the final CGuidelines. The Agencies believe that this
change inmproves clarity and recogni zes that disaster recovery from
environnental and technol ogical failures often involve the same
consi derati ons.

Training (Il11.C. 2.). Paragraph I'l1l1.C. 2. of the proposed Cuidelines
provi ded that an institution's information security program should
i nclude a training conponent designed to train enployees to recognize,
respond to, and report unauthorized attenpts to obtain customer
i nformati on. The Agenci es received several comrents suggesting that
this provision directed staff of financial institutions to report
suspected attenpts to obtain custonmer information to | aw enforcenent
agenci es rather than to the nmanagenment of the financial institution.
The Agencies did not intend that result, and note that nothing in the
CGuidelines alters other applicable requirenments and procedures for
reporting suspicious activities. For purposes of these Guidelines, the
Agenci es believe that, as part of a training program staff should be
made aware both of federal reporting requirenments and an institution's
procedures for reporting suspicious activities, including attenpts to
obtain access to custoner information w thout proper authority.

The final Cuidelines anend the provision governing training to
state that a financial institution's information security program
shoul d include a training conponent designed to inplenent the
institution's information security policies and procedures. The
Agenci es believe that the appropriate focus for the training should be
on conpliance with the institution's security program generally and not

just on the limted aspects identified in proposed Ill1.C. 2. The
provi si ons governing reporting have been noved to paragraph II1l1.C. 1.g.
whi ch addresses response prograns in general

Testing (I111.C.3.). Paragraph II11.C. 3. of the proposed Cuidelines

provi ded that an information security program should include regul ar
testing of key controls, systens, and procedures. The proposal provided
that the frequency and nature of the testing should be detern ned by
the risk assessnment and adjusted as necessary to reflect changes in
both internal and external conditions. The proposal also provided that
the tests are to be conducted, where appropriate, by independent third
parties or staff independent of those that develop or mamintain the
security program Finally, the proposal stated that test results are to
be revi ewed by independent third parties or staff independent of those
t hat
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conducted the test. The Agencies requested conment on whether specific
types of security tests, such as penetration tests or intrusion
detection tests, should be required.

The nost frequent conment regarding testing of key controls was
that the Agencies should not require specific tests. Commenters noted
t hat because technol ogy changes rapidly, the tests specified in the
Gui delines will becone obsol ete and other tests will beconme the
standard. Consequently, according to these conmmenters, the Guidelines
shoul d identify areas where testing may be appropriate w thout
requiring a financial institution to inplenent a specific test or
testing procedure. Several commenters noted that periodic testing of
i nformati on security controls is a sound idea and is an appropriate
standard for inclusion in these Cuidelines.

The Agencies believe that a variety of tests may be used to ensure
the controls, systems, and procedures of the information security
program work properly and al so recogni ze that such tests wll
progressively change over tinme. The Agencies believe that the
particular tests that may be applied should be left to the discretion
of managenent rather than specified in advance in these Cuidelines.
Accordingly, the final Cuidelines do not require a financial
institution to apply specific tests to evaluate the key control systens
of its information security program

The Agencies also invited comment regarding the appropriate degree
of independence that should be specified in the Guidelines in
connection with the testing of information security systens and the
review of test results. The proposal asked whether the tests or reviews
of tests be conducted by persons who are not enployees of the financial
institution. The proposal al so asked whet her enpl oyees may conduct the
testing or may review test results, and what neasures, if any, are
appropriate to assure their independence.

Some conmenters interpreted the proposal as requiring three
separate teanms of people to provide sufficient independence to contro
testing: one teamto operate the system a second teamto test the
system and a third teamto review test results. This approach, they
argued, woul d be too burdensome and expensive to inplenment. The
Agenci es believe that the critical need for independence is between
those who operate the systens and those who either test themor review
the test results. Therefore, the final Guidelines now require that
tests should be conducted or revi ewed by persons who are i ndependent of
those who operate the systens, including the managenent of those
syst emns.

Whet her a financial institution should use third parties to either
conduct tests or review their results depends upon a nunber of factors.
Some financial institutions nay have the capability to thoroughly test
certain systenms in-house and review the test results but will need the
assistance of third party testers to assess other systenms. For exanple,
an institution's internal audit department may be sufficiently trained
and i ndependent for the purposes of testing certain key controls and
providing test results to decision makers independent of system
managers. Some testing may be conducted by third parties in connection
with the actual installation or nodification of a particular program
In each instance, managenent needs to weigh the benefits of testing and
test review by third parties against its own resources in this area,
both in terns of expense and reliability.

Ongoi ng adj ustment of program Paragraph I11.C 4. of the proposa
required an institution to nonitor, evaluate and adjust, as
appropriate, the information security programin |ight of any rel evant
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changes in technol ogy, the sensitivity of its custoner information, and
internal or external threats to information security. This provision
was previously located in the paragraph titled " Manage and Contro
Risk''. While there were no coments on this provision, the Agencies
wanted to highlight this concept and clarify that this provision is
applicable to an institutions' entire information security program
Therefore, this provision is now separately identified as new paragraph
I11.E of the final Cuidelines, discussed bel ow.

I1l1.D. Oversee Service Provider Arrangenents

The Agenci es' proposal addressed service providers in two
provi si ons. The Agenci es provided that an institution should consider
contract provisions and oversight mechanisnms to protect the security of
custoner information maintai ned or processed by service providers as
one of the proposed elenments to be considered in establishing risk
managenent policies and procedures (proposed paragraph I11.C 1.9g.).

Addi tionally, proposed paragraph Il11.D. provided that, when an
institution uses an outsourcing arrangenment, the institution would
continue to be responsible for safeguardi ng custoner information that

it gives to the service provider. That proposed paragraph al so provided
that the institution nmust use due diligence in managi ng and nonitoring
the outsourcing arrangenent to confirmthat its service providers would
protect custoner information consistent with the Guidelines.

The Agenci es requested comrent on the appropriate treatnment of
out sourcing arrangenments, such as whether industry best practices are
avail abl e regardi ng effective nonitoring of service provider security
precauti ons, whether service providers accomodat e requests for
specific contract provisions regarding information security, and, to
the extent that service providers do not accommpdate these requests,
whet her financial institutions inplement effective information security
programnms. The Agencies al so requested conment on whether institutions
would find it helpful if the Guidelines contained specific contract
provi sions requiring service provider performance standards in
connection with the security of customer information.

The Agencies received one exanpl e of best practices, but the
comenter did not reconmend that they be included in the Guidelines.
Wil e sone comenters suggested that the Guidelines include best
practices, other conmenters stated that, given the various types of
financial institutions, there could be a variety of best industry
practices. Another conmenter stated that best practices could becone
m ni mum requi renents that result in inappropriate burdens. The Agencies
recogni ze that information security practices are likely to evolve
rapidly, and thus believe that it is inappropriate to include best
practices in the final Guidelines.

Commenters were m xed as to whether service providers are receptive
to contract nodifications to protect customer information. Comenters
were uni form however, in stating that an institution's obligation to
nmoni t or service providers should not include on-site audits by the
institution or its agent. The comenters stated that, in addition to
the expense for financial institutions, the procedure would place an
i nordi nate burden on many service providers that process customer
information for nmultiple institutions. Several comrenters noted that
the service providers often contract for audits of their systens and
that institutions should be able to rely upon those testing procedures.
Some conmenters reconmended that an institution's responsibility for
i nformati on given to service providers require only that the
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institution enter into appropriate contractual arrangenments. However
comenters al so indicated that requiring specific
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contract provisions would not be consistent with the devel opment of
fl exi bl e Guidelines and recommended agai nst the inclusion of specific
provi si ons.

The Agencies believe that financial institutions should enter into
appropriate contracts, but also believe that these contracts, alone,
are not sufficient. Therefore, the final Guidelines, in paragraph
I11.D., include provisions relating to selecting, contracting with, and
nmoni toring service providers.

The final Guidelines require that an institution exercise
appropriate due diligence in the selection of service providers. Due
diligence should include a review of the neasures taken by a service
provi der to protect customer information. As previously noted in the
di scussion of "~ “service provider'', it also should include a review of
the controls the service provider has in place to ensure that any
subservi cer used by the service provider will be able to neet the
obj ectives of these CGuidelines.

The final Guidelines also require that a financial institution have
a contract with each of its service providers that requires each
provi der to inplenent appropriate neasures designed to neet the
obj ectives of these Guidelines (as stated in paragraph Il1.B.). This
provi sion does not require a service provider to have a security
programin place that conplies with each paragraph of these Cuidelines.
Instead, by stating that a service provider's security nmeasures need
only achieve the objectives of these CGuidelines, the Guidelines provide
flexibility for a service provider's information security neasures to
differ fromthe programthat a financial institution inplenments. The
Agenci es have provided a two-year transition period during which
institutions may bring their outsourcing contracts into conpliance.
(See discussion of paragraph IIl.F.) The Agenci es have not included
nmodel contract |anguage, given our belief that the precise terms of
service contracts are best left to the parties involved.

Each financial institution nust also exercise an appropriate |evel
of oversight over each of its service providers to confirmthat the
service provider is inplementing the provider's security neasures. The
Agenci es have anmended the Guidelines as proposed to include greater
flexibility with regard to the nonitoring of service providers. A
financial institution need only nmonitor its outsourcing arrangenents if
such oversight is indicated by an institution's own risk assessnent.

The Agenci es recognize that not all outsourcing arrangenents will need
to be nonitored or nonitored in the same fashion. Some service
providers will be financial institutions that are directly subject to

these CGuidelines or other standards pronul gated by their primary

regul ator under section 501(b). Oher service providers may al ready be
subject to | egal and professional standards that require themto
safeguard the institution's customer information. Therefore, the fina
Guidelines permit an institution to do a risk assessnment taking these
factors into account and deternine for thenselves which service
providers will need to be nonitored.

Even where monitoring is warranted, the Guidelines do not require
on-site inspections. Instead, the Guidelines state that this monitoring
can be acconplished, for exanple, through the periodic review of the
service provider's associated audits, summaries of test results, or
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equi val ent measures of the service provider. The Agenci es expect that
institutions will arrange, when appropriate, through contracts or
otherwi se, to receive copies of audits and test result informtion
sufficient to assure the institution that the service provider

i mpl ements information security neasures that are consistent with its
contract provisions regarding the security of custonmer information. The
Anerican Institute of Certified Public Accountants Statenent of

Audi ting Standards No. 70, captioned " “Reports on the Processing of
Transactions by Service Organizations'' (SAS 70 report), is one
comonly used external audit tool for service providers. Informtion
contained in an SAS 70 report may enable an institution to assess

whet her its service provider has information security neasures that are
consistent with representations nmade to the institution during the
service provider selection process.

I11.E Adjust the Program

Paragraphs I11.B.3 and Il1.C. 4. of the proposed Guidelines both
addressed a financial institution's obligations when circumstances
change. Both paragraph I11.B.3. (which set forth managenent's
responsibilities with respect to its risk assessnment) and paragraph
I11.C 4. (which focused on the adequacy of an institution's information
security program identified the possible need for changes to an
institution's programin |light of relevant changes to technol ogy, the
sensitivity of custoner information, and internal or external threats
to the information security.

The Agencies received no coments objecting to the statenents in
t hese paragraphs of the need to adjust a financial institution's
program as circunstances change. Wile the Agenci es have not changed
the substance of these provisions in the final Guidelines, we have,
however, nmade a stylistic change to sinplify the CGuidelines. The fina
CGui del i nes conbi ne, in paragraph II1l.E., the provisions previously
stated separately. Consistent with the proposal, this paragraph
provi des that each financial institution nmust nonitor, evaluate, and
adjust its information security programin |ight of relevant changes in
technol ogy, the sensitivity of its customer information, internal or
external threats to information, and the institution's own changing
busi ness arrangenments. This would include an analysis of risks to
custoner information posed by new technol ogy (and any needed program
adj ustments) before a financial institution adopts the technology in
order to determ ne whether a security program remrmai ns adequate in |ight
of the new risks presented.\ 12\

\'12\ For additional information concerning how a financial
institution should identify, measure, nonitor, and control risks
associated with the use of technol ogy, see OCC Bulletin 98-3
concerning technol ogy ri sk managenment, which may be obtained on the
Internet at http://ww.occ.treas.gov/ftp/bulletin/98-3.txt.; Federal
Reserve SR Letter 98-9 on Assessnment of Information Technol ogy in
the Ri sk-Focused Franmeworks for the Supervision of Community Banks
and Large Conpl ex Banki ng Organi zations, April 20, 1998, http://
www. f ederal reserve. gov/ boarddocs/ SRLETTERS/ 1998/ SR9809. HTM FDI C FI L
99- 68 concerning risk assessnent tools and practices for informtion
security systems at http://ww.fdic.gov/news/news/financial/1999/
fil9968.htm .; OIS's CEO Letter 70, Statement on Retail On-Line
Personal Comput er Banking, (June 23, 1997), available at http://
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WwWw. ot s. treas. gov/ docs/ 25070. pdf.

I1l.F. Report to the Board

Paragraph I11.A. 2.c. of the proposal set out managenment's
responsibilities for reporting to its board of directors. As previously
di scussed, the final Guidelines have renoved specific requirements for
managenment, but instead allow a financial institution to determ ne who
within the organization should carry out a given responsibility. The
board reporting requirenment thus has been amended to require that a
financial institution report to its board, and that this report be at
| east annual. Paragraph Il1l.F. of the final Guidelines sets out this
requi renment.

The Agencies invited comrent regarding the appropriate frequency of
reports to the board, including whether reports should be nonthly,
quarterly, or annually. The Agencies received a number of comrents
recommendi ng that no specific frequency be mandated by the Guidelines
and that each financial institution be permitted to establish its own
reporting period.

[[ Page 8625]]

Several comrenters stated that if a reporting period is required, then
it should be not [ess than annually unless some material event triggers
the need for an interimreport.

The Agenci es expect that in all cases, nanagenent will provide its
board (or the appropriate board conmittee) a witten report on the
i nformati on security program consistent with the CGuidelines at |east
annual ly. Managenent of financial institutions with nmore conpl ex
i nformati on systens may find it necessary to provide information to the
board (or a committee) on a nore frequent basis. Simlarly, nore

frequent reporting will be appropriate whenever a material event
affecting the systemoccurs or a material nodification is nmade to the
system The Agenci es expect that the content of these reports will vary

for each financial institution, depending upon the nature and scope of
its activities as well as the different circunmstances that it will
confront as it inplenents and naintains its program

I1l1.G |nplenment the Standards

Paragraph 111.E. of the proposal described the timng requirenents
for the inplenmentation of these standards. It provided that each
financial institution is to take appropriate steps to fully inplenent
an information security program pursuant to these Cuidelines by July 1,
2001.

The Agencies received several comments suggesting that the proposed
effective date be extended for a period of 12 to 18 nonths because
financial institutions are currently involved in efforts to neet the
requi renments of the final Privacy Rule by the conpliance deadline, July
1, 2001. The Agencies believe that the dates for full conpliance with
these CGuidelines and the Privacy Rul e should coincide. Financial
institutions are required, as part of their initial privacy notices, to
disclose their policies and practices with respect to protecting the
confidentiality and security of nonpublic personal information. See
Sec. __.6(a)(8). Each Agency has provided in the appendix to its
Privacy Rule that a financial institution may satisfy this disclosure
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requi renment by advising its custonmers that the institution nmaintains
physi cal, electronic, and procedural safeguards that conply with
federal standards to guard custonmers' nonpublic personal infornmation.
See appendi x A-7. The Agencies believe that this disclosure will be
meani ngful only if the final Guidelines are effective when the

di sclosure is made. If the effective date of these Guidelines is

ext ended beyond July 1, 2001, then a financial institution may be

pl aced in the position of providing an initial notice regarding
confidentiality and security and thereafter anending the privacy policy
to accurately refer to the federal standards once they becane
effective. For these reasons, the Agencies have retained July 1, 2001
as the effective date for these Cuidelines.

However, the Agencies have included a transition rule for contracts
with service providers. The transition rule, which parallels a simlar
provision in the Privacy Rule, provides a two-year period for
grandf at heri ng existing contracts. Thus a contract entered into on or
before the date that is 30 days after publication of the fina
Guidelines in the Federal Register satisfies the provisions of this
part until July 1, 2003, even if the contract does not include
provi sions delineating the servicer's duties and responsibilities to
protect custoner information described in paragraph I11.D

Location of Guidelines: These guidelines have been published as an
appendi x to each Agency's Standards for Safety and Soundness. For the
OCC, those regul ations appear at 12 CFR part 30; for the Board, at 12
CFR part 208; for the FDIC, at 12 CFR part 364; and for the OIS, at 12
CFR part 570. The Board also is amending 12 CFR parts 211 and 225 to
apply the Guidelines to other institutions that it supervises.

The Agencies will apply the rules already in place to require the
subni ssion of a conpliance plan in appropriate circunmstances. For the
OCC, those regul ati ons appear at 12 CFR part 30; for the Board at 12
CFR part 263; for the FDIC at 12 CFR part 308, subpart R, and for the
OrS at 12 CFR part 570. The final rules make confornmi ng changes to the
regul atory text of these parts.

Resci ssion of Year 2000 Standards for Safety and Soundness: The
Agenci es previously issued guidelines establishing Year 2000 safety and
soundness standards for insured depository institutions pursuant to
section 39 of the FDI Act. Because the events for which these standards
were issued have passed, the Agencies have concl uded that the
gui delines are no | onger necessary and proposed to rescind the
standards as part of this rul emaki ng. The Agencies requested comment on
whet her rescission of these standards is appropriate. Those commenters
responding to this request were unani nmous in recomrendi ng the
resci ssion of the Year 2000 Standards, and the Agenci es have rescinded
t hese standards. These standards appeared for the OCC at 12 CFR part
30, appendix B and C; for the Board at 12 CFR part 208, appendix D 2;
for the FDIC at 12 CFR part 364, appendix B; and for the OIS at 12 CFR
part 570, appendi x B. Accordingly, the Agencies hereby rescind the Year
2000 Standards for Safety and Soundness, effective thirty (30) days
after the publication date of this notice of the joint final rule.

I'V. Regulatory Analysis
A. Paperwor k Reduction Act
The Agenci es have determ ned that this rule does not involve a

collection of information pursuant to the provisions of the Paperwork
Reduction Act (44 U S.C. 3501 et seq.).
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B. Regulatory Flexibility Act

OCC. Under the Regulatory Flexibility Act (RFA), the OCC nust
either provide a Final Regulatory Flexibility Analysis (FRFA) with
these final Guidelines or certify that the final Guidelines "~ “wll not,
if promulgated' ', have a significant econonic inpact on a substanti al
nunber of small entities.\13\ The OCC has eval uated the effects of
these Guidelines on small entities and is providing the follow ng FRFA

\13\ The RFA defines the term “small entity'' in5 U S.C. 601
by reference to a definition published by the Small Business
Adm ni stration (SBA). The SBA has defined a ~"small entity'' for
banki ng purposes as a national or conmercial bank, or savings
institution with less than $100 million in assets. See 13 CFR
121. 201.

Al t hough the OCC specifically sought conmrent on the costs to snmall
entities of establishing and operating information security prograns,
no comrenters provided specific cost information. |Instead, conmenters
confirmed the OCC s conclusion that nmost if not all institutions
al ready have information security prograns in place, because the
standards refl ect good business practices and existing OCC and FFI EC
gui dance. Some comments indicated, however, that institutions will have
to formalize or enhance their information security prograns.

Accordi ngly, the OCC considered certifying, under section 605(b) of the
RFA, that these Guidelines will not have a significant econom c inpact
on a substantial nunmber of small entities. However, given that the

gui dance previously issued by the OCC and the FFIEC is not conpletely

i dentical to the Guidelines being adopted in this rul emaking, the
Guidelines are likely to have some inmpact on all affected institutions.
While the OCC believes that this inmpact will not be substantial in the
case of nmost small entities, we neverthel ess have prepared the
fol |l owi ng FRFA.
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1. Reasons for Final Action

The OCC is issuing these Guidelines under section 501(b) of the G
L-B Act. Section 501(b) requires the OCC to publish standards for
financial institutions subject to its jurisdiction relating to
adm ni strative, technical and physical standards to: (1) insure the
security and confidentiality of custoner records and information; (2)
protect against any anticipated threats or hazards to the security or
integrity of such records; and (3) protect agai nst unauthorized access
to or use of such records or information which could result in
substantial harm or inconvenience to any custormer.
2. Objectives of and Legal Basis for Final Action

The objectives of the Guidelines are described in the Suppl enentary
Informati on section above. The | egal bases for the Guidelines are: 12
U.S.C. 93a, 1818, 1831p-1, and 3102(b) and 15 USC 6801 and 6805(b)(1).
3. Small Entities to Which the Rule WIIl Apply

The OCC s final Guidelines will apply to approxi mately 2300
i nstitutions, including national banks, federal branches and federa
agenci es of foreign banks, and certain subsidiaries of such entities.
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The OCC estinmates that approxi mately 1125 of these institutions are
smal | institutions with assets |less than $100 million

4. Projected Reporting, Recordkeeping, and Other Conpliance

Requi rements; Skills Required

The CGuidelines do not require any reports to the OCC, however, they
require all covered institutions to develop and inplenent a witten
i nformati on security program conprised of several el enents.
Institutions nust assess the risks to their customer information and
adopt appropriate neasures to control those risks. Institutions nust
then test these security neasures and adjust their information security
progranms in |light of any relevant changes. In addition, institutions
must use appropriate due diligence in selecting service providers, and
require service providers, by contract, to inplement appropriate
security nmeasures. The Guidelines also require institutions to nonitor
their service providers, where appropriate, to confirmthey have mnet
their contractual obligations. Finally, the Guidelines require the
board of directors or an appropriate committee of the board of each
institution to approve the institution's information security program
and to oversee its inplenentation. To facilitate board oversight, the
institution nmust provide to the board or to the board committee a
report, at |east annually, describing the overall status of the
institution's information security programand the institution's
conpliance with the Guidelines.

Because the information security program described above reflects
exi sting supervisory guidance, the OCC believes that nost institutions
al ready have the expertise to devel op, inplenment, and maintain the
program However, if they have not already done so, institutions wll
have to retain the services of someone capable of assessing threats to
the institution's customer information. Institutions that |ack an
adequate i nformation security programalso will have to have personne
capabl e of devel oping, inplenenting and testing security nmeasures to
address these threats. Institutions that use service providers may
require legal skills to draft appropriate | anguage for contracts with
service providers.

5. Public Comrent and Significant Alternatives

The OCC did not receive any public conment on its initial
regulatory flexibility analysis, although it did receive coments on
the proposed CGuidelines, and on the inpact of the CGuidelines on small
entities in particular. The conments received by the OCC and the ot her
Agenci es are discussed at length in the supplenmentary information
above. Wile some commenters suggested that the OCC exenpt snall
institutions altogether, the OCC has no authority under the statute to
do so. The discussion below reviews the changes adopted in the fina
Guidelines that will minimze the econom c inpact of the Guidelines on
al | businesses.

The OCC carefully considered conments fromsmall entities that
encouraged the Agencies to issue guidelines that are not overly
prescriptive, that provide flexibility in the design of an informtion
security program but that still provide small entities with some
gui dance. After considering these comments, the OCC deternmined that it
is appropriate to issue the standards as Cuidelines that allow each
institution the discretion to design an information security program
that suits its particular size and conplexity and the nature and scope
of its activities. The OCC considered issuing broader Cuidelines that
woul d only identify objectives to be achieved while leaving it up to
each institution to decide what steps it should take to ensure that it
nmeets these objectives. However, the OCC concl uded that such broad
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gui dance ultimately woul d be | ess hel pful than woul d be guidelines that
combine the flexibility sought by commenters with meani ngful guidance
on factors that an institution should consider and steps that the
institution should take. The OCC al so considered the utility of nore
prescriptive guidelines, but rejected that approach out of concern that
it likely would be nore burdensone, could interfere with innovation

and coul d i npose requirenents that would be i nappropriate in a given
situation. Wile the Guidelines are not overly detail ed, they provide
gui dance by establishing the process an institution will need to follow
in order to protect its customer information and by identifying
security neasures that are likely to have the greatest applicability to
nati onal banks in general

Most comenters supported the use of the nmore narrow definition of
““custoner'' in the Guidelines as is used in the Privacy Rul e rather
than a broad definition that would apply to all records under the
control of a financial institution. Comrenters maintained that two
different definitions would be confusing and al so inconsistent with the
use of the term  “custoner'' in section 501 of the GL-B Act. The OCC
consi dered using the broader definition, but determ ned that
i nformati on security could be addressed nore broadly through other
vehi cl es. For the sake of consistency, the final Guidelines adopt the
narrower definition and apply only to records of consunmers who have
established a continuing relationship with an institution under which
the institution provides one or nore financial products or services to
the consunmer to be used primarily for personal, famly or household
purposes, the definition used in the Privacy Rule.

Many comenters criticized the Iist of proposed objectives for each
financial institution's information security program which generally
reflected the statutory objectives in section 501(b). According to
these coments, the objectives were stated in a manner that nade them
absol ute, unachi evabl e, and therefore burdensone. The final Guidelines
have been drafted to clarify these objectives by stating that each
security programis to be " “designed'' to acconplish the objectives
st at ed.

Comment ers wanted board invol verrent in the devel opment and
i mpl enmentation of an information security programleft to the
di scretion of the financial institution. Comrenters al so asked the OCC
to clarify that the board nmay del egate to a comrittee responsibility
for involvenent in the
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institution's security program Wile the final Guidelines as drafted
continue to place responsibility on an institution's board to approve
and exerci se general oversight over the program they now clarify that
a comittee of the board may approve the institution's witten security
program In addition, the Guidelines pernmit the board to assign
specific inmplenmentation responsibilities to a cormittee or an
i ndi vi dual

The OCC considered requiring an institution to designate a
Corporate Security O ficer. However, the agency agreed with conmenters
that a financial institution is in the best position to determ ne who
shoul d be assigned specific roles in inmplementing the institution's
security program Therefore, the Guidelines do not include this
requi renment.

The proposal identifying various security measures that an
i nstitution should consider in evaluating the adequacy of its policies
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and procedures was criticized by many commenters. These comenters

m sinterpreted the Iist of measures and believed each neasure to be
mandatory. Small entities comented that these nmeasures were overly
conprehensi ve and burdensone. As discussed previously in the preanble,
the OCC did not intend to suggest that every institution nmust adopt
every one of the measures. To highlight the OCC s intention that an
institution nmust determine for itself which neasures will be
appropriate for its owm risk profile, the final Guidelines nowclearly
state that each financial institution nust consider whether the
security elements |isted are appropriate for the institution and, if
so, adopt those elenments an institution concludes are appropriate.

Commenters noted that testing could be burdensone and costly,
especially for small entities. The OCC consi dered mandating specific
tests, but determined that with changes in technol ogy, such tests could
become obsol ete. Therefore, the final Guidelines pernmt managenment to
exercise its discretion to deternmine the frequency and types of tests
that need to be conducted. The OCC considered required testing or the
review of tests to be conducted by outside auditors. The OCC determ ned
that these duties could be perfornmed effectively by an institution's
own staff, if staff selected is sufficiently independent. Therefore,
the Guidelines pernmit financial institutions to determne for
t henmsel ves whether to use third parties to either conduct tests or
review their results or to use staff independent of those that devel op
or maintain the institution's security program

Many comenters objected to provisions in the proposal requiring
institutions to nonitor their service providers. Comrenters asserted
that it would be burdensone to require themto nmonitor the activities
of their service providers and that information security of service
provi ders shoul d be handl ed t hrough contractual arrangenents. The fina
Gui delines include greater flexibility with regard to the nonitoring of
service providers than was provided in the proposal. The fina
Gui del i nes recogni ze that sone service providers will be financial
institutions that are directly subject to these Guidelines or other
st andards promul gated under section 501(b) and that other service
provi ders may al ready be subject to | egal and professional standards
that require themto safeguard the institution's custoner informtion
Therefore, the final CGuidelines pernmit an institution to do a risk
assessment taking these factors into account and to deternine for
t hensel ves which service providers will need to be nmonitored. \Were
monitoring is warranted, the Guidelines now specify that nonitoring can
be acconplished, for exanple, through the periodic review of the
service provider's associated audits, summaries of test results, or
equi val ent nmeasures of the service provider

In addition, after considering the conmmrents about contracts with
service providers and the effective date of the Cuidelines, the OCC
al so adopted a transition rule, simlar to a provision in the Privacy
Rul e, that grandfathers existing contracts for a two-year period.

One comenter requested that smaller comrunity banks be given
additional time to conply with the Cuidelines because having to conply
with the new Privacy Rule and these Guidelines will put a strain on the
resources of smaller banks. The OCC considered this request but did not
change the effective date of the Cuidelines given the inportance of
saf eguardi ng custoner information. In addition, nost institutions
al ready have information security progranms in place, and the OCC has
addressed this concern by adding flexibility to the final Guidelines in
a variety of other areas as described above.

Board: The Regulatory Flexibility Act (5 U.S.C. 604) requires an
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agency to publish a final regulatory flexibility analysis when
promul gating a final rule that was subject to notice and conmment.

Need for and objectives of Guidelines: As discussed above, these
Gui delines inplenent section 501 of the GLB Act. The objective of the
Guidelines is to establish standards for financial institutions that
are subject to the Board's jurisdiction to protect the security and
confidentiality of their custoners' information. In particular, the
Gui delines require those financial institutions to inplenment a
conprehensive witten information security programthat includes:

(1) Assessing the reasonably foreseeable internal and externa
threats that could result in unauthorized disclosure, nisuse,
alteration, or destruction of customer information

(2) Adopting security measures that the financial institution
concl udes are appropriate for it; and

(3) Overseeing its arrangenents with its service provider(s).

Comments on the initial regulatory flexibility analysis: Although
few comenters addressed the initial regulatory flexibility analysis
specifically, many commenters addressed the regul atory burdens that
were discussed in that analysis. Several commenters noted that certain
aspects of the proposal nmay tax the conmparatively limted resources of
small institutions, yet few conmenters quantified the potential costs
of conpliance. The comments received by the Board and the other
Agenci es were discussed in the supplenentary information above. Those
comments that are closely related to regul atory burden are highlighted
bel ow.

The Board requested comment on the scope of the term " custoner’
for purposes of the Guidelines. Many conmenters opposed expanding the
proposed scope of the CGuidelines to apply to informati on about business
custoners and consunmers who have not established continuing
relationships with the financial institution. The commenters stated
that an expanded scope woul d i mpose hi gher costs of devel opi ng an
i nformati on security program and woul d be inconsistent with the use of
the term  “custoner'' in section 501 of the GLB Act and the Agencies'
Privacy Rule. As explained in the supplenentary informtion above, the
Board has defined " “custoner'' in the final Guidelines in the same way
as that termis defined in section __.3(h) of the Agencies' Privacy
Rul e.

Many commenters urged the Board to reduce the |evel of detail about
the kinds of nmeasures that would be required to inplenment an
i nformati on security program under the proposed Gui delines. Comenters
argued, for instance, that requiring particular testing procedures of
security systems woul d make the standards too onerous for those
institutions for which other kinds of tests and audits would be nore
suitable. In a sinmlar vein, some commenters proposed that the Board
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shoul d i ssue exanples that would illustrate the kinds of security
measures that, if adopted, would constitute conpliance with the
Gui del i nes.

The Board believes that many comenters may have mnisinterpreted the
intent of the original proposal regarding the particul ar saf eguards
that woul d be expected. The provision that requires each financial
institution to consider a variety of security measures has been
redrafted in an effort to clarify that the institution nust deterni ne
for itself which measures will be appropriate to its own risk profile.
Al though an institution is required to consider each of the security
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measures |listed in paragraph I11.C. 1., it is not obligated to

i ncorporate any particular security neasures or particular testing
procedures into its information security program Rather, the
institution may adopt those neasures and use those tests that it

concl udes are appropriate. The Board is mindful that institutions'
operations will vary in their conplexity and scope of activities and
present different risk profiles to their custoner informtion

Accordi ngly, the Board has not established definitive security measures
that, if adopted, would constitute conpliance with the Guideli nes.

The Board asked for conments on several issues related to the
appropriate security standards pertaining to an institution's
arrangenents with its service providers. As discussed above, many
coment s addressed these issues and, notably, objected to a provision
that would require an institution to nonitor its service providers
through on-site audits. Several comenters noted that the service
provi ders often contract for audits of their systenms and argued that an
institution should be able to rely upon those testing procedures.
Commenters al so reconmended that an institution's responsibility for
i nformati on given to service providers require only that the
institution enter into appropriate contractual arrangenents. The Board
has nmodified the Guidelines to clarify an institution's
responsibilities with respect to service providers. The Board has not
designed a standard that would require a financial institution to
conduct an on-site audit of its service provider's security program
I nstead, the Board adopted a standard that requires an institution to
monitor its service provider to confirmthat it has satisfied its
contractual obligations, depending upon the institution's risk
assessment. In the course of conducting its risk assessnent and
deternm ning which service providers will need to be nonitored, an
institution may take into account the fact that some of its service
providers may be financial institutions that are directly subject to
these CGuidelines or other standards pronul gated by their primary
regul ator under section 501(b). Furthernore, after considering the
coment s about contracts with service providers and the effective date
of the Guidelines, the Board al so adopted a transition rule, which
parallels a simlar provision in the Privacy Rule, that provides a two-
year period for grandfathering existing contracts.

Many comenters addressed the burdens that woul d be inposed by the
proposal due to the effective date and urged the Board to extend the
proposed July 1, 2001, effective date for period ranging fromone to
two years. Most of these comenters argued that conplying with the
proposed CGuidelines by July 1, 2001, would place a considerabl e burden
on their businesses, particularly because the Guidelines would mandate
changes to computer software, enployee training, and conpliance
systens. As discussed above, the Board believes that the dates for ful
conpliance with these CGuidelines and the Privacy Rul e should coi ncide.
Financial institutions are required, as part of their initial privacy
notices, to describe their policies and practices with respect to
protecting the confidentiality and security of nonpublic persona
information (12 CFR 216.6). The Board believes that if the effective
date of these Cuidelines is extended beyond July 1, 2001, then a
financial institution may be placed in the position of providing an
initial notice regarding confidentiality and security and thereafter
amendi ng the privacy policy to accurately refer to the federa
st andards once they becane effective. Accordingly, the Board has
adopted the proposed effective date of July 1, 2001

Institutions covered. The Board's final Guidelines will apply to
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approximately 9,500 institutions, including state nmenber banks, bank
hol di ng conpani es and certain of their nonbank subsidiaries or
affiliates, state uninsured branches and agenci es of foreign banks,
comerci al | endi ng conpani es owned or controlled by foreign banks, and
Edge and Agreenment corporations. The Board estimates that over 4,500 of
the institutions are small institutions with assets |ess than $100
mllion.

New conpliance requirements. The final Guidelines contain new
conpliance requirenents for all covered institutions, many of which are
contained in existing supervisory gui dance and exam nati on procedures.
Nonet hel ess, each must devel op and inplenent a witten information
security program As part of that program institutions will be
required to assess the reasonably foreseeable risks, taking into
account the sensitivity of custonmer information, and assess the
sufficiency of policies and procedures in place to control those risks.
Institutions that use third party service providers to process customer
i nformati on nmust exercise appropriate due diligence in selecting them
require them by contract to inplement appropriate nmeasures designed to
meet the objectives of these Guidelines, and dependi ng upon the
institution's risk assessnment, nmonitor themto confirmthat they have
satisfied their contractual obligations. As part of its conpliance
measures, an institution may need to train its enpl oyees or hire
i ndi viduals with professional skills suitable to inplenmenting the
policies and procedures of its information security program such as
those skills necessary to test or reviewtests of its security
measures. Some institutions may already have prograns that neet these
requi renents, but others may not.

M nimzing inmpact on small institutions. The Board believes the
requi renents of the Act and these CGuidelines may create additiona
burden for sone small institutions. The Guidelines apply to all covered
institutions, regardless of size. The Act does not provide the Board
with the authority to exenpt a small institution fromthe requirenent
of inplementing adm nistrative, technical, and physical safeguards to
protect the security and confidentiality of customer information
Al t hough the Board coul d devel op di fferent guidelines depending on the
size and conmplexity of a financial institution, the Board believes that
differing treatment would not be appropriate, given that one of the
stated purposes of the Act is to protect the confidentiality and
security of customers' nonpublic personal infornmation.

The Board believes that the conpliance burden is mninimzed for

small institutions because the Cuidelines expressly allow institutions
to devel op security neasures that are " “appropriate to the size and
conmplexity of the [institution]''. The Guidelines do not mandate any

particul ar policies, procedures, or security measures for any
institution other than general requirenents, such as to ~“train staff’'
or “"nonitor its service providers to confirmthat they have satisfied
their [contractual] obligations''. The Board believes that the fina
Guidelines vest a small institution with a broad degree of discretion
to design and inplement an
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i nformation security programthat suits its own organi zationa
structure and risk profile.

FDI C. The Regulatory Flexibility Act (5 U S.C. 601-612) (RFA)
requires, subject to certain exceptions, that federal agencies prepare
an initial regulatory flexibility analysis (IRFA) with a proposed rule
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and a final regulatory flexibility analysis (FRFA) with a final rule,
unl ess the agency certifies that the rule will not have a significant
econoni c i nmpact on a substantial nunber of small entities.\14\ At the
time of issuance of the proposed CGuidelines, the FDI C could not make
such a determination for certification. Therefore, the FDI C i ssued an
| RFA pursuant to section 603 of the RFA. After reviewi ng the coments
subnmitted in response to the proposed Guidelines, the FDIC believes
that it does not have sufficient information to deterni ne whether the
final Guidelines would have a significant economnic inpact on a
substantial nunber of small entities. Hence, pursuant to section 604 of
the RFA, the FDI C provides the follow ng FRFA.

\'14\ The RFA defines the term “small entity'' in5 U S.C. 601
by reference to definitions published by the Small Busi ness
Adm ni stration (SBA). The SBA has defined a ~“small entity'' for
banki ng purposes as a national or conmercial bank, or savings
institution with less than $100 million in assets. See 13 CFR
121. 201.

This FRFA incorporates the FDIC s initial findings, as set forth in
the | RFA; addresses the comments submitted in response to the |IRFA;, and
describes the steps the FDIC has taken in the final rule to mnimze
the inmpact on small entities, consistent with the objectives of the
Granm Leach-Bliley Act (G L-B Act). Also, in accordance with section
212 of the Small Business Regul atory Enforcenent Fairness Act of 1996
(Public Law 104-121), in the near future the FDIC will issue a
conpliance guide to assist snmall entities in conplying with these
Gui del i nes.

Smal |l Entities to Wiich the Guidelines WII Apply

The final Guidelines will apply to all FDICinsured state-nonmenber
banks, regardless of size, including those with assets of under $100
mllion. As of September 2000, there were 3,331 snmall banks out of a
total of 5,130 FDI C-insured state-nonnenmber banks with assets of under
$100 million. Title V, Subtitle A of the GLBA does not provide either
an exception for small banks or statutory authority upon which the FDI C
could provide such an exception in the CGuidelines.

Statenent of the Need and Objectives of the Rule

The final Guidelines inplement the provisions of Title V, Subtitle
A, Section 501 of the GLBA addressing standards for safeguarding
custoner information. Section 501 requires the Agencies to publish
standards for financial institutions relating to adninistrative,
techni cal, and physical standards to:

Insure the security and confidentiality of custoner records and
i nformati on.

Protect against any anticipated threats or hazards to the
security or integrity of such records.

Protect agai nst unauthorized access to or use of such records or
i nformati on, which could result in substantial harm or inconvenience
to any custormer.
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The final Guidelines do not represent any change in the policies of
the FDIC;, rather they inplenent the GL-B Act requirenment to provide
appropriate standards relating to the security and confidentiality of
customer records.

Sumary of Significant |ssues Raised by the Public Conments;
Description of Steps the Agency Has Taken in Response to the Comrents
to Mninmze the Significant Economi c | npact on Small Entities.

In the IRFA, the FDIC specifically requested i nformati on on whet her
small entities would be required to amend their operations in order to
conmply with the final Guidelines and the costs for such conpliance. The
FDI C al so requested comment or information on the costs of establishing
i nformati on security progranms. The FDI C al so sought comment on any
significant alternatives, consistent with the GL-B Act that would
mninmze the inpact on small entities. The FDI C received a total of 63
comment letters. However, none of the comment letters specifically
addressed the initial regulatory flexibility act section of the
proposed Cuidelines. Instead, many comenters, representing banks of
vari ous sizes, addressed the regulatory burdens in connection with
their discussion of specific Guideline provisions.

The FDI C has sought to mnimze the burden on all businesses,
including small entities, in pronulgating this final Guidelines. The
statute does not authorize the FDIC to create exenptions fromthe G L-B
Act based on an institution's asset size. However, the FDI C carefully
consi dered coments regarding alternatives designed to nmininize the
econoni ¢ and overall burden of conmplying with the final Guidelines. The
di scussi on bel ow revi ews sonme of the significant changes adopted in the
final Guidelines to acconmplish this purpose.

1. Issue the Rule as Guidelines or Regulations. The FDI C sought
coment on whether to issue the rule as Guidelines or as regul ations.
Al'l the comment letters stated that the rule should be issued in the
form of CGuidelines. Some community banks stated that the Cuidelines
wer e unnecessary because they already have information security
progranms in place but would prefer Guidelines to regulations. The
comentary supported the use of Guidelines because guidelines typically
provide nmore flexibility than regul ations. Since technol ogy changes
rapidly, Guidelines would allow institutions to adapt to a changi ng
environnent more qui ckly than regul ati ons, which nay becone outdat ed.
The FDI C has issued these standards as Cuidelines. The final GCuidelines
establish standards that will allow each institution the flexibility to
design an information security programto accommpdate its particul ar
| evel of conplexity and scope of activities.

2. Definition of Custoner. In the proposed CGuidelines, the FDI C
defined "~ “customer'' in the sane manner as in the Privacy Rule. A
““custoner'' is defined as a consuner who has established a continuing
relationship with an institution under which the institution provides
one or nore financial products or services to the consumer to be used
primarily for personal, famly, or househol d purposes. This definition
does not include a business or a consunmer who does not have an ongoi ng
relationship with a financial institution. Alnmost all of the conments
received by the FDIC agreed with the proposed definition and agreed
that the definition should not be expanded to provide a conmon
i nformati on security programfor all types of records under the contro
of a financial institution. The Guidelines will apply only to consumer
records as defined by the Privacy Rule, not business records. This wll
allow for a consistent interpretation of the term ~custoner'' between
the Guidelines and the Privacy Rule.

3. Involverment of the Bank's Board of Directors. The FDI C sought
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comment on how frequently nmanagenment should report to the board of
directors concerning the bank's information security program Mst of
the comrent letters stated that the final Cuidelines should not dictate
how frequently the bank reports to the board of directors and that the
bank shoul d have discretion in this regard. The comment letters clearly
conveyed a preference to not have a reporting requirenent. However, if
there was to be one, comrenters suggested that it be annual
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The Agenci es have amended the Guidelines to require that a bank report
at least annually to its board of directors. However, nore frequent
reporting will be necessary if a material event affecting the

i nformati on security systemoccurs or if material nodifications are
made to the system

4. Designation of Corporate Information Security Oficer. The
Agenci es consi dered whether the CGuidelines should require that the
bank's board of directors designate a ~~Corporate Information Security
Oficer'' with the responsibility to develop and adni ni ster the bank's
i nformati on security program Mst of the commrent letters requested
that this requirement not be adopted because addi ng a new personnel
position would be financially burdensone. The FDI C agrees that a new
position with a specific title is not necessary. The final Guidelines
do, however, require that the authority for the devel opnent,

i mpl enmentation, and adm nistration of the bank's information security
program be clearly expressed although not assigned to a particular
i ndi vi dual

5. Managing and Controlling Risk. Many conments focused on the
el even factors in the proposed Cuidelines that banks shoul d consi der
when eval uating the adequacy of their information security prograns.
The Agencies did not intend to nmandate the security neasures listed in
section I1l1.C. of the proposed CGuidelines for all banks and all data.

I nstead the Agencies believe the security neasures should be foll owed
as appropriate for each bank's particul ar circunstances. Some concern
was expressed that the proposed Cuidelines required encryption of al
customer information. The FDI C believes that a bank that has Internet-
based transaction accounts or a transactional Wb site nay deci de that
encryption is appropriate, but a bank that processes all data
internally may need different access restrictions. Wile a bank is to
consi der each element in section IIl.C. in the design of its

i nformati on security program this is |ess burdensonme than a

requi renment to include each element |isted that section

The proposed CGuidelines provided that institutions train enployees
to recogni ze, respond to, and report suspicious attenpts to obtain
custoner information directly to | aw enforcenment agenci es and
regul atory agencies. Sone comrent |letters stated that suspicious
activity should be reported to managenment, not directly to | aw
enforcenment agenci es and regul atory agencies. The FDI C believes
enpl oyees shoul d be nade aware of federal reporting requirenments and an
institution's procedures for reporting suspicious activity. However
t he Guidelines have been anmended to allow financial institutions to
decide who is to file a report to | aw enforcenent agencies, consistent
with other applicable regulations.

A significant nunber of comments stated that the FDI C shoul d not
require specific tests to ensure the security and confidentiality of
custoner information. Sone coments stated that periodic testing is
appropriate. The final CGuidelines do not specify particular tests but
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provi de that nanagenent shoul d decide on the appropriate testing. Al so,
the final Guidelines require tests to be conducted or revi ewed by
peopl e i ndependent of those who operate the systems. Further, banks
must review their service provider's security programto determ ne that
it is consistent with the Guidelines. However, the final Guidelines do
not require on-site inspections.

6. Effective Date. The effective date for the final Guidelines is
July 1, 2001. As discussed in the section-by-section analysis, many of
the coment letters urged the FDIC to extend the effective date of the
CGui delines, particularly since this is the effective date for conplying
with the Privacy Rule. Several of the comrents suggested the proposed
ef fective date be extended for 12 to 18 nonths. However, the FDIC
believes that the effective date for the CGuidelines and the Privacy
Rul e shoul d coincide. The Privacy Rule requires a financial institution
to disclose to its custonmers that the bank maintai ns physical
el ectronic, and procedural safeguards to protect customers' nonpublic
personal information. Appendix A of the Privacy Rule provides that this
disclosure may refer to these federal guidelines. This is only
meani ngful if the final Cuidelines for safeguarding custoner
informati on are effective when the disclosure is nade. The Cuidelines
do provide a transition rule for contracts with service providers--
essentially allowing a two-year conpliance period for service provider
contracts. A contract entered into on or before March 5, 2001
satisfies the provisions of this part until July 1, 2003, even if the
contract does not include provisions delineating the servicer's duties
and responsibilities to protect custoner information described in
section II1.D. This additional tinme will allow financial institutions
to make all necessary changes to service provider contracts and to
conply with this segnent of the Guidelines.

Sumary of the Agency Assessnent of |ssues Raised in Public
Coment s

Most of the comment letters did not discuss actual conpliance costs
for inmplementing the provisions of the Guidelines. Some conmenters
stated that their bank has an established information security program
and that information security is a customary business practice. The new
conpliance and reporting requirenments will create additional costs for
some institutions. These costs include: (1) Training staff; (2)
nmoni tori ng outsourcing agreenents; (3) perform ng due diligence before
contracting with a service provider; (4) testing security systens; and
(5) adjusting security progranms due to technol ogy changes. The conments
did not provide data fromwhich the FDI C could quantify the cost of
i mpl enenting the requirenments of the GLBA. The conpliance costs wil
vary anong institutions.

Description/Estimate of Small Entities To Wiich the Guidelines WII
Apply

The Guidelines will apply to approximately 3,300 FDIC insured State
nonmenber banks that are snmall entities (assets |less than $100 mllion)
as defined in the RFA

Description of Projected Reporting, Record-Keeping, and O her
Conpl i ance Requirenents

The final Guidelines contain standards for the protection of
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custoner records and information that apply to all FDI Cinsured state-

nonmenber banks. Institutions will be required to report annually to
the bank's board of directors concerning the bank's information
security program Institutions will need to develop a training program

that is designed to inplenment the institution's information security
policies and procedures. An institution's information security system
will be tested to ensure the controls and procedures of the program
wor k properly. However, the final Cuidelines do not specify what
particul ar tests the bank shoul d undertake. The final Guidelines state
that the tests are to be conducted or reviewed by persons who are

i ndependent of those who operate the systens. Institutions will have to
exercise due diligence in the selection of service providers to ensure
that the bank's customer information will be protected consistent with
these CGuidelines. And institutions will have to nonitor these service
provi der arrangenments to confirmthat the institution's custoner
information is protected, which may be acconplished by revi ew ng
service provider audits
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and summaries of test results. Also, institutions will need to adjust
their security program as technol ogy changes.

The types of professional skills within the institution necessary
to prepare the report to the board would include an understandi ng of
the institution's information security program a |evel of technica
knowl edge of the hardware and software systens to evaluate test results
recommendi ng substantial nodifications; and the ability to evaluate and
report on the institution's steps to oversee service provider
arrangenents.

OTS: The Regul atory Flexibility Act (RFA),\15\ requires OIS to
prepare a final regulatory flexibility analysis with these fina

CGui delines unless the agency certifies that the rule will not have a
significant economic inpact on a substantial nunber of small entities.
OTS has eval uated the effects these Guidelines will have on small

entities. In issuing proposed Guidelines, OIS specifically sought
comment on the costs of establishing and operating information security
programnms, but no conmenters provided specific cost information
Institutions cannot yet know how they will inplenent their information
security progranms and therefore have difficulty quantifying the

associ ated costs. The Director of OIS considered certifying, under
section 605(b) of the RFA, that these guidelines will not have a
significant economic inpact on a substantial nunber of small entities.
However, because OTS cannot quantify the inpact the Guidelines wil
have on small entities, and in the interests of thoroughness, OIS does
not certify that the Guidelines will not have a significant econonic

i mpact on a substantial nunber of small entities. Instead, OIS has
prepared the following final regulatory flexibility analysis.

A. Reasons for Final Action
OTS i ssues these Guidelines pursuant to section 501 of the GL-B

Act. As described in this preanble and in the notice of proposed
action, section 501 requires OTS to publish standards for the thrift

http://ww.gpo.ucop.edu/cgi-bin/gpogate.testwai sdoc=1& doctype=HTML & docid.../162.140.64.8 3/14/01



Page 37 of 64

i ndustry relating to admi nistrative, technical, and physical safeguards
to: (1) Insure the security and confidentiality of custoner records and
i nformation; (2) protect against any anticipated threats or hazards to
the security or integrity of such records, and (3) protect against
unaut hori zed access to or use of such records or information which
could result in the substantial harm or inconvenience to any custoner.

B. Objectives of and Legal Basis for Final Action

The objectives of the Guidelines are described in the Suppl enentary
Informati on section above. The | egal bases for the final action are:
section 501 of the G L-B Act; section 39 of the FDI Act; and sections
2, 4, and 5 of the Home Owmners' Loan Act (12 U.S.C. 1462, 1463, and
1464).

C. Description of Entities To Which Final Action WII Apply

These Guidelines will apply to all savings associ ati ons whose
deposits are FDI C insured, and subsidiaries of such savings
associ ations, except subsidiaries that are brokers, dealers, persons
provi di ng i nsurance, investnment conpanies, and investnent advisers.\ 16\

D. Projected Reporting, Recordkeeping, and O her Conpliance
Requi rements; Skills Required

The CGuidelines do not require any reports to OIS. As di scussed nore
fully above, they do require institutions to have a witten informtion
security program and to make an appropriate report to the board of
directors, or a board conmittee, at |east annually. The Cuidelines
require institutions to establish an information security program if
they do not already have one. The Guidelines require institutions to
assess the risks to their customer security and to adopt appropriate
measures to control those risks. Institutions nust also test the key
controls, comrensurate with the risks. Institutions nust use
appropriate due diligence in selecting outside service providers, and
require service providers, by contract, to inplenment appropriate
security nmeasures. Finally, where appropriate, the Guidelines require
institutions to nmonitor their service providers.

\'16\ For purposes of the Regulatory Flexibility Act, a small
savings association is one with less than $100 mllion in assets. 13
CFR 121.201 (Division H). There are approxi mately 487 such snall
savi ngs associ ati ons, approximtely 97 of which have subsidiari es.

Prof essional skills, such as skills of computer hardware and
software, will be necessary to assess information security needs, and
to design and inplerment an information security program The particul ar
skills needed will be commensurate with the nature of each
institution's system i.e. nmore skills will be needed in institutions
wi th sophisticated and extensive conmputerization. As a result, small
entities with | ess extensive conmputerization are |ikely to have |ess
burdensonme conpliance needs than large entities. Institutions that use
outside service providers nmay require legal skills to draft appropriate
| anguage for contracts with service providers.
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E. Public Conmmrent and Significant Alternatives

OTS did not receive any public comrent on its initial regulatory
flexibility analysis, although it did receive coments on the proposa
in general, and on the Guidelines' inpact on small entities in
particular. OTS addresses these bel ow

OTS has consi dered publishing standards using only the broad
| anguage in section 501(b) of the G L-B Act, as supported by one
comenter. The Agencies rejected this alternative in favor of nore
conmprehensi ve Cuidelines. Using only the general statutory |anguage
woul d permt institutions maximum flexibility in inplenmenting
i nformati on security protections and woul d not put institutions at a
conpetitive disadvantage with respect to institutions not subject to
the sane security standards. However, using the statutory |anguage
al one woul d not provide enough guidance to institutions about what
ri sks need to be addressed or what types of protections are
appropriate. Small institutions in particular may need gui dance in this
area. One trade association that represents comunity banks comrented
that institutions need guidance to determ ne what |evel of information
security the Agencies will look for, and that comunity banks in
particul ar need guidance in this area. OIS believes that the
alternative it chose, nore conprehensive standards, provides hel pful
gui dance without sacrificing flexibility.

OTS has al so considered the alternative of defining *~ service
provider'' nore narrowmy than in the proposed Guidelines to reduce
regul atory burden. The Guidelines require a financial institution to
take appropriate steps to protect custoner information provided to a
service provider. Due to limted resources, snmall institutions may need
to outsource a disproportionately |arger nunber of functions than |arge
i nstitutions outsource, and accordingly have a greater need for service
provi ders. Thus, the burdens associated with service providers nay fal
nmore heavily on small institutions than on large institutions. But the
risks to information security do not necessarily vary depending on a
service provider's identity. Rather, they vary depending on the type
and volume of information to which a service provider has access, the
safeguards it has in place, and what the service provider does with the
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i nformati on. Basing the requirenments as to service providers on a
service provider's identity would not necessarily focus protections on
areas of risk. For this reason, the final CGuidelines focus the
protections regarding service providers on the risks involved rather
than on the service provider's identity. This approach should provide
the necessary protections w thout unnecessary burden on small
institutions.

OTS reviewed the alternative of requiring an institution's board of
directors to designate a Corporate Information Security O ficer who
woul d have authority, with approval by the board, to devel op and
adm nister the institution's informati on security program However,
ultimately, the agencies rejected the idea of having financial
institutions create a new position to fulfill this purpose. |nstead,
the Guidelines allow financial institutions the flexibility to
deternmi ne who shoul d be assigned specific roles in inplenmenting the
institution's security program As a result, small institutions will be
relieved of a potential burden.

The final Guidelines incorporate new provisions not in the proposed

http://ww.gpo.ucop.edu/cgi-bin/gpogate.testwai sdoc=1& doctype=HTML & docid.../162.140.64.8 3/14/01



Page 39 of 64

CGui delines designed to add flexibility to assist all institutions,

| arge and snmall. For exanple, the final Guidelines, unlike the
proposal, do not specify particular tasks for managenment. |nstead, the
final Guidelines allow each institution the flexibility to decide for
itself the nost efficient allocation of its personnel. Sinmilarly, the
final Guidelines allow institutions to del egate board duties to board
committees. Additionally, in the final guidelines the Agencies renmoved
the requirenment that information security prograns " “shall * * *
ensure'' the security and confidentiality of customer information

I nstead, the guidelines say the program  “shall be designed to * * *
ensure'' the security and confidentiality of customer information. The
final Guidelines further incorporate nore flexibility than the proposa
concerning testing systens. The proposal required third parties of
staff independent of those who maintain the programto test it, and
required third parties or staff independent of the testers to review
test results. To add flexibility, the final CGuidelines nore sinply
require staff or third parties independent of those who devel op or

mai ntain the prograns to conduct or review the tests. These changes
shoul d serve to reduce the burden of the Guidelines.

C. Executive Order 12866

The Conptroller of the Currency and the Ofice of Thrift
Supervi sion have determined that this rule does not constitute a
““significant regulatory action'' for the purposes of Executive Order
12866. The OCC and OTS are issuing the Guidelines in accordance with
the requirenments of Sections 501 and 505(b) of the G L-B Act and not
under their own authority. Even absent the requirements of the GL-B
Act, if the OCC and OTS had issued the rule under their own authority,
the rule would not constitute a "~“significant regulatory action'' for
pur poses of Executive Order 12866.

The standards established by the Guidelines are very flexible and
all ow each institution the discretion to have an information security
programthat suits its particular size , conplexity and the nature and
scope of its activities. Further, the standards reflect good business
practi ces and gui dance previously issued by the OCC, OIS, and the
FFI EC. Accordingly, most if not all institutions already have
i nformati on security progranms in place that are consistent with the
Gui delines. In such cases, little or no nodification to an
institution's programw |l be required.

D. Unfunded Mandates Act of 1995

Section 202 of the Unfunded Mandates Reform Act of 1995, 2 U S.C.
1532 (Unfunded Mandates Act), requires that an agency prepare a
budgetary i npact statenment before promulgating any rule likely to
result in a federal mandate that may result in the expenditure by
state, local, and tribal governments, in the aggregate, or by the
private sector, of $100 nmillion or nmore in any one year. |f a budgetary
i mpact statenment is required, section 205 of the Unfunded Mandat es Act
al so requires the agency to identify and consider a reasonabl e nunber
of regulatory alternatives before promulgating the rule. However, an
agency is not required to assess the effects of its regulatory actions
on the private sector to the extent that such regul ations incorporate
requi renents specifically set forth in law 2 U S. C. 1531

The OCC and OTS believe that npst institutions al ready have
established an i nformation security program because it is a sound
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busi ness practice that al so has been addressed in existing supervisory
gui dance. Therefore, the OCC and OTS have deternined that the
Guidelines will not result in expenditures by state, local, and tri bal
governments, in the aggregate, or by the private sector, of $100
mllion or nore in any one year. Accordingly, the OCC and OTS have not
prepared a budgetary inpact statement or specifically addressed the
regul atory alternatives considered.

Li st of Subjects
12 CFR Part 30

Banks, banking, Consuner protection, National banks, Privacy,
Reporting and recordkeepi ng requirenents.

12 CFR Part 208

Banks, banking, Consuner protection, Federal Reserve System
For ei gn banki ng, Hol di ng conpani es, Information, Privacy, Reporting and
recordkeepi ng requirenents.

12 CFR Part 211

Exports, Federal Reserve System Foreign banking, Hol ding
conmpani es, Investnments, Privacy, Reporting and recordkeeping
requi renents.

12 CFR Part 225

Adm ni strative practice and procedure, Banks, banking, Federal
Reserve System Hol di ng conpani es, Privacy, Reporting and recordkeepi ng
requi renments, Securities.

12 CFR Part 263

Adm ni strative practice and procedure, Clains, Crine, Equal access
in justice, Federal Reserve System Lawyers, Penalties.

12 CFR Part 308

Adm ni strative practice and procedure, Banks, banking, d ains,
Crinme, Equal access of justice, Lawyers, Penalties, State nonmenber
banks.
12 CFR Part 364

Adm ni strative practice and procedure, Bank deposit insurance,
Banks, banking, Reporting and recordkeepi ng requirenments, Safety and
soundness.

12 CFR Part 568

Reporting and recordkeepi ng requirenents, Savings associ ati ons,
Security neasures. Consuner protection, Privacy, Savings associations.

12 CFR Part 570
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Consuner protection, Privacy, Savings associations.
O fice of the Conptroller of the Currency
12 CFR Chapter |
Aut hority and |ssuance

For the reasons set forth in the joint preanble, part 30 of the
chapter | of title 12 of the Code of Federal Regulations is anmended as
foll ows:

[[ Page 8633]]
PART 30- - SAFETY AND SOUNDNESS STANDARDS

1. The authority citation for part 30 is revised to read as
fol |l ows:

Authority: 12 U.S.C. 93a, 1818, 1831-p, 3102(b); 15 U.S.C. 6801
6805(b) (1) .

2. Revise Sec. 30.1 to read as follows:

Sec. 30.1 Scope.

(a) The rules set forth in this part and the standards set forth in
appendices A and B to this part apply to national banks and federa
branches of foreign banks, that are subject to the provisions of
section 39 of the Federal Deposit Insurance Act (section 39)(12 U S.C
1831p-1).

(b) The standards set forth in appendix B to this part also apply
to uni nsured national banks, federal branches and federal agencies of
forei gn banks, and the subsidiaries of any national bank, federa
branch or federal agency of a foreign bank (except brokers, dealers,
persons providing insurance, investment conpani es and i nvestment
advi sers). Violation of these standards may be an unsafe and unsound
practice within the meaning of 12 U S. C. 1818.

3. In Sec. 30.2, revise the |last sentence to read as foll ows:

Sec. 30.2 Purpose.

* * * The Interagency Guidelines Establishing Standards for Safety
and Soundness are set forth in appendix Ato this part, and the
I nt eragency Gui del i nes Establishing Standards for Safeguardi ng Customer
Informati on are set forth in appendix B to this part.

4. In Sec. 30.3, revise paragraph (a) to read as foll ows:

Sec. 30.3 Determ nation and notification of failure to nmeet safety and
soundness standard and request for conpliance plan.

(a) Determ nation. The OCC may, based upon an exam nati on,
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i nspection, or any other information that beconmes available to the OCC,
deternmine that a bank has failed to satisfy the safety and soundness
standards contained in the |Interagency CGuidelines Establishing
Standards for Safety and Soundness set forth in appendix Ato this
part, and the |Interagency Cuidelines Establishing Standards for

Saf eguar di ng Custoner Information set forth in appendix B to this part.
* x K* *x %

5. Revise appendix B to part 30 to read as foll ows:

Appendi x B to Part 30--Interagency CGuidelines Establishing
St andar ds For Saf eguardi ng Custoner |nformation

Tabl e of Contents

. Introduction
A. Scope
B. Preservation of Existing Authority
C. Definitions
I'l. Standards for Safeguardi ng Customer Information
A. Information Security Program
B. Objectives
I11. Devel opment and I nplenmentation of Custoner Information Security
Program
I nvol ve the Board of Directors
Assess Risk
Manage and Control Risk
Oversee Service Provider Arrangenents
Adj ust the Program
Report to the Board
| mpl emrent t he Standards

@mMmoQO o>

I. Introduction

The Interagency Guidelines Establishing Standards for
Saf eguar di ng Custoner Information (Cuidelines) set forth standards
pursuant to section 39 of the Federal Deposit Insurance Act (section
39, codified at 12 U.S.C. 1831p-1), and sections 501 and 505(hb),
codified at 15 U. S.C. 6801 and 6805(b), of the Gramm Leach-Blil ey
Act. These CGuidelines address standards for devel opi ng and
i mpl enmenting administrative, technical, and physical safeguards to
protect the security, confidentiality, and integrity of custoner
i nformati on.

A. Scope. The Guidelines apply to custoner informtion
mai ntai ned by or on behalf of entities over which the OCC has
authority. Such entities, referred to as ~“"the bank,'' are nationa
banks, federal branches and federal agencies of foreign banks, and
any subsidiaries of such entities (except brokers, dealers, persons
provi di ng i nsurance, investnment conpanies, and investnent advisers).

B. Preservation of Existing Authority. Neither section 39 nor
these Guidelines in any way limt the authority of the OCC to
address unsafe or unsound practices, violations of [aw, unsafe or
unsound conditions, or other practices. The OCC may take action
under section 39 and these Guidelines independently of, in
conjunction with, or in addition to, any other enforcenent action
avail able to the OCC

C. Definitions. 1. Except as modified in the Guidelines, or
unl ess the context otherwi se requires, the terns used in these
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Gui del i nes have the sane nmeanings as set forth in sections 3 and 39
of the Federal Deposit |Insurance Act (12 U S.C. 1813 and 1831p-1).
2. For purposes of the Guidelines, the follow ng definitions
apply:

a. Board of directors, in the case of a branch or agency of a
forei gn bank, neans the managing official in charge of the branch or
agency.

b. Custonmer nmeans any customer of the bank as defined in
Sec. 40.3(h) of this chapter.

c. Custorer information neans any record contai ning nonpublic
personal information, as defined in Sec. 40.3(n) of this chapter
about a customer, whether in paper, electronic, or other form that
is maintai ned by or on behalf of the bank.

d. Custormer information systems nmeans any methods used to
access, collect, store, use, transnmt, protect, or dispose of
customer information.

e. Service provider neans any person or entity that maintains,
processes, or otherwise is pernmtted access to customer information
through its provision of services directly to the bank

I'l. Standards for Safeguardi ng Customer Information

A. Information Security Program Each bank shall inplenent a
conprehensive witten information security programthat includes
adm ni strative, technical, and physical safeguards appropriate to
the size and conplexity of the bank and the nature and scope of its
activities. Wiile all parts of the bank are not required to
i mpl enment a uniformset of policies, all elenents of the information
security program nmust be coordinated.

B. Objectives. A bank's information security program shall be
desi gned to:

1. Ensure the security and confidentiality of custoner
i nformati on;

2. Protect against any anticipated threats or hazards to the
security or integrity of such information; and

3. Protect against unauthorized access to or use of such
informati on that could result in substantial harm or inconvenience
to any custormer.

I11. Devel opment and I nplenmentation of Information Security Program

A. Involve the Board of Directors. The board of directors or an
appropriate comittee of the board of each bank shall

1. Approve the bank's witten information security progran and

2. Oversee the devel opnent, inplenentation, and mai ntenance of
the bank's information security program including assigning
specific responsibility for its inmplementation and reviewi ng reports
from managenent .

B. Assess Risk. Each bank shall:

1. Identify reasonably foreseeable internal and external threats
that could result in unauthorized disclosure, nisuse, alteration, or
destruction of custoner information or customer information systens.

2. Assess the likelihood and potential damage of these threats,
taking into consideration the sensitivity of customer information.

3. Assess the sufficiency of policies, procedures, custoner
i nformati on systens, and other arrangenents in place to contro
risks.
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C. Manage and Control Risk. Each bank shall:

1. Design its information security programto control the
identified risks, comrensurate with the sensitivity of the
information as well as the conplexity and scope of the bank's
activities. Each bank nust consider whether the follow ng security
nmeasures are appropriate for the bank and, if so, adopt those
nmeasures the bank concl udes are appropriate:

a. Access controls on customer information systens, including
controls to authenticate and pernit access only to authorized
i ndi vidual s and controls to prevent enployees from providing
custoner information to unauthorized individuals who may seek to
obtain this information through fraudul ent neans.

[[ Page 8634]]

b. Access restrictions at physical |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
storage facilities to permt access only to authorized individuals;

c. Encryption of electronic customer information, including
while in transit or in storage on networks or systens to which
unaut hori zed i ndi vidual s may have access;

d. Procedures designed to ensure that custoner informtion
system nodi fications are consistent with the bank's infornmation
security progran

e. Dual control procedures, segregation of duties, and enpl oyee
background checks for enpl oyees with responsibilities for or access
to customer information;

f. Monitoring systems and procedures to detect actual and
attenpted attacks on or intrusions into custoner informtion
syst ens;

g. Response prograns that specify actions to be taken when the
bank suspects or detects that unauthorized individuals have gai ned
access to customer information systens, including appropriate
reports to regulatory and | aw enforcenent agencies; and

h. Measures to protect against destruction, |oss, or danage of
custoner information due to potential environnental hazards, such as
fire and water damage or technol ogical failures.

2. Train staff to inplenment the bank's information security
program

3. Regularly test the key controls, systens and procedures of
the information security program The frequency and nature of such
tests should be determ ned by the bank's risk assessnment. Tests
shoul d be conducted or reviewed by independent third parties or
staff independent of those that devel op or maintain the security
prograns.

D. Oversee Service Provider Arrangenents. Each bank shall

1. Exercise appropriate due diligence in selecting its service
provi ders;

2. Require its service providers by contract to inplenent
appropriate nmeasures designed to neet the objectives of these
CGui del i nes; and

3. Were indicated by the bank's risk assessment, nonitor its
service providers to confirmthat they have satisfied their
obligations as required by section D.2. As part of this nonitoring,
a bank should review audits, summaries of test results, or other
equi val ent eval uations of its service providers.

E. Adjust the Program Each bank shall nonitor, evaluate, and
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adj ust, as appropriate, the information security programin |ight of
any rel evant changes in technol ogy, the sensitivity of its custoner
i nformation, internal or external threats to information, and the
bank's own changi ng busi ness arrangenents, such as nergers and

acqui sitions, alliances and joint ventures, outsourcing
arrangenents, and changes to custoner information systens.

F. Report to the Board. Each bank shall report to its board or
an appropriate commttee of the board at |east annually. This report
shoul d describe the overall status of the information security
program and the bank's conpliance with these CGuidelines. The reports
shoul d discuss material matters related to its program addressing
i ssues such as: risk assessment; risk nanagenent and contro
deci si ons; service provider arrangenents; results of testing;
security breaches or violations and managenent's responses; and
recommendati ons for changes in the information security program

G Inplement the Standards. 1. Effective date. Each bank nust
i mpl ement an information security program pursuant to these
Gui delines by July 1, 2001.

2. Two-year grandfathering of agreenents with service providers.
Until July 1, 2003, a contract that a bank has entered into with a
service provider to performservices for it or functions on its
behal f satisfies the provisions of section IIl.D., even if the
contract does not include a requirement that the servicer mintain
the security and confidentiality of custoner information, as long as
the bank entered into the contract on or before March 5, 2001

6. Appendix Cto part 30 is renpoved.

Dat ed: Decenmber 21, 2000.
John D. Hawke, Jr.
Comptroller of the Currency.

Federal Reserve System
12 CFR Chapter |1
Aut hority and |ssuance

For the reasons set forth in the joint preanble, parts 208, 211
225, and 263 of chapter Il of title 12 of the Code of Federa
Regul ati ons are anended as foll ows:

PART 208-- MEMBERSHI P OF STATE BANKI NG | NSTI TUTI ONS | N THE FEDERAL
RESERVE SYSTEM ( REGULATI ON H)

1. The authority citation for 12 CFR part 208 is revised to read as
fol |l ows:

Authority: 12 U.S.C. 24, 36, 92a, 93a, 248(a), 248(c), 321-338a,
371d, 461, 481-486, 601, 611, 1814, 1816, 1818, 1820(d)(9), 1823(j),
1828(0), 1831, 18310, 1831p-1, 1831r-1, 1835a, 1882, 2901- 2907,
3105, 3310, 3331-3351, and 3906-3909; 15 U.S.C. 78b, 78I (b), 78I(g),
781 (i), 780-4(c)(5), 78q, 78g-1, 78w, 6801, and 6805; 31 U.S.C.
5318; 42 U.S.C. 4012a, 4104a, 4104b, 4106, and 4128.

2. Amend Sec. 208.3 to revise paragraph (d)(1) to read as foll ows:
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Sec. 208.3 Application and conditions for nenbership in the Federa
Reserve System

* k* *x Kk %

(d) Conditions of menmbership. (1) Safety and soundness. Each nenber
bank shall at all times conduct its business and exercise its powers
with due regard to safety and soundness. Each nenber bank shall conply
with the Interagency Cuidelines Establishing Standards for Safety and
Soundness prescribed pursuant to section 39 of the FDI Act (12 U.S.C.
1831p-1), set forth in appendix D1 to this part, and the |nteragency
Gui del i nes Establishing Standards for Safeguardi ng Customer Information
prescri bed pursuant to sections 501 and 505 of the Gramm Leach-Blil ey
Act (15 U . S.C. 6801 and 6805), set forth in appendix D-2 to this part.

* k* *x Kk %

3. Revise appendix D-2 to read as foll ows:

Appendi x D-2 To Part 208--1nteragency Cuidelines Establishing
St andar ds For Saf eguardi ng Custoner |nformation

Tabl e of Contents

. Introduction
A. Scope
B. Preservation of Existing Authority
C. Definitions
I'l. Standards for Safeguardi ng Customer Information
A. Information Security Program
B. Objectives
I11. Devel opment and I nplenmentation of Custoner Information Security
Program
I nvol ve the Board of Directors
Assess Risk
Manage and Control Risk
Oversee Service Provider Arrangenents
Adj ust the Program
Report to the Board
| mpl emrent t he Standards

@mMmoQO o>

I. Introduction

These I nteragency Guidelines Establishing Standards for
Saf eguar di ng Custoner Information (Cuidelines) set forth standards
pursuant to sections 501 and 505 of the Gramm Leach-Bliley Act (15
U.S.C. 6801 and 6805), in the sane manner, to the extent practicable,
as standards prescribed pursuant to section 39 of the Federal Deposit
I nsurance Act (12 U.S.C. 1831p-1). These Gui del i nes address standards
for devel oping and inplenmenting administrative, technical, and physica
safeguards to protect the security, confidentiality, and integrity of
customer information.

A. Scope. The Guidelines apply to custoner informtion maintained
by or on behalf of state menmber banks (banks) and their nonbank
subsi di ari es, except for brokers, deal ers, persons providing insurance,
i nvest ment conpani es, and investnent advisors. Pursuant to Secs. 211.9
and 211.24 of this chapter, these guidelines also apply to custoner
i nformati on mai ntained by or on behalf of Edge corporations, agreenent
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corporations, and uninsured state-licensed branches or agencies of a
forei gn bank.

B. Preservation of Existing Authority. Neither section 39 nor these
Guidelines in any way |inmt the authority of the Board to address
unsafe or unsound practices, violations of |law, unsafe or unsound
conditions, or other practices. The Board nmay take action under

[[ Page 8635]]

section 39 and these CGuidelines independently of, in conjunction wth,
or in addition to, any other enforcement action available to the Board.

C. Definitions.

1. Except as nodified in the Guidelines, or unless the context
otherwi se requires, the ternms used in these Guidelines have the sane
meani ngs as set forth in sections 3 and 39 of the Federal Deposit
I nsurance Act (12 U.S.C. 1813 and 1831p-1).

2. For purposes of the Guidelines, the follow ng definitions apply:

a. Board of directors, in the case of a branch or agency of a
forei gn bank, neans the managi ng official in charge of the branch or
agency.

b. Custonmer nmeans any customer of the bank as defined in
Sec. 216.3(h) of this chapter.

c. Custorer information neans any record contai ni ng nonpublic
personal information, as defined in Sec. 216.3(n) of this chapter
about a customer, whether in paper, electronic, or other form that is
mai nt ai ned by or on behal f of the bank.

d. Custorer information systems neans any methods used to access,
collect, store, use, transnit, protect, or dispose of custoner
i nformati on.

e. Service provider neans any person or entity that maintains,
processes, or otherwise is pernmtted access to customer information
through its provision of services directly to the bank

f. Subsidiary neans any conpany controlled by a bank, except a
broker, deal er, person providing insurance, investnment conpany,

i nvest ment advisor, insured depository institution, or subsidiary of an
i nsured depository institution.

I'l. Standards for Safeguardi ng Customer Information

A. Information Security Program Each bank shall inplenent a
conprehensive witten information security programthat includes
adm ni strative, technical, and physical safeguards appropriate to the
size and complexity of the bank and the nature and scope of its
activities. Wiile all parts of the bank are not required to inplement a
uni form set of policies, all elenents of the information security
program nmust be coordi nated. A bank also shall ensure that each of its
subsidiaries is subject to a conmprehensive information security
program The bank may fulfill this requirenment either by including a
subsidiary within the scope of the bank's conprehensive information
security programor by causing the subsidiary to inplenment a separate
conprehensive information security programin accordance with the
standards and procedures in sections Il and IIl of this appendi x that
apply to banks.

B. Objectives. A bank's information security program shall be
desi gned to:

1. Ensure the security and confidentiality of customer information

2. Protect against any anticipated threats or hazards to the
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security or integrity of such information; and

3. Protect against unauthorized access to or use of such
i nformation that could result in substantial harm or inconvenience to
any customer.

I11. Devel opment and I nplenmentation of Information Security Program

A. Involve the Board of Directors. The board of directors or an
appropriate comrittee of the board of each bank shall

1. Approve the bank's witten information security progran and

2. Oversee the devel opnent, inplenmentation, and mai ntenance of the
bank's information security program including assigning specific
responsibility for its inmplenmentation and reviewi ng reports from
managenent .

B. Assess Risk. Each bank shall:

1. Identify reasonably foreseeable internal and external threats
that could result in unauthorized disclosure, nisuse, alteration, or
destruction of custoner information or customer information systens.

2. Assess the likelihood and potential damage of these threats,
taking into consideration the sensitivity of customer information.

3. Assess the sufficiency of policies, procedures, custoner
i nformati on systens, and other arrangenents in place to control risks.

C. Manage and Control Risk. Each bank shall:

1. Design its information security programto control the
identified risks, comrensurate with the sensitivity of the informtion
as well as the conmplexity and scope of the bank's activities. Each bank
must consi der whether the followi ng security measures are appropriate
for the bank and, if so, adopt those neasures the bank concl udes are
appropri ate:

a. Access controls on customer information systens, including
controls to authenticate and pernit access only to authorized
i ndi vidual s and controls to prevent enployees from providi ng custoner
i nformati on to unauthorized individuals who nmay seek to obtain this
i nformati on through fraudul ent neans.

b. Access restrictions at physical |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
storage facilities to permt access only to authorized individuals;

c. Encryption of electronic custormer information, including while
intransit or in storage on networks or systems to which unauthorized
i ndi vi dual s may have access;

d. Procedures designed to ensure that custoner information system
nmodi fications are consistent with the bank's information security
program

e. Dual control procedures, segregation of duties, and enpl oyee
background checks for enployees with responsibilities for or access to
customer information;

f. Monitoring systems and procedures to detect actual and attenpted
attacks on or intrusions into custoner information systens;

g. Response prograns that specify actions to be taken when the bank
suspects or detects that unauthorized individuals have gai ned access to
custoner information systens, including appropriate reports to
regul atory and | aw enforcenent agencies; and

h. Measures to protect against destruction, |oss, or danage of
custoner information due to potential environnental hazards, such as
fire and water damage or technol ogical failures.

2. Train staff to inplenment the bank's information security
program

http://ww.gpo.ucop.edu/cgi-bin/gpogate.testwai sdoc=1& doctype=HTML & docid.../162.140.64.8 3/14/01



Page 49 of 64

3. Regularly test the key controls, systens and procedures of the
i nformati on security program The frequency and nature of such tests
shoul d be determnined by the bank's risk assessnment. Tests should be
conducted or reviewed by independent third parties or staff independent
of those that develop or maintain the security prograns.

D. Oversee Service Provider Arrangenents. Each bank shall

1. Exercise appropriate due diligence in selecting its service
provi ders;

2. Require its service providers by contract to inplenent
appropriate nmeasures designed to neet the objectives of these
Gui del i nes; and

3. Wiere indicated by the bank's risk assessment, nonitor its
service providers to confirmthat they have satisfied their obligations
as required by paragraph D.2. As part of this nonitoring, a bank should
review audits, sunmaries of test results, or other equival ent
eval uations of its service providers.

E. Adjust the Program Each bank shall nonitor, evaluate, and
adj ust, as appropriate, the information security programin |ight of
any rel evant changes in technol ogy, the sensitivity of its
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customer information, internal or external threats to information, and
t he bank's own changi ng busi ness arrangenments, such as nergers and
acquisitions, alliances and joint ventures, outsourcing arrangenents,
and changes to custoner information systens.

F. Report to the Board. Each bank shall report to its board or an
appropriate comrttee of the board at |east annually. This report
shoul d describe the overall status of the information security program
and the bank's conpliance with these Guidelines. The reports should
di scuss material matters related to its program addressing issues such
as: risk assessnment; risk nanagenent and control decisions; service
provi der arrangenents; results of testing; security breaches or
vi ol ati ons and managenent's responses; and reconmendati ons for changes
in the information security program

G I nplement the Standards.

1. Effective date. Each bank must inplement an information security
program pursuant to these CGuidelines by July 1, 2001

2. Two-year grandfathering of agreenents with service providers.
Until July 1, 2003, a contract that a bank has entered into with a
service provider to performservices for it or functions on its behalf
satisfies the provisions of section IIl.D., even if the contract does
not include a requirenent that the servicer maintain the security and
confidentiality of custoner information, as |ong as the bank entered
into the contract on or before March 5, 2001

PART 211--1 NTERNATI ONAL BANKI NG OPERATI ONS ( REGULATI ON K)

4. The authority citation for part 211 is revised to read as
fol |l ows:

Authority: 12 U S.C. 221 et seq., 1818, 1835a, 1841 et seq.
3101 et seq., and 3901 et seq.; 15 U . S.C. 6801 and 6805.

5. Add new Sec. 211.9 to read as foll ows:
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Sec. 211.9 Protection of custoner information.

An Edge or agreenent corporation shall conply with the |nteragency
Gui del i nes Establishing Standards for Safeguardi ng Customer Information
prescri bed pursuant to sections 501 and 505 of the Gramm Leach-Blil ey
Act (15 U . S.C. 6801 and 6805), set forth in appendix D2 to part 208 of
this chapter.

6. In Sec. 211.24, add new paragraph (i) to read as foll ows:

Sec. 211.24 Approval of offices of foreign banks; procedures for
applications; standards for approval; representative-office activities
and standards for approval; preservation of existing authority; reports
of crimes and suspected crinmes; government securities sales practices.

* k* *x Kk %

(i) Protection of customer information. An uninsured state-licensed
branch or agency of a foreign bank shall conply with the Interagency
Gui del i nes Establishing Standards for Safeguardi ng Customer Information
prescri bed pursuant to sections 501 and 505 of the Gramm Leach-Blil ey
Act (15 U . S.C. 6801 and 6805), set forth in appendix D-2 to part 208 of
this chapter.

PART 225-- BANK HOLDI NG COVPANI ES AND CHANGE | N BANK CONTROL
( REGULATI ON Y)

7. The authority citation for part 225 is revised to read as
fol |l ows:

Authority: 12 U.S.C. 1817(j)(13), 1818, 1828(o), 1831li, 1831p-1
1843(c)(8), 1844(b), 1972(1), 3106, 3108, 3310, 3331-3351, 3907, and
3909; 15 U.S.C. 6801 and 6805.

8. In Sec. 225.1, add new paragraph (c)(16) to read as foll ows:

Sec. 225.1 Authority, purpose, and scope.

* *x * *x %

(C)***

(16) Appendix F contains the Interagency Cuidelines Establishing
St andards for Safeguardi ng Customer |nfornation.

9. In Sec. 225.4, add new paragraph (h) to read as foll ows:

Sec. 225.4 Corporate practices.

* k* *x Kk %

(h) Protection of nonpublic personal information. A bank hol ding
conmpany, including a bank hol ding conmpany that is a financial holding
conpany, shall comply with the Interagency CGuidelines Establishing
St andards for Safeguardi ng Custonmer Information, as set forth in
appendi x F of this part, prescribed pursuant to sections 501 and 505 of
the Gcamm Leach-Bliley Act (15 U S.C. 6801 and 6805).
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10. Add new appendix F to read as foll ows:

Appendi x F To Part 225--1nteragency Cuidelines Establishing
St andar ds For Saf eguardi ng Custoner |nformation

Tabl e of Contents

. Introduction
A. Scope
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C. Definitions
I'l. Standards for Safeguardi ng Customer Information
A. Information Security Program
B. Objectives
I11. Devel opment and I nplementation of Custoner Information Security
Program
I nvol ve the Board of Directors
Assess Risk
Manage and Control Risk
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I . Introduction

These I nteragency Guidelines Establishing Standards for
Saf eguar di ng Custoner Information (Cuidelines) set forth standards
pursuant to sections 501 and 505 of the Gramm Leach-Bliley Act (15
U.S.C. 6801 and 6805) . These Cuidelines address standards for
devel opi ng and i npl enenting adnmini strative, technical, and physica
safeguards to protect the security, confidentiality, and integrity
of customer information.

A. Scope. The Guidelines apply to custoner informtion
mai nt ai ned by or on behal f of bank hol ding conpanies and their
nonbank subsidiaries or affiliates (except brokers, dealers, persons
provi di ng i nsurance, investnment conpanies, and investnent advisors),
for which the Board has supervisory authority.

B. Preservation of Existing Authority. These Guidelines do not
inany way linmt the authority of the Board to address unsafe or
unsound practices, violations of |Iaw, unsafe or unsound conditions,
or other practices. The Board nay take action under these Cuidelines
i ndependently of, in conjunction with, or in addition to, any other
enforcenent action available to the Board.

C. Definitions. 1. Except as modified in the Guidelines, or
unl ess the context otherwi se requires, the ternms used in these
CGui del i nes have the sane nmeanings as set forth in sections 3 and 39
of the Federal Deposit |Insurance Act (12 U. S.C. 1813 and 1831p-1).

2. For purposes of the Guidelines, the follow ng definitions
apply:

a. Board of directors, in the case of a branch or agency of a
forei gn bank, neans the managi ng official in charge of the branch or
agency.

b. Custonmer nmeans any customer of the bank hol di ng conpany as
defined in Sec. 216.3(h) of this chapter.

c. Custorer information neans any record contai ning nonpublic
personal information, as defined in Sec. 216.3(n) of this chapter
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about a customer, whether in paper, electronic, or other form that
is maintained by or on behalf of the bank hol di ng conpany.

d. Custorer information systems nmeans any methods used to
access, collect, store, use, transnmt, protect, or dispose of
customer information.

e. Service provider neans any person or entity that maintains,
processes, or otherwise is pernmtted access to customer information
through its provision of services directly to the bank hol di ng
conpany.

f. Subsidiary neans any conpany controlled by a bank hol di ng
conmpany, except a broker, deal er, person providing insurance,

i nvest ment conpany, investnent advisor, insured depository
institution, or subsidiary of an insured depository institution

[[ Page 8637]]
I'l. Standards for Safeguardi ng Customer Information

A. Information Security Program Each bank hol di ng conpany shal
i mpl enent a conprehensive witten information security programthat
i ncl udes administrative, technical, and physical safeguards
appropriate to the size and conplexity of the bank hol di ng conmpany
and the nature and scope of its activities. While all parts of the
bank hol di ng conpany are not required to inplement a uniformset of
policies, all elenents of the information security program nust be
coordi nated. A bank hol di ng conpany al so shall ensure that each of
its subsidiaries is subject to a conprehensive information security
program The bank hol ding conpany may fulfill this requirenment
either by including a subsidiary within the scope of the bank
hol di ng conmpany's conprehensive information security program or by
causing the subsidiary to inplement a separate conprehensive
i nformati on security programin accordance with the standards and
procedures in sections Il and Il of this appendix that apply to
bank hol di ng conpani es.

B. Objectives. A bank holding conmpany's information security
program shall be designed to:

1. Ensure the security and confidentiality of custoner
i nformati on;

2. Protect against any anticipated threats or hazards to the
security or integrity of such information; and

3. Protect against unauthorized access to or use of such
informati on that could result in substantial harm or inconvenience
to any custormer.

I11. Devel opment and I nplenmentation of Information Security Program

A. Involve the Board of Directors. The board of directors or an
appropriate comrttee of the board of each bank hol di ng conmpany
shal | :

1. Approve the bank hol ding conpany's witten informtion
security program and

2. Oversee the devel opnent, inplenentation, and mai nt enance of
t he bank hol di ng conmpany's information security program including
assigning specific responsibility for its inplenentation and
reviewi ng reports from managenent.

B. Assess Risk. Each bank hol di ng conpany shall:

1. Identify reasonably foreseeable internal and external threats
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that could result in unauthorized disclosure, nisuse, alteration, or
destruction of custoner information or customer information systens.

2. Assess the likelihood and potential damage of these threats,
taking into consideration the sensitivity of customer information.

3. Assess the sufficiency of policies, procedures, custoner
i nformati on systens, and other arrangenents in place to contro
risks.

C. Manage and Control Risk. Each bank hol di ng conmpany shall:

1. Design its information security programto control the
identified risks, comrensurate with the sensitivity of the
information as well as the conplexity and scope of the bank hol di ng
conpany's activities. Each bank hol di ng conmpany must consi der
whet her the followi ng security nmeasures are appropriate for the bank
hol di ng conpany and, if so, adopt those neasures the bank hol di ng
conmpany concl udes are appropriate:

a. Access controls on customer information systens, including
controls to authenticate and pernit access only to authorized
i ndi vidual s and controls to prevent enployees from providing
custoner information to unauthorized individuals who may seek to
obtain this information through fraudul ent neans.

b. Access restrictions at physical |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
storage facilities to permt access only to authorized individuals;

c. Encryption of electronic customer information, including
while in transit or in storage on networks or systens to which
unaut hori zed i ndividual s may have access;

d. Procedures designed to ensure that custoner informtion
system nodi fications are consistent with the bank hol di ng conpany's
i nformati on security program

e. Dual control procedures, segregation of duties, and enpl oyee
background checks for enpl oyees with responsibilities for or access
to customer information;

f. Monitoring systems and procedures to detect actual and
attenpted attacks on or intrusions into custoner informtion
syst ens;

g. Response prograns that specify actions to be taken when the
bank hol di ng conpany suspects or detects that unauthorized
i ndi vi dual s have gai ned access to customer information systens,

i ncl udi ng appropriate reports to regulatory and | aw enforcenent
agenci es; and

h. Measures to protect against destruction, |oss, or danage of
custoner information due to potential environnental hazards, such as
fire and water damage or technol ogical failures.

2. Train staff to inplement the bank hol di ng conpany's
i nformati on security program

3. Regularly test the key controls, systens and procedures of
the information security program The frequency and nature of such
tests should be determ ned by the bank hol di ng conmpany's risk
assessment. Tests should be conducted or revi ewed by independent
third parties or staff independent of those that devel op or nmintain
the security prograns.

D. Oversee Service Provider Arrangenments. Each bank hol di ng
conmpany shal | :

1. Exercise appropriate due diligence in selecting its service
provi ders;

2. Require its service providers by contract to inplenent
appropriate nmeasures designed to nmeet the objectives of these
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CGui del i nes; and

3. Wiere indicated by the bank hol di ng conpany's risk
assessment, monitor its service providers to confirmthat they have
satisfied their obligations as required by paragraph D.2. As part of
this monitoring, a bank hol di ng conmpany should review audits,
sumaries of test results, or other equival ent evaluations of its
service providers.

E. Adjust the Program Each bank hol di ng conmpany shall nonitor
eval uate, and adjust, as appropriate, the information security
programin |ight of any rel evant changes in technol ogy, the
sensitivity of its custoner information, internal or externa
threats to information, and the bank hol di ng conpany's own changi ng
busi ness arrangenments, such as nmergers and acquisitions, alliances
and joint ventures, outsourcing arrangenments, and changes to
custoner information systens.

F. Report to the Board. Each bank hol di ng conpany shall report
to its board or an appropriate conmttee of the board at |east
annual ly. This report should describe the overall status of the
i nformati on security program and the bank hol di ng conmpany's
conpliance with these Guidelines. The reports should discuss
material matters related to its program addressing issues such as:
ri sk assessnent; risk managenment and control decisions; service
provi der arrangenents; results of testing; security breaches or
vi ol ati ons and managenment's responses; and reconmendati ons for
changes in the information security program

G I nplement the Standards.

1. Effective date. Each bank hol di ng conmpany must inplenent an
i nformati on security program pursuant to these CGuidelines by July 1,
2001.

2. Two-year grandfathering of agreenents with service providers.
Until July 1, 2003, a contract that a bank hol di ng conpany has
entered into with a service provider to performservices for it or
functions on its behalf satisfies the provisions of section I11.D.,
even if the contract does not include a requirenent that the
servicer maintain the security and confidentiality of custoner
i nformation, as long as the bank hol ding conpany entered into the
contract on or before March 5, 2001

PART 263--RULES OF PRACTI CE FOR HEARI NGS

11. The authority citation for part 263 is revised to read as
fol |l ows:

Authority: 5 U.S.C. 504; 12 U.S.C. 248, 324, 504, 505, 1817(j),
1818, 1828(c), 18310, 1831p-1, 1847(b), 1847(d), 1884(b),
1972(2) (F), 3105, 3107, 3108, 3907, 3909; 15 U.S.C. 21, 780-4, 780-
5, 78u-2, 6801, 6805; and 28 U.S.C. 2461 note.

12. Anend Sec. 263.302 to revise paragraph (a) to read as foll ows:
Sec. 263.302 Determination and notification of failure to neet safety
and soundness standard and request for conpliance plan.

(a) Determination. The Board may, based upon an exani nation,

i nspection, or any other information that beconmes available to the
Board, determine that a bank has failed to satisfy the safety and
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soundness standards contained in the Interagency CGuidelines

Est abl i shing Standards for Safety and Soundness or the Interagency
Gui del i nes Establishing Standards for Safeguardi ng Custoner
Information, set forth in appendices D1 and D-2 to part 208 of this

chapter, respectively.
* x K* *x %

[[ Page 8638]]

By order of the Board of Governors of the Federal Reserve
System January 4, 2001
Jenni fer J. Johnson,
Secretary of the Board.

Federal Deposit I|nsurance Corporation
12 CFR Chapter 111
Aut hority and |ssuance

For the reasons set forth in the joint preanble, parts 308 and 364
of chapter Il1 of title 12 of the Code of Federal Regulations are
amended as foll ows:

PART 308--RULES OF PRACTI CE AND PROCEDURE

1. The authority citation for part 308 is revised to read as
fol |l ows:

Aut hority: 5 U S.C 504, 554-557; 12 U. S.C. 93(b), 164, 505,
1815(e), 1817, 1818, 1820, 1828, 1829, 1829b, 1831li, 18310, 1831p-1
1832(c), 1884(b), 1972, 3102, 3108(a), 3349, 3909, 4717; 15 U.S.C
78(h) and (i), 780-4(c), 780-5, 78g-1, 78s, 78u, 78u-2, 78u-3 and
78w; 6801(b), 6805(b)(1), 28 U.S.C. 2461 note; 31 U S.C 330, 5321
42 U.S.C. 4012a; Sec. 3100(s), Pub. L. 104-134, 110 Stat. 1321-358.

1. Amend Sec. 308.302 to revise paragraph (a) to read as follows:

Sec. 308.302 Determination and notification of failure to nmeet a
safety and soundness standard and request for conpliance plan.

(a) Determination. The FDI C may, based upon an examni nati on,
i nspection or any other information that beconmes available to the FDIC,
deternmine that a bank has failed to satisfy the safety and soundness
standards set out in part 364 of this chapter and in the Interagency
Gui del i nes Establishing Standards for Safety and Soundness in appendi x
A and the Interagency Guidelines Establishing Standards for
Saf eguar di ng Custoner Information in appendix B to part 364 of this

chapter.
* *x * *x %

PART 364-- STANDARDS FOR SAFETY AND SOUNDNESS

2. The authority citation for part 364 is revised to read as
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foll ows:

Authority: 12 U.S.C. 1819(Tenth), 1831p-1; 15 U.S.C. 6801(b),
6805(b) (1) .

3. Amend Sec. 364.101 to revise paragraph (b) to read as foll ows:

Sec. 364.101 Standards for safety and soundness.

* k* *x Kk %

(b) Interagency Cuidelines Establishing Standards for Safeguarding
Custoner Information. The |Interagency Guidelines Establishing Standards
for Safeguardi ng Custoner Information prescribed pursuant to section 39
of the Federal Deposit |Insurance Act (12 U. S.C 1831p-1) and sections
501 and 505(b) of the Gramm Leach-Bliley Act (15 U.S.C. 6801, 6805(b)),
as set forth in appendix B to this part, apply to all insured state
nonmenber banks, insured state licensed branches of foreign banks, and
any subsidiaries of such entities (except brokers, dealers, persons
provi di ng i nsurance, investnment conpanies, and investnent advisers).

4. Revise appendix B to part 364 to read as foll ows:

Appendi x B to Part 364--1nteragency Cuidelines Establishing
St andards for Safeguardi ng Custoner |nformation
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I. Introduction

The Interagency Guidelines Establishing Standards for
Saf eguar di ng Custoner Information (Cuidelines) set forth standards
pursuant to section 39 of the Federal Deposit Insurance Act (section
39, codified at 12 U.S.C. 1831p-1), and sections 501 and 505(hb),
codified at 15 U. S.C. 6801 and 6805(b), of the Gramm Leach-Blil ey
Act. These CGuidelines address standards for devel opi ng and
i mpl enmenting administrative, technical, and physical safeguards to
protect the security, confidentiality, and integrity of custoner
i nformati on.

A. Scope. The Guidelines apply to custoner informtion
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mai nt ai ned by or on behalf of entities over which the Federa

Deposit Insurance Corporation (FDIC) has authority. Such entities,
referred to as "~ “the bank'' are banks insured by the FDI C (other
than menbers of the Federal Reserve Systen), insured state branches
of foreign banks, and any subsidiaries of such entities (except
brokers, dealers, persons providing insurance, investnent conpanies,
and i nvestnment advisers).

B. Preservation of Existing Authority. Neither section 39 nor
these Guidelines in any way limt the authority of the FDIC to
address unsafe or unsound practices, violations of [aw, unsafe or
unsound conditions, or other practices. The FDI C may take action
under section 39 and these Guidelines independently of, in
conjunction with, or in addition to, any other enforcenent action
available to the FDIC

C. Definitions. 1. Except as modified in the Guidelines, or
unl ess the context otherwi se requires, the ternms used in these
CGui del i nes have the sane nmeanings as set forth in sections 3 and 39
of the Federal Deposit |Insurance Act (12 U. S.C. 1813 and 1831p-1).

2. For purposes of the Guidelines, the follow ng definitions
apply:

a. Board of directors, in the case of a branch or agency of a
forei gn bank, neans the managi ng official in charge of the branch or
agency.

b. Custonmer nmeans any customer of the bank as defined in
Sec. 332.3(h) of this chapter.

c. Customer information neans any record contai ning nonpublic
personal information, as defined in Sec. 332.3(n) of this chapter
about a customer, whether in paper, electronic, or other form that
is maintai ned by or on behalf of the bank.

d. Custormer information systems nmeans any methods used to
access, collect, store, use, transnmt, protect, or dispose of
customer information.

e. Service provider neans any person or entity that maintains,
processes, or otherwise is pernmtted access to customer information
through its provision of services directly to the bank

I'l. Standards for Safeguardi ng Customer Information

A. Information Security Program Each bank shall inplenent a
conprehensive witten information security programthat includes
adm ni strative, technical, and physical safeguards appropriate to
the size and conplexity of the bank and the nature and scope of its
activities. Wiile all parts of the bank are not required to
i mpl enment a uniformset of policies, all elenents of the information
security program nmust be coordinated.

B. Objectives. A bank's information security program shall be
desi gned to:

1. Ensure the security and confidentiality of custoner
i nformati on;

2. Protect against any anticipated threats or hazards to the
security or integrity of such information; and

3. Protect against unauthorized access to or use of such
informati on that could result in substantial harm or inconvenience
to any custormer.

I11. Devel opment and I nplenmentation of Information Security Program
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A. Involve the Board of Directors. The board of directors or an
appropriate comrittee of the board of each bank shall

1. Approve the bank's witten information security progran and

2. Oversee the devel opnent, inplenentation, and mai nt enance of
the bank's information security program including assigning
specific responsibility for its inplementation and reviewi ng reports
from managenent .

B. Assess Risk

Each bank shall:

1. Identify reasonably foreseeable internal and external threats
that could result in unauthorized disclosure, nisuse, alteration, or
destruction of custoner information or customer information systens.

2. Assess the likelihood and potential damage of these threats,
taking into consideration the sensitivity of customer information.

[[ Page 8639]]

3. Assess the sufficiency of policies, procedures, custoner
i nformati on systens, and other arrangenents in place to contro
risks.

C. Manage and Control Risk. Each bank shall:

1. Design its information security programto control the
identified risks, comrensurate with the sensitivity of the
information as well as the conplexity and scope of the bank's
activities. Each bank nust consider whether the follow ng security
nmeasures are appropriate for the bank and, if so, adopt those
nmeasures the bank concl udes are appropriate:

a. Access controls on customer information systens, including
controls to authenticate and pernit access only to authorized
i ndi vidual s and controls to prevent enployees from providing
custoner information to unauthorized individuals who may seek to
obtain this information through fraudul ent neans.

b. Access restrictions at physical |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
storage facilities to permt access only to authorized individuals;

c. Encryption of electronic customer information, including
while in transit or in storage on networks or systens to which
unaut hori zed i ndividual s may have access;

d. Procedures designed to ensure that custoner informtion
system nodi fications are consistent with the bank's information
security progranm

e. Dual control procedures, segregation of duties, and enpl oyee
background checks for enpl oyees with responsibilities for or access
to customer information;

f. Monitoring systems and procedures to detect actual and
attenpted attacks on or intrusions into custoner informtion
syst ens;

g. Response prograns that specify actions to be taken when the
bank suspects or detects that unauthorized individuals have gai ned
access to customer information systens, including appropriate
reports to regulatory and | aw enforcenent agencies; and

h. Measures to protect against destruction, |oss, or danage of
custoner information due to potential environnental hazards, such as
fire and water damage or technol ogical failures.

2. Train staff to inplenment the bank's information security
program

3. Regularly test the key controls, systens and procedures of
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the information security program The frequency and nature of such
tests should be determ ned by the bank's risk assessnment. Tests
shoul d be conducted or reviewed by independent third parties or
staff independent of those that develop or maintain the security
programns.

D. Oversee Service Provider Arrangenents. Each bank shall

1. Exercise appropriate due diligence in selecting its service
provi ders;

2. Require its service providers by contract to inplenent
appropriate nmeasures designed to neet the objectives of these
Gui del i nes; and

3. Wiere indicated by the bank's risk assessment, nonitor its
service providers to confirmthat they have satisfied their
obligations as required by paragraph D.2. As part of this
moni toring, a bank should review audits, sumuaries of test results,
or other equival ent evaluations of its service providers.

E. Adjust the Program Each bank shall nonitor, evaluate, and
adj ust, as appropriate, the information security programin |ight of
any rel evant changes in technol ogy, the sensitivity of its custoner
i nformation, internal or external threats to information, and the
bank's own changi ng busi ness arrangenents, such as nergers and
acqui sitions, alliances and joint ventures, outsourcing
arrangenents, and changes to custoner information systens.

F. Report to the Board. Each bank shall report to its board or
an appropriate commttee of the board at |east annually. This report
shoul d describe the overall status of the information security
program and the bank's conpliance with these Cuidelines. The report,
which will vary dependi ng upon the conplexity of each bank's program
shoul d discuss material matters related to its program addressing
i ssues such as: risk assessnment; risk nanagenent and contro
deci si ons; service provider arrangenents; results of testing;
security breaches or violations, and managenent's responses; and
recommendati ons for changes in the information security program

G Inmplement the Standards. 1. Effective date. Each bank nust
i mpl ement an information security program pursuant to these
Gui delines by July 1, 2001.

2. Two-year grandfathering of agreenents with service providers.
Until July 1, 2003, a contract that a bank has entered into with a
service provider to performservices for it or functions on its
behal f, satisfies the provisions of paragraph II1.D., even if the
contract does not include a requirement that the servicer maintain
the security and confidentiality of customer information as |ong as
the bank entered into the contract on or before March 5, 2001

By order of the Board of Directors.
Dat ed at Washington, D.C., this 21st day of Decenber, 2000.
Federal Deposit I|nsurance Corporation.
Robert E. Fel dman,
Executive Secretary.
O fice of Thrift Supervision

12 CFR Chapter V

Aut hority and |ssuance
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For the reasons set forth in the joint preanble, parts 568 and 570
of chapter V of title 12 of the Code of Federal regulations are anmended
as follows:

PART 568-- SECURI TY PROCEDURES

1. The authority citation of part 568 is revised to read as
foll ows:

Authority: Secs. 2-5, 82 Stat. 294-295 (12 U.S.C. 1881-1984); 12
U.S.C. 1831p-1; 15 U.S.C. 6801, 6805(b)(1).

2. Amend Sec. 568.1 by revising paragraph (a) to read as foll ows:

Sec. 568.1 Authority, purpose, and scope.

(a) This part is issued by the Ofice of Thrift Supervision (OTS)
pursuant to section 3 of the Bank Protection Act of 1968 (12 U S.C.
1882), and sections 501 and 505(b) (1) of the Gramm Leach-Bliley Act (12
U.S.C. 6801, 6805(b)(1)). This part is applicable to savings
associations. It requires each savings association to adopt appropriate
security procedures to discourage robberies, burglaries, and |arcenies
and to assist in the identification and prosecution of persons who
commit such acts. Section 568.5 of this part is applicable to savings
associ ations and their subsidiaries (except brokers, deal ers, persons
provi di ng i nsurance, investnment conpanies, and investnent advisers).
Section 568.5 of this part requires covered institutions to establish
and i npl enment appropriate adnministrative, technical, and physica
safeguards to protect the security, confidentiality, and integrity of

custonmer information.
* * * * %

3. Add new Sec. 568.5 to read as foll ows:

Sec. 568.5 Protection of custoner information.

Savi ngs associ ations and their subsidiaries (except brokers,
deal ers, persons providing insurance, investmnment conpanies, and
i nvestment advisers) nust conply with the |Interagency Guidelines
Est abl i shing Standards for Safeguardi ng Customer |Information prescribed
pursuant to sections 501 and 505 of the Gramm Leach-Bliley Act (15
U.S.C. 6801 and 6805), set forth in appendix B to part 570 of this
chapter.

PART 570--SUBM SSI ON AND REVI EW OF SAFETY AND SOUNDNESS COVPLI ANCE
PLANS AND | SSUANCE OF ORDERS TO CORRECT SAFETY AND SOUNDNESS
DEFI CI ENCI ES

4. Anend Sec. 570.1 by adding a sentence at the end of paragraph
(a) and revising the | ast sentence of paragraph (b) to read as foll ows:

Sec. 570.1 Authority, purpose, scope and preservation of existing
authority.
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(a) * * *Appendix B to this part is further issued under sections
501(b) and 505 of the Gramm Leach-Bliley Act (Pub. L. 106-102, 113
Stat. 1338 (1999)).

(b)* * *Interagency Cuidelines Establishing Standards for
Saf eguar di ng Custoner Information are set forth in appendix Bto this
part.

* k* *x Kk %

5. Amend Sec. 570.2 by revising paragraph (a) to read as foll ows:
[[ Page 8640]]

Sec. 570.2 Determination and notification of failure to neet safety
and soundness standards and request for conpliance plan.

(a) Determination. OTS may, based upon an exam nation, inspection,
or any other information that becones available to OIS, deternine that
a savings association has failed to satisfy the safety and soundness
standards contained in the |Interagency CGuidelines Establishing
St andards for Safety and Soundness as set forth in appendix Ato this
part or the |Interagency Cuidelines Establishing Standards for
Saf eguar di ng Custoner Information as set forth in appendix Bto this
part.

* * *x Kk %

6. Revise appendix B to part 570 to read as foll ows:

Appendi x B to Part 570--1nteragency Cuidelines Establishing
St andards for Safeguardi ng Custoner |nformation
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I. Introduction

The Interagency Guidelines Establishing Standards for
Saf eguar di ng Custoner Information (Cuidelines) set forth standards
pursuant to section 39 of the Federal Deposit Insurance Act (section
39, codified at 12 U.S.C. 1831p-1), and sections 501 and 505(hb),
codified at 15 U. S.C. 6801 and 6805(b), of the Gramm Leach-Blil ey
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Act. These CGuidelines address standards for devel opi ng and

i mpl enmenting admi nistrative, technical, and physical safeguards to
protect the security, confidentiality, and integrity of custoner

i nformati on.

A. Scope. The Guidelines apply to custoner informtion
mai nt ai ned by or on behalf of entities over which OIS has authority.
For purposes of this appendi x, these entities are savings
associ ati ons whose deposits are FDI C-i nsured and any subsi diari es of
such savi ngs associ ati ons, except brokers, dealers, persons
provi di ng i nsurance, investnment conpanies, and investnment advisers.
Thi s appendi x refers to such entities as ~“you'.

B. Preservation of Existing Authority. Neither section 39 nor
these Guidelines in any way limt OIS s authority to address unsafe
or unsound practices, violations of |aw, unsafe or unsound
conditions, or other practices. OIS may take action under section 39
and these Cuidelines independently of, in conjunction with, or in
addition to, any other enforcenment action available to OTS.

C. Definitions. 1. Except as modified in the Guidelines, or
unl ess the context otherwi se requires, the terns used in these
Gui del i nes have the sane nmeanings as set forth in sections 3 and 39
of the Federal Deposit |Insurance Act (12 U. S.C. 1813 and 1831p-1).

2. For purposes of the Guidelines, the follow ng definitions
apply:

a. Customer nmeans any of your custoners as defined in
Sec. 573.3(h) of this chapter.

b. Customer information nmeans any record containi ng nonpublic
personal information, as defined in Sec. 573.3(n) of this chapter
about a customer, whether in paper, electronic, or other form that
you maintain or that is maintained on your behalf.

c. Custorer information systems nmeans any methods used to
access, collect, store, use, transnmt, protect, or dispose of
customer information.

d. Service provider neans any person or entity that maintains,
processes, or otherwise is pernmtted access to customer information
through its provision of services directly to you.

I'l. Standards for Safeguardi ng Customer Information

A. Information Security Program You shall inplenment a
conprehensive witten information security programthat includes
adm ni strative, technical, and physical safeguards appropriate to
your size and conplexity and the nature and scope of your
activities. Wiile all parts of your organi zation are not required to
i mpl enment a uni formset of policies, all elements of your
i nformati on security program nust be coordi nated.

B. Objectives. Your information security program shall be
desi gned to:

1. Ensure the security and confidentiality of custoner
i nformati on;

2. Protect against any anticipated threats or hazards to the
security or integrity of such information; and

3. Protect against unauthorized access to or use of such
informati on that could result in substantial harm or inconvenience
to any custormer.

I11. Devel opment and I nplenmentation of Information Security Program
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A. Involve the Board of Directors. Your board of directors or an
appropriate comrittee of the board shall:

1. Approve your witten information security program and

2. Oversee the devel opnent, inplenentation, and mai nt enance of
your information security program including assigning specific
responsibility for its inmplenmentation and reviewi ng reports from
managenent .

B. Assess Risk. You shall

1. Identify reasonably foreseeable internal and external threats
that could result in unauthorized disclosure, nisuse, alteration, or
destruction of custoner information or customer information systens.

2. Assess the likelihood and potential damage of these threats,
taking into consideration the sensitivity of customer information.

3. Assess the sufficiency of policies, procedures, custoner
i nformati on systens, and other arrangenents in place to contro
risks.

C. Manage and Control Risk. You shall:

1. Design your information security programto control the
identified risks, comrensurate with the sensitivity of the
information as well as the conmplexity and scope of your activities.
You rust consi der whether the followi ng security neasures are
appropriate for you and, if so, adopt those measures you concl ude
are appropriate:

a. Access controls on customer information systens, including
controls to authenticate and pernit access only to authorized
i ndi vidual s and controls to prevent enployees from providing
custoner information to unauthorized individuals who may seek to
obtain this information through fraudul ent neans.

b. Access restrictions at physical |ocations containing custoner
i nformati on, such as buildings, conputer facilities, and records
storage facilities to permt access only to authorized individuals;

c. Encryption of electronic customer information, including
while in transit or in storage on networks or systens to which
unaut hori zed i ndi vidual s may have access;

d. Procedures designed to ensure that custoner informtion
system nodi fications are consistent with your information security
program

e. Dual control procedures, segregation of duties, and enpl oyee
background checks for enpl oyees with responsibilities for or access
to customer information;

f. Monitoring systems and procedures to detect actual and
attenpted attacks on or intrusions into custoner informtion
syst ens;

g. Response prograns that specify actions for you to take when
you suspect or detect that unauthorized individuals have gai ned
access to customer information systens, including appropriate
reports to regulatory and | aw enforcenent agencies; and

h. Measures to protect against destruction, |oss, or danage of
custoner information due to potential environnental hazards, such as
fire and water damage or technol ogical failures.

2. Train staff to inplenment your information security program

3. Regularly test the key controls, systens and procedures of
the information security program The frequency and nature of such
tests should be determ ned by your risk assessment. Tests should be
conducted or reviewed by independent third parties or staff
i ndependent of those that develop or maintain the security prograns.

D. Oversee Service Provider Arrangenments. You shall
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1. Exercise appropriate due diligence in selecting your service
provi ders;

2. Require your service providers by contract to inplenent
appropriate nmeasures designed to nmeet the objectives of these
CGui del i nes; and

3. Where indicated by your risk assessment, nonitor your service
providers to confirmthat they have satisfied their

[[ Page 8641]]

obligations as required by paragraph D.2. As part of this
moni toring, you should review audits, sunmaries of test results, or
ot her equival ent eval uations of your service providers.

E. Adjust the Program You shall nonitor, evaluate, and adjust,
as appropriate, the information security programin light of any
rel evant changes in technol ogy, the sensitivity of your custoner
information, internal or external threats to information, and your
own changi ng busi ness arrangenents, such as mergers and
acqui sitions, alliances and joint ventures, outsourcing
arrangenents, and changes to custoner information systens.

F. Report to the Board. You shall report to your board or an
appropriate comrittee of the board at | east annually. This report
shoul d describe the overall status of the information security
program and your conpliance with these CGuidelines. The reports
shoul d di scuss material natters related to your program addressing
i ssues such as: risk assessment; risk nanagenent and contro
deci si ons; service provider arrangenents; results of testing;
security breaches or violations and managenment's responses; and
recommendati ons for changes in the information security program

G Inmplement the Standards. 1. Effective date. You nust
i mpl ement an information security program pursuant to these
Gui delines by July 1, 2001.

2. Two-year grandfathering of agreenents with service providers.
Until July 1, 2003, a contract that you have entered into with a
service provider to performservices for you or functions on your
behal f satisfies the provisions of paragraph I11.D., even if the
contract does not include a requirement that the servicer mintain
the security and confidentiality of custoner information, as |long as
you entered into the contract on or before March 5, 2001

Dat ed: Decenber 19, 2000.

By the Ofice of Thrift Supervision.
El |l en Sei dman,
Di rector.
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