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Introduction

INTRODUCTION

This Federal Financial Institutions Examination Council (FFIEC) Bank Secrecy Act
(BSA)/Anti-Money Laundering (AML) Examination Manual provides guidance to
examiners for carrying out BSA/AML and Office of Foreign Assets Control (OFAC)
examinations. An effective BSA/AML compliance program requires sound risk
management; therefore, the manual also provides guidance on identifying and controlling
risks associated with money laundering and terrorist financing. The manual contains an
overview of BSA/AML compliance program requirements, BSA/AML risks and risk
management expectations, industry sound practices, and examination procedures. The
development of this manual was a collaborative effort of the federal and state banking
agencies' and the Financial Crimes Enforcement Network (FinCEN), a bureau of the U.S.
Department of the Treasury, to ensure consistency in the application of the BSA/AML
requirements. In addition, OFAC assisted in the development of the sections of the
manual that relate to OFAC reviews. Refer to Appendices A (“BSA Laws and
Regulations”), B (“BSA/AML Directives”), and C (“BSA/AML References”) for
guidance.

Structure of Manual

In order to effectively apply resources and ensure compliance with BSA requirements,
the manual is structured to allow examiners to tailor the BSA/AML examination scope
and procedures to the specific risk profile of the banking organization. The manual
consists of the following sections:

e Introduction.

e (Core Examination Overview and Procedures for Assessing the BSA/AML
Compliance Program.

e Core Examination Overview and Procedures for Regulatory Requirements and
Related Topics.

e Expanded Examination Overview and Procedures for Consolidated and Other Types
of BSA/AML Compliance Program Structures.

e Expanded Examination Overview and Procedures for Products and Services.

" The FFIEC was established in March 1979 to prescribe uniform principles, standards, and report forms
and to promote uniformity in the supervision of financial institutions. The Council has six voting members:
the Board of Governors of the Federal Reserve System, the Federal Deposit Insurance Corporation, the
National Credit Union Administration, the Office of the Comptroller of the Currency, the Office of Thrift
Supervision, and the State Liaison Committee. The Council’s activities are supported by interagency task
forces and by an advisory State Liaison Committee, comprised of five representatives of state agencies that
supervise financial institutions.
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e Expanded Examination Overview and Procedures for Persons and Entities.

e Appendices.

The core and expanded overview sections provide narrative guidance and background
information on each topic; each overview is followed by examination procedures. The
“Core Examination Overview and Procedures for Assessing the BSA/AML Compliance
Program” and the “Core Examination Overview and Procedures for Regulatory
Requirements and Related Topics” (core) sections serve as a platform for the BSA/AML
examination and, for the most part, address legal and regulatory requirements of the
BSA/AML compliance program. The “Scoping and Planning” and the “BSA/AML Risk
Assessment” sections help the examiner develop an appropriate examination plan based
on the risk profile of the bank. There may be instances where a topic is covered in both
the core and expanded sections (e.g., funds transfers and foreign correspondent banking).
In such instances, the core overview and examination procedures address the BSA
requirements while the expanded overview and examination procedures address the AML
risks of the specific activity.

At a minimum, examiners should use the following examination procedures included
within the “Core Examination Overview and Procedures for Assessing the BSA/AML
Compliance Program” section of this manual to ensure that the bank has an adequate
BSA/AML compliance program commensurate with its risk profile:

e Scoping and Planning (refer to pages 19 to 21).

e BSA/AML Risk Assessment (refer to page 31).

e BSA/AML Compliance Program (refer to pages 38 to 43).

e Developing Conclusions and Finalizing the Examination (refer to pages 48 to 51).

While OFAC regulations are not part of the BSA, the core sections include overview and
examination procedures for examining a bank’s policies, procedures, and processes for
ensuring compliance with OFAC sanctions. As part of the scoping and planning
procedures, examiners must review the bank’s OFAC risk assessment and independent
testing to determine the extent to which a review of the bank’s OFAC compliance
program should be conducted during the examination. Refer to core examination
procedures, “Office of Foreign Assets Control,” pages 157 to 159, for further guidance.

The expanded sections address specific lines of business, products, customers, or entities
that may present unique challenges and exposures for which banks should institute
appropriate policies, procedures, and processes. Absent appropriate controls, these lines
of business, products, customers, or entities could elevate BSA/AML risks. In addition,
the expanded section provides guidance on BSA/AML compliance program structures
and management.

Not all of the core and expanded examination procedures will likely be applicable to
every banking organization. The specific examination procedures that will need to be
performed depend on the BSA/AML risk profile of the banking organization, the quality
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and quantity of independent testing, the financial institution’s history of BSA/AML
compliance, and other relevant factors.

Background

In 1970, Congress passed the Currency and Foreign Transactions Reporting Act
commonly known as the “Bank Secrecy Act,”* which established requirements for
recordkeeping and reporting by private individuals, banks,’ and other financial
institutions. The BSA was designed to help identify the source, volume, and movement
of currency and other monetary instruments transported or transmitted into or out of the
United States or deposited in financial institutions. The statute sought to achieve that
objective by requiring individuals, banks, and other financial institutions to file currency
reports with the U.S. Department of the Treasury (U.S. Treasury), properly identify
persons conducting transactions, and maintain a paper trail by keeping appropriate
records of financial transactions. These records enable law enforcement and regulatory
agencies to pursue investigations of criminal, tax, and regulatory violations, if warranted,
and provide evidence useful in prosecuting money laundering and other financial crimes.

The Money Laundering Control Act of 1986 augmented the BSA’s effectiveness by
adding the interrelated sections 8(s) and 21 to the Federal Deposit Insurance Act (FDIA)
and section 206(q) of the Federal Credit Union Act (FCUA), which sections apply
equally to banks of all charters.* The Money Laundering Control Act of 1986 precludes
circumvention of the BSA requirements by imposing criminal liability on a person or
financial institution that knowingly assists in the laundering of money, or that structures
transactions to avoid reporting them. The 1986 statute directed banks to establish and
maintain procedures reasonably designed to ensure and monitor compliance with the
reporting and recordkeeping requirements of the BSA. As a result, on January 27, 1987,
all federal banking agencies issued essentially similar regulations requiring banks to
develop programs for BSA compliance.

The 1992 Annunzio—Wylie Anti-Money Laundering Act strengthened the sanctions for
BSA violations and the role of the U.S. Treasury. Two years later, Congress passed the
Money Laundering Suppression Act of 1994 (MLSA), which further addressed the U.S.
Treasury’s role in combating money laundering.

In April 1996, a Suspicious Activity Report (SAR) was developed to be used by all
banking organizations in the United States. A banking organization is required to file a

231 USC 5311 et seq., 12 USC 1829b, and 1951 — 1959. Also refer to 12 USC 1818(s) (federally insured
depository institutions) and 12 USC 1786(q) (federally insured credit unions).

? Under the BSA, as implemented by 31 CFR 103.11, the term “bank” includes each agent, agency, branch
or office within the United States of commercial banks, savings and loan associations, thrift institutions,
credit unions, and foreign banks. The term “bank” is used throughout the manual generically to refer to the
financial institution being examined.

* 12 USC 1818(s), 1829(b), and 1786(q), respectively.
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SAR whenever it detects a known or suspected criminal violation of federal law or a
suspicious transaction related to money laundering activity or a violation of the BSA.

In response to the September 11, 2001, terrorist attacks, Congress passed the Uniting and
Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act of 2001 (USA PATRIOT Act). Title III of the USA PATRIOT
Act is the International Money Laundering Abatement and Anti-Terrorist Financing Act
of 2001. The USA PATRIOT Act is arguably the single most significant AML law that
Congress has enacted since the BSA itself. Among other things, the USA PATRIOT Act
criminalized the financing of terrorism and augmented the existing BSA framework by
strengthening customer identification procedures; prohibiting financial institutions from
engaging in business with foreign shell banks; requiring financial institutions to have due
diligence procedures and, in some cases, enhanced due diligence (EDD) procedures for
foreign correspondent and private banking accounts; and improving information sharing
between financial institutions and the U.S. government. The USA PATRIOT Act and its
implementing regulations also:

e Expanded the AML program requirements to all financial institutions.’ Refer to
Appendix D (“Statutory Definition of Financial Institution”) for further clarification.

e Increased the civil and criminal penalties for money laundering.

e Provided the Secretary of the Treasury with the authority to impose “special
measures” on jurisdictions, institutions, or transactions that are of “primary money-
laundering concern.”

e Facilitated records access and required banks to respond to regulatory requests for
information within 120 hours.

e Required federal banking agencies to consider a bank’s AML record when reviewing
bank mergers, acquisitions, and other applications for business combinations.

Role of Government Agencies in the BSA

Certain government agencies play a critical role in implementing BSA regulations,
developing examination guidance, ensuring compliance with the BSA, and enforcing the
BSA. These agencies include the U.S. Treasury, FinCEN, and the federal banking
agencies (Board of Governors of the Federal Reserve System, Federal Deposit Insurance
Corporation, National Credit Union Administration, Office of the Comptroller of the
Currency, and Office of Thrift Supervision). Internationally there are various multilateral

* The USA PATRIOT Act expanded the AML program requirement to all financial institutions as that term
is defined in 31 USC 5312(a)(2). However, as of the publication of this manual, only certain types of
financial institutions are subject to final rules implementing the AML program requirements of 31 USC
5318(h)(1) as established by the USA PATRIOT Act. Those financial institutions that are not currently
subject to a final AML program rule are temporarily exempted from the USA PATRIOT Act requirements
to establish an AML program, as set forth in 31 CFR 103.170.
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government bodies that support the fight against money laundering and terrorist
financing. Refer to Appendix E (“International Organizations”) for additional
information.

U.S. Treasury

The BSA authorizes the Secretary of the Treasury to require financial institutions to
establish AML programs, file certain reports, and keep certain records of transactions.
Certain BSA provisions have been extended to cover not only traditional depository
institutions, such as banks, savings associations, and credit unions, but also nonbank
financial institutions, such as money services businesses, casinos, brokers/dealers in
securities, futures commission merchants, mutual funds, insurance companies, and
operators of credit card systems.

FinCEN

FinCEN, a bureau of the U.S. Treasury, is the delegated administrator of the BSA. In this
capacity, FInCEN issues regulations and interpretive guidance, provides outreach to
regulated industries, supports the examination functions performed by federal banking
agencies, and pursues civil enforcement actions when warranted. FinCEN relies on the
federal banking agencies to examine banks within their respective jurisdictions for
compliance with the BSA. FinCEN’s other significant responsibilities include providing
investigative case support to law enforcement, identifying and communicating financial
crime trends and patterns, and fostering international cooperation with its counterparts
worldwide.

Federal Banking Agencies

The federal banking agencies are responsible for the oversight of the various banking
entities operating in the United States, including foreign branch offices of U.S. banks.
The federal banking agencies are charged with chartering (National Credit Union
Administration, Office of the Comptroller of the Currency, and Office of Thrift
Supervision), insuring (Federal Deposit Insurance Corporation and National Credit Union
Administration), regulating, and supervising banks.® 12 USC 1818(s)(2) and 1786(q)
require that the appropriate federal banking agency include a review of the BSA
compliance program at each examination of an insured depository institution. The
federal banking agencies may use their authority, as granted under section 8 of the FDI
Act, to enforce compliance with appropriate banking rules and regulations, including
compliance with the BSA.

® The Board of Governors of the Federal Reserve System, Federal Deposit Insurance Corporation, and
Office of Thrift Supervision may collaborate with state banking agencies on the examination, oversight,
and enforcement of BSA/AML for state-chartered banks.
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The federal banking agencies require each bank under their supervision to establish and
maintain a BSA compliance program.’ In accordance with the USA PATRIOT Act,
FinCEN’s regulations require certain financial institutions to establish an AML
compliance program that guards against money laundering and terrorist financing and
ensures compliance with the BSA and its implementing regulations. When the USA
PATRIOT Act was passed, banks under the supervision of a federal banking agency were
already required by law to establish and maintain a BSA compliance program that,
among other things, requires the bank to identify and report suspicious activity promptly.
For this reason, 31 CFR 103.120 states that a bank regulated by a federal banking agency
is deemed to have satisfied the AML program requirements of the USA PATRIOT Act if
the bank develops and maintains a BSA compliance program that complies with the
regulation of its federal functional regulator® governing such programs. This manual will
refer to the BSA compliance program requirements for each federal banking agency as
the “BSA/AML compliance program.”

Banks should take reasonable and prudent steps to combat money laundering and terrorist
financing and to minimize their vulnerability to the risk associated with such activities.
Some banking organizations have damaged their reputations and have been required to
pay civil money penalties for failing to implement adequate controls within their
organization resulting in noncompliance with the BSA. In addition, due to the AML
assessment required as part of the application process, BSA/AML concerns can have an
impact on the bank’s strategic plan. For this reason, the federal banking agencies’ and
FinCEN’s commitment to provide guidance that assists banks in complying with the BSA
remains a high supervisory priority.

The federal banking agencies work to ensure that the organizations they supervise
understand the importance of having an effective BSA/AML compliance program in
place. Management must be vigilant in this area, especially as business grows and new
products and services are introduced. An evaluation of the bank’s BSA/AML
compliance program and its compliance with the regulatory requirements of the BSA has
been an integral part of the supervision process for years. Refer to Appendix A (“BSA
Laws and Regulations™) for further information.

As part of a strong BSA/AML compliance program, the federal banking agencies seek to
ensure that a bank has policies, procedures, and processes to identify and report
suspicious transactions to law enforcement. The agencies’ supervisory processes assess
whether banks have established the appropriate policies, procedures, and processes based
on their BSA/AML risk to identify and report suspicious activity and that they provide

" Refer to 12 CFR 208.63, 12 CFR 211.5(m) and 12 CFR 211.24(j) (Board of Governors of the Federal
Reserve System); 12 CFR 326.8 (Federal Deposit Insurance Corporation); 12 CFR 748.2 (National Credit
Union Administration); 12 CFR 21.21 (Office of the Comptroller of the Currency); and 12 CFR 563.177
(Office of Thrift Supervision).

¥ Federal functional regulator means: Board of Governors of the Federal Reserve System; Federal Deposit
Insurance Corporation; National Credit Union Administration; Office of the Comptroller of the Currency;
Office of Thrift Supervision; Securities and Exchange Commission; or Commodity Futures Trading
Commission.
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sufficient detail in reports to law enforcement agencies to make the reports useful for
investigating suspicious transactions that are reported. Refer to Appendices B
(“BSA/AML Directives”) and C (“BSA/AML References”) for guidance.

On July 19, 2007, the federal banking agencies issued a statement setting forth the
agencies’ policy for enforcing specific anti-money laundering requirements of the BSA.
The purpose of the Interagency Statement on Enforcement of Bank Secrecy Act/Anti-
Money Laundering Requirements (Interagency Enforcement Statement) is to provide
greater consistency among the agencies in enforcement decisions in BSA matters and to
offer insight into the considerations that form the basis of those decisions.’

OFAC

OFAC administers and enforces economic and trade sanctions based on U.S. foreign
policy and national security goals against targeted foreign countries, terrorists,
international narcotics traffickers, and those engaged in activities related to the
proliferation of weapons of mass destruction. OFAC acts under the President’s wartime
and national emergency powers, as well as under authority granted by specific legislation,
to impose controls on transactions and freeze assets under U.S. jurisdiction. Many of the
sanctions are based on United Nations and other international mandates, are multilateral
in scope, and involve close cooperation with allied governments.

OFAC requirements are separate and distinct from the BSA, but both OFAC and the BSA
share a common national security goal. For this reason, many financial institutions view
compliance with OFAC sanctions as related to BSA compliance obligations; supervisory
examination for BSA compliance is logically connected to the examination of a financial
institution’s compliance with OFAC sanctions. Refer to the core overview and
examination procedures, “Office of Foreign Assets Control,” pages 147 to 156 and 157 to
159, respectively, for guidance.

Money Laundering and Terrorist Financing

The BSA is intended to safeguard the U.S. financial system and the financial institutions
that make up that system from the abuses of financial crime, including money laundering,
terrorist financing, and other illicit financial transactions. Money laundering and terrorist
financing are financial crimes with potentially devastating social and financial effects.
From the profits of the narcotics trafficker to the assets looted from government coffers
by dishonest foreign officials, criminal proceeds have the power to corrupt and ultimately
destabilize communities or entire economies. Terrorist networks are able to facilitate
their activities if they have financial means and access to the financial system. In both
money laundering and terrorist financing, criminals can exploit loopholes and other
weaknesses in the legitimate financial system to launder criminal proceeds, finance
terrorism, or conduct other illegal activities, and, ultimately, hide the actual purpose of
their activity.

? Refer to Appendix R for additional information.
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Banking organizations must develop, implement, and maintain effective AML programs
that address the ever-changing strategies of money launderers and terrorists who attempt
to gain access to the U.S. financial system. A sound BSA/AML compliance program is
critical in deterring and preventing these types of activities at, or through, banks and other
financial institutions. Refer to Appendix F (“Money Laundering and Terrorist Financing
‘Red Flags’”’) for examples of suspicious activities that may indicate money laundering or
terrorist financing.

Money Laundering

Money laundering is the criminal practice of processing ill-gotten gains, or “dirty”
money, through a series of transactions; in this way the funds are “cleaned” so that they
appear to be proceeds from legal activities. Money laundering generally does not involve
currency at every stage of the laundering process. Although money laundering is a
diverse and often complex process, it basically involves three independent steps that can
occur simultaneously:

Placement. The first and most vulnerable stage of laundering money is placement. The
goal is to introduce the unlawful proceeds into the financial system without attracting the
attention of financial institutions or law enforcement. Placement techniques include
structuring currency deposits in amounts to evade reporting requirements or commingling
currency deposits of legal and illegal enterprises. An example may include: dividing
large amounts of currency into less-conspicuous smaller sums that are deposited directly
into a bank account, depositing a refund check from a canceled vacation package or
insurance policy, or purchasing a series of monetary instruments (e.g., cashier’s checks or
money orders) that are then collected and deposited into accounts at another location or
financial institution. Refer to Appendix G (“Structuring”) for additional guidance.

Layering. The second stage of the money laundering process is layering, which involves
moving funds around the financial system, often in a complex series of transactions to
create confusion and complicate the paper trail. Examples of layering include
exchanging monetary instruments for larger or smaller amounts, or wiring or transferring
funds to and through numerous accounts in one or more financial institutions.

Integration. The ultimate goal of the money laundering process is integration. Once the
funds are in the financial system and insulated through the layering stage, the integration
stage is used to create the appearance of legality through additional transactions. These
transactions further shield the criminal from a recorded connection to the funds by
providing a plausible explanation for the source of the funds. Examples include the
purchase and resale of real estate, investment securities, foreign trusts, or other assets.

Terrorist Financing

The motivation behind terrorist financing is ideological as opposed to profit-seeking,
which is generally the motivation for most crimes associated with money laundering.
Terrorism is intended to intimidate a population or to compel a government or an
international organization to do or abstain from doing any specific act through the threat
of violence. An effective financial infrastructure is critical to terrorist operations.
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Terrorist groups develop sources of funding that are relatively mobile to ensure that funds
can be used to obtain material and other logistical items needed to commit terrorist acts.
Thus, money laundering is often a vital component of terrorist financing.

Terrorists generally finance their activities through both unlawful and legitimate sources.
Unlawful activities, such as extortion, kidnapping, and narcotics trafficking, have been
found to be a major source of funding. Other observed activities include smuggling,
fraud, theft, robbery, identity theft, use of conflict diamonds,' and improper use of
charitable or relief funds. In the last case, donors may have no knowledge that their
donations have been diverted to support terrorist causes.

Other legitimate sources have also been found to provide terrorist organizations with
funding; these legitimate funding sources are a key difference between terrorist financiers
and traditional criminal organizations. In addition to charitable donations, legitimate
sources include foreign government sponsors, business ownership, and personal
employment.

Although the motivation differs between traditional money launderers and terrorist
financiers, the actual methods used to fund terrorist operations can be the same as or
similar to those methods used by other criminals that launder funds. For example,
terrorist financiers use currency smuggling, structured deposits or withdrawals from bank
accounts; purchases of various types of monetary instruments; credit, debit, or prepaid
cards; and funds transfers. There is also evidence that some forms of informal banking
(e.g., “hawala”'") have played a role in moving terrorist funds. Transactions through
hawalas are difficult to detect given the lack of documentation, their size, and the nature
of the transactions involved. Funding for terrorist attacks does not always require large
sums of money, and the associated transactions may not be complex.

Criminal Penalties for Money Laundering,
Terrorist Financing, and Violations of the BSA

Penalties for money laundering and terrorist financing can be severe. A person convicted
of money laundering can face up to 20 years in prison and a fine of up to $500,000."> Any
property involved in a transaction or traceable to the proceeds of the criminal activity,

1 Conflict diamonds originate from areas controlled by forces or factions opposed to legitimate and
internationally recognized governments and are used to fund military action in opposition to those
governments, or in contravention of the decisions of the United Nations Security Council (www.un.org).

' “Hawala” refers to one specific type of informal value transfer system. FinCEN describes hawala as “a
method of monetary value transmission that is used in some parts of the world to conduct remittances, most
often by persons who seek to legitimately send money to family members in their home country. It has
also been noted that hawala, and other such systems, are possibly being used as conduits for terrorist
financing or other illegal activity.” For additional information and guidance on hawalas and FinCEN’s
report to Congress in accordance with section 359 of the USA PATRIOT Act, refer to FinCEN’s Web site:

www.fincen.gov.
12 18 USC 1956.
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including property such as loan collateral, personal property, and, under certain
conditions, entire bank accounts (even if some of the money in the account is legitimate),
may be subject to forfeiture. Pursuant to various statutes, banks and individuals may
incur criminal and civil liability for violating AML and terrorist financing laws. For
instance, pursuant to 18 USC 1956 and 1957, the U.S. Department of Justice may bring
criminal actions for money laundering that may include criminal fines, imprisonment,
and forfeiture actions." In addition, banks risk losing their charters, and bank employees
risk being removed and barred from banking.

Moreover, there are criminal penalties for willful violations of the BSA and its
implementing regulations under 31 USC 5322 and for structuring transactions to evade
BSA reporting requirements under 31 USC 5324(d). For example, a person, including a
bank employee, willfully violating the BSA or its implementing regulations is subject to a
criminal fine of up to $250,000 or five years in prison, or both.'* A person who commits
such a violation while violating another U.S. law, or engaging in a pattern of criminal
activity, is subject to a fine of up to $500,000 or ten years in prison, or both." A bank that
violates certain BSA provisions, including 31 USC 5318(i) or (j), or special measures
imposed under 31 USC 5318A, faces criminal money penalties up to the greater of

$1 million or twice the value of the transaction.'®

Civil Penalties for Violations of the BSA

Pursuant to 12 USC 1818(i) and 1786(k), and 31 USC 5321, the federal banking agencies
and FinCEN, respectively, can bring civil money penalty actions for violations of the
BSA. Moreover, in addition to criminal and civil money penalty actions taken against
them, individuals may be removed from banking pursuant to 12 USC 1818(e)(2) for a
violation of the AML laws under Title 31 of the U.S. Code, as long as the violation was
not inadvertent or unintentional. All of these actions are publicly available.

1318 USC 981 and 982.
431 USC 5322(a).

15 Id

16 Id
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CORE EXAMINATION OVERVIEW
AND PROCEDURES FOR ASSESSING
THE BSA/AML COMPLIANCE
PROGRAM

Scoping and Planning — Overview

Objective. lIdentify the bank’s BSA/AML risks, develop the examination scope, and
document the plan. This process includes determining examination staffing needs and
technical expertise, and selecting examination procedures to be completed.

The BSA/AML examination is intended to assess the effectiveness of the bank’s
BSA/AML compliance program and the bank’s compliance with the regulatory
requirements pertaining to the BSA, including a review of risk management practices.

Whenever possible, the scoping and planning process should be completed before
entering the bank. During this process, it may be helpful to discuss BSA/AML matters
with bank management, including the BSA compliance officer, either in person or by
telephone. The scoping and planning process generally begins with an analysis of:

e Off-site monitoring information.
e Prior examination reports and workpapers.

e Request letter items completed by bank management. Refer to Appendix H
(“Request Letter Items (Core and Expanded)”) for additional information.

e The bank’s BSA/AML risk assessment.

e BSA-reporting database (Web Currency and Banking Retrieval System (Web
CBRY)).

e Independent reviews or audits.

Review of the Bank’s BSA/AML Risk Assessment

The scoping and planning process should be guided by the examiner’s review of the
bank’s BSA/AML risk assessment. Information gained from the examiner’s review of
the risk assessment will assist the scoping and planning process as well as the evaluation
of the adequacy of the BSA/AML compliance program. If the bank has not developed a
risk assessment, this fact should be discussed with management. For the purposes of the
examination, whenever the bank has not completed a risk assessment, or the risk
assessment is inadequate, the examiner must complete a risk assessment. Refer to the
core overview section, “BSA/AML Risk Assessment,” pages 22 to 30, for guidance on
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developing a BSA/AML risk assessment. Evaluating the BSA/AML risk assessment is
part of scoping and planning the examination, and the inclusion of a section on risk
assessment in the manual does not mean the two processes are separate. Rather, risk
assessment has been given its own section to emphasize its importance in the
examination process and in the bank’s design of effective risk-based controls.

Independent Testing

As part of the scoping and planning process, examiners should obtain and evaluate the
supporting documents of the independent testing (audit)'” of the bank’s BSA/AML
compliance program. The scope and quality of the audit may provide examiners with a
sense of particular risks in the bank, how these risks are being managed and controlled,
and the status of compliance with the BSA. The independent testing scope and
workpapers can assist examiners in understanding the audit coverage and the quality and
quantity of transaction testing. This knowledge will assist the examiner in determining
the examination scope, identifying areas requiring greater (or lesser) scrutiny, and
identifying when expanded examination procedures may be necessary.

Examination Plan

At a minimum, examiners should conduct the examination procedures included in the
following sections of this manual to ensure that the bank has an adequate BSA/AML
compliance program commensurate with its risk profile:

¢ Scoping and Planning (refer to pages 19 to 21).

e BSA/AML Risk Assessment (refer to page 31).

e BSA/AML Compliance Program (refer to pages 38 to 43).

e Developing Conclusions and Finalizing the Examination (refer to pages 48 to 51).

The “Core Examination Overview and Procedures for Regulatory Requirements and
Related Topics” section includes an overview and examination procedures for examining
a bank’s policies, procedures, and processes to ensure compliance with OFAC sanctions.
As part of the scoping and planning procedures, examiners must review the bank’s OFAC
risk assessment and independent testing to determine the extent to which a review of the
bank’s OFAC compliance program should be conducted during the examination. Refer
to core overview and examination procedures, “Office of Foreign Assets Control,” pages
147 to 159, for further guidance.

' The federal banking agencies’ reference to “audit” does not confer an expectation that the required
independent testing must be performed by a specifically designated auditor, whether internal or external.
However, the person performing the independent testing must not be involved in any part of the bank’s
BSA/AML compliance program. The findings should be reported directly to the board of directors or an
audit committee composed primarily or completely of outside directors.
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The examiner should develop and document an initial examination plan commensurate
with the overall BSA/AML risk profile of the bank. This plan may change during the
examination as a result of on-site findings, and any changes to the plan should likewise
be documented. The examiner should prepare a request letter to the bank. Suggested
request letter items are detailed in Appendix H (“Request Letter Items (Core and
Expanded)”). On the basis of the risk profile, quality of audit, previous examination
findings, and initial examination work, examiners should complete additional core and
expanded examination procedures, as appropriate. The examiner must include an
evaluation of the BSA/AML compliance program within the supervisory plan or cycle.
At larger, more complex banking organizations, examiners may complete various types
of examinations throughout the supervisory plan or cycle to assess BSA/AML
compliance. These reviews may focus on one or more business lines (e.g., private
banking, trade financing, or foreign correspondent banking relationships), based upon the
banking organization’s risk assessment and recent audit and examination findings.

Transaction Testing

Examiners perform transaction testing to evaluate the adequacy of the bank’s compliance
with regulatory requirements, determine the effectiveness of its policies, procedures, and
processes, and evaluate suspicious activity monitoring systems. Transaction testing is an
important factor in forming conclusions about the integrity of the bank’s overall controls
and risk management processes. Transaction testing must be performed at each
examination and should be risk-based. Transaction testing can be performed either
through conducting the transaction testing procedures within the independent testing
(audit) section (refer to the core examination procedures, “BSA/AML Compliance
Program,” pages 38 to 43, for further guidance) or completing the transaction testing
procedures contained elsewhere within the core or expanded sections.

The extent of transaction testing and activities conducted is based on various factors
including the examiner’s judgment of risks, controls, and the adequacy of the
independent testing. Once on site, the scope of the transaction testing can be expanded to
address any issues or concerns identified during the examination. Examiners should
document their decision regarding the extent of transaction testing to conduct, the
activities for which it is to be performed, and the rationale for any changes to the scope of
transaction testing that occur during the examination.

Information Available From BSA-Reporting Database

Examination planning should also include an analysis of the SARs, Currency Transaction
Reports (CTR), and CTR exemptions that the bank has filed. SARs, CTRs, and CTR
exemptions may be downloaded from or obtained directly online from the BSA-reporting
database (Web CBRS). Each federal banking agency has staff authorized to obtain this
data from the BSA-reporting database. When requesting searches from the BSA-
reporting database, the examiner should contact the appropriate person (or persons),
within his or her agency, sufficiently in advance of the examination start date in order to
obtain the requested information. When a bank has recently purchased or merged with
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another bank, the examiner should obtain SARs, CTRs, and CTR exemptions data on the
acquired bank, as well.

Downloaded information can be displayed on an electronic spreadsheet, which contains
all of the data included on the original document filed by the bank as well as the Internal
Revenue Service (IRS) Document Control Number (DCN), and the date the document
was entered into the BSA-reporting database. Downloaded information may be
important to the examination, as it will help examiners:

¢ Identify high-volume currency customers.
e Assist in selecting accounts for transaction testing.
e Identify the number and characteristics of SARs filed.

e Identify the number and nature of exemptions.
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Examination Procedures

Scoping and Planning

Objective. Identify the bank’s BSA/AML risks, develop the examination scope, and
document the plan. This process includes determining examination staffing needs and
technical expertise, and selecting examination procedures to be completed.

To facilitate the examiner’s understanding of the bank’s risk profile and to adequately
establish the scope of the BSA/AML examination, the examiner should complete the
following steps, in conjunction with the review of the bank’s BSA/AML risk assessment:

1. Review prior examination or inspection reports, related workpapers, and
management’s responses to any previously identified BSA issues; identify completed
examination procedures; obtain BSA contact information; identify reports and
processes the bank uses to detect unusual activity; identify previously noted higher-
risk banking operations; review recommendations for the next examination. In
addition, contact bank management as appropriate to discuss the following:

= BSA/AML compliance program.

= BSA/AML risk assessment.

= Suspicious activity monitoring and reporting systems.
= Level and extent of automated BSA/AML systems.

For the above topics, refer to the appropriate overview and examination procedures
sections in the manual for guidance.

2. Develop list of BSA items to be incorporated into the integrated examination request
letter. If the BSA portion of the examination is a stand-alone examination, send the
request letter to the bank. Review the request letter documents provided by the bank.
Refer to Appendix H (Request Letter Items (Core and Expanded)).

3. Review correspondence between the bank and its primary regulator, if not already
completed by the examiner in charge or other dedicated examination personnel. In
addition, review correspondence that the bank or the primary regulators have received
from, or sent to, outside regulatory and law enforcement agencies relating to
BSA/AML compliance. Communications, particularly those received from FinCEN,
and the IRS Enterprise Computing Center — Detroit (formerly the Detroit Computing
Center) may document matters relevant to the examination, such as the following:

» Filing errors for SARs, CTRs, and CTR exemptions.
= Civil money penalties issued by or in process from FinCEN.

= Law enforcement subpoenas or seizures.
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= Notification of mandatory account closures of noncooperative foreign customers
holding correspondent accounts as directed by the Secretary of the Treasury or the
U.S. Attorney General.

4. Review SARs, CTRs, and CTR exemption information obtained from downloads
from the BSA-reporting database. The number of SARs, CTRs, and CTR exemptions
filed should be obtained for a defined time period, as determined by the examiner.
Consider the following information, and analyze the data for unusual patterns, such
as:

*  Volume of activity, and whether it is commensurate with the customer’s
occupation or type of business.

= Number and dollar volume of transactions involving higher-risk customers.

= Volume of CTRs in relation to the volume of exemptions (i.e., whether additional
exemptions resulted in significant decreases in CTR filings).

= Volume of SARs and CTRs in relation to the bank’s size, asset or deposit growth,
and geographic location.

The federal banking agencies do not have targeted volumes or “quotas” for SAR and
CTR filings for a given bank size or geographic location. Examiners should not
criticize a bank solely because the number of SARs or CTRs filed is lower than SARs
or CTRs filed by “peer” banks. However, as part of the examination, examiners must
review significant changes in the volume or nature of SARs and CTRs filed and
assess potential reasons for these changes.

5. Review internal and external audit reports and workpapers for BSA/AML
compliance, as necessary, to determine the comprehensiveness and quality of audits,
findings, and management responses and corrective action. A review of the
independent audit’s scope, procedures, and qualifications will provide valuable
information on the adequacy of the BSA/AML compliance program.

6. While OFAC regulations are not part of the BSA, evaluation of OFAC compliance is
frequently included in BSA/AML examinations. It is not the federal banking
agencies’ primary role to identify OFAC violations, but rather to evaluate the
sufficiency of a bank’s implementation of policies, procedures, and processes to
ensure compliance with OFAC laws and regulations. To facilitate the examiner’s
understanding of the bank’s risk profile and to adequately establish the scope of the
OFAC examination, the examiner should complete the following steps:

= Review the bank’s OFAC risk assessment. The risk assessment, which may be
incorporated into the bank’s overall BSA/AML risk assessment, should consider
the various types of products, services, customers, entities, transactions, and
geographic locations in which the bank is engaged, including those that are
processed by, through, or to the bank to identify potential OFAC exposure.

= Review the bank’s independent testing of its OFAC compliance program.
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= Review correspondence received from OFAC and, as needed, the civil penalties
area on OFAC’s Web site to determine whether the bank had any warning letters,
fines, or penalties imposed by OFAC since the most recent examination.

= Review correspondence between the bank and OFAC (e.g., periodic reporting of
prohibited transactions and, if applicable, annual OFAC reports on blocked

property).

In addition to the above, at larger, more complex banking organizations, examiners
may complete various types of examinations throughout the supervisory plan or cycle
to assess OFAC compliance. These reviews may focus on one or more business lines.

7. On the basis of the above examination procedures, in conjunction with the review of
the bank’s BSA/AML risk assessment, develop an initial examination plan. The
examiner should adequately document the plan, as well as any changes to the plan
that occur during the examination. The scoping and planning process should ensure
that the examiner is aware of the bank’s BSA/AML compliance program, OFAC
compliance program, compliance history, and risk profile (i.e., products, services,
customers, entities, transactions, and geographic locations).

As necessary, additional core and expanded examination procedures may be completed.
While the examination plan may change at any time as a result of on-site findings, the
initial risk assessment will enable the examiner to establish a reasonable scope for the
BSA/AML review. In order for the examination process to be successful, examiners
must maintain open communication with the bank’s management and discuss relevant
concerns as they arise.
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BSA/AML Risk Assessment — Overview

Objective. Assess the BSA/AML risk profile of the bank and evaluate the adequacy of the
bank’s BSA/AML risk assessment process.

Evaluating the BSA/AML risk assessment should be part of scoping and planning the
examination, and the inclusion of a section on risk assessment in the manual does not
mean the two processes are separate. Rather, risk assessment has been given its own
section to emphasize its importance in the examination process and in the bank’s design
of effective risk-based controls.

The same risk management principles that the bank uses in traditional operational areas
should be applied to assessing and managing BSA/AML risk. A well-developed risk
assessment will assist in identifying the bank’s BSA/AML risk profile. Understanding
the risk profile enables the bank to apply appropriate risk management processes to the
BSA/AML compliance program to mitigate risk. This risk assessment process enables
management to better identify and mitigate gaps in the bank’s controls. The risk
assessment should provide a comprehensive analysis of the BSA/AML risks in a concise
and organized presentation, and should be shared and communicated with all business
lines across the bank, board of directors, management, and appropriate staff; as such, it is
a sound practice that the risk assessment be reduced to writing.

There are many effective methods and formats used in completing a BSA/AML risk
assessment; therefore, examiners should not advocate a particular method or format.
Bank management should decide the appropriate method or format, based on the bank’s
particular risk profile. Whatever format management chooses to use for its risk
assessment, it should be easily understood by all appropriate parties.

The development of the BSA/AML risk assessment generally involves two steps: first,
identify the specific risk categories (i.e., products, services, customers, entities,
transactions, and geographic locations) unique to the bank; and second, conduct a more
detailed analysis of the data identified to better assess the risk within these categories. In
reviewing the risk assessment during the scoping and planning process, the examiner
should determine whether management has considered all products, services, customers,
entities, transactions, and geographic locations, and whether management’s detailed
analysis within these specific risk categories was adequate. If the bank has not developed
a risk assessment, this fact should be discussed with management. For the purposes of
the examination, whenever the bank has not completed a risk assessment, or the risk
assessment is inadequate, the examiner must complete a risk assessment based on
available information.'®

'8 Refer to “Examiner Development of a BSA/AML Risk Assessment,” pages 29 to 30, for guidance.
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Evaluating the Bank’s BSA/AML Risk Assessment

An examiner must review the bank’s BSA/AML compliance program with sufficient
knowledge of the bank’s BSA/AML risks in order to determine whether the BSA/AML
compliance program is adequate and provides the controls necessary to mitigate risks.
For example, during the examination scoping and planning process, the examiner may
initially determine that the bank has a high-risk profile, but during the examination, the
examiner may determine that the bank’s BSA/AML compliance program adequately
mitigates these risks. Alternatively, the examiner may initially determine that the bank
has a low- or moderate-risk profile; however, during the examination, the examiner may
determine that the bank’s BSA/AML compliance program does not adequately mitigate
these risks.

In evaluating the risk assessment, an examiner should not necessarily take any single
indicator as determinative of the existence of a lower or higher BSA/AML risk. The
assessment of risk factors is bank-specific, and a conclusion regarding the risk profile
should be based on a consideration of all pertinent information. Banks may determine
that some factors should be weighed more heavily than others. For example, the number
of funds transfers is certainly one factor to be considered in assessing risk; however, in
order to effectively identify and weigh the risks, the examiner should look at other factors
associated with those funds transfers, such as whether they are international or domestic,
the dollar amounts involved, and the nature of the customer relationships.

Identification of Specific Risk Categories

The first step of the risk assessment process is to identify the specific products, services,
customers, entities, and geographic locations unique to the bank. Although attempts to
launder money, finance terrorism, or conduct other illegal activities through a bank can
emanate from many different sources, certain products, services, customers, entities, and
geographic locations may be more vulnerable or have been historically abused by money
launderers and criminals. Depending on the specific characteristics of the particular
product, service, or customer, the risks are not always the same. Various factors, such as
the number and volume of transactions, geographic locations, and nature of the customer
relationships, should be considered when the bank prepares its risk assessment. The
differences in the way a bank interacts with the customer (face-to-face contact versus
electronic banking) also should be considered. Because of these factors, risks will vary
from one bank to another. In reviewing the bank’s risk assessment, examiners should
determine whether management has developed an accurate risk assessment that identifies
the significant risks to the bank.

The expanded sections in this manual provide guidance and discussions on specific lines
of business, products, and customers that may present unique challenges and exposures
for which banks may need to institute appropriate policies, procedures, and processes.
Absent appropriate controls, these lines of business, products, or customers could elevate
aggregate BSA/AML risks. The examiner should expect the bank’s ongoing risk
assessment process to address the varying degrees of risk associated with its products,
services, customers, entities, and geographic locations, as applicable.

FFIEC BSA/AML Examination Manual 23 04/29/2010



BSA/AML Risk Assessment — Overview

Products and Services

Certain products and services offered by banks may pose a higher risk of money
laundering or terrorist financing depending on the nature of the specific product or
service offered. Such products and services may facilitate a higher degree of anonymity,
or involve the handling of high volumes of currency or currency equivalents. Some of
these products and services are listed below, but the list is not all inclusive:

e Electronic funds payment services — electronic cash (e.g., prepaid and payroll cards),
funds transfers (domestic and international), payable upon proper identification
(PUPID) transactions, third-party payment processors, remittance activity, automated
clearing house (ACH) transactions, and automated teller machines (ATM).

e Electronic banking.

e Private banking (domestic and international).
e Trust and asset management services.

e Monetary instruments. "

e Foreign correspondent accounts (e.g., bulk shipments of currency, pouch activity,
payable through accounts (PTA), and U.S. dollar drafts).

e Trade finance.

e Services provided to third party payment processors or senders.
e Foreign exchange.

e Special use or concentration accounts.

¢ Lending activities, particularly loans secured by cash collateral and marketable
securities.

¢ Nondeposit account services (e.g., nondeposit investment products and insurance).

The expanded sections of the manual provide guidance and discussion on specific
products and services detailed above.

Customers and Entities

Although any type of account is potentially vulnerable to money laundering or terrorist
financing, by the nature of their business, occupation, or anticipated transaction activity,
certain customers and entities may pose specific risks. At this stage of the risk
assessment process, it is essential that banks exercise judgment and neither define nor

19 Monetary instruments in this context include official bank checks, cashier’s checks, money orders, and
traveler’s checks. Refer to the expanded overview section, “Purchase and Sale of Monetary Instruments,”
pages 243 to 245, for further discussion on risk factors and risk mitigation regarding monetary instruments.
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treat all members of a specific category of customer as posing the same level of risk. In
assessing customer risk, banks should consider other variables, such as services sought
and geographic locations. The expanded sections of the manual provide guidance and
discussion on specific customers and entities that are detailed below:

e Foreign financial institutions, including banks and foreign money services providers
(e.g., casas de cambio, currency exchanges, and money transmitters).

e Nonbank financial institutions (e.g., money services businesses; casinos and card
clubs; brokers/dealers in securities; and dealers in precious metals, stones, or jewels).

e Senior foreign political figures and their immediate family members and close
associates (collectively known as politically exposed persons (PEP)).*

e Nonresident alien (NRA)* and accounts of foreign individuals.

e Foreign corporations and domestic business entities, particularly offshore
corporations (such as domestic shell companies and Private Investment Companies
(PIC) and international business corporations (IBC))* located in higher-risk
geographic locations.

e Deposit brokers, particularly foreign deposit brokers.

e Cash-intensive businesses (e.g., convenience stores, restaurants, retail stores, liquor
stores, cigarette distributors, privately owned ATMs, vending machine operators, and
parking garages).

e Nongovernmental organizations and charities (foreign and domestic).

e Professional service providers (e.g., attorneys, accountants, doctors, or real estate
brokers).

Geographic Locations

Identifying geographic locations that may pose a higher risk is essential to a bank’s
BSA/AML compliance program. U.S. banks should understand and evaluate the specific
risks associated with doing business in, opening accounts for customers from, or
facilitating transactions involving certain geographic locations. However, geographic
risk alone does not necessarily determine a customer’s or transaction’s risk level, either
positively or negatively.

20 Refer to core overview, “Private Banking Due Diligence Program (Non-U.S. Persons),” pages 130 to
134, and expanded overview, “Politically Exposed Persons,” pages 297 to 300, for additional guidance.

*I NRA accounts may be identified by obtaining a list of financial institution customers who filed W-8s.
Additional information can be found at www.irs.gov/formspubs.

*? For explanations of PICs and IBCs and additional guidance, refer to expanded overview, “Business
Entities (Domestic and Foreign),” pages 323 to 328.
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Higher-risk geographic locations can be either international or domestic. International
higher-risk geographic locations generally include:

e Countries subject to OFAC sanctions, including state sponsors of terrorism.*

e Countries identified as supporting international terrorism under section 6(j) of the
Export Administration Act of 1979, as determined by the Secretary of State.*

e Jurisdictions determined to be “of primary money laundering concern” by the
Secretary of the Treasury, and jurisdictions subject to special measures imposed by
the Secretary of the Treasury, through FinCEN, pursuant to section 311 of the USA
PATRIOT Act.”

e Jurisdictions or countries monitored for deficiencies in their regimes to combat
money laundering and terrorist financing by international entities such as the
Financial Action Task Force (FATF).

e Major money laundering countries and jurisdictions identified in the U.S. Department
of State’s annual International Narcotics Control Strategy Report (INCSR), in
particular, countries which are identified as jurisdictions of primary concern.*

e Offshore financial centers (OFC).”’

e Other countries identified by the bank as higher-risk because of its prior experiences
or other factors (e.g., legal considerations, or allegations of official corruption).

e Domestic higher-risk geographic locations may include, but are not limited to,
banking offices doing business within, or having customers located within, a U.S.
government-designated higher-risk geographic location. Domestic higher-risk
geographic locations include:

» High Intensity Drug Trafficking Areas (HIDTA).*®

» A list of such countries, jurisdictions, and governments is available on OFAC’s Web site:
www.treas.gov/offices/enforcement/ofac.

** A list of the countries supporting international terrorism appears in the U.S. Department of State’s annual
Country Reports on Terrorism. This report is available on the U.S. Department of State’s Web site for its
Counterterrorism Office: www.state.gov/s/ct/.

% Notices of proposed rulemaking and final rules accompanying the determination “of primary money
laundering concern,” and imposition of a special measure (or measures) pursuant to section 311 of the USA
PATRIOT Act are available on the FinCEN Web site: www.fincen.gov/reg_section311.html.

%% The INCSR, including the lists of high-risk money laundering countries and jurisdictions, may be
accessed on the U.S. Department of State’s Bureau of International Narcotics and Law Enforcement Affairs
Web page www.state.gov/p/inl/rls/nrcrpt.

7 OFCs offer a variety of financial products and services. For additional information, including
assessments of OFCs, refer to www.imf . org/external/ns/cs.aspx?id=55.
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» High Intensity Financial Crime Areas (HIFCA).”

Analysis of Specific Risk Categories

The second step of the risk assessment process entails a more detailed analysis of the data
obtained during the identification stage in order to more accurately assess BSA/AML
risk. This step involves evaluating data pertaining to the bank’s activities (e.g., number
of: domestic and international funds transfers; private banking customers; foreign
correspondent accounts; PTAs; and domestic and international geographic locations of
the bank’s business area and customer transactions) in relation to Customer Identification
Program (CIP) and customer due diligence (CDD) information. The level and
sophistication of analysis may vary by bank. The detailed analysis is important because
within any type of product or category of customer there will be accountholders that pose
varying levels of risk.

This step in the risk assessment process gives management a better understanding of the
bank’s risk profile in order to develop the appropriate policies, procedures, and processes
to mitigate the overall risk. Specifically, the analysis of the data pertaining to the bank’s
activities should consider, as appropriate, the following factors:

e Purpose of the account.

e Actual or anticipated activity in the account.

e Nature of the customer’s business/occupation.

e Customer’s location.

e Types of products and services used by the customer.

The value of a two-step risk assessment process is illustrated in the following example.
The data collected in the first step of the risk assessment process reflects that a bank
sends out 100 international funds transfers per day. Further analysis may show that
approximately 90 percent of the funds transfers are recurring well-documented
transactions for long-term customers. On the other hand, the analysis may show that 90
percent of these transfers are nonrecurring or are for noncustomers. While the numbers
are the same for these two examples, the overall risks are different.

% The Anti-Drug Abuse Act of 1988 and The Office of National Drug Control Policy (ONDCP)
Reauthorization Act of 1998 authorized the Director of ONDCP to designate areas within the United States
that exhibit serious drug trafficking problems and harmfully impact other areas of the country as HIDTAs.
The HIDTA Program provides additional federal resources to those areas to help eliminate or reduce drug
trafficking and its harmful consequences. A listing of these areas can be found at
www.whitehousedrugpolicy.gov/hidta/index.html.

* HIFCAs were first announced in the 1999 National Money Laundering Strategy and were conceived in
the Money Laundering and Financial Crimes Strategy Act of 1998 as a means of concentrating law
enforcement efforts at the federal, state, and local levels in high intensity money laundering zones. A
listing of these areas can be found at www.fincen.gov/hifcaregions.html.
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As illustrated above, the bank’s CIP and CDD information take on important roles in this
process. Refer to the core overview sections, “Customer Identification Program” and
“Customer Due Diligence,” found on pages 52 to 58 and 63 to 65, respectively, for
additional guidance.

Developing the Bank’s BSA/AML Compliance Program
Based Upon Its Risk Assessment

Management should structure the bank’s BSA/AML compliance program to adequately
address its risk profile, as identified by the risk assessment. Management should
understand the bank’s BSA/AML risk exposure and develop the appropriate policies,
procedures, and processes to monitor and control BSA/AML risks. For example, the
bank’s monitoring systems to identify, research, and report suspicious activity should be
risk-based, with particular emphasis on higher-risk products, services, customers, entities,
and geographic locations as identified by the bank’s BSA/AML risk assessment.

Independent testing (audit) should review the bank’s risk assessment for reasonableness.
Additionally, management should consider the staffing resources and the level of training
necessary to promote adherence with these policies, procedures, and processes. For those
banks that assume a higher-risk BSA/AML profile, management should provide a more
robust BSA/AML compliance program that specifically monitors and controls the higher
risks that management and the board have accepted. Refer to Appendix I (“Risk
Assessment Link to the BSA/AML Compliance Program”) for a chart depicting the risk
assessment’s link to the BSA/AML compliance program.

Consolidated BSA/AML Compliance Risk Assessment

Banks that implement a consolidated or partially consolidated BSA/AML compliance
program sh