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	1.  Purpose


	To establish a framework for incorporating security into all phases of the information technology (IT) acquisition process and to establish IT security requirements for third party providers who wish to provide automated data processing contract services or products to the FDIC.  Additionally, this circular establishes guidelines for FDIC employees who evaluate proposals or plans for third party software or service use.  The provisions outlined in this circular shall aid FDIC in implementing and managing the following "major management control points in the acquisition process with regard to contractor information security:”
a.  Consideration of security in contract planning;

b.  Incorporation of security requirements in contracts; and

c.  Oversight of contractor information security practices.

	
	

	2.  Scope


	The provisions of this circular apply to all FDIC employees responsible for procuring and/or implementing automated information systems at the FDIC including procurement initiators, contracting officers, oversight managers (OM), and IT security officials.  It also applies to contractors and others who participate in IT contracting with the FDIC.  Additionally, the circular applies to non-FDIC products and individuals that service, handle, manage, or interface with FDIC data or systems.

	
	

	3.  Background

Background

(cont’d)
	The increased use of commercial products and services to process, store, and/or transmit FDIC sensitive data presents new security challenges to the FDIC, such as:
a.  Meeting the requirements of Office of Management and Budget (OMB) Circular A-130, "Management of Federal Information Resources," and related Federal legislation and guidance;
b.  Addressing all IT security requirements early in the acquisition process for IT systems, applications, and services;
c.  Ensuring that Commercial Off-the-Shelf Software (COTS) products used to perform mission-related tasks have the security features necessary to protect sensitive data in accordance with Federal laws and regulations, as well as FDIC policies;

d.  Using third party communication links to transmit sensitive data between components of the FDIC or between the FDIC and State and Federal agencies, the banking industry, and outside entities such as contractors or vendors;
e.  Ensuring sensitive data maintained by third parties is protected in accordance with Federal and FDIC security requirements;
f.  Ensuring that sensitive data transmitted outside of the FDIC’s control is secure from compromise; 
g.  Ensuring that personnel responsible for installing, maintaining, and operating COTS products follow Federal and FDIC security policies during the performance of the related service; and
h.  Ensuring the contractors who operate FDIC facilities or other FDIC IT resources either on FDIC premises or not, follow Federal and FDIC security policies during the performance of the related services.



	
	

	4.  Policy

Policy

(cont’d)

Policy

(cont’d)
	a.  It is the policy of the FDIC that Request for Proposals (RFPs) shall include security language and requirements addressing the following areas:
(1)  Security laws, regulations, and policies with which all deliverables must comply;
(2)  Statement of basic security requirements;
(3)  Protection of FDIC data related to the contract;

(4)  Provision for security technical evaluation criteria as part of the overall technical evaluation criteria;
(5)  Sensitivity assessment and risk analysis to determine security requirements and vulnerabilities;
(6)  Suitability of contractor and subcontractor staff based on personnel security criteria; 
(7)  Provision for obtaining a separate pricing line item from contractors for implementing security requirements for any contracts $3 million or more; and
(8)  A clause that states upon termination of the contract or completion of tasks involving FDIC data, all hard copy data will be returned or destroyed as directed by the FDIC and all electronic data will be erased or destroyed (disk wiping or media sanitizing) in accordance with FDIC policies and procedures.
b.  Connections to all FDIC platforms, operating environments, and applications shall be protected to prevent unauthorized access and assure accountability and integrity.  Additionally, security controls for the protection of sensitive data shall be documented and provided to the OM.
c.  DIRM Information Security Staff (ISS) shall maintain Policy Memorandum 03-006 to address all security requirements related to establishing, maintaining, and reviewing off-site connections to the FDIC network.
d.  Contracts for products or services in the maintenance or disposal stage of the FDIC System Development Life Cycle, in place on the date this circular becomes effective, may not be obligated to meet Federal security requirements, i.e., FDIC, National Institute of Standards and Technology (NIST), Office of Management and Budget (OMB), etc., based on the terms of their contract.  In such cases, it may prove difficult for the FDIC to determine the state of security provided by the contractor or even prevent the contractor from compromising, corrupting, or otherwise rendering invalid the data under control of the contractor.  The FDIC is obligated, however, to ensure the secure condition of all systems, connections, and services.  Therefore, the following may be done:
(1)  Request the contractor to provide evidence that security is adequate;

(2)  Request the contractor to allow an independent security audit (aside from an audit done by FDIC's Office of Inspector General), of the project;
(3)  Renegotiate the remaining contracted services to include more stringent security requirements;

(4)  Recompete the contract at the earliest possible date; and

(5)  Consider whether continued performance of the contract presents an unacceptable security or other risk and if so, terminate the contract on the grounds that the contract is no longer in the best interest of the Federal Government.


	
	

	5.
Definitions

Defintions

(cont’d)
	Terms used in this circular are defined below:
a.  Automated Information Systems (AISs).  An application of information technology that is used to process, store, or transmit information and includes, but is not limited to, mainframe systems, mini/microcomputer systems, personal computers, gateways, private branch exchanges (PBXs), and the networks that connect them and related software.  AISs also include commercial and custom developed software, removable media, and electronic and paper input documents and output.
b.  Collaborative Working Group.  A group of business representatives assigned management authority over a data family.  These working groups are responsible for managing each corporate data family in the best interests of the Corporation.  The representatives are also responsible for depicting the interests of external stakeholders of corporate data with whom they interact.
c.  Commercial Off-the-Shelf (COTS).  Software that is commercially available and not specifically designed or produced for the FDIC.
d.  Contract.  An award instrument used for the acquisition, purchase, or lease of property or services.
e.  Memorandum of Understanding (MOU).  An explicit recognition of a need to formalize the consultative policy framework and document exceptions to established policies within that framework when all stakeholders are in agreement over the terms of those exceptions.
f.  Periodic Contractor Security Review.  Regular or unscheduled reviews by DIRM ISS to ensure compliance with this and related documents.

g.  Personally Identifiable Information (PII).  Any information that identifies or can be used to identify, contact, or locate the person to whom such information pertains.  PII includes name, address, phone number, fax number, E-mail address, financial profiles, medical profile, social security number, and credit card information.  It also includes unique information such as a personal profile, a unique identifier, biometric information or an internet protocol (IP) address.  PII does not include information that is collected anonymously (i.e., without identification of the 
individual user) or demographic information not connected to an identified individual.
h.  Program Office.  The FDIC division or office sponsoring and/or holding ownership of products leased or bought, or services performed.
i.  Request for Proposal (RFP).  A solicitation for proposals to be submitted to the FDIC for services or products required.
j.  Services.  Any actions conducted by personnel in support or as the primary task of a contract, product installation or performance of agreed-upon terms.
k.  Sensitive Data.  FDIC data that meets any of the following criteria (including data that resides and operates on microcomputers, LANs, and FDIC mainframes):
(1)  Data covered by the Privacy Act of 1974;
(2)  Data or information protected from disclosure by any applicable statute, law, regulation, order, or privilege;
(3)  Financial data used to produce checks or requisition supplies; and
(4)  Data considered essential or vital to FDIC operations and which is susceptible to fraud or misuse.
l.  Third Party.  Any non-FDIC product, service, or individual who handles or manages FDIC data.


	
	

	6. Contractor Requirements

Contractor

Requirements

(cont’d)
	Contractors shall:
a.  Comply with this circular and all other FDIC policies and procedures and Federal regulations  and procedures stipulated in the RFP or solicitation documents when submitting proposals, installing, maintaining, and/or operating products, performing services, or accessing FDIC data, systems, or physical property; ensure there is an appropriate separation of duties regarding IT security as defined in FDIC directives; encrypt the FDIC’s sensitive information and procedures when transmitting such information over unsecured lines in conformance with FDIC Circular 1310.5, Encryption and Digital Signatures for Electronic Mail;
b.  Prepare a waiver with justification and obtain FDIC approval prior to using hardware/software that is not FDIC standard;
c.  Document requested hardware/software changes clearly and thoroughly, explain the impact of these changes on security throughout the life of the contract and obtain oversight manager approval for changes;
d.  Sign confidentiality agreements prescribed by the FDIC;
e.  Ensure that facilities used for FDIC work comply with the FDIC’s physical security requirements, and cooperate with FDIC personnel who perform on-site reviews ( documenting compliance as reviews are done) before connections are approved and periodically thereafter;
f.  Provide security plans, if required, as deliverables under the contracts.;
g.  Develop and maintain access control lists based on need and according to standards set forth by the FDIC;
h.  Use standard FDIC hardware/software (as defined by DIRM Technical Infrastructure) to perform FDIC work;
i.  Perform impact analyses that includes clear and thorough assessments of possible new security vulnerabilities prior to installation of IT services or equipment, and throughout the life of the contract;
j.  Provide their employees with the appropriate security training (i.e., according to standards set forth by the FDIC) to perform their duties including training for the specific AIS or data associated with the services they are performing;
k.  Encrypt the FDIC’s sensitive information in conformance with FDIC encryption policy and procedures when transmitting such information over unsecured lines;
l.  Agree that hardware/software, personnel, and facilities contracted to support the FDIC are subject to regular and spot audits (including audits following the performance of a contract) by U.S. General Accounting Office and other FDIC personnel including DIRM ISS.  These audits may be conducted on a pre-award basis and any time during the performance of the contract to ensure compliance; and
m.  On an annual basis, or as otherwise required, require that all contractor staff supporting FDIC IT functions review and agree to the information on the FDIC DIRM Information Security Awareness Website.


	
	

	7. Roles and Responsibilities

Roles and

Responsibilities

(cont’d)

Roles and

Responsibilities

(cont’d)

Roles and

Responsibilities

(cont’d)
	a.  DIRM ISS shall:
(1)  Develop policies and procedures to ensure that appropriate information security requirements are incorporated into RFPs, statement of work solicitations, or product (hardware/software) reviews;
(2)  Coordinate (and monitor completion as well) with the OMs to conduct periodic reviews (at least once every six months) of compliance with FDIC security policies and standards before, during, and following the period of contract performance or product service to the FDIC.  Compliance reviews will take into consideration cost and benefit of doing such reviews;  
(3)  Conduct reviews of third party and COTS products and services, which are currently in place and not under solicitation, for compliance with FDIC security policies and standards;
(4)  Develop guidelines for OMs to monitor contractor security practices and to obtain training on accepted security practices; these guidelines should outline clearly defined OM roles and responsibilities for contractor security;
(5)  Develop guidelines for the Acquisitions Services Branch (ASB) to include appropriate technical evaluation criteria for contractor information security; and
(6)  Process waivers or justifications seeking prior approval of usage of hardware/software that is not FDIC standard.
b.  Division of Administration (DOA), ASB shall:
(1)  Prepare solicitations and contracts with applicable security provisions as identified in Requirements Packages;
(2)  Coordinate with DIRM ISS and Divisional Program Offices (including the Technical Evaluation Panel) to ensure that proposals address the security requirements stated in solicitations and ensure that noncompliance is documented;
(3)  Request and ensure that appropriate background investigation reviews are conducted (pre-award and post award as required under the solicitation, contract, and FDIC Circular 3700.16, Acquisition Policy Manual-Revision 1) on contractor and subcontractor employees and that no access to FDIC systems is granted until the results of the fingerprint analysis is obtained;
(4)  Issue OM designation memoranda stating responsibilities for monitoring contractor security practices and develop appropriate training on security oversight requirements, policies, and guidance;
(5)  Participate with the Program Office in off-site pre-award surveys of contractor and subcontractor facilities to verify that the security of the facility is adequate (and otherwise comply with the FDIC's physical security requirements) and include appropriate documentation in the file.  Withhold contract 
awards until security site surveys are completed and approval provided; and
(6)  Work with OM to monitor contractor performance, including all security requirements set forth in the contract.
c.  Divisions/Program Offices shall:
(1)  Ensure that all Requirements Packages include appropriate security requirements (management, administrative, and technical), including methods for providing security assurance throughout the life cycle of the contract (mission and business planning, acquisition planning, acquisition, contract performance, disposal and contract closeout) for preparing solicitations.  Specifically, AIS or applications procured by the FDIC shall meet FDIC and government information security requirements, refer to OMB Circular A-130 and NIST 800-4;
(2)  Coordinate with the appropriate Divisional Information Security Managers (ISMs) to assist in  clarifying IT security requirements in the "procurement cycle;”
(3)  Coordinate with the appropriate Divisional ISM to conduct preliminary sensitivity assessments and risk analyses as required to determine IT security requirements and include these products in the statement of work;
(4)  For contracts valued at three $3 million or more, identify and estimate the cost of contractor information security as a specific element of the cost of providing information services;
(5)  Ensure that all contractual responsibilities for monitoring contractor security (contractor and OM) are established in the contract;
(6)  Working with the OM, report to the Contracting Officer, ASB, any apparent contract security non-compliance or any contract provision that seems counter to security requirements;
(7)  Working with the OM, ensure that all contract employees comply with FDIC’s mandatory information security awareness training requirements;

(8)  Working with the OM, ensure that systems or applications covered by this policy comply with FDIC’s Systems Development Life Cycle process, as stipulated in FDIC Circular 1320.3, Systems Development Life Cycle (SDLC); and 
(9)  Ensure that OMs maintain a list of Government Furnished Equipment (GFE) and that the contractor maintains and provide to the OM a list of all Contract Furnished Equipment (CFE).  OMs should check the lists for accuracy during periodic site review.
d.  OMs shall:
(1)  With DIRM coordination and/or the Divisional ISM assistance, conduct periodic reviews of compliance with FDIC security policies and standards before and during the period of contract performance or product service;
(2)  Inform contractors of their roles and responsibilities for information security as identified in this circular through a post award conference;
(3)  Ensure that contractors perform initial sensitivity assessments according to FDIC IT security guidance to determine additional IT security requirements such as the need for security plans and risk analyses;
(4)  Ensure that contractor employees are made aware of their responsibility to be familiar with federal security requirements of OMB Circular A-130 and other federal and FDIC IT security requirements;
(5)  Ensure that contractors keep FDIC network equipment in a locked room with controlled access;
(6)  Ensure that contractors maintain documentation indicating that employee AIS related security activities are monitored during the life of the contract;
(7)  Report any suspected IT security related violations of the contract by contractor or subcontractor employees to the Contracting Officer and the Divisional ISM.  In cases determined severe, the Office of Inspector General (OIG) and/or other appropriate authorities should be notified and/or contacted;
(8)  Working with the OM, report any suspected violations of FDIC security policy by vendor staff to DIRM, ISS or Divisional ISM;
(9)  Ensure contractor employees are provided access to FDIC systems and applications in accordance with FDIC Circular 1610.2, Security Policy and Procedures for Contractors;
(10)  Maintain accurate records of CFE and GFE provided to off-site contractors;
(11)  Ensure contractor connection(s) to Corporate AIS are terminated immediately after contract completion and ensure that contractor access is immediately revoked upon contract termination or separation of individual contractors; and
(12)  Observe and document contractor security practices during site visits and performance evaluations.
e.  Collaborative Working Groups (excluding the OIG) shall: determine the level of sensitivity of all potential data being housed, routed, stored, shared or accessed by any proposed system, service or contractor.

f.  ISMs shall:
(1)  Coordinate with DIRM, ISS on behalf of the Program Office to clarify IT security requirements in the “procurement cycle” in complying with this policy;
(2)  Coordinate with their Program Office to conduct preliminary sensitivity assessments and risk analyses as required to determine IT security requirements;
(3)  Coordinate with the Program Office and DIRM, ISS in any investigation or audit of vendor provided products; and
(4)  Assist the contractor or OM (OM has the primary responsibility) in periodic reviews of contractor compliance with FDIC security policies and standards during the period of contract performance or product service.


	
	

	8. Disciplinary Action
Disciplinary Action

(cont’d)
	FDIC employees (to include those described in paragraph 2., above) who violate or abuse the provisions of this circular are subject to disciplinary action in accordance with FDIC Circular 2750.1, Disciplinary and Adverse Actions.  Discipline could include actions up to, and including, removal.
Contractors who violate the provisions of this circular will have also violated the terms of their contract with the FDIC and are subject to the consequences attendant to such a breach.


	
	

	9.  Questions
	Questions regarding this circular should be referred to DIRM, Information Security Staff, Chief, Security Operations Section.


	
	

	10.  Effective Date
	The provisions outlined in this circular are effective immediately.
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