FDIC Records—Correspondence Related to
Crypto-Related Activities

February 5, 2025

Pages 2 through 280 (64 records) consist of FDIC correspondence with the 24 banks
that received “pause letters” as detailed in the FDIC OIG’s report entitled “FDIC
Strategies Related to Crypto-Asset Risks” (FDIC OIG EVAL-24-01 Oct. 2023).

Pages 281 through 790 (111 records) consist of FDIC correspondence and other
records involving the crypto-related activities of other regulated institutions.






















































Board of Directors Page 6 of 7

k. Describe I efforts to conduct due dili gence and assess the risks of engaging in
the [ llsmart contract.

1. Explain how will ensure that the amount of funds in the omnibus deposit
account matches, at a minimum, at all times the aggregate amount of-in its
customers’ wallets.

m. Describe any testing- is conducting or will conduct in relation to the

blockchain, Jjjjjffsmart contract, or other aspects of its participation in

the .
n. Describe and provide documentation of vulnerability analysis that has been
performed related to the smart contracts.

6. Settlement.
a. Explain when the final settlement of a transaction facilitated byq occurs, where
itis recorded, and whether there are any dependencies on the public
blockchain for settlement finality.
b. Provide a detailed account of what || llllis and for what it will be used. In your
response, include whether it has a set price or whether its price can fluctuate.

c. Explain whether will be paying fees directly to update the
blockchain ledger and, if so, to whom such fees are paid.

d. Explain whethex- plans to hold- and, if so, (i) how it will be reflected on
_balance sheet and (ii) how much [Jjjjjjjjj plans to hold. Ifits price can
uctuate, explain how-intends to account for variations in the price of -

e. Provide a description of the accounting methods and treatment used for [ lilheld by
I (including initial recording and any subsequent entries).

7. Use Cases.

a. Provide a detailed description of planned and potential use cases for-

b. Explain how th differs from other bank-offered peer-to-peer payments
platforms (e.g. . Explain if the||| ]l nteracts with any such platforms.

c. Explain whether and how the|jjjillis developing an alias directory (e.g. email
addresses). If so, explain (i) whether such directory will be housed by a central party,
or such data will be stored in a decentralized manner; how any personal identifiable
information (PII) stored in the alias directory will be protected.

d. Explain how customers effectuate peer-to-peer payments (e.g., in banks’ own apps or
via a third-party app).

e. Identify and describe safeguards that will be put in place to mitigate the risk that
customers send funds to an unintended recipient.

f. Provide screen shots to show the customer’s user experience.

8. Consumer Protection.
a. Identify the fees and other charges that will be imposed o-:ustomers that

elect to use il to conduct transactions.
b. Describe the anticipated process for managing complaints from-customers
related to



























































































































































































































































































Request List: Crypto-Asset Collateralized Commercial Lending

W DN =

10.

11.

12.

Loan and security agreements.
Risk assessment related to crypto lending.
Loan policy, procedures, underwriting standards and customer eligibility criteria related
to crypto lending, and a description of the bank’s expertise in crypto lending.
Board and loan committee minutes reflecting approval, discussion, analysis, and any
documentation provided to the board/loan committee (beyond the documentation
provided to the FDIC on 6/3/22).
For each credit: origination balance; balance as of 9/30/22; margin call history (when
margin calls were made and met, and amounts), capital risk weighting treatment, loan
loss reserve associated with such loans, note and security agreements.
Borrower and guarantor financials and associated analyses (beyond the documentation
provided to the FDIC on 6/3/22).
Legal analysis and determination related to the permissibility of proposed activity,
including crypto asset ownership and perfection of the bank’s security interest, and any
accompanying opinion of counsel.
Description of the collateral maintenance monitoring function and reporting on collateral
maintenance monitoring.
If collateral involved is re-hypothecated collateral tendered by the borrower’s clients,
documentation of borrower’s authority to re-hypothecate (such as from the borrower’s
underlying financing arrangements) and analysis of the adequacy and enforceability of
the borrower’s documentation.
For any collateral custodians and entities that provide collateral maintenance functions:

a. Contracts or agreements

b. Risk assessment and due diligence

¢. Bankruptcy implications analysis performed by the bank

d. Ongoing monitoring.
Detailed description of the information technology arrangement or infrastructure utilized
for the collateral maintenance functions, including all data flows, interfaces with the
bank’s core systems, and new IT development and costs to implement/facilitate.
Independent credit review documentation.


































































23. Policies and procedures that will govern the crypto-related activity, including those related to
consumer compliance and complaint resolution.

24. If not outlined in policies and procedures, framework of assigned responsibilities and
qualifications for those involved in day-to-day administration of crypto-related activity,
including internal controls responsibilities. Description of oversight responsibilities (e.g.
management, staff, committees (including members, frequency of meetings), and
collectively, their approval authority).

















































































19.

20.

21.
22.

23.

Implementation plan. Please include expected activity volumes, income projections used to
determine whether the products are financially feasible, and any other analysis performed to
support launching the products.

Board and committee minutes reflecting discussion, analysis, approval, and any
documentation provided on the activity.

Internal training materials related to the activity.

Policies and procedures that will govern the crypto-related activity, including those related to
consumer compliance and complaint resolution.

If not outlined in policies and procedures, framework of assigned responsibilities and
qualifications for those involved in day-to-day administration of crypto-related activity,
including internal controls responsibilities. Description of oversight responsibilities (e.g.
management, staff, committees (including members, frequency of meetings), and
collectively, their approval authority).

Documents (Live/Beta Programs only):

24.

Volumes to include: 1) number of active accounts using this service through bank, 2) total
number and dollar volume of buy transactions completed (since implementation), and 3) total
number and dollar volume of sell transactions completed (since implementation).
































































































25. Description of oversight responsibilities (e.g. management, staff, committees (including
members, frequency of meetings), and collectively, their approval authority).

26. If the activity is in a testing phase or has been made available to customers, provide: 1)
number of active accounts using this service through the bank; 2) total number and dollar
volume of buy transactions completed (since implementation); and, 3) total number and
dollar volume of sell transactions completed (since implementation).
















































Management should identify performance criteria, internal controls, reporting needs, and
contractual requirements that would be critical to the ongoing assessment and control of specific,
identified compliance risks. This process should also evaluate staffing, including the proper
level and experience to oversee a crypto-related program. After completing the risk assessment
process, particularly relative to the overall business plan, management should review its ability
to provide adequate oversight of the proposed product(s) on an ongoing basis.

To a large degree, the success of an institution’s CMS is founded on the actions taken by its
Board and management. As with any new product or service, including crypto-related products
or services, Board and management should foster a culture of compliance and ensure the
compliance officer has sufficient authority to develop the CMS across departmental lines, access
to all areas of the institution’s operations, and authorization to effect corrective action. Board
and management should allocate sufficient resources to the compliance function commensurate
with the level and complexity of the institution’s operations, and the compliance officer should
provide ongoing updates to the Board.

When offering new products and services to customers, including crypto-asset products and
services, management should ensure that applications, disclosures, contracts, agreements,
statements, advertisements, and other customer facing materials contain clear, accurate, and
conspicuous information sufficient for customers to understand the nature, terms, limitations, and
costs of the given activity, as appropriate. The Interagency Statement on Retail Sales of Non-
deposit Investment Products serves as a useful resource when considering how to ensure clear
and conspicuous language is provided to customers when offering non-deposit products. The
recently-amended FDIC Part 328 also outlines rules regarding signage for digital deposit-taking
channels, with specific requirements for platforms that offer insured deposit products alongside
non-deposit products.

AMI/CFT OVERSIGHT

The Bank’s AML/CFT program in its current state cannot support the proposed crypto-related
activities discussed in the February 2023 Business Plan’s narrative. As of the review, the Bank
continues to use AML/CFT software that sufficiently monitors traditional banking activities;
however, conversations with management indicate a number of new vendors will have to be on-
boarded to effectively oversee the proposed crypto-related activities. The Bank is seeking third-
party vendors to support oversight in areas including pre-screening wallets, monitoring crypto
transactions, building risk inventories, and ensuring that new systems can properly communicate
with legacy systems that the Bank is currently using. Failure to properly construct an AML/CFT
system to control risks surrounding the proposed activities may result in a failure to detect
criminal activity.

THIRD-PARTY RISK MANAGEMENT

A financial institution's Board and management are responsible for identifying and controlling
risks arising from third-party relationships to the same extent as if the third-party activity were
handled within the institution. The activities proposed within the May 2022 and February 2023



































































































Board of Governors of the Federal Reserve System
Federal Deposit Insurance Corporation
Office of the Comptroller of the Currency

November 23, 2021
Joint Statement on Crypto-Asset Policy Sprint Initiative and Next Steps

The Board of Governors of the Federal Reserve System, Federal Deposit Insurance Corporation
and Office of the Comptroller of the Currency (collectively, agencies) recognize that the
emerging crypto-asset sector presents potential opportunities and risks for banking organizations,
their customers, and the overall financial system.! As supervised institutions seek to engage in
crypto-asset-related activities, it is important that the agencies provide coordinated and timely
clarity where appropriate to promote safety and soundness, consumer protection, and compliance
with applicable laws and regulations, including anti-money laundering and illicit finance statutes
and rules.

To that end, the agencies recently conducted a series of interagency “policy sprints” focused on
crypto-assets. Similar to a “tech sprint” model, agency staff with various backgrounds and
relevant subject matter expertise conducted preliminary analysis on various issues regarding
crypto-assets. This joint statement summarizes the work undertaken during the policy sprints and
provides a roadmap of future planned work.

Agency staff focused on quickly advancing and building on the agencies’ combined knowledge
and understanding related to banking organizations’ potential involvement in crypto-asset-related
activities. The focus of the sprint work included:

e Developing a commonly understood vocabulary using consistent terms regarding the use
of crypto-assets by banking organizations.

e Identifying and assessing key risks, including those related to safety and soundness,
consumer protection, and compliance, and considering legal permissibility related to
potential crypto-asset activities conducted by banking organizations.?

e Analyzing the applicability of existing regulations and guidance and identifying areas
that may benefit from additional clarification.

To place the sprint work in context, staff reviewed and analyzed a number of crypto-asset
activities in which banking organizations may be interested in engaging including:

Crypto-asset custody.

Facilitation of customer purchases and sales of crypto-assets.
Loans collateralized by crypto-assets.

Activities involving payments, including stablecoins.

! By “crypto-asset,” the agencies refer generally to any digital asset implemented using cryptographic techniques.
2 To assist in identifying key risks, agency staff reviewed comment letters submitted in response to the FDIC’s
Request for Information on Digital Assets.




e Activities that may result in the holding of crypto-assets on a banking organization’s
balance sheet.

Based on this preliminary and foundational staff-level work, the agencies have identified a
number of areas where additional public clarity is warranted. As a result, the agencies have
developed a crypto-asset roadmap that is summarized below.

Throughout 2022, the agencies plan to provide greater clarity on whether certain activities
related to crypto-assets conducted by banking organizations are legally permissible, and
expectations for safety and soundness, consumer protection, and compliance with existing laws
and regulations related to:

Crypto-asset safekeeping and traditional custody services.?
Ancillary custody services.*

Facilitation of customer purchases and sales of crypto-assets.
Loans collateralized by crypto-assets.

Issuance and distribution of stablecoins.

Activities involving the holding of crypto-assets on balance sheet.

The agencies also will evaluate the application of bank capital and liquidity standards to crypto-
assets for activities involving U.S. banking organizations and will continue to engage with the
Basel Committee on Banking Supervision on its consultative process in this area.

The agencies continue to monitor developments in crypto-assets and may address other issues as
the market evolves. Further, the agencies will continue to engage and collaborate with other
relevant authorities, as appropriate, on issues arising from activities involving crypto-assets.

3 Traditional custody services in this context include facilitating the customer’s exchange of crypto-assets and fiat
currency, transaction settlement, trade execution, recordkeeping, valuation, tax services, and reporting.

4 Ancillary custody services could potentially include staking, facilitating crypto-asset lending, and distributed
ledger technology governance services. The agencies may seek additional information on these activities through a
request for information, prior to providing any further clarity on these activities.
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CONTROLLED//FDIC BUSINESS

Federal Deposit Insurance Corporation Chicago Regional Office

Division of Risk Management Supervision

Division of Depositor and Consumer Protection Phone (312) 382-7500

300 South Riverside Plaza, Suite 1700, Chicago, IL 60606 Fax (312) 382-6901
December 2, 2024

Board_of Directors

b4,b8

Re: Crypto-Related Activity Targeted Review

Members of the Board:

The FDIC’s Division of Depositor and Consumer Protection (DCP) and Division of Risk
Management Supervision (RMS) conducted a joint Targeted Review of 11 third-party programs

from both new third-party relationships and changes to existing third-party programs to include
crypto features.

SCOPE OF TARGETED REVIEW

RMS Supervisory Examiner (SE)i b8  iand DCP Consumer Compliance Technology

Specialist (CCTS): b8 iconducted a joint review of i "bab8 _icrypto-related
activity in conjunction with the 2022 DCP and 2023 RMS supervisory activities. The scope of
review included:  b4,b8  iprocesses for determining whether to engage in crypto-related

activity; risk assessment and due diligence processes prior to engaging with crypto-related third
parties or with third parties that offer crypto-related features associated with bank issued
products; ongoing risk management practices; and review of specific program materials,
including available consumer-facing presentations, marketing, and disclosures related to nine
active crypto-related third-party relationships. The review also focused on certain
representations, either by affirmative statement, suggestion, or implication, of FDIC insurance
applicability in consumer-facing materials by third-party entities that have a direct or indirect
entities’ and consumers’ deposits may be placed. In addition, examiners conducted abbreviated
reviews of the two inactive programs based on the as-developed status and available materials.

The following table details the third-party relationship programs reviewed, ! b4,b8 1
product, crypto-asset feature(s), and status of each program at the time of review. Crypto-asset
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Board of Directors Page 2
December 2, 2024

features include the ability to spend crypto-assets by conversion to U.S. dollars (USD), earn
crypto-asset based rewards for card transaction activity, and engage in crypto-asset trading.

During the review examiners participated in live demonstrations of the user mobile application

O

respective programs. Examrners selected these programs based on several factors, including the
presence of affirmative, suggested, or implied claims of FDIC insurance; identified concerns
regarding the lack of clarity between FDIC insured and non-insured products and services;
complaint activity; and nature of crypto-related features.

i crypto-asset ba,bsl and: b4,b8 : features have been added to |
“On January 31, 2023 b8~ Valerted the FDIC of its intent to wind down the relatronshlp with iba,bg] with the

follomns_ y timeline: lasl dav.of, card_lssuance on; b4,b8 i

=1k ' b4,b8

“{of its intent to terminate the contract on

E Qtatus may have recently changed given that on ba b8 ireported that it will stop providing
crypto trading services in the United States.
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Board of Directors Page 3
December 2, 2024

SUMMARY OF FINDINGS

Prior to the FDIC’s Targeted Review, bank management did not believe that

conducted or engaged with crypto-related activities, because i “baps i does not hold or

transact in crypto-assets. As such, the Board and management did not identify or evaluate the
risks associated with these third-party activities to determine overall risk exposure.

While the bank does not hold or transact crypto-assets, bank-issued products market and provide
crypto-asset rewards or the ability to spend crypto-assets. As a result, it is relevant for the bank
to consider and assess how crypto-related risks may impact the bank. For example, key risks
associated with crypto-assets may include the following: risks of fraud and scams, legal
uncertainties related to ownership rights, volatility in crypto-asset pricing, contagion risk within
the sector, lack of maturity and robustness of risk management and governance practices in the
sector, and operational risks related to crypto-custody (to the extent crypto rewards or crypto
available to spend is custodied). These risks may be relevant for the bank to consider as it may
impact customer abilities to obtain the crypto rewards or spend crypto, as marketed to bank
customers. In addition, such activity may pose significant money laundering (ML) and terrorist
financing (TF) risks given reported instances of crypto-assets being used for illicit activities.

Board and Management Oversight

Overall, Board and management did not provide sufficient oversight of programs with crypto-
related activities. In addition, there was no review to ensure individuals involved had sufficient
knowledge of crypto-related activities, which is of increased concern given the potential risks
associated with the crypto-asset features of the bank-1ssued cards (as outlined in the Summary
section above). As a result, management did not recognize the elevated consumer compliance,
sanctions, ML/TF, and other illicit financial activity risks.

The bank also lacks due diligence analysis to support that the parties that directly perform the
crypto-related activity tied to the bank’s product can be performed as expected. For example,
several programs market to consumers earning crypto rewards on a b4,b8 . The due
diligence analysis does not reflect that the third parties have the financial capacity or operational

b4,b8

Due Diligence and Risk Assessment

Management did not properly enhance its due diligence or risk assessment processes to ensure
the risks of these programs are identified, assessed, and controlled prior to engaging in these
activities. The resulting lack of controls or appropriate risk management procedures prevents
management and the Board from providing ongoing oversight commensurate with the risks.
Similarly, while the bank’s existing compliance and legal reviews for new programs include
relevant documents and regulatory frameworks (e.g., Unfair, Deceptive, and Abusive Acts and
Practices), due diligence and risk assessment documentation do not evidence-specific
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consideration of crypto-related components related to compliance and legal risks. For example,

USDs from crypto-assets; however, the bank’s anti-money laundenng and countering the
financing of terrorism (AML/CFT) risk rating was low because of the card’s limited funding
methods, and did not acknowledge potential AML/CFT risks as the source of funds for card
spending are directly crypto-assets.

In addition,.___ bab8 ___:card programs with spend from crypto-related funding sources are
dependent on| b4,b8 {and service providers to those] b4,b8 | for essential
functions relating to AML/CFT compliance. Due diligence and ongoing oversight of the

b4,b38 i policies and procedures to monitor and assess the crypto-asset sources of

funds is limited primarily to identification of the crypto-asset custodian, the exchange platform,
and the crypto-asset transaction monitoring service provider. Given the inherent sanctions,
ML/TF, and other illicit financial activity risks associated with crypto-assets, the risk assessment
and initial and periodic due diligence of such programs warrants further development to consider
the adequacy of transaction monitoring outsourced to: b4,b8 iand to ensure the card
construct and other ML/TF controls can be appropriately tailored by the bank.

Noncompliance with the Federal Deposit Insurance Act, 12 U.S.C Section 18(a)(4) (Section
18(a)(4)) and its implementing regulation, 12 C.F.R Part 328 (Part 328) by the Bank’s Third
Parties

Examiner review of advertisements for the subject third-party relationships revealed several

FDIC assoc1ated terms without clear, conspicuous, and promment disclaimers that the unmsured
financial products are not FDIC-insured or guaranteed. In addition, : b4,b8 ;
made statements regarding FDIC deposit insurance that omitted material information that, in the
absence of such information, could result in a reasonable consumer being unable to understand
the extent or manner of deposit insurance provided. Lastly, unrelated to the crypto-related
activity review, the FDIC found additional Part 328 compliance concerns regarding certain
representations about deposit insurance made by i b4,b8 i an entity with which

b4,b8 ! has a relationship.

Based on the FDIC’s review, the FDIC has reason to believe that these third-party entities may
have either misused an FDIC-Associated Image or FDIC-Associated Term or otherwise violated
Section 328.102(a), and/or may have made false or misleading representation regarding deposit
insurance, in violation of Section 328.102(b). As such, the FDIC issued a confidential advisory
letter to each of these third-party entities, pursuant to the FDIC’s authority under Section
18(a)(4), and its implementing regulation (Part 328), to inform them of the FDIC’s findings of
potential violations and concerns. The advisory letters requested corrective actions within 15
days of the date of issuance. The entities and dates of the confidential advisory letters are as
follows:

REL0000042136
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b4,b8

The letters are attached. The advisory letters and any communications with the recipient of the
advisory letter are considered confidential supervisory information (CSI) with respect to the
FDIC’s Section 18(a)(4) authority over: b4,b8 gand
are exempt from public disclosure under Exemption 8 of the Freedom of Information Act. In
response to the advisory letters, the third parties implemented corrective action. However, we
are sharing this CSI pursuant to the discretionary disclosure provisions of Part 309 of the FDIC
Rules and Regulations (Part 309)° to assist the Board and management in properly overseeing the
subject third-party relationships and implementing an effective compliance management system.
Please note that the advisory letters were issued pursuant to Section 328.106 based on the
FDIC’s preliminary findings of potential violations of Section 18(a)(4) and Part 328 by these
entities.

Both the! b4,b8 i programs are subject to the bank’s b4,b8

Agreement with' b4,b8 ;Agreement) The b4, b8 Agreement states thatl b4 b8 |

b4,b8

i
......... i

b4, b8 Who has primary responsibility for each Program’s compliance with “Applicable Law and
he Program Documents.” The bank’s lack of or inadequate review of advertisements of all
third-party programs, as well as a lack of ongoing oversight of advertisements to ensure
compliance with applicable laws and regulation, allowed these third parties to make
misrepresentations, affirmatively or by implication, in apparent violations of Section 18(a)(4)
and Part 328. Additionally, the bank’s lack of awareness that these third parties are/were
engaged in crypto-related activities further highlights the bank’s compliance management system
weaknesses as well as the material deficiencies in the bank’s third-party oversight.

MEETING WITH MANAGEMENT

SE! b8 land CCTSi 5571 met wrth bank management on November 21, 2024, to discuss

....................

...............

?See 12 C.F.R. § 309.6(b).
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Case Manageri b8 iSenior Compliance Examineri b8
Revlonal Supervisor: b8 ijoined telephomcally Chief Executive Ofﬁcen
b4,b8 i babg 1 P and | b4,b8
b4,b8 iwere present on behalf of the Bark. SE{ b8 {reminded the bank that the

review findings were both preliminary and subject to the conﬁdentlahty restrictions of Part 309
of the FDIC’s Rules and Regulations.

b d BADVADOLAL WL DUV Y VL AL AVVAIVW. AL Y ™
...................

products or services, bank partnerships with third parties engaged in crypto- related activities

does present risks to the bank. CRO: b4,b8 :discussed changes to the bank’s practices and

.....................

should clearly identify and address these risks where present. CCTS| b8 dlscussed several

instances of potential non-compliance with the Federal Deposit Insurance At 12 U.S.C. Section
18(a)(4) and its implementing regulation, 12 C.F.R. Part 328 by the bank’s third parties. CCTS
i b8 Inoted that advisory letters have been sent to the third parties and will be provided to the

bank alongside the supervisory letter concluding this review. Finally, CCTS; b8 briefly
discussed changes to Part 328 effective in 2025.

responding to the supervisory letter and conﬁrmed logls‘ucs of receiving and respondrng to the
letter. ARD Cabhill confirmed that the bank should submit the response to the supervisory letter
electronically like to other examination activities.

The issues identified through this review align with those identified and conveyed to the bank
through the 2022 DCP and 2023 RMS examination activities. The reports resulting from these
supervisory activities included supervisory recommendations and proposed enforcement actions
to address the identified concerns. As a result, no new supervisory recommendations are put
forth within this letter. However, the Board and management should review the findings of this
Targeted Review at an official meeting of the Board and document this review within the
minutes.
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This letter is confidential and may not be disclosed or made public in any manner under part 309
of the FDIC Rules and Regulations (12 CFR Part 309). Under no circumstances shall the Bank
or any of its directors, officers, or employees disclose or make public the contents of this letter,
or any portion thereof, without the prior written consent of the FDIC. Please notify us
immediately if you receive a subpoena or other legal process calling for the production of this
letter or a description of its content, or any of the CSI disclosed to you.

As a reminder, written correspondence can be sent to this office as a PDF document through the
FDIC’s Secure Email portal (s¢ourenail.fdic 2ov) using the following e-mail address:
CHIMailRoom@F DIC. gov. Information about how to use secure email and FAQs about the
service can be found at ¢ .. If there are any questions about the Secure Email

process or the Targeted Rev1ew ﬁndmgs please contact RMS Case Manager b8 Eat
: b8 v or DCP Senior Review Exammer b8 1t b8
Sincerely,

Gregory P. Bottone
Regional Director

Enclosures

cc: b8 . Federal Reserve Bank of Cleveland
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Federal Deposit Insurance Corporation

Via Overnight Mail August 17,2023

b4,b8

RE: Potential Violations of Section 18(a)(4) of the Federal Deposit Insurance Act

Dearg b4,b8 !
| am an attorney in the Legal Division of the Federal Deposit Insurance Corporation (FDIC). As part of its
responsibilities, the FDIC reviews statements that make representations about deposit insurance.

Provisions in the Federal Deposit Insurance Act, 12 U.S.C. § 1828(a)(4) (Section 1828(a)(4)), and its
implementing regulation, 12 C.F.R. Part 328 (Part 328), prohibit any person from representing that an
uninsured financial product is insured or from knowingly misrepresenting the extent or mannerin
which a deposit is FDIC-insured under the Act, whether by making affirmative statements or by
omitting material information. Under Part 328, no person may represent or imply that any uninsured
financial product is insured or guaranteed by the FDIC as part of an advertisement, solicitation, or
other publication or dissemination. See 12 C.F.R. 328.102(a)(2). Further, pursuant to Part 328, a
statement regarding deposit insurance would be deemed to make material representations if the
representation could result in a reasonable consumer being unable to understand the extent or
manner of deposit insurance provided. See 12 C.F.R. 328.102(b)(1), (b)(3), and (b)(5). The FDIC has the
authority to enforce this prohibition against any person or entity.

Certain statements by: b4,b8 iwhich appeared on the website,
i b4,b8 , and may also appear in other medla have come to the attention of the FDIC.
For exam ple,.-.-.!?:‘._l?_*?___,_-advertlses that : b4,b8 but does not state

may be placed which constltutes a material omission. Additionally, on the Help Page in response to
the question' b4,b8 b4 b8 notes that funds held by b4 b8 iare

necessary for a consumer to understand the extent and manner of deposit insurance provided.

Based on the foregoing, we request that you revise your website and any other consumer-facing

wwnw.fdic.gov
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materials to address all misrepresentations regarding FDIC deposit insurance, including but not limited
to apps, chatbots, and social media posts.

be deposited. A recently proposed rule by the FDIC would clarify that it is a material omission to fail to
clearly and conspicuously disclose that certain conditions must be satisfied for pass-through deposit
insurance coverage to apply. For additional information, please see
https://www.federalregister.gov/documents/2022/12/21/2022-27349/fdic-official-sign-and-
advertising-requirements-false-advertising-misrepresentation-of-insured.

Please provide a copy of the revised statements, as well as a commitment to refrain from making
similar misrepresentations in the future, to my attention at the email address below no later than 15
days from the date of this letter. Alternatively, if you believe that the representations made are
accurate, please provide information and documentation supporting their accuracy to me via email no
later than 15 days from the date of this letter.

Failure to promptly remedy the misrepresentations may result in the FDIC taking appropriate action.
Enforcement tools available to the FDIC include the authority to issue cease and desist orders and
assess civil money penalties. See 12 U.S.C. § 1828(a)(4)(E) and 12 C.F.R. § 328.104-107.

This letter constitutes an advisory letter within the meaning of 12 C.F.R. § 328.106. Accordingly,
pursuant to 12 C.F.R. § 328.102(b)(6), future false or misleading deposit insurance representations
may be deemed to have been knowingly made.

Should you have any questions about the contents of this letter, please contact me at b6
or mstrier@fdic.gov.

Sincerely,

b6

Mara A. Strier

Counsel

Administrative Enforcement and Investigation Unit
mstrier@fdic.gov

Legal Division

550 17th Street NW, Washington, D.C. 20429-9990

wwnw. fdic.gov
page 2
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Via Overnight Mail and Email

Federal Deposit Insurance Corporation

b4,b8

October 3, 2023

RE:  Potential Violations of Section 18(a)(4) of the Federal Deposit Insurance Act

[ am an attorney in the Legal Division of the Federal Deposit Insurance Corporation (FDIC). As partofits
responsibilities, the FDIC reviews statements that make representations about deposit insurance.

Provisions in the Federal Deposit Insurance Act (FDI Act), 12 U.S.C. § 1828(a}(4), and its implementing
regulation, 12 C.F.R. Part 328 (Part 328}, prohibit any person from representing that an uninsured
financial product is insured or from knowingly misrepresenting the extent and manner in which a
deposit liability or obligation is FDIC-insured under the FDI Act, whether by making affirmative
statements or by omitting material information. Under Part 328, no person may represent or imply
that any uninsured financial product is insured or guaranteed by the FDIC as part of an advertisement,
solicitation, or other publication or dissemination. See 12 C.F.R. § 328.102(a}(2). This prohibition
applies, but is not limited to, an advertisement for any uninsured financial product that includes one or
more FDIC-associated terms, such as “member FDIC,” without a clear, conspicuous, and prominent
disclaimer that the products being offered are not FDIC insured or guaranteed. See 12 C.F.R. §328.101
and 328.102(a){(3){i). The FDIC has the authority to enforce this prohibition against any person or
entity. Enforcement tools available to the FDIC include the authority to issue cease and desist orders
and assess civil money penalties. See 12 U.S.C. § 1828(a){4)(E) and 12 C.F.R. § 328.104-107.

Certain statements byl b4,b8 ‘which appeared on the website
: b4,b8 iand may also have appeared in other media, came to the attention of the FDIC. The
misrepresentations related to marketing for_b4,b8 idebit card, which stated it was § b4,b8
| ba,b8 b4,b8 and that consumers could! b4,58 for

that the debit card is!

b4,b8

iThese advertisements

did notinclude clear, conspicuous, and prominent disclaimers that crypto and digital assets are not
FDIC insured or guaranteed. The statements could lead or may have led a reasonable consumer to

b4,b8

www. fdic.gov
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Federal Deposit Insurance Corporation

We note that, as of! b4,b8 iappears to have discontinued the debit card in question and
revised its website by removing the above-cited misrepresentations and deleting the references to the

(including any pop-ups, hyperlinks, or chatbots), any social media platform, mobile apps, online
outlets, and any other form of marketing, advertising or other public-facing materials, we ask that you
remove them as well, Additionally, we ask that you refrain from any future violation(s) of the FDI Act
and Part 328,

This letter constitutes an advisory letter within the meaning of 12 C.F.R. § 328.106. Accordingly,
pursuant to 12 C.F.R. § 328.102(b)(6), future false or misleading deposit insurance representations
may be deemed to have been knowingly made.

Should you have any questions about the contents of this letter, please contact me at b6
or branney@fdic.gov.

Sincerely,

Digitally signed by BOWEN
BOWEN RANNEY

Date: 2023.10.03 09:53:56
RANNEY oo
Bowen W. Ranney
Counsel

Administrative Enforcement and Investigation Unit
branney@fdic.gov

Legal Division

550 17th Street NW, Washington, D.C. 20429-9990

www. fdic.gov
page2
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LEGAL DIVISION

Federal Deposit insurance Corporation

Via Overnight Mail & Email

b4,b8

RE: Potential Violations of Section 18{(a){4)} of the Federal Deposit insurance Act

May 22, 2024

b4,b8

I am an attorney in the Legal Division of the Federal Deposit Insurance Corporation (FDIC). As part of its
responsibilities, the FDIC reviews statements that make representations about deposit insurance,

Provisions in the Federal Deposit Insurance Act (FDI Act), 12 U.S.C. § 1828(a)(4) (Section 18(a){4)), and
its implementing regulation, 12 C.F.R. Part 328, Subpart B (Part 328), prohibit any person from
knowingly misrepresenting the extent or manner in which a deposit or obligation is FDIC-insured under
the FDI Act, whether by making affirmative statements or by omitting material information. Further,
pursuant to Part 328, a statement regarding deposit insurance would be deemed to omit material
information if the absence of such information could resultin a reasonable consumer being unable to
understand the extent or manner of deposit insurance provided. See 12 C.F.R. §§ 328.102(a) and
328.102{bj(1}, (b){3}{i1}, and (b}{5). For example, under Part 328, it is a material omission for a non-
insured entity that advertises deposit insurance to fail to identify the insured depository institutions
{1DIs) with which the representing party has a direct or indirect business relationship for the placement
of deposits and into which the consumer’s deposits may be placed. See 12 C.F.R. §328.102(b)(5). The
FDIC has the authority to enforce this prohibition against any person or entity.

Certain statements by’ b4,b8 which appear on the website! b4,b8 Eand

states in an identical banner atthe bottom Of each of its webpages that iti b4,b8 ;
i b4,b8 ibut this statement is not linked in any way to its deposit

www.fdic.gov
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LEGAL DIVISION

Federal Deposit insurance Corporation

insurance representations and is not in a proximate location to those representations. Lastly, the
statements identified above do not include a disclosure that FDIC insurance coverage is subject to the

Based on the foregoing, we request that you revise your websites and any other consumer-facing
materials to address all misrepresentations regarding FDIC deposit insurance, including but not limited
to apps, chatbots, and social media posts. To the extent that your representations relate to pass-
through insurance arising from the placement of consumer deposits into accounts at IDIs, you shall
amend such statements to: (1) clearly and accurately identify the nature of such insurance, and (2)

and into which consumers’ funds may be deposited.

Please provide a copy of the revised statements, as well as a commitment to refrain from making
similar misrepresentations in the future, to my attention at the email address below no later than 15

ib4,b8 {are accurate, please provide information and documentation supporting their accuracy to me

Lmemimem e i

via email no later than 15 calendar days from the date of this letter.

Please note that a final rule recently adopted by the FDIC and effective April 1, 2024, with a compliance
date of January 1, 2025, provides further clarification when specific statements or omissions constitute
a misrepresentation under section 18{a}{4) and Part 328. The final rule includes certain new
requirements for non-bank entities advertising deposit insurance. As discussed in the preamble to the
final rule, any use of the FDIC’s official advertising statement or FDIC associated terms or imagesina
manner that inaccurately states or implies that a person other than an IDlis insured by the FDIC is a
misrepresentation unless, for example, the advertising statement is next to the name of one or more
iDIs. See 12 C.F.R. § 328.102(b}{1){iv). In addition, the final rule clarifies that a non-bank entity, when it
purports to deposit customer funds at IDIs, must clearly and conspicuously disclose that: (1) itis a non-
bank that is not itself an FDIC-insured institution; and (2) FDIC deposit insurance coverage only
protects against the failure of an FDIC-insured depository institution. See 12 C.F.R. § 328.102(b}(5)(ii}.
The recent final rule also clarifies that a non-bank entity must clearly and conspicuously identify the IDI
into which consumers’ funds may be placed. See 12 C.F.R. § 328.102(b){5}(i}. In addition, the final rule
provides that a statement regarding pass-through deposit insurance constitutes an omission if it fails
to clearly and conspicuously disclose that certain conditions must be met for pass-through coverage to
apply. See 12 C.F.R. § 328.102(b){5}(iv). For additional information, please see
https:/fwww.fdic.gov/news/press-releases/2023/pr23110.htmi and FDIC Official Signs and Advertising
Requirements, False Advertising, Misrepresentation of insured Status, and Misuse of the FDIC's Name
or Logo, Final Rule, 89 FR 3504 (January 18, 2024).

Failure to promptly remedy the misrepresentations may result in the FDIC taking appropriate action.
Enforcement tools available to the FDIC include the authority to issue cease and desist orders and
assess civil money penalties. See 12 U.S.C. § 1828(a)(4){(E) and 12 C.F.R. §8 328.104-107. This letter

Legal Division

550 17th Street NW, Washington, D.C. 20429-9990

www.fdic.gov
page?2
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LEGAL DIVISION

Federal Deposit insurance Corporation

constitutes an advisory letter within the meaning of 12 C.F.R. § 328.106. Accordingly, pursuant to 12
C.F.R. §328.102(b}(6}, future false or misleading deposit insurance representations may be deemed to
have been knowingly made.

Should you have any questions about the contents of this letter, please contact me at b6
or aborzaro@fdic.gov.

Sincerely,

A NTH ONY Digitally signed by
ANTHONY BORZARO
Date: 2024.05.22

BORZAR 12:42:35 -04'00"

Anthony J. Borzaro Hi

Senior Attorney

Administrative Enforcement and Investigation Unit
aborzaro@fdic.gov

cci b4,b8

Legal Division

550 17th Street NW, Washington, D.C. 20429-9990

www.fdic.gov
page3
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LEGAL DIVISION
Federal Deposit insurance Corporation

Via Overnight Mail and Email August 17, 2023

b4,b8

RE: Potential Violations of Section 18(a)(4) of the Federal Deposit Insurance Act

Tam an attorney in the Legal Division of the Federal Deposit Insurance Corporation (FDIC). As
part of its responsibilities, the FDIC reviews statements that make representations about deposit
insurance.

Provisions in the Federal Deposit Insurance Act, 12 U.S.C. § 1828(a)(4), and its implementing
regulation, 12 C.F R. Part 328, prohibit any person from representing that an uninsured deposit i3
msured or from knowingly misrepresenting the extent and manner in which a deposit or
certificate is insured under the Act, whether by making affirmative statements or by omitting
material information. Further, pursuant to Part 328, a statement regarding deposit insurance omits
material information if the absence of such information could result in a reasonable consumer
being unable to understand the extent or manner of deposit insurance provided. See 12 CF R.

§ 328.102(b)(1), (b)3)(11), and (b)(5). The FDIC has the authority to enforce these prohibitions
against any person or entity. Enforcement tools available to the FDIC include the authority to
issue cease and desist orders and assess civil money penalties.

Certain statements by b4,b8 iwhich appear on the website httpsi  b4,b8  ‘and

may also appear in other media, have come to the attention of the FDIC. The statements appear to
misrepresent the manner and extent of deposit insurance available. These misrepresentations. ..,

include small prmt at the bottom of { b4,bs thomepage stating b4,b8
b4,b8 i, Member FDIC,” without explanation that the Tewards & Glistomer earns aré not
maured by the FDIC b4, b8 on its web51 te ai_‘;_g_]_gpresents that!  b4,b8 |

eli gx,ble for depout insurance from the bitcoin that mdy be tzed to the car d Further {b4,b8 |
Support page answers the question b4,b8 P by stating that [b4.b8accounts are
insured, without clarifying that rewards associated with the accounts are not insured.

Legal Division
550 17th Street NW, Washington, D.C. 20429-9990

www.fdic.gov
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 LEGAL DIVISION
' Federal Deposit Insurance Corporation

Based on the foregoing, we request that you revise your website and any other consumer-facing
materials, including but not limited to chatbots and social media posts, to remove all
misrepresentations regarding FDIC deposit insurance. Please provide a copy of the revised
statements, as well as a commitment to refrain from making similar misrepresentations in the
future, to my attention at the email address below no later than fifteen (15) days from the date of
this letter. Alternatively, if you believe that the representations made are accurate, please provide
information and documentation supporting their accuracy to me via email no later than fifteen
(15) days from the date of this letter.

Failure to promptly remedy the misrepresentations may result in the FDIC taking appropriate
action. Enforcement tools available to the FDIC include the authority to issue cease and desist
orders and assess civil money penalties. See 12 U.S.C. § 1828(a)y(4)E).

This letter constitutes an advisory letter within the meaning of 12 CF.R. § 328 106. Accordingly,
pursuant to 12 C.F.R. § 328.102(b)(6), future false or misleading deposit insurance
representations may be deemed to have been knowingly made.

Should you have any questions about the contents of this letter, please contact me at
rhcampbell@tdic.gov.

Sincerely,

Digitally signed by
RhOnda Rhonda Campbell
Date: 2023.08.17

Campbell (555 000

Rhonda L. Campbell

Counsel

Consumer Protection & Compliance Unit
rhcampbell@fdic.gov

Legal Division
550 17th Street NW, Washington, D.C. 20429-9990

www.fdic.gov
page?2
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Federal Depasut Insurance Corporation

Via Overnight Mail September 14, 2023

b4,b8

RE: Potential Violations of Section 18(a)(4) of the Federal Deposit Insurance Act

Dear{ __b4b8
[ am an attorney in the Legal Division of the Federal Deposit Insurance Corporation (FDIC). As part of its
responsibilities, the FDIC reviews statements that make representations about deposit insurance.

Provisions in the Federal Deposit Insurance Act, 12 U.S.C. § 1828(a}{4) (Section 18({a}{4)}, and its
implementing regulation, 12 C.F.R. Part 328 (Part 328), prohibit any person from representing that an
uninsured financial product is insured or from knowingly misrepresenting the extent or manner in
which a deposit is FDIC-insured under the Act, whether by making affirmative statements or by
omitting material information. Under Part 328, a statement regarding deposit insurance would be
deemed to omit material information if the absence of such information could result in a reasonable
consumer being unable to understand the extent or manner of deposit insurance provided. See 12
C.F.R. 328.102(b){1)}, (b){3){ii}, and (b){5). The FDIC has the authority to enforce this prohibition against
any person or entity.

Certain statements by} b4,b8 which appeared on the website,
https: b4,b8 iand may also appear in other media, have come to the attention of the

FDIC. For example,ip4, bgiprovides a cardholder agreement on its website that states that if a consumer

provides personal | dentzfymg information then their funds held in the prepaid account] b4, b8

ir_'."_'.'_'_'_':_'.'9.;;_'.,_‘;;_';_';_';_';_' ____ ; Without any further quahﬂcatqons However fu rther down in the same dlsclosure the

5 b4,b8 These statements appear to
contradict each other and may mislead a consumer as to the manner of deposit insurance provided.
Moreover, i 64,68 tvertises that prepaid card funds are held at an
FDIC-insured bank, but fails to identify, as part of the deposit insurance statement, the name of the
insured depository institution in which consumer funds may be placed, which constitutes a material
omission.

Based on the foregoing, we request that you revise your website and any other consumer-facing

wwnw.fdic.gov
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materials to address all misrepresentations regarding FDIC deposit insurance, including but not limited
to apps, chatbots, and social media posts.

Please provide a copy of the revised statements, as well as a commitment to refrain from making
similar misrepresentations in the future, to my attention at the email address below no later than 15
days from the date of this letter. Alternatively, if you believe that the representations made are
accurate, please provide information and documentation supporting their accuracy to me via email no
later than 15 days from the date of this letter.

Failure to promptly remedy the misrepresentations may result in the FDIC taking appropriate action.
Enforcement tools available to the FDIC include the authority to issue cease and desist orders and
assess civil money penalties. See 12 U.S.C. § 1828(a){4}(E) and 12 C.F.R. § 328.104-107.

This letter constitutes an advisory letter within the meaning of 12 C.F.R. § 328.106. Accordingly,
pursuant to 12 C.F.R. § 328.102(b)(6), future false or misleading deposit insurance representations
may be deemed to have been knowingly made.

Should you have any questions about the contents of this letter, please contact me at C b6 :
or mstrier@fdic.gov or Amy Towns at atroutttowns@fdic.gov.

Sincerely,

b6

Mara A. Strier

Counsel

Administrative Enforcement and Investigation Unit
mstrier@fdic.gov

Legal Division

550 17th Street NW, Washington, D.C. 20429-9990

www.fdic.gov
page 2
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Federal Deposit Insurance Corporation

Via Overnight Mail December 21,2023
RE: Disclosure Concerns Pursuant to Section 18(a)(4) of the Federal Deposit Insurance Act
Dear, b4,b8 |

| am an attorney in the Legal Division of the Federal Deposit Insurance Corporation (FDIC). As part of its
responsibilities, the FDIC reviews statements that make representations about deposit insurance.

Provisions in the Federal Deposit Insurance Act, 12 U.S.C. § 1828(a)(4) (Section 18(a)(4)), and its
implementing regulation, 12 C.F.R. Part 328, Subpart B (Part 328), prohibit any person from
representing that an uninsured financial product is insured or from knowingly misrepresenting the
extent or manner in which a deposit or obligation is FDIC-insured under the Act, whether by making
affirmative statements or by omitting material information. Under Part 328, no person may represent
or imply that any uninsured financial product is insured or guaranteed by the FDIC as part of an
advertisement, solicitation, or other publication or dissemination. See 12 C.F.R. 328.102(a)(2). Further,
pursuant to Part 328, a statement regarding deposit insurance would be deemed to omit material
information if the absence of such information could result in a reasonable consumer being unable to
understand the extent or manner of deposit insurance provided. See generally 12 C.F.R. 328.102(b). For
example, under Part 328, it is a material omission for a non-insured entity that advertises deposit
insurance to fail to identify the insured depository institution(s) with which the representing party has
a direct or indirect business relationship for the placement of deposits and into which consumer’s
deposits may be placed. See 12 C.F.R. 328.102(b)(5).

We would like to bring to your attention certain statements on the! b4,b8 website,

b4,b8 iadvertises! b4,b8 g

b4,b8

Ty (=4

458

consumer may be misled to believe that their stock or crypto rewards earned through the{ b4,b8 |

are FDIC-insured. FDIC deposit insurance does not cover stock or crypto rewards and only covers funds
in accounts at an insured depository institution (IDI) in the event of such institution’s failure.

may be placed. Although the name of the IDI is identified on the separatel _b4,b8 | Agreement, that
disclosure is separate and distant from the deposit insurance representation on the; b4,b8

wwnw.fdic.gov
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ederal Deposit Insurance Corporation
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webpage. The name of the IDI where consumers’ funds may be placed is necessary for a consumer to
understand the extent or manner of deposit insurance provided.

Based on the foregoing, we request that you revise your websites to address the identified concerns
regarding FDIC deposit insurance. Please provide confirmation that you have addressed the above
concerns to my attention by January 10, 2024. Alternatively, if you believe that the representations
made are accurate, please provide the supporting information to me.

Should you have any questions about the contents of this letter, please contact me at
mstrier@fdic.gov.

Sincerely,

Wara . Otacer

Mara A. Strier

Counsel

Administrative Enforcement and Investigation Unit
mstrier@fdic.gov

Legal Division

550 17th Street NW, Washington, D.C. 20429-9990

wwnw. fdic.gov
page 2

REL0000042136






Federal Deposit
: Insurance Corporation

i}alias Regmn&l Office

600 North Pearl Street, Suite 700, Dallas, Texas Bivision of Risk Management Supsrvision

(214) 754-0098 FAX (972) 761-2082 Division of Depositer and Consumer Protection

April 1, 2022

To: b4,b8 {RADD Correspondence File
From: b8 Case Manager
Subject: Bank Contact:} b4,b8 iProposed New

Product: i b4,b8

On March 18, 2022, FDIC Deputy Regional Director Serena Owens, FDIC Assistant Regional Director

Eric Guyot, and Case Manager b8 iparticipated in a Teams call with President and Chief
Executive Officer! 4,68y and Chief Operations Officer;  b4,b8  (Bank
Management). The purpose of the meeting was to discuss correspondence sent to the bank on March 11,
2022, asking the bank to pause all crypto asset-related activity. The following are some brief bullets

regarding the discussion.

e The bank signed a contract 1n __________ b4b8 __________ with b4,b8 iand b4,b8 Ewith original
plans to deploy b4,b8 ;| b4bs |

o A customer fee of 2% per transactlon will be charged for each purchase and each sale.

o The bank retams bd,b8!of the fee

o The bank will settie da11y Wlth b4,b8 and this will not be a sweep-type arrangement.

o The Bitcoin reportedly will never touch the bank’s balance sheet.

o No “wallets” will be offered as part of the; b4,b8 iproduct.
e The intent is to stay competitive with Fintech co&géﬁ]_ems_ ‘and other banks.
e Bank management has performed due diligence.
o The risk assessment covers credit, liquidity, market, compliance (e.g., BSA/AML),
operational, strategic, and reputational risk.
o Management identified the high and medium risks as compliance, operational, strategic,
and reputational.
e The customer’s online account will show Bitcoin separate from FDIC-insured bank accounts
with appropriate consumer disclosures, including that Bitcoin is not FDIC insured.
e Bank Management stated that as an early adopter they will not pay for any development costs,
and that IT integration will only be between the bank’s online banking Vendoxé b4,b8

RELO000042331






FDIC

Federal Deposit Insurance Corporation Division of Risk Management Supervision
25 Jessie Street at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 (415) 546-0160

August 17,2022

Via Electronic Mail

b4,b8

Subject: Determination of Financial Institution Letter (FIL) 16-2022 Applicability

Dear b4,b8 :

with Case Manager | b8 ion June 21, 2022, please provide the FDIC with a formal

notification as requested in Financial Institution Letter (FIL) 16-2022.

In anticipation of such notification, we request that management provide the following
information as part of the notification:

e Describe how the proposed relationship fits into the bank’s strategic plan. Provide any
change in the bank’s strategy as a result of the contemplated relationship, including
liquidity and capital management plans, contingency plans, and stress testing and/or
scenario analyses.

» If management anticipates entering into legal contracts withé b4,b8 Eplease provide the
draft contract(s).

e Ifl b4,b8 iplans to provide customers with disclosures related to the bank holding of
funds, please provide the disclosure (or draft, if it has not been finalized).

e Provide more details regarding the anticipated structure and functionality of the proposed
omnibus for-benefit-of (FBO) account, including the rationale for the three account
structure mentioned on the June 21, 2021 call with Case Manager! b8

e Provide the anticipated titling on the account signature card.

¢ Describe whether subledgers reflecting balances and transaction of underlying end-users
will be maintained, which entity will maintain such records, and expertise of such entity
in such recordkeeping.

e Provide the anticipated overall size and daily activity of the proposed FBO account in

both dollars and number of‘é b4,b8 :accounts or wallets.

This letter is confidential and may not be disclosed oy made public in any manner. Additional information
regarding these confidentiality restrictions may be found in Part 309 of the FDIC Rules and Regulations. Please
notifv us immediately if vou receive a subpoena or other legal process calling for the production of this letter or a
description of its content.

REL0000042335



b4,b8
Determination of FIL 16-2022 Applicability
Page 2

o Describe how management may limit the size of the account(s) or raise additional capital
if, for example, deposits exceed projections.

e Describe how management will evaluate the staffing capacity (number and expertise)
needed to oversee the proposed depositor relationship.

e Explain the perceived change in the bank’s Anti-Money Laundering/Countering the
Financing of Terrorism (AML/CFT) profile, including the volume of domestic and/or
foreign transactions and planned enhancements to the institution’s AML/CFT
infrastructure to handle the volume.

@ De%cribe the perceived change in information security profile and resulting controls

U S dollar ( U SD) funds Indlcate Wh() will bc responslblc for reviewing all pubhc
statements, marketing materials, or consumer disclosures that include the bank’s name.

e Identify who will be responsible for researching and resolving customer disputes covered
by Fiectronic Fund Tran sfers (Regu ation E).

e Describe how the bank will monitor advextmements marketing, and disclosures related to

the b4 b8 -deposﬂ: accounts.

prospective ()ﬂermg of merchant processing services. leen that. b4 b8 .Ieports itself as

b4,b8
b4,b8 idescribe additional perceive

risks and additional risk management controls contemplated to mitigate such risks.
e Provide draft or ﬁnalized scope of work and cngagement lettcr(s) for any current or

. b8 -at ' b8 jor! i b8 Lor Ac‘tmg, Case Manager b8 ;g{ """""""
b8 jor | b8

Sincerely,
/s/ Eerisse AF Clark

Perissa Al Clark
Assistant Regional Director

cc: b8
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From: i .....b8 i

Sent: Monday, July 17 2023 8:42 AM

To: FDIC San Francisco Regional Office

Subject: FW: [EXTERNAL MESSAGE] Re: | b4,b8 ¥SECURE E-MAIL
Attachments: b4b8 | letter re babs 17.12.23.pdf

Include email: Yes
Institution Named b4,b8

......................

Division: RS

Source: RG

Folder: Carrespondence
Name mﬂcter 0o Bank

Thank you,
e T
Case Manager, RMS
Federal Deposit Insurance Corporation
25 Jessie Street
San Francisco, CA 94105

From'i' b8

Sent Wednesday, July 12,2023 3:02 PM

Torl oo b4,b8 5 Clark Perissa Ali <PaliClark@ FRIC gov>

cedl bs b4, b8
; ba4.b8 i b8

Subject: RE: [EXTERNAL MESSAGE] Re:i b4,b8 iSECURE E-MAIL

notification of new C.’Wpti%fi?iatﬁ‘.d activitiss in am,wrdaﬂca wsth Fil.-16- '?G?? going Emwf.ard.

We WEEE review ymzr emaii and thn ddcumentation ydu pmvided aarﬁicr today and will i{:t you know if we have any

dacsdm tm move forward with this particular miatmmthﬂ

Thank you very much,

: b8 i
Case Manager, RMS

REL0000042336



Federal Deposit Insurance Corporation
25 Jessie Street
San Francisco, CA 94105

b6 b3

From: b4,b8

Sent: Wednesday, July 12, 2023 12:23 PM

To: Clark Perissa Ali <PaliClark@FDIC.gov>
Ce:i b8 ;! b8 i b4b8 i
i b458 i

Subject: RE: [EXTERNAL MESSAGE] Re. b4,b8 ESECURE MAIL

CAUTION: External email. Do not click links or cpen attachments unless you recognize the sender

and know the content is safe.

Hi All-

following:

| b4,b38

Based on the above,i b4,b8 .|s eagerly seeklng an operatmg depOSIt bank relationship in conformance with the
parameters of the | b4,b8 8
severely impacted.

stakeholders. Further, the monthly reporting process and limits placed by. b4,b8 : Ilkely serve to reduce

certam risks related to the banking relationship that may have existed previously; b4,b8 i

'b4 b8! ! Specifically, { b4,b8 Faids in reducing certain BSA/AML risks, allegations of the co-mingling of corporate

and customer funds, etc.§ b4,b8 idoes not necessarily add any risk mitigation to the Bank’s reputational risk,
etc.

REL0000042336



Looking forward to your thoughts, guidance, and open discussion.
When can we meet?

Thanks

b4,b8
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FDIC

Federal Deposit Insurance Corporation Division of Risk Management Supervision
25 Jessie Street at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 {415) 546-0160

July 12, 2023

Viu secure electronic mail

Thank you for notifying us on May 26, 2023, regarding the Bank’s engagement WithE b4,b8 |

{collectively referred to as; b4,b8 3 for dcpesn account related services. On June 6, 2023, you

indicated that the Bank’s Board has elected to close all | b4,b8 laccounts.

have been closed, we request thc foliomn& mformanon rcg,aidmg the Bank 5 Assessment of
crypto-related risks to the banking organization, their customers, and the broader U.S. financial
system:

e List of all | b4,b8 deposit accounts opened, regardless if activity existed, and the
following iﬁ_f_(;rmrﬁéﬁon for each deposit account created:
o Statement(s),
o Beneficial ownership information and all agreements entered into,
o Deposit account applications.
e All bank due-diligence and risk assessments performed on b4,b8 and related
compamcs atﬁhates

b4,b8

andi b4 b8 Please also mclude any tewmmendations and documentation of
any pl dnned risk mitigants 1espon<~1\ eto the reports
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training that the Board has Iecewed on digital assets

This letter is confidential and may not be disclosed oy made public in any manner. Additional information
regarding these confidentiality restrictions may be found in Part 309 of the FDIC Rules and Regulations. Please
notifv us immediately if vou receive a subpoena or other legal process calling for the production of this letter or a
description of its content.
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For your reference, the FDIC, the Board of Governors of the Federal Reserve System, and the
Office of the Comptroller of the Currency issued the Joint Statement on Crypto-Asset Risks to
Banking Organizations (Joint Statement) on January 3, 2023 via Financial Institution Letter
(FIL)-01-2023 (htps/Ywww fdic govinews/financial-institution-letters/2023/51123001 html). It
states that banking organizations are neither prohibited nor discouraged from providing banking
services to customers of any specific class or type, as permitted by law or regulation.
Furthermore, this Joint Statement details specific key risks associated with crypto-assets and
crypto-asset sector participants that banking organizations should be aware of, while also
highlighting that the agencies have safety and soundness concemns with business models that are
concentrated in crypto-asset-related activities or have concentrated exposures to the crypto-asset
sector.

The FDIC also issued FIl.-16-2022, Notification of Ingaging in Crypto-Related Activities, on
April 7, 2022. Tt requests that all FDIC supervised institutions that intend to engage in, or that
are currently engaged in, any activities involving or related to crypto-assets (also referred to as
“digital assets”) promptly notify the appropriate FDIC Regional Director. This includes when
mitial discussions, conversations or evaluations commence regarding a new or existing partner
with crypto-related activities.

Action Requested

e Within 45 days of the date of this letter, please provide the above-noted items to both the

FDIC and the% b8 { The Bank may upload the
documents to the existing: b4,b8 Notification Materials Enterprise File

Exchange session (hitps.//efx fdic.gov/).

e The FDIC requests that bank management be more proactive and timely in its notification of
new crypto-related activities, especially if due diligence is being performed or non-disclosure
arrangements are entered into.

If you have any questions, please contact Case Manager ! b8 { ati b6,b8 or

e8|

Sincerely,

PERISSA  Dgtalvsinedby
Date: 2023.07.

CLARK e

Perissa Ali Clark
Assistant Regional Director

ce: b8
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Federal Deposit Insurance Corporation

350 Fifth Avenue, Suite 1200, New York, NY 10118 New York City Field Office
May 27, 2022

TO: FILE

FROM: | b8

Supervisory Examiner

SUBJECT: : b4,b8
Relationship With b4,b8

CONTENTS OF MEMO

..................

Lb4b8 iTimeline
Permissibility

Implementation

Risk Assessment and Acceptance
Dissolution of Program

Summary and Future Considerations

PURPOSE

The purpose of this memo is to hlghhoht the engagement, and eventual disengagement, of

b4,b8 iwith b4,b8 ! This memo will describe the nature of the engagement, the

“Factors that inflienced the decision to accept the engagement, the risk assessment and risk
management of the early stages of the engagement, and the eventual end of the engagement.

i b4,b8 TIMELINE

01/13/2022 — “Management Presentatiop to FDIC and b8 informs regulators that the Bank _

“intends to enter an agreement withi4b8{the Bank’s current online/mobile provider) and | _b4,b8 :

“Services proposed fo be oﬁered thr ough a program wzth b4, b8
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b4,b8 | and/OI certain of its subsldlarles b4,b8 to b4,b8

any requli ements 07" b4 b8 ,Bankmg Law .and that | b4 b Jnd its affi liates are also

regulated by the: b4,b8 . believe that the bank may participate in the Bitcoin program.

_______ b4,b8 't Chief Operating Officer (CO0) | b4,b8 isends a letter to the b4,b8
b4,b8 ] 1nform1ng the State that they intefid to oftér

development of the 2022 Strategic Plan.

02/01/2022 — The Bank holds a virtual conference involving senior management from: b4,b8 i 8

representatlves from the' b8 and FDIC Assistant Regional Dlrector (ARD) Steven

......................

.. b4b8 i The b4,b8 initiative is rolled out to employees. The product is in the “Friendly
User and Pilot Test” stage.

b4,b8 | The b4,b8 initiative is rolled out to bank customers. The product remains in the

03/24/2022 b8 b8 b8 sends an email to the

b4,b8 —b8§ ''''' bg__and FDIC Case Manager (CM)bsu hold a meeting with Bank

b8 iemail, specifically that some of the spe01ﬁc regulations cited in the email are not

........................

applicable. However, based on the email and the corresponding meeting, management puts the
b4,b8 initiative on hold, as of this date, until all required approvals are in place.

program “on ho]d ” When examiners asked for clarification, since the program was already on
“pause,” management elaborated that it was their intention to “withdraw” from the program. The
stated reasons for the withdrawal were A) volatility in the BTC/crypto space of recent weeks,

and B) the amount of management time associated with thel b4,b8 program. However,

management did go on to say, later in the conversation, that they might consider pursuing the
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b4,b8 irelationship again down the line “once some of the regulatory questions have been
answered.”

{ b4,b8 |- Directorate passes a Board Resolution formally withdrawing from| b4,b8 ! The

Resolution contains the following verbiage:

“WHERFEAS, the Board of Dzr ectors of b4 b8 !has* determined that, due to currenl

during the life of the program.

PRODUCT

---------------------------------------------
|

....................
................

dep031t accounts with BTC, paying customer loyalty rewards Wlth BTC, and issuing BTC-based

loans. However, in the pllot stage that the b4 b8! _program was in, Bank management only

functlonahty beyond allowing their customers to purchase BTC dlrectly from thelr Bank
accounts.
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PERMISSIBILITY

A March 31, 2022, Memo, entitled “Permissibilitvof Offering Bank and Savings Association

Customers and Credit Union Members the, b4,b8 Solution” b4,b8 WQS__RE@pﬁred 'ba,b8’
’ b4,b8 io address the matter of permlssrbrhty for all potentral b4,b8 icliéiits ™"

b4 b8 | program to their customers, due spec1ﬁc iv.to.the “finder authority that has been

recogmzed for: b4,b8 Lby the | b4,b8 iina non-public letter. ” The:b4.b8!
Memo goes on o opine that the! bd,b8 ioffering does Tiot require ai b4,b8 Hto

havea: b4,b8 or other approval tQ. Gonduct business in virtual currency business act1v1ty, as
the customers are direct customers of b4,b8: and the Bank’s only role in this program is to

debit and_credit UUSD in the customers’ deposrt accounts once the customer buys and sells BTC

through! b4,b8

In addition to the legal opinion provided by! b4,b8 icounsel, management consulted with

b4,b8 i In a memo dated January 18,2022, COO! b4, b8 memonahzed a phone

call she had with | b4,b8 ) in which COO :b4,b8 ! presented the

' b4,b8 |initiative, asked questions, and was told by b4,b8 that there were no State or

Federal regulatlons prohlbltmg the! b4,b8 | 1n1trat1ve b4,b8 idid advise COO! b4,b8 |

..................

management DID NOT provide examiners with formal legal written oplmon from thelr own
counsel Examiners questioned management about how it formed its opinion on permissibility

Accountmg Bulletins (SABs) when considering permrssrbrhty of the! b4,b8: {nitiative. After
advisement from Deputy Chief Accountanti b4,b8 examm"e"r's "a'pp'roached bank

permrssrbrlrty in regards to SEC regulatronsr

IMPLEMENTATION

Management rolled out the b4,b8 iinitiative in the form of a “Friendlv User and Pilot Test” first
stage. Management made the program available to employees on _________b4,b8 iand to

customers on! b4,b8 i When the program was put on hold on ] b4,b8 i the Bank
had 61 people participating in the program, 38 of which were employees, who had purchased
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approximately $6,000 (MV as of 3/25/22) in BTC. No other potential functionalities of the

perdid -

i b4,b8 brogram were activated besides the ability to buy and sell BTC.

RISK ASSESSMENT & ACCEPTANCE

Board Approval
The Board approval process was overlv.denendent on; b4,b8 igenerated information. The
Board approved participation of the

examination, was based on infarmati
include statements from CRO {b4,b8

which was generated by
b4,b8: program
documents that the Directorate’s decision on both the permissibility and manageable risk of the

program was influenced by the presence of a form eri b4,b8 on b4.b8 1
senior management team. '

Enterprise Risk Management (ERM)

generating this document was flawed, and the ERM RA seemed to understate the potential effect
of reputation risk and consumer protection risk, respectively.

disagreed with the assessment and the ROE (as transmitted to the RO) included a
recommendation for management to assign an individual/office to review the ERM RA and
ensure the risks are rated in a consistent, uniform, enterprise-specific manner.

product that may be understated on the RA, specifically reputation and consumer protection risk.
Both the RA and conversations with management understate the effect of reputational risk

stemming from severe losses in the BTC space. When examiners questioned CRO!b4,b8 about

the potential effect of BTC losses on customers’ opinion of the Bank, he told examiners “people
do dumb things with their money all the time ....it"s not our fault if they lose money on

evaluate the appropriateness of management’s risk assessment policies.
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vendors (such as Amazon or Sales Force). The ROE (as transmitted) 1ncluded a
recommendation to expand narrative and analysis around critical vendor red flags.

The IT examination also discovered an online access issue that needs to be considered through

both IT and DCP lens Exammers noted that customers could access 'b4,b8

Bank Secr ecy Act (BSA)
The b4,b8 offenng presents minimal BSA risk to the Bank, as documented by the adequate

institution- specific BSA RA developed by BSA Officer : b4,b8 : The “walled
garden” aspect of thei b4, b8 iprogram, speciﬁcally the fact that customers can only buy and sell
BTC from their wallef @i fiot move cryptoassets in and out of crypto wallet, reduces the BSA

risk inherent to the b4,b8 program. BSA Officer! b4,b8 iappropriately documented and

supported this assessment Wlth a9 page Bank- specmc RA’ rlcrmally, examiners found

examiners only reviewed the Bank-specific BSA RA document, but d1d not ask management any
follow-up questions about, nor conduct any conference calls to discuss, the document subsequent
to their initial review.

Compliance and Consumer Protection
There were no DCP examiners assigned to this examination;, however, RMS and IT examiners

reinstitutes the b4,b8 iprogram. Specifically:

e Does the volatile and/or unregulated nature of BTC require additional consumer
protection safeguards?

e Does the volatile nature of BTC, and cryptoassets in general, require greater monitoring
and mitigation of reputation risk"

separate/new password, 1ntroduce any type of greater liability to the Bank? Or,
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concurrently, does it require 0reater/more thorough consumer disclosures at the point of

DISSOLUTION OF PROGRAM

Subsequent to the decision to withd
management, namely COO | b4,b8
how the Bank would unwind the program.

Of the 61 people in the program, only 31 customers actually held BTC (others signed up for the

The time table for completion proj ects to approximately 60 days from the phone call. Customers
were given approximately 30 days to liquidate their BTC position. And then, from there, it

would take approximately 30 days fori b4,b8 ito document the investment loss, aggregate the

fees, and reimburse all monies lost by ‘éach customers. COO:b4,b8 expected this process to be
completed, in full, by “around” July 31, 2022.

SUMMARY AND FUTURE CONSIDERATIONS

In addrtlon to the high volatility of BTC prices, the highest areas of inherent risk in the  b4,b8 :

“promoting/pushing” it on customers and, if BTC prrces fall materially, could be seen as
responsible for losses. Concurrently, the program seems to come with elevated consumer
protection/eompliance risk, as it is making a volatile investment more easily available to

the need for a second password)

Moving forward, DCP examiners should consider these consumer protection risks/ramifications,
FDIC Legal should determine permissibility of the product in State Non-Member Banks, and the
all regulatory parties should consider whether the degree of volatility in BTC prices warrants
additional scrutiny.

all of their assessments and treatments are bank specrﬁc.
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Moving forward, examiners reviewing banks involved with! b4,b8 ishould focus on the risk

___________________

assessment and -acceptance process, with spec1ﬁc attention paid to whom at the bank generated
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CONTROLLED//FDIC BUSINESS

FEDERAL DEPOSIT INSURANCE CORPORATION

600 North Pear! Street, Suite 700 Dallas Regional Office
Dallas, Texas 75201 Division of Risk Management Supervision
(214) 754-0098 FAX {972) 761-2082 Division of Depositor and Consumer Protection

August 28, 2024

Board of Directors

b4,b8

Subject: Response to Notification of Engagement in Crypto-Related Activities

Members of the Board:

provided pursuant to Financial Institution Letter (FIL), FIL-16-2022 Notification of Engaging in
Crypto-Related Activities. FIL-16-2022 requested that all FDIC supervised institutions that intend
to engage in, or that are currently engaged in, any activities involving or related to crypto-assets
(also referred to as “digital assets”) to notify the appropriate FDIC Regional Director. The activities

include; b4,b8 that may hold
cryptocurrency.
So that we may better assess thel b4,b8  please provide

responses to and/or documentation for the following:

b4,b38
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CONTROLLED//FDIC BUSINESS

b4,b38

Please provide the information requested within 30 days from the date of this letter. Please contact

Case Manager! b8 at b6,b8  ior Assistant Regional Director Mark G. Taylor at
| b6 i1if you have any questiqns...Additionally,! b8 iCaseload

should be addressed to Kristie K. Elmquist, Regional Director, FDIC, Dallas Regional Office, and

Managei b8  icanbereachedat! 6,08  iAsareminder, written correspondence

Page 2
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CONTROLLED//FDIC BUSINESS

sent as a PDF document through the FDIC's Secure Email portal (https://securemail fdic.gov/) using
the following e-mail address: DALMailRoom(@fdic.gov. Information about how to use secure
email and FAQs about the service can be found at https://www.fdic.gov/secureemail/.

_gg_rgg_s_ggp_q_?nce to the b8 ishould be addressed to the! b8
L b8 Eusing the following e-mail address: b8 i
Sincerely, Sincerely,

Mark G. Taylor

Mark G. Taylor ,

Assistant Regional Director

Federal Deposit Insurance Corporation

Page 3
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From: ] i
To: EBIE Chicago Recuonal Offi ce b8

Subject: FW: Please RADD
Date: Thursday, December 1, 2022 9:26:21 AM
PDF Email Only

Business Line: RMS

Bank Name: b4,b8
City, State: | b4,b8 :
Folder: Correspondence

Source: RO

Doc Name: Miscellaneous

znd

Description: Third Party Crypto Asset Activity- Request to bank

From: | b8 |
Sent: Wednesday, November 30,2022 12:09 PM

b8 i b8

i b8 » Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; Marks, Alicia R.
<ama rks@fdic.gov>,'§ b8 :

Cc: b8
' b8 i b8

Subject: FW: Additional requests - crypto-asset activity

Pwill RADD this email.

From: ! b8
Sent: Wednesday, November 30, 2022 12:04 PM
To: ! b4,b8

b4,b8

Subject: Additional requests - crypto-asset activity

Hi¢ b4,b8

Thank you for giving us the live demo on thqb4 b8 iplatform yesterday. It was very

helpful. As mentioned yesterday, the below items are requested in order to comprehensively
evaluate the platform. Some items were not provided (ex: #8), and some require additional

details. If you could please provide documents back to us by December 14 we would be

most appreciative. Please use the EFX session and number the documents as indicated below.

After we evaluate these documents, we will let you know what our next steps are.

Thank you!
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~
J.

Any consumer compliance risk assessment that was conducted to evaluate the activity.

Please confirm whether the Risk Assessment Table provided to examiners on 10/14 was a

document prepared by ! b4,b8

5. Bank’s legal analysis of the permissibilitv.of the services under Part 362 of the FDIC’s
Rules and Regulations, and under the b4,b8 banking regulations.
6. Documentation showing whether the bank has confirmed their conclusion regarding SAB
121 with their external auditor.
7. Bank’s due diligence documentation and analysis for b4,b8 : 54 b4,b8
8. Signed agreements for the following: b4,b8 éAgreement; b4,b8
Contract Amendment; | b4,b8 {Agreement.
10. Bank resolution of attorney concerns regarding the contract language and
insurance coverage.
11. Vendor Management Policy and other similar policies that would apply to this activity.
12. List of digital team members. Provide examples of daily monitoring reports. Provide
more clarity on crypto responsibilities for COO and Retail Manager. Description of the
internal controls related to the activity, including access controls.
18. A transaction flow showing data flow from all parties and apps involved, including the
bank, b4,b8
24. Plans for ongoing monitoring and audit of crypto-related products and services offered by
the Bank.
b8

Case Manager

Division of Risk Management Supervision
Federal Deposit Insurance Corporation
Chicago Regional Office

b6,b8

b8
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Dallas Regional Office

5§ DIVISION OF 600 North Pearl Street, Suite 700
"~ RISK MANAGEMENT Dallas, Texas 75201
FEDERAL DEPOSIT INSURANCE CORPORATION SUPERVISION (214) 754-0098 FAX(972) 761-2082

May 18,2022

Memo To: File

b4,b8

From: ' b8 :
Case Manger

Subject: Second Call Regarding Bitcoin Finder Service

On April 14, 2022, the writer telephoned President/CEO] b4,b8 -Eof the above bank to enquire about the

status of the bank’s plan to launch a Bitcoin finder service for customers. The following information was
obtained.

o Theservice went live on ! b4,b8

e There have been 80 transactions totaling $92,000. Seventy transactions were purchases and ten were
sales. The sales totaled $1,800, so most transactions have been buy and hold situations. One person is
responsible for approximately $50M of the purchases. Some of the transactions were bank employees
who were testing the product if they wanted to. However, those were seemingly live transactions. A
spreadsheet of transactions is attached.

e Based on the transaction list, approximately 36 people who have executed transactions, but some of
those are bank employees.

e Nocomplaints received from anyone.

e No technology issues have arisen.

e No unusual customer activity observed.

e No other banks ini b4,b8 igroup are involved as far as President I{ b8 ' knows.

b4,b8 was informed that the FDIC may ask the bank to suspend the service, while the various issues

“are being considered at a national level. b4,b8 5 noted that customers can open: b4,b8 laccounts

and transfer funds from the banking system without restriction, so it is unclear why this service is problematic.
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1016
1024
1023
1022
1021
1008
1070
1068
1032
1011
1004
1043
1067
1029
1019
1006
1005
1025
1072
1030
1065
1044
1009
1066
1049
1078
1069
1055
1046
1036
1071
1060
1058
1042
1007
1010
1045
1075
1073
1062
1053
1051
1041
1027
1020
1002
1000
1031
1061

FirstName _ _LastName

b4,b6,b8

TranType
BUY
BUY
SELL
SELL
BUY
BUY
BUY
SELL
BUY
BUY
BUY
BUY
SELL
BUY
BUY
BUY
BUY
BUY
SELL
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
SELL
BUY
BUY
BUY
BUY
BUY
SELL
BUY
BUY
BUY

USDTotalAmount
73.5
9.8
0.98
1.43
2.4
1.6
98
102.5
98
88.2
9.8
19.6
102.3
98
19.6
98
9.8
49
49.99
49
29.4
19.6
5.8
4900
4900
480
490
980
980
9800
98
98
98
98
98
19.6
490
430
490
1012
392
490
98
98
98
19.6
49
490
49

FeeAmount

1.5 TRANSFERRED
0.2 TRANSFERRED
0.02 TRANSFERRED
0.03 TRANSFERRED
0.06 TRANSFERRED
0.4 TRANSFERRED
2 TRANSFERRED
2.0S TRANSFERRED
2 TRANSFERRED
1.8 TRANSFERRED
0.2 TRANSFERRED
0.4 TRANSFERRED
2.09 TRANSFERRED
2 TRANSFERRED
0.4 TRANSFERRED
2 TRANSFERRED
0.2 TRANSFERRED
1 TRANSFERRED
1.02 TRANSFERRED
1 TRANSFERRED
0.6 TRANSFERRED
0.4 TRANSFERRED
0.2 TRANSFERRED
100 TRANSFERRED
100 TRANSFERRED
10 TRANSFERRED
10 TRANSFERRED
20 TRANSFERRED
20 TRANSFERRED
200 TRANSFERRED
2 TRANSFERRED

2 TRANSFERRED

2 TRANSFERRED

2 TRANSFERRED

2 TRANSFERRED
0.4 TRANSFERRED
10 TRANSFERRED
10 TRANSFERRED
10 TRANSFERRED
20.65 TRANSFERRED
8 TRANSFERRED
10 TRANSFERRED
2 TRANSFERRED

2 TRANSFERRED

2 TRANSFERRED
0.4 TRANSFERRED
1 TRANSFERRED
10 TRANSFERRED
1 TRANSFERRED

fundsTransferStatus

Crderld

confirmedTime

b4,b6,b8

b4,b6,b8
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1057
1050
1048
1013
1003
1077
1076
1054
1052
1037
1018
1015
1014
1001
1017
1012
1034
1026
1035
1079
1074
1064
1028
1039
1038
1047
1040
1033
1063
1056
1059

b4,b6,b8

BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
SELL
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
BUY
SELL
BUY
SELL
BUY
BUY
BUY
BUY
BUY

98
19.6
98
450
450
9800
19600
9800
9800
4390
490
98
24.5
98
19.6
9.8
98
98
19.6
98
411.6
98
980
474.35
490
49
98
98
3920
980
4900

2 TRANSFERRED
0.4 TRANSFERRED
2 TRANSFERRED
10 TRANSFERRED
10 TRANSFERRED
200 TRANSFERRED
400 TRANSFERRED
200 TRANSFERRED
200 TRANSFERRED
10 TRANSFERRED
10 TRANSFERRED
2 TRANSFERRED
0.5 TRANSFERRED
2 TRANSFERRED
0.4 TRANSFERRED
0.2 TRANSFERRED
2 TRANSFERRED

2 TRANSFERRED
0.4 TRANSFERRED
2 TRANSFERRED
8.4 TRANSFERRED
2 TRANSFERRED
20 TRANSFERRED
9.68 TRANSFERRED
10 TRANSFERRED
1 TRANSFERRED

2 TRANSFERRED

2 TRANSFERRED
80 TRANSFERRED
20 TRANSFERRED
100 TRANSFERRED

b4,b6,b8

b4,b6,b8
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Federal Deposit Insurance Corporation
350 Fifth Avenue, Suite 1200, New York, NY 10118 New York Regional Office

September 1, 2022

Board of Directors

b4,b8

Subject: Third-Party Crypto Asset Activity — Information Request

Dear Members of the Board:

On April 20, 2022, we received b4,b8 (the Bank) notification of
the Bank’s intent to offer customers the ability to buy, sell, and hold crypto assets through the
Bank’s mobile banking application in conjunction with! b4,b8 ) in

response to Financial Institution Letter (FIL), FIL-16-2022, Notification of L.ngaging in Crypio-
Related Activities. FIL-16-2022 requested that all FDIC-supervised institutions that intend to
engage in, or that are currently engaged in, any activities involving or related to crypto assets
(also referred to as “digital assets”) notify the appropriate FDIC Regional Director.

As stated in FIL-16-2022, the FDIC may request that institutions provide information
necessary to allow the FDIC to assess the safety and soundness, consumer protection, and
financial stability implications of such activities. In order to begin those assessments, please
provide the information in the attached list by October 1, 2022. If the requested information has
not yet been developed, include the status and timeline for developing each item in the response,
as applicable. Once the FDIC has completed its review of the above-requested information, we
will determine whether additional information is necessary to complete the review of the activity.
When we have completed our review, the FDIC will provide the institution with relevant
supervisory feedback, as appropriate.

This letter is confidential and may not be disclosed or made public in any manner under
part 309 of the FDIC Rules and Regulations (12 CFR part 309). If you have any questions,

please contact Case Manageri____b8 at§ b6,b8 br Review Examiner___ bg ]
i b8 lati b6,b8 i Written correspondence should be addressed to my attention at the
New York Regional Office, and sent as a PDF document through the FDIC’s Secure Email portal

(securemail fdic.gov) using the following e-mail address: NYMailroom@fdic.gov.

Sincerely,
Jessica A Kaemingk
Acting Regional Director

Attachment: Crypto Asset Activity Request List
cc: | b8
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Crypto Asset Activity Request List

[—

Contracts (including any draft contracts that Bank is reviewing/considering).
2. Overview of the contracting process (e.g., who is/was involved in the review, analysis, and
structuring).

3. Any contract analysis performed prior to execution.
4. Description of the transaction flows and related controls.
5. Detailed description of the settlement process for customer buy/sell transactions between the Bank,

i b4,b8 1and any other related parties.
6. The Bank’s permissibility analysis and determination with respect to the activity.
7. Bank’s analysis of SEC SAB 121 and its applicability.

8. Cost-benefit analysis.
9
1

Project plan.

12. Description of any fees that will be charged to consumers related to the activity, and how they will
be calculated. Also, describe if and how fees are split amongst the Bank and any third-parties
involved in the activity.

(e.g. Bitcoin, Ethereum, etc.). This includes providing an explanation of how any market price is
determined and how the spread, if any, is calculated.

15. Consumer agreements, disclosures, and other terms and conditions related to the activities provided
by or through the Bank and by third parties (draft or proposed).

16. Marketing materials, press releases, internal scripts, educational materials, and any other publicly-
distributed information related to the activity (draft or proposed). This includes screen shots/screen
recordings of any online banking or mobile application user interfaces (including hidden text that
must be clicked) that will be made visible to consumers by, or through, the Bank in connection with
activities.

17. Any other due diligence materials.

18. Strategic plan that details how crypto-asset activity achieves objectives of the board and the
contingency plan should the activity fail to achieve the objectives.

19. Implementation plan. Please include expected activity volumes, income projections used to
determine whether the products are financially feasible, and any other analysis performed to support
launching the products.

20. Board and committee minutes reflecting discussion, analysis, approval, and any documentation
provided on the activity.

21. Risk assessment(s) related to the activity.

22. Internal training materials related to the activity.

23. Policies and procedures that will govern the crypto-related activity, including those related to
consumer compliance and complaint resolution.

24. If not outlined in policies and procedures, framework of assigned responsibilities and qualifications
for those involved in day-to-day administration of crypto-related activity, including internal controls
responsibilities. Description of oversight responsibilities (e.g. management, staff, committees
(including members, frequency of meetings), and collectively, their approval authority).

25. Volumes to include: 1) number of active accounts using this service through the Bank, 2) total
number and dollar volume of buy transactions completed (since implementation), and 3) total
number and dollar volume of sell transactions completed (since implementation).
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FEDERAL DEPOSIT INSURANCE CORPORATION

600 North Pearl Street, Suite 700 Dallas Regional Office
Dallas, Texas 75201 Division of Risk Management Supervision
(214) 754-0098 FAX{972) 761-2082 Division of Depositor and Consumer Protection

June 14, 2022

Board of Directors

b4,b8

Members of the Board:

On April 11, 2022'_,_ andApanl 2022, we received.corresnondence from President and Chief
Executive Officer, b4,b8 iaddressing b4,b3 i(bank) potential entrance into

representatives from the FDIC and: b8 ion May 4% 2022, to discuss the
products and services that may be offered by the bank. We appreciate the opportunity to review

diligence is ongoing, as is the development of the program’s framework, and that the bank is not
currently engaged in digital asset related activity.

The correspondence includes a high level description of potential digital asset activity, and the
meeting expanded on this activity. The potential activities include the offering of small dollar
loans secured by digital assets to certain known customers with sources of repayment other than
digital assets. To provide the means for the customer to transfer these digital assets to your bank,
management proposed to establish digital wallets with two third party digital asset platforms.
Additionally, management is exploring establishing an arrangement with another third party
service provider, which would provide customers the capability to use the bank’s online banking
platform to purchase, sell, and hold digital assets through the third party service provider.

So that we may better assess management’s proposed activities, please provide the following
information:

e For each product or service planned

o the structure thereof, including borrower credit criteria, allowable loan purposes,
transaction approval structure, any limitations for individual loan amounts or
portfolio concentrations, and third party services used for each stage of activity
from the bank and consumer perspective;

o Bank Secrecy Act (BSA)/ Countering the Financing of Terrorism (CFT) / Office
of Foreign Assets Control implications thereof, including how suspicious activity
is monitored;

o how engaging in the various activities relating thereto may impact customer risk
scoring, consumer compliance, and consumer disclosure requirements; and

o IT related impacts thereof such as the maintenance of the confidentiality of
personally identifiable information and data integrity.
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Regarding loans secured by digital assets, please include an overview of the valuation
methodology used to determine the loan to value ratio at origination and on an ongoing
basis, frequency of the valuation, reconciliation of sources with different valuations, and
process for administering customer disputes regarding valuations. Additionally, provide
draft copies of loan and security agreements, if available.

Board approved policies and procedures developed to administer all digital asset
activities. Additionally, please provide Board minutes reflecting approval, discussion,
analysis, and any associated documentation relating to the planned digital asset activity.

Information on the types of wallets selected, how wallets are structured (e.g. custodial
wallets or other), how customer digital assets will be identified within wallets, how any
customer digital assets will be transferred into wallets (e.g. will the bank receive assets
directly from customers or will they be transferred directly into wallets), private key
management framework (e.g. how will private keys be handled, who will have access to
keys, etc.), and other associated controls.

All vendor due diligence conducted on third parties associated with digital asset
activities, including vendor contracts, the bank’s legal review or assessment of contracts,
tinancial reviews of third parties, and any related documentation.

Framework of assigned responsibilities and qualifications for personnel involved in day

to day administration of digital asset activity, including internal controls responsibilities.
Additionally, please provide oversight responsibilities of the Board and each applicable

committee, including members, frequency of meetings, and approval authority.

The potential activity includes lending secured by digital assets, possible liquidation of
digital assets, and use of third parties to perform various functions such as providing
customers a platform to purchase, sell, and hold digital assets. Please provide the process
of perfecting the bank’s interest in the collateral and the process of a liquidation scenario,
including if the bank will own or hold digital assets at any step in the process.

Risk assessments conducted for planned digital asset activities. Additionally, please
include those assessments that incorporate digital asset activity, such as the BSA/CFT
risk assessment.

Strategic Plan that details how digital asset activity achieves objectives of the Board,
contingency plan should the activity fail to achieve those objectives, projections, and cost
/ benefit analysis for the planned activity.

Consumer disclosures and marketing material used for the digital asset activity.

Legal opinion discussing the permissibility under Federal and State law for each of the
activities the bank proposes to enter into, specifically, the digital asset secured lending

and the integration of third party digital asset purchase, selling, and holding services into
the bank’s online banking platform, along with supporting documentation.

Page 2
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e Analysis with respect to the U.S. Securities and Exchange Commission Staff Accounting
Bulletin No. 121 and the planned digital asset activity.

Please provide the information requested within 60 days from the date of this letter. If the
requested information has not been developed within this timeframe, the response should include
the implementation status and timelines for each item. Additional follow-up will be needed for
those items not yet developed. Please contact Q_g_s_;c____l\_/_l__a_ngggg_. b8 at{ b6,b8 lor
Assistant Regional Director Mark G. Taylor ati b6 i1f you have any questions. As a
reminder, written correspondence should be addressed to Kristie K. Elmquist, Regional Director,
FDIC, Dallas Regional Office, and sent as a PDF document through the FDIC's Secure Email
portal (https:/securemail fdic.gov/) using the following e-mail address:
DALMailRoom{@fdic.gov. Information about how to use secure email and FAQs about the
service can be found at https://www.fdic.gov/secureemail/.

Sincerely,

Kristie K. Elmquist
Regional Director

Page 3
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Federal Deposit Insurance Corporation
Dallas Regional Office
600 North Pearl Street, Suite 700, Dallas, Texas 75201

(214) 754-0098  FAX (972) 761-2082 Division of Risk Manaaement

May 11, 2022

Memorandum To: RADD Interim Bank Contact File

From: b8 i Case Manager

Re:
b4,b8

Subject: ._g;.;.a._ Digital-/Crypto-Asset Discussion

On May 11, 2022, CM b8 'contacted. b4,b8 {Executive Vice President / Chief Risk Officer
(EVP/CRO) b4, b8 to dlscu'é'é"fﬁ'é"aank s plans for dloltal asset activity. The

CcMi b8 dlrected EVP/CRO b8  ito FDIC FIL-16-2022, Notification of kngaging in

Crypt-Related Activities, and the information requirements outlined within that are to be
submitted to the DALRO prior to engaging in any crypto-related activities.
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Federal Deposit Insurance Corporation

350 Fifth Avenue, Suite 1200, New York, NY 10118 New York Regional Office

January 24, 2023

Board of Directors

b4,b8

Subject: Third-Party Crypto-Asset Activity

Dear Members of the Board:

On November 28, 2022, we received b4,b8 i(the Bank) notification of the
Bank’s intent to offer customers the ability to buy, sell, and hold cryptocurrency through the

Letter (FIL), FIL-16-2022, Notification of Fngaging in Crypto-Related Activities. FIL-16-2022
requested that all FDIC-supervised institutions that intend to engage in, or that are currently
engaged in, any activities involving or related to crypto-assets (also referred to as “digital
assets”) promptly notify the appropriate FDIC Regional Director.

As stated in FIL-16-2022, the FDIC may request that institutions provide information
necessary to allow the FDIC to assess the safety and soundness, consumer protection, and
financial stability implications of such activities. In order to begin those assessments, please
provide the information in the attached list by February 24, 2023. If the requested information
has not yet been developed, include the status and timeline for developing each item in the
response, as applicable. Once the FDIC has completed its review of the above-requested
information, we will determine whether additional information is necessary to complete the
review of the activity. When we have completed our review, the FDIC will provide the
institution with relevant supervisory feedback, as appropriate.

This letter is confidential and may not be disclosed or made public in any manner under
part 309 of the FDIC Rules and Regulations (12 CFR part 309). If you have any questions,
please contact Case Manageri . b8 ‘or Review
Examiner; b8 ‘Written correspondence should be addressed
to my attention at the New York Regional Office, and sent as a PDF document through the
FDIC’s Secure Email portal (securemail fdic gov) using the following e-mail address:
NYmailroom@fdic.gov.

Sincerely,

Frank R. Hughes
Regional Director

cc: b8
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Request List: Facilitation of Customer Purchase and Sale of Crypto-Assets Through
Institution with Third Party

1. Contracts (including any draft contracts that bank is reviewing/considering).

2. Overview of the contracting process (e.g., who is/was involved in the review, analysis, and
structuring).

3. Any contract analysis performed prior to execution.

4. Description of the transaction flows and related controls.

5. Detailed description of the settlement process for customer buy/sell transactions between the
bank b4,b8 {and any other related parties.

6. The bank’s 1ndependent permissibility analysis and determination with respect to the activity.

7. Bank’s analysis of Securities and Exchange Commission Staff Accounting Bulletin 121 and

its applicability.
8. Cost-benefit analysis for the activity.
9. Project plan for the activity

sanctions requirements etc
11. Description of what happens to customers’ accounts or holdings Bitcoin Ether or other

orif the third party cancels or fails to perform under the contract.

12. Description of any fees that will be charged to customers related to the activity, and how they
will be calculated. Also, describe if and how fees are split among the bank and any third
parties involved in the activity

monthly).
14. Description of transaction monitoring processes in place to identify and report suspicious
act1v1ty assoc1ated with customer transactions between the bank and! i

Ether or other crypto-asset. This includes providing an explanation of how any rnarket price
is determined and how the spread, if any, is calculated.

16. Customer agreements, disclosures, sample account statement, sample transaction receipt, and
other terms and conditions related to the activities provided by or through the bank and by
third parties (draft or proposed).

17. Marketing materials, press releases, internal scripts, educational materials, and any other
publicly-distributed information related to the activity (draft or proposed). This includes
screen shots/screen recordings of any online banking or mobile application user interfaces
(including hidden text that must be clicked) that will be made visible to customers by, or
through, the bank in connection with activity. Also, a live demonstration of the user interface
of the online banking or mobile application customer experience may be requested during the
review of this activity.

18. Any other due diligence materials.

19. Describe how this crypto-asset activity fits into the bank’s strategic plan and objectives of the
board and actions that would be taken should the activity fail to achieve the objectives.
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20.

21.
22.
23.
24.

25.

26.

Implementation plan. Please include expected activity volumes, income projections used to
determine whether the products are financially feasible, and any other analysis performed to
support launching the products.

Board and committee minutes reflecting discussion, analysis, approval, and any
documentation provided on the activity.

Risk assessment(s) related to the activity.

Internal training materials related to the activity.

Policies and procedures that will govern the crypto-related activity, including those related to
consumer compliance and complaint resolution.

If not outlined in policies and procedures, framework of assigned responsibilities and
qualifications for those involved in day-to-day administration of crypto-related activity,
including internal controls responsibilities. Description of oversight responsibilities (e.g.
management, staff, committees (including members, frequency of meetings), and
collectively, their approval authority).

If program is Live/Beta Testing, provide transaction volumes that include: 1) number of
active accounts using this service through bank, 2) total number and dollar volume of buy
transactions completed (since implementation), and 3) total number and dollar volume of sell
transactions completed (since implementation).
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Federal Deposit Insurance Corporation
15 Braintree Hill Office Park, Braintree, MA 02184-8701 Boston Area Office

November 1, 2022

Board of Directors

b4,b8

Subject: Proposed Third-Party Crypto-Asset Activity

Dear Members of the Board:

By letter dated September 12, 2022, we received b4,b8 {the Bank)
notification that you are considering offering customers the ability to buy, sell, and hold Bitcoin
through the Bank’s branded online and/or mobile app interface banking platform in conjunction
with: b4,b8 1in response to Financial Institution
Letter (FIL), FIL-16-2022 Notification of Frgaging in Crypto-Relaied Aciivities. FIL-16-2022
requested that all FDIC-supervised institutions that intend to engage in, or that are currently
engaged in, any activities involving or related to crypto-assets (also referred to as “digital
assets”) promptly notify the appropriate FDIC Regional Director.

As notified through your letter, the Bank is in the exploratory stages and is not currently engaged
in any crypto-related activities. As such, please keep us updated as the bank progresses,
including the Bank’s proposed timeline for engaging in the activity.

As stated in FIL-16-2022, the FDIC may request that institutions provide information necessary
to allow the FDIC to assess the safety and soundness, consumer protection, and financial stability
implications of such activities. Please provide the information in the attached list by December
30, 2022, in order for the FDIC to begin those assessments. If the requested information has not
yet been developed, include the status and timeline for developing each item in the response, as
applicable. Once the FDIC has completed its review of the requested information, we will
determine whether additional information is necessary to complete the review of the activity.
When we have completed our review, the FDIC will provide the institution with relevant
supervisory feedback, as appropriate.

This letter is confidential and may not be disclosed or made public in any manner under part 309
of the FDIC Rules and Regulatlons ( 12.CER part. 309) If you have any questions, please contact
Case Manager: b8 tat:__P6,b8  ‘or Acting Review Examiner! b8 ;

ati  b6b8 i Written correspondence should be addressed to my attention at the New York
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November 1, 2022

Regional Office, and sent as a PDF document through the FDIC’s Secure Email portal
(securemail fdic gov) using the following e-mail address: MY Mailroom@FDIC gov.

CC:

b8

Sincerely,
Frank R. Hughes
Regional Director
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Institution:; b4,b8

Request List: Crypto-Asset Trading Through Institution with Third Party

[—

Contracts (including any draft contracts that bank is reviewing/considering).

2. Overview of the contracting process (e.g., who is/was involved in the review, analysis, and
structuring).

Any contract analysis performed prior to execution.

Description of the transaction flows and related controls.

Detailed description of the settlement process for customer buy/sell transactions between the

Al e

The bank’s permiss1b111ty analys1s and determination with respect to the activity.
Bank’s analysis of SEC SAB 121 and its applicability.

Cost-benefit analysis for the activity.

Project plan for the activity

=00

11. Descrlption of What happens to customers accounts or holdlngs of B1tc01n 1f the bank does

or fails to perform under the contract

12. Description of any fees that will be charged to customers related to the activity, and how they
will be calculated. Also, describe if and how fees are split amongst the bank and any third-
parties involved in the activity.

13. Descrlption of any transaction limitations 1mposed by b4,b8 or the bank on the amount of

14. Description of the methodology that determines the price customer pays tob4b8r for
Bitcoin. This includes providing an explanation of how any market price is determined and
how the spread, if any, is calculated.

15. Customer agreements, disclosures, sample account statement, sample transaction receipt, and
other terms and conditions related to the activities provided by or through the bank and by
third parties (draft or proposed).

16. Marketing materials, press releases, internal scripts, educational materials, and any other
publicly-distributed information related to the activity (draft or proposed). This includes
screen shots/screen recordings of any online banking or mobile application user interfaces
(including hidden text that must be clicked) that will be made visible to customers by, or
through, the bank in connection with activity. Also, a live demonstration of the user interface
of the online banking or mobile application customer experience may be requested during the
review of this activity.

17. Any other due diligence materials.

18. Strategic plan that details how crypto-asset activity achieves objectives of the board and the
contingency plan should the activity fail to achieve the objectives.

19. Implementation plan. Please include expected activity volumes, income projections used to
determine whether the products are financially feasible, and any other analysis performed to
support launching the products.
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20.

21.
22.

23

24.

25.

Board and committee minutes reflecting discussion, analysis, approval, and any
documentation provided on the activity.

Risk assessment(s) related to the activity.

Internal training materials related to the activity.

. Policies and procedures that will govern the crypto-related activity, including those related to

consumer compliance and complaint resolution.

If not outlined in policies and procedures, framework of assigned responsibilities and
qualifications for those involved in day-to-day administration of crypto-related activity,
including internal controls responsibilities. Description of oversight responsibilities (e.g.
management, staff, committees (including members, frequency of meetings), and
collectively, their approval authority).

If program is Live/Beta Testing, provide transaction volumes that include: 1) number of
active accounts using this service through bank, 2) total number and dollar volume of buy
transactions completed (since implementation), and 3) total number and dollar volume of sell
transactions completed (since implementation).
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Federal Deposit Insurance Corporation

Division of Risk Management Supervision Chicago Regional Office
Division of Depositor and Consumer Protection Phone (312) 382-7500
300 South Riverside Plaza, Suite 1700, Chicago, IL 60606 Fax (312) 382-6901

April 19, 2023

Board of Directors

b4,b8

Subject: Notification of Engagement in Crypto-Related Activities

Dear Members of the Board:

The FDIC acknowledges the notification provided by: b4,b8

b4,b8 (the Bank), regarding the Bank's intent to offer a third-party authorization

“Verification service for customer transactions in crypto-assets. The notification was provided
pursuant to Financial Institution Letter (FIL), FIL-16-2022 Notification of Engaging in Crypto-
Related Activities. FIL-16-2022 requested that all FDIC supervised institutions that intend to
engage in, or that are currently engaged in, any activities involving or related to crypto-assets
(also referred to as "digital assets") promptly notify the appropriate FDIC Regional

Director.

While the notification provides a summary of the proposed activities, the FDIC will need
additional documentation to understand what the bank is proposing and to evaluate the safety and
soundness, consumer protection, and financial stability considerations of the proposed activities.
Enclosed is a request for additional information needed to fully review the proposed activities
and provide appropriate supervisory feedback to the Bank. Please respond to the request no later
than May 31, 2023.

This letter is confidential and may not be discloqed or made public in any manner under

. Dledse contact Case Mdndgel b8 Lat | b6,b8 or Review EanllIlel b8

b8 !at! b6,b8 . Written correspondence should be addressed to my attention At "t'ﬁe"'"i

Chlcago Regional Otﬁce and sent as a PDF document through the FDIC's Secure Email portal
(securemail.fdic.gov) using the following e-mail address: CHIMailRoom@FDIC.gov.

Sincerely,
Gregory P. Bottone
Regional Director

CC: b8
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ATTACHMENT

Please provide final or draft copies of the following information with respect to each proposed
crypto-asset activity.

General:
1.

e

Technical:

10.

The notification letter to the FDIC addressed multiple activities. Provide a detailed
and clear description of each activity that the bank proposes to engage in. For
example, the letter addressed transaction verifications, node functions, multi-
signature processes, and indicated that the bank has been informed it will not be
custodian. Please clarify which of these functions the bank will perform and provide
supporting information as follows:

o Description of how the bank will verify transactions.

o Description of whether the bank will serve as a validator node, and if not, how
the bank will validate transactions without serving as a node.

o Description of which blockchains the bank will provide verification services
for (both layer 1 and layer 2).

o Description of whether the bank will participate as signer (in M-N multisig).

o Description of whether the bank will serve as custodian. If not, identify which
entity will serve in that capacity and provide supporting documentation,
including any determinations that the bank will not serve as custodian.

Description of projected/target clients the bank expects to serve and whether it would
provide transaction verification that extends beyond its existing customers.
Discussion of why the bank seeks to engage in each activity.

Description of process to select which blockchains/crypto-assets the bank would
provide services on/for and supporting analysis for those selections.

End to end transaction flow diagram of each proposed activity, including:
o A detailed description of the Bank’s role in the process.
o Any other entities involved and their role in the process.

to bank customers.

Detailed description of custody solution infrastructure, architecture, and controls for
key generation, storage, and decryption.

Details of logical controls, such as multifactor authentication, user access controls,
user access monitoring, user access rights, and logging procedures.

Detailed description of bank customers' personally identifiable information that will
be disclosed to any outside party.

Detailed description of fees the bank will receive from any source (e.g., as incentives
for validation from third parties and from customers) and what type of compensation
the bank expects to receive.
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Operational:

11.
12.
13.
14.

15.

16.
17
18.
19.
20.

21.

22.

23.

24.
25.
26.
27.

28.
29.

30.
31.

Implementation timelines.

Project plans.

Risk Assessments.

Cost benefit analysis, including expected activity volumes, income projections, and
any other analysis performed to support the decision to engage in each activity.
Due Diligence analysis and associated documents of all critical third parties,

including but not limited to{pg,pg} subcustodians, and wallet providers.

[ i

Contracts (including any drafts that the Bank is reviewing or considering).

. Overview of the contracting process.

Any contract analysis performed prior to execution.

Legal analyses of permissibility.

Bank's analysis of Securities and Exchange Commission Staff Accounting Bulletin
121 and its applicability.

Description of how each proposed crypto-asset activity fits into the Bank's strategic
plan, the Board’s objectives, and actions that would be taken should the activity fail
to achieve the objectives.

Policies and procedures (including drafts), including those related to internal controls,
consumer compliance, Anti-Money Laundering/Countering the Financing of
Terrorism, and complaint resolution.

Board and committee minutes reflecting discussion, analysis, approval, and any
documentation provided with respect to each activity.

Organizational charts for each activity.

Descriptions of anticipated monitoring.

Contingency or wind down plans.

Internal training materials, including a list of employees that have or will receive
training.

Insurance coverages for each activity.

Plans for the audit function, including the type of audits to be conducted and the
required skillsets of the auditors.

Parameters regarding the acceptable crypto-assets to be verified.

Policies that dictate how many keys and authorizations are required.

Consumer Protection:

32.

33.

34.

Customer agreements and disclosures (including template agreements for TPS
service), sample account statements, sample transaction receipts, and any other terms
and conditions (draft or proposed).

Descriptions of any fees that will be charged to customers and how they will be
calculated. Also, describe if and how fees are split among the bank and any third
parties, such as other key holders.

Webpages, mobile app or online banking screens, marketing materials, press releases,
internal scripts, educational materials, and any other publicly-distributed information
(draft or proposed).
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35. Description of any eligibility criteria for bank customers to use the service.
36. A description of any planned use of multi-escrow arrangements.
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NONPUBLIC//FDIC BUSINESS
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Federal Deposit Insurance Corporation

Division of Risk Management Supervision Chicago Regional Office
Division of Depositor and Consumer Protection Phone (312) 382-7500
300 South Riverside Plaza, Suite 1700, Chicago, IL 606086 Fax {312) 382-6901

August 30, 2023

Board of Directors

 b4,b8

Subject: Request for Documents regarding Crypto-Related Activities

Dear Members of the Board:

The FDIC acknowledges the documents provided by the bank, on June 5, 2023, in
response to the FDIC s April 19, 2023 information request regarding the Bank's notification of
intent to offer a third-party authorization verification service for customer transactions in crypto-
assets. The notification was provided pursuant to Financial Institution Letter (FIL)-16-2022,
Notification of Lngaging in Crypto-Related Activities.

FDIC staft has reviewed the documents provided and determined that additional
information is necessary to further evaluate the proposed activities. Thank you for taking the
time to walk through several clarification items with Case Manager| b8 tand
Regional Examination Specialist Kimberly Schmitt on July 11, 2023, As discussed during this
call, enclosed is a request for the additional information. A number of items previously
requested were not provided in the bank's recent submission and are also addressed in the
attachment. Please respond to the request within 45 days of the date of this letter.

This letter is confidential and may not be disclosed or made public in any manner under
Part 309 of the FDIC Rules and Regulations (12 CFR part 309). If you have any questions,
please contact Case Manager | b8 iat{__ b6,b8 ior Regional Examination
Specialist Kimberly Schmittat{ __ b6,b8 i Written correspondence should be addressed to
my attention at the Chicago Regional Office, and sent as a PDF document through the FDIC's
Secure Email portal (securemail fdic gov) using the following e-mail address:
CHiMallRoom@FDRIC gov.

Sincerely,
Gregory P. Bottone
Regional Director

Enclosure

e b8
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NONPUBLIC//FDIC BUSINESS
ATTACHMENT
Please provide tinal or draft copies of the following information with respect to the proposed
crypto-asset activity.
Request [tems - New [tems:

1. Details of qualitative and quantitative analyses of technology, information, and cyber
security regarding the proposed activity.

2. A detailed description of third party signature (TPS) interaction with the, ~ bd4,b8

solutions/services/products, such as (but not limited to):_b4,b8_blockchain, swaps,

automated market maker, and other solutions/services/products.

3. The criteria, if any, utilized by the bank to determine which blockchain networks will be
supported by TPS.

4. Supporting documentation or analysis of whether the insurance policy would cover a
scenario in which the bank [oses its key (and backups) and the associated digital asset
becomes stranded or lost.

5. Explanation of how the bank will determine or confirm that a specified digital wallet
(destination wallet) is owned by the specified beneficiary (person). Explain whether the
Travel Rule is applicable and will be complied with, and whether Office of Foreign
Assets Control checks will be conducted on the person associated with the wallet, or
merely the digital wallet address.

6. Description of how transaction volume is determined, including for crypto-assets without
readily ascertainable market value or non-fungible tokens (NFT) (if TPS will be
provided).

7. Description of whitelisting process.

8. Bank’s assessment of its potential liability in the event that customer verification
procedures are not successful.

9. Description of the risk assessment process, including staff/departments/committees
involved in developing, reviewing, and approving the risk assessment.

10. Bank’s conflict of interest policy.
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NONPUBLIC//FDIC BUSINESS

ATTACHMENT

Request Items - Qutstanding:

1. Due Diligence an=ls«izand associated documents of all critical third parties, including
but not limited ta b4,b8 isub custodians, and wallet providers.

Details on the transaction fee.

3. Description of how and which entities will pay gas fees, at what stage it will be deducted,
and how it will be recorded.

4. Description of the blockchains that the bank will utilize to provide TPS to customers,
whether the TPS will operate with respect to any crypto-assets that are not associated
with the b4,b8 i whether crypto-assets that utilize blockchain with privacy-
enhancing TeEhRnoIoEies will be supported, and whether TPS will be provided for NFTs.

5. Supporting documentation to reflect that the bank is not serving as a custodian.
6. Project plans and timelines regarding the implementation of the crypto-asset activity.

7. Policies and procedures (including drafts) related to Anti-Money Laundering/Countering
the Financing of Terrorism.
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NONPUBLIC//FDIC BUSINESS

FDI

Federal Deposit Insurance Corporation

Division of Risk Management Supervision Chicago Regional Office

Division of Depositor and Consumer Protection Phone (312) 382-7500

300 South Riverside Plaza, Suite 1700, Chicago, IL 60606 Fax (312) 382-6901
January 2, 2024

Board of Directors

b4,b8

Subject: Request for Documents regarding Crypto-Related Activities

Dear Members of the Board:

The FDIC reviewed the documents provided by the bank on October 13, 2023, in
response to the FDIC’s August 30, 2023 information request regarding the bank's February 8,
2023 notification of intent to offer a third-party authorization verification service for customer
transactions in crypto-assets. The FDIC also reviewed the documents provided by the bank, on
June 5, 2023, in response to the FDIC’s April 19, 2023 information request. The notification
was provided pursuant to Financial Institution Letter (FIL) FIL-16-2022 Notification of
HEnpacing in Cryvpto-Related Activities.

SCOPE OF THE REVIEW

The review focused on the bank's plans to offer a third-party authorization verification
service for customer transactions in crypto-assets. Currently, the bank has no board-approved
plans specific to this proposed activity' and has not completed critical components of its analysis
or risk management framework. The bank has also not submitted requested information, as
discussed further below. Therefore, this review was limited, and the assessment of the proposed
service considered only the information provided to the FDIC as of the date of this letter. The
assessment focused on understanding the bank’s risk and compliance management frameworks
related to this service and steps taken by the bank to evaluate the crypto-asset service, but as
noted, it was limited due to incomplete information. This letter provides supervisory feedback
for your consideration as the bank continues to evaluate this service offering.

! The bank’s response for “board and committee minutes reflecting discussion, analysis, approval, and any
documentation provided with respect to each activity” stated “Board has approved the overall Strategic Plan of the
Bank.” The Strategic Planning Committee documentation provided by the bank with that response reflects digital
asset custody and developing the ability to deliver digital asset services programmatically in the Commercial Bank
(Business Development) Theme Response, but it does not address third-party authorization verification services or
include any analysis or specific board approval of the proposed crypto-asset service.
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MONPUBLIC//FDIC BUSINESS

b4,b8

INFORMATION REQUESTS:

While the bank has provided some of the previously requested information, there are
multiple documents that the FDIC has yet to receive. These documents are necessary to further
evaluate the proposed crypto-asset service. Most notably, the bank has not provided the
following items:

1. A comprehensive timeline and project plan regarding the service.

2. Details of qualitative and quantitative analyses of technology, information, and cyber
security regarding the proposed activity.

3. Due diligence analysis and associated documents of all critical third parties, including

4. Legal analysis of permissibility (specifically underé b8 élaw).

BACKGROUND:

Crypto-related activities may pose safety and soundness and consumer protection risks to
the institution and its customers. The Joint Statement on Crypto-Asset Risks to Banking
Organizations (Joint Statement), issued by the FDIC, the Board of Governors of the Federal
Reserve System, and the Office of the Comptroller of the Currency on January 3, 2023, may also
serve as a useful resource for the Board and management regarding crypto-asset risks. Events of
the past two years across the crypto-asset sector have been marked by significant volatility and
have exposed vulnerabilities in the sector. These events highlight a number of key risks
associated with crypto-assets and crypto-asset sector participants that banking organizations
should be aware of, including those outlined in the Joint Statement. The types and levels of risks
are dependent on the activity, implementation of the activity, and controls designed to mitigate
the risks. Examples of risks that may be present may include compliance risk, legal risk,
operational risk, third party risk, and strategic risk. The bank’s offering of a verification service
for customers and its role as a key holder, may present heightened risk to the bank’s customers,
such as:

e Confusion about the role of the financial institution in the crypto transactions;

e Lack of understanding about the nature and risks associated with crypto asset products;

e Inability to differentiate between the nondeposit products and traditional banking
products, such as deposit accounts; and

e Misunderstanding the applicability of federal deposit insurance coverage.

Part 328, subpart B of the FDIC’s Rules and Regulations, titled “False Advertising,
Misrepresentation of Insured Status, and Misuse of the FDIC's Name or Logo,” applies to any
person, including non-banks, such as crypto-asset companies. (See 12 CFR part 328, subpart B.)
Accordingly, the bank should determine if its vendor management policies and procedures
effectively manage crypto-related risks, including compliance risks related to part 328, subpart
B. In addition, the FDIC’s Advisory to FDIC-Insured Institutions Regarding FDIC Deposit
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Insurance and Dealings with Crypto Companies, issued on July 29, 2022, may also serve as a
useful resource for the board and management regarding risks and concemns arising from crypto-
assets offered by, through, or in connection with, insured depository institutions.

SUPERVISORY FEEDBACK:

Based on the information and documentation received to date, the FDIC is providing the
following feedback; however, additional information, as noted above, is needed for further
evaluation.

Legal:

The draft legal analysis provided by the bank is high level and does not provide sufficient
support for its conclusions For example, the analysis does not include a discussion of the

e g

related to custodlal services.
Technical:

The bank explains that the proposed activity simply entails a contemplated use of Multi-
Party-Computation-as-a-Service technology and “not a blockchain. that enables swans. IQI:L.,
automated market makers in the context of the question. b4,b3 |

b4 b8

_service without exposing the customer to participation in the broader array of ib4,b8 offerings.

: b4,b8 itechnical Ppapers confirm that the b4,b8 i “governance” solution only operates in
“Gonnection with! b4,b8 solution. In order to fully assess the risks, the bank should
ensure it clearly understands and can articulate the interaction of the proposed activity with third-

party platforms, including those platform’s solutions, services, and products.

Custody:

The bank provided responses and documentation to address whether the bank would be
serving as custodian. The responses do not clearly demonstrate that the bank’s role and powers
as described are not essentially custodial in nature.

b4,b8
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Anti-Money Laundering (AML)Y Countering the Financing of Terrorism (CFT):

The bank’s Bank Secrecy Act (BSA)AML Policy and Trusted Third Party Signature
(TPS) Procedures: Digital Services do not discuss how the bank will monitor TPS transactions

the TPS service. The TPS Procedures also does not sufficiently explain the sanctions screening
process, as it relates to the TPS Service.

The TPS Transfer Request Form asks for beneficiary name and account number. The
form also includes a space for documenting Office of Foreign Assets Control screening of the
beneficiary. However, the TPS Procedures does not address how the bank will ensure that the
beneficiary name provided by its client on the form is truly the person associated with the wallet
address that is the beneficiary of the transaction. Furthermore, the TPS Procedures describes
client transaction transfer procedures and states that the bank will verify the recipient has a
whitelisted public address, but it does not explain what a whitelisted public address is and how
the bank will verify this public address.

Risk Assessment:

The bank provided a power point regarding the Trusted Third Party Signature Service
Risk Assessment. The risk assessment presentation follows the structure of the bank’s risk
assessment process and discusses several risk factors. Notably, however, the controls outlined in
the risk assessment lack sufficient detail to support the adequacy of those controls in mitigating
High Inherent Risks to Medium Residual Risks, or Medium Inherent Risks to Low Residual

reflects Satisfactory Inherent Controls, reducing the High Inherent Risk to Medium Inherent
Risk. However, the bank has not provided the due diligence documentation requested. The risk

technical, operational, and information risks of this complex and novel proposed activity. In
addition, the documents provided do not include material details on the Board’s review of the
risk assessment, including any questions or concerns raised by the Board. Beyond these high
level observations of the risk assessment, the FDIC is not able to fully evaluate the risk
assessment without the aforementioned requested items that the bank has not provided.

Policies and Procedures:

The bank has not established a dedicated or board-approved policy for the proposed
activity, stating that “The digital TPS service will follow existing policies relate to AML,
Countering Finance of Terrorism, and Complaint Resolution. Additional procedures can be
found in the Bank’s TPS Service Procedures.” The bank’s TPS service procedures document
outlines various procedural functions, such as for seed creation, storage procedures, and transport
and control protocols. However, the lack of a board-approved policy, to guide decisions and
establish standards and risk limits to ensure activities are consistent with the board’s risk-appetite
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and to clearly delineate accountability and responsibilities, should be addressed by the board.
Lack of policies may hinder the bank’s ability to control risks that arise from the proposed
activity.

As noted above in the AML/CFT section, the TPS Procedures are not adequate from an
AML/CFT perspective. Furthermore, the TPS Procedures lack critical controls for several
procedures, such as physical controls (such as during the seed creation process, the mobile
device with the Mobile Device Management system, or storage mechanisms and locations), as
well as controls for access authorization, access tracking, user access monitoring, change
management, approval authority limits, dual controls related to several processes. Processes,
related to the storage of, and user authentication associated with, the production and back-up
Multi Party Computation Mobile Device (MPC Mobile Device) lack detail on controls or are
unclear. For example, the TPS Procedures for Storage of the Production MPC Device is limited
to: “1. Bank Office: Must be stored in a safe. 2. Primary Residence/Home: Must be stored in a
safe.” Also, it is not clear that user authentication methods, “Authenticate client using the
Bank’s client verification process using last four of SSN, mother’s maiden name, date of birth, or
other secure code,” are sufficient.

Within 45 days of the date of this letter, and prior to implementing the proposed activity,
please provide documents previously requested and not yet received, as detailed on page 2, as
well as responses to the FDIC’s Supervisory Feedback starting on page 3. The requested
information is needed to continue to assess (1) the adequacy of the bank’s risk and compliance
management frameworks related to this service and (2) the steps taken by the bank to evaluate
the crypto-asset service. The FDIC requests that the bank notify this office of any material
developments related to the proposed crypto-asset activity.

This letter is confidential and may not be disclosed or made public in any manner under
Part 309 of the FDIC Rules and Regulations (12 CFR part 309). If you have any questions,
please contact Case Manager : b6,b8 ior Regional Examination
Specialist; b6,b8 i Written correspondence should be addressed to
my attention at the Chicago Regional Office, and sent as a PDF document through the FDIC's
Secure Email portal (securemail.fdic.gov) using the following e-mail address:
CHIMailRoom@FDIC.gov.

Sincerely,
Gregory P. Bottone
Regional Director

ce: ! b8
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Division of Risk Management Supervision

Federal Deposit Insurance Corporation Division of Depositor and Consumer Protection
25 Jessie Street at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 (415) 546-0160

September 28, 2022

. b4,b8
Chlef Information Officer

b4,b8

Subject: Request for Additional Information — Crypto-Related Activities

Deal‘é b4,b8

Thank_vou for engaging with the FDIC regarding b4,b8
b4,b8 ’s intent to offer customers the ability to buy, sell, and hold Bitcoin through
the institution’s online and mob1le banking platform in conjunction with ! b4,b8 E
i b4,b8 . Financial Institution Letter (FIL), Fi.-16-2022 o otification

of Lagaging in Crvpto-Reloted zi{ f;a’;szm requested that all FDIC-supervised institutions that
intend to engage in, or that are currently engaged in, any activities involving or related to crypto-
assets (also referred to as “digital assets”) promptly notify the appropriate FDIC Regional
Director.

As stated in FIL-16-2022, the FDIC may request that institutions provide information necessary
to allow the FDIC to assess the safety and soundness, consumer protection, and financial stability
implications of such activities. In order to begin those assessments and help us better understand
the activities based upon documents you have provided so far, please provide the additional
information in the attached list. Please provide the items requested as well as supporting
documentation within 60 days of the date of this letter.

Please email the documents electronically as a PDF through the FDIC Secure Email portal at
SEMailRoom@FDIC ¢ov. A copy of your communication can be forwarded to Case Manager
b8 ' i and Review Examiner | b8
b8

This letter is confidential and may not be disclosed or made public in any manner. Additional information
regarding these confidentiality restrictions may be found in Part 309 of the FDIC Rules and Regulations. Please
notifv us immediately if you receive a subpoena or other legal process calling for the production of this letter or a
description of its content.
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' Crypto-Related Activities Notification
Request Items

This letter is confidential and may not be disclosed or made public in any manner under part 309
of the FDIC Rules and Regulations (12 CFR part 309). If you have questions, please contact

Division of Risk Management Supervision Case Manager! b6,b8 ___or
b8 [ {dic.cov or Division of Depositor and Consumer Protection Review Examiner! b6,b8 |
b6.58 lor e R A
Sincerely,
/s/ Paul T. Hornberger 9/28/2022 /s/ Susan L. Pinette 9/19/22
Paul T. Hornberger Susan L. Pinette
Assistant Regional Director Assistant Regional Director
Division of Risk Management Supervision Division of Depositor and Consumer Protection
Enclosures
ce: b8
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Crypto-Related Activities Notification
Request Items

Attachment — Request Items

1. 1 b4,b8 icontracts with{ _b4,b8 |

2. Overview of the contracting process (e.g., who is/was involved in the review, analysis,
and structuring)

3. Detailed description of the settlement process for customer buy/sell transactions between

b4,b8 and any other related parties

4. Permissibility analysis and determination — if any, in addition to the email with attorney
i b4,b8 :

5 "babs  iAssessment of SEC SAB 121 and its applicability

6 Cost-benefit analysrs for involvement with! b4,b8 through ba,ps!include expected

volumes of activity, income projections used fo determine whether the products are
financially feasible, and any other analysis performed to support launching the products
Project Plan and implementation plan,

8. Description of any transaction limitations imposed by!__b4.b8 i or {b4,b8 | o1 the amount

Bitcoin a consumer may purchase or sell (e.g. daily, weekly, monthly), including how the
limitations are determined and calculated.

9. Other than proposed advertisement to be developed in the future, any marketing
materials, press releases, internal scripts, educational materials, and any other publicly
distributed information related to the activity, including any screen shots/screen
recordings of any online banking or mobile application interfaces that will be made

visible to consumers by or through the; b4,b8 iin connection with activities

10.  Board and committee minutes reflecting dlscussmn analysis, and any documentation
provided on the activity, assuming not approved yet

11.  If previously provided document titled 4 b4,b8 LSummary 20220414. docx in the April

~

12. r_lnte_rn_g_l__trammg materials related to the actiwty

13. | b4,b8 i policies and procedures (not{_ b4B8_1's) that will govern the crypto-related
actwity, include those related to consumer compliance and complaint resolution

14, If not outlined in policies and procedures, framework of assigned responsibilities and

qualifications for those involved in day-to-day administration of digital asset activity,
including internal controls responsibilities. Description of oversight responsibilities (e.g.
management, staff, committees (including members, frequency of meetings), and
collectlvely their approval authority)

15. i b4,b8  noted in CIQ b4,b8 s email on 6/8/22

16. i_b4,b8_Is strategic plan that details how crypto asset activity achieves objectives of the
Board and the Contingency Plan should the activity fail to achieve the objectives

17. b4,b8 iFintech Review document answers “Yes” to the following question:
“Do the fintech’s financial reports demonstrate an ability to fulfill their financial

obligations,” as Well as several other questions in the Financial Condition section relating

perform the analysis.
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FDIC

Federal Deposit Insurance Corporation
25 Jessie Strest at Ecker Square, Suite 2300 San San Francisco Regional Office
Francisco, California 94105 {415) 546-0160

September 18, 2023

Board of Directors

b4,b8

RE: Review of! b4,b8 Potential Bitcoin Service

Members of the Board:

We have reviewed your response dated December 28, 2022, and the corresponding documents
provided in response to the Additional Information Request letter dated September 28, 2022.
Additionally, examiners conducted a limited scope visit on February 6, 2023, Pursuant to
Financial Institution Letter (FIL) 16-2022, this letter provides supervisory feedback relative to
the consumer protection and risk management considerations of the proposed crypto-related
activity. Please note that the results of this review are subject to the confidentiality restrictions
of Part 309 of the FDIC Rules and Regulations.

SCOPE OF THE REVIEW

The review focused on | b4,b8 i plans to offer
its clients the option to buy, hold, and sell bitcoin thI‘OUUh its onlme barﬂ\mg platformipa,bs! and
; b4,b8 -dévelopment

phase for its specific risk management framework but continues to consxder implementing the
crypto asset service. Therefore, this review was limited in scope and the assessment of the
proposed service considered only the information provided to the FDIC as of the date of this
letter. The assessment focused on understanding the institution's risk and compliance
management frameworks related to this service and steps taken by the institution to evaluate the
crypto asset service.

BACKGROUND

and its customers. The ty pes and lcvels of mks are dependem on the type of activity,
implementation of the activity, and controls designed to mitigate the risks. Examples of rigks
that may be present include compliance, legal, operational, third party, and strategic. Facilitating
customer cry pto asset tradi ng s alon gside traditional bdnking products and services may also
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e Confusion about the role of the institution in the crypto transactions;

e Lack of understanding about the nature and risks associated with crypto-asset products;

e Inability to differentiate between the nondeposit products and traditional banking
products, such as deposit accounts; and,

e Misunderstanding the applicability of federal deposit insurance coverage.

SUPERVISORY FEEDBACK

The information provided to the FDIC on the proposed crypto-asset service throughEL b4,b8
highlights that various aspects of the institution’s risk and compliance management framework
related to this service are in a development or pre-development phase, and have yet to be
finalized. As such, the following items reflect high-level comments reflective of the review

conducted on the information provided to-date:

e Policies/Procedures: The documented risk management framework, including policies
and procedures that outline the roles, responsibilities, potential limits for the activity,
reporting requirements, and ongoing risk assessment, has not been developed.

Due Diligence Documentation: The due diligence documents did not provide sufficient
detail or explanation to demonstrate management’s understanding of the associated risks
and decision-making process.

Risk Assessments: The risk assessments, including a Vendor Risk Assessment, a
FinTech specific review, and a contract review performed in March 2022, have not been
updated to consider emerging risks from rapidly changing crypto market conditions.
Documentation lacked support for key risk factors, the related controls, and the
mitigating factoss—,
Contracts: b4,b8 ihas not yet entered a signed contract with! b4,b8 oriussito provide

the b4,b8 Bitcoin Trading Platform. The bank’s ability to assess risks aré limited by

the'-l'_ef(':_lim(-)'?_éihy draft contracts that outline the bank and vendor’s responsibilities.

Audit: The internal audit risk assessment and plan did not include crypto-related

activities.

Antl-money Laundering and Countering the Financing of Terrorism (AML/CFT):
] is specific AML/CFT policies, procedures, or controls for crypto activities have

not been developed, and the lack of a contract limits the bank’s ability to understand the

roles of each party in monitoring and analyzing AML/CFT related risks.

Customer Interface/Disclosures |_b4,b8 provxded draft screen 1ma0es of the Bitcoin

demonstrations of the interface, or customer disclosures.

RESOURCES

The following FILs, along with their references and attachments, may serve as useful resources
for the Board and management regarding risks and concerns arising from crypto assets offered
by, through, or in connection with insured depository institutions:
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e FiL-54.2014: Filing and Documentation Procedures for State Banks Hngaging, Directly
or Indivectly, in Activities or Investuents that are Pernuissible for National Banks

o  FIL-16-2022: Notification of Engaging in Crypto-Related Activities

e Il 35-2072 Advisory to FDIC-Tosured Institutions Regarding FDIC Deposit Insurance
and Dealings with Crvoto Companies tssued on July 29, 2022

e FIL 01-2023 Joint Statement on Orypto-Asset Risks 1o Banking Oreanizations, issued on
January 5 2023

e FI -20.2023% Interagency Guidance on Third-Party Relationships: Risk Management
issued on June 6, 2023

Also, the February 13, 1994 Interagency Statement on Retail Sales of Nondeposit Investment
Products may be a useful resource for Bank management when considering how to ensure clear
and conspicuous language is provided to customers when offering nondeposit products.

ACTION REQUESTED

The Board and management should ensure appropriate risk and compliance management
frameworks are in place prior to implementation of the proposed crypto-asset service to enable
safe and sound operations and compliance with appropriate laws and regulations. The Board
must ensure the matters outlined in this Letter are fully addressed to effectively mitigate risk to
the institution and consumers.

The FDIC requests that the institution notify this office of any material developments related to
the proposed crypto-asset service. The FDIC intends to perform a more in-depth review as
management moves further along in the due diligence process. If the institution is considering
engaging in additional crypto-related activities, we request notification that describes the activity
i detail and provides the institution's proposed timeline for engaging in the activity.

Please email the documents electronically as a PDF through the FDIC Secure Email portal at
SEMaiRoom@EDIC gov. Information about how to use secure email and FAQs about the

service can be found at fdic gov/secureermail. A copy of your communication can be forwarded
to Case Manager | b8 and Review Examiner| b8
Sincerely,

\s\ Paul Worthing

Paul P. Worthing
Regional Director

Cc: b8
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. . Division of Risk Management Supervision
Federal Deposit insurance Corporation Division of Depositor and Consumer Protection

25 Jessie Street at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 (415) 546-0160

Sent viu secure email

October 29, 2024

Board of Directors

Subject: Crypto-Related Activities Supervisory Feedback Letter (Letter)

Dear Members of the Board:

Additional feedback may be warranted during future regulatory oversight activities (such as
examinations, targeted reviews, visitations, and off-site reviews) or if circumstances change with
crypto-related partnership.

On April 7, 2022, the FDIC issued Financial Institution Letter (FIL)-16-2022, Noftification of
Engaging in Crypto-Related Activities. FIL-16-2022 requested that all FDIC-supervised
mnstitutions that intend to engage in, or that are currently engaged in, any activities involving or
related to crypto-assets (also referred to as “digital assets”) promptly notify the appropriate FDIC
Regional Director.

On May 3, 2022, The Bank notified the FDIC and the b8

. b8 wia electronic letter (letter) of its crvpto-related activities related to two third-party _
partners;, b4,b8 |

i b4,b8 iThe letter noted that the Bank launched a credit card product called!  b4,b8 lin
b4,b8 with b4,b8 | The letter also noted thatthe.  b4,b8 iisan
b4,b8

; ) _ t The letter also indicated a partnership withi” babs i for
the following two services: a money market account for; b4,b8 s end-users to send fiat
dollars to and from the! b4,b8 Platform, and a proposal to originate open-end consumer

loans td b4,b8 ‘collateralized by either securities or crypto-assets that an

end-user purchases and holds on the | b4,b8

On September 19, 2022, the FDIC notified the Bank that the review of the previously noted
partnerships was ongoing and would be separated from the July 18, 2022, Safety and Soundness
Examination. Furthermore, an update meeting was held with the Bank on January 26, 2023, to
gather additional details and receive an update on both aforementioned third-party partners. The
Bank has since terminated Th.eé b4,b8 bar‘tnership.
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SUPERVISORY FEEDBACK SUMMARY

Crypto-related activities may pose safety and soundness and consumer protection risks to the
institution and its customers. The types and levels of risks are dependent on the type of activity,
implementation of the activity, and controls designed to mitigate risks. Examples of risks that
may be present include, but are not limited to, compliance, legal, operational, third-party, and
strategic. Facilitating customer crypto-asset trading alongside traditional banking products and
services may also present heightened risk to the Bank’s customers, such as:

e Confusion about the role of the financial institution in crypto-transactions;

e Lack of understanding about the nature and risks associated with crypto-asset products;

e Inability to differentiate between non-deposit products and traditional banking products,
such as deposit accounts; and,

e Misunderstanding the applicability of Federal deposit insurance coverage.

The FDIC's Advisory to FDIC-Insured Institutions Regarding FFDIC Deposit Insurance and
Dealings with Crypto Companies, issued on July 29, 2022, via FIL-35-2022, may serve as a
useful resource for the Board and management regarding risks and concerns arising from crypto-
assets offered by, through, or in connection with, insured depository institutions. In addition,
Part 328, Subpart B of the FDIC’s Rules and Regulations, titled “False Advertising,
Misrepresentation of Insured Status, and Misuse of the FDIC's Name or Logo,” can apply to non-
banks, such as crypto companies. (See 12 CFR Part 328, Subpart B.) Accordingly, the Bank
should determine if its third-party risk management policies and procedures effectively manage
crypto-related risks, including compliance risks related to Part 328, Subpart B.

The Joint Statement on Crypto-Asset Risks to Banking Organizations (Joint Statement), issued
on January 3, 2023 by the FDIC, the Board of Governors of the Federal Reserve System, and the
Office of the Comptroller of the Currency, and via FIL-01-2023, may also serve as a useful
resource for the Board and management regarding crypto-asset risks. Events over the last few
years across the crypto-asset sector have been marked by significant volatility and have exposed
vulnerabilities in the sector. These events highlight a number of key risks associated with
crypto-assets and crypto-asset sector participants that banking organizations should be aware of,
including those outlined in the Joint Statement.

icies, progress reports,
were not fully evaluated

significant time has passed since the Bank performed due diligence on ! b4,b8 and
that the Bank has likely updated multiple risk assessments, monitoring reports, and overall
structure of the partnership. However, Bank management needs to perform additional diligence
to ensure the relationship is properly assessed and reflects the Bank’s desired risk appetite with
accompanying controls. This includes, but is not limited to, a variety of additional assessments
that are needed around th¢ b4,b8 rrelationship such as the functionality of the
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b4,b8 t and the account creation involved withi _ b4,b8  iIn addition,
various concerns were noted in the Compliance Risk Assessment that need management
attention. The material growth of this partnership, coupled with the Bank’s January 2023
downgrade of b4,b8 ipartnership to a negative outlook, stresses the importance for

the Board to reevaluate a number of areas associated with this partnership.

Most recently, the .. b8 iand ' b4,b8 .
b4,b8 which appears to be a related party of: b4,b8 i entered into a
b4,b8
b4,b8 i Management should

1n its review, at a minimum, consider any related concerns with compliance, management,
governance, and internal audit.

Additional information is noted below on the relationship between b4, b8

DETAILED FINDINGS AND FEEDBACK

b4,b38

Various documents, including Bank management’s New Partner Product Approval form, discuss
a variety of roles and responsibilities in regards to the referenced parties above. However, a
number of specific due diligence areas, such as Anti-Money Laundering/Countering the

b4,b8 |rather than the specific entity, party, or principal that may be providing the service.

. AR

Bank man'agement needs to perform additional due diligence to ensure the relationship is
properly assessed and reflects the Bank’s desired risk appetite with accompanying controls. For

! b4,b8
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example, further review and due diligence is needed to clarify which entities are involved with
which services. Failure to properly identify specific critical parties involved in the legal
partnership with the Bank may result in material disruptions or unknown deficiencies that could
change the Bank’s outlook on a relationship. Management can refer to FIL 29-2023 /nteragency
Guidance on Third-Party Relationships: Risk Management for examples of considerations in the
area of due diligence.

In addition, management should revisit the Program Agreement withi b4,b8 with
respect to the adjustable tangible net worth definition lacks details surrounding the fair value
methodology to be used with a digital asset loan, as well as any definition for a digital asset loan.
Failure to provide clear and understandable definitions could lead to a dispute or
mismanagement of the program requirements.

b4,b8
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In addition, the ambiguity around self-custody or a centralized custodian introduces potential for
customer confusion, consumer harm, and legal uncertainty F or example customers may be

required to arrange a custody arrangement for their crypto -asset rewards with!  b4,b8 or

Rewards Agreement lacks commentary regardmg __b4,b8 Hor the Bank’s potential rrghts to

re-hypothecation arrangements that could allow the pledging of a user’s crypto-assets for other
services that the consumer has no interest in.

Due diligence and risk assessments performed by the Bank were silent regarding the previously
noted items. Failure to understand and assess risks related to custody and re-hypothecation could
lead to significant operational and legal risk if platform operations become disrupted, or if
crypto-assets are receiving custody services that are different than what is disclosed to the end-
user.

Potential Undisclosed Account Openings

Management’s evaluation and due diligence of the! b4,b8 iUser Agreement? (User
Agreement) between! b4,b8

..................

and it’s applicability Wlth the: b4,b8 icredit card issued thrcugh _______ babs. . iis 1nsufﬁc1ent The

User Agreement toi b4,b8 ,credlt cardholders. Some of those provisions address the opening of

b4,b8 iuser accounts, as well as the applicability of certain laws and regulations, and

account investigations.

Specifically, at the credit card application stage, the consumer must agree to, b4,b8 i User
Agreement. The User Agreement notes a variety of services thatf b4,b8 'provides
such as account creatlon customer oversight, and the various typés of dlgltal assets avallable on

However, the same User Agreement includes a brief section on credit cards. In short, the credrt
card section states that one’s b4,b8

b4,b8

The discrepancies between the User Agreement and the Card Holder Agreement may create

in the User Agreement that llkely cover activities related to the crypto-rewards feature that

b4,b8
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i b4,b8 ! Card Holder Agreement b4,b8 ior the Bank ‘may be executmg act1v1t1es outside of the

wrthout proper consent.

In correspondence with bank management management stated their belief that the entirety of the

represents a clear oversight that has not been considered or properly evaluated by bank
management. Management needs to revisit the User Agreement and evaluate the language to
determine what actions may be necessary to properly communicate the terms and conditions to
end-users, especially with regard to the creation of crypto-asset accounts. Furthermore, the risk
assessment’s lack of consideration or discussion of this User Agreement and the applicability of
the Card Holder Agreement is concerning and should be reconsidered.

Initial Compliance Risk Assessment

Card While the Initial Comphance Risk Assessment appropriately identified some consumer
protection weaknesses, the document does not clearly communicate the overall scope of review,
nor does the document clearly explain that resource constraints ati b4,b8

contribute to some pre-implementation compliance weaknesses.

The Initial Compliance Risk Assessment presents conflicting information about the effectiveness
oft b4,b8 compliance resources. The document states that there are resource
weaknesses, but contradicts itself and says that there are not resource weaknesses. The Initial
Compliance Risk Assessment includes a section about “Risks/Concerns,” with a subsection for

“Compliance Resources.” The opening paragraph in this subsection states that!_____ b4b8
compliance program 1s lacking resources.” The document then describes two other significant
compliance concerns surrounding Equal Credit Opportunity and the Fair Debt Collection
Practices Act. After highlighting the need for more resources, the subsection ends with a
paragraph that contradicts the initial statement about resource needs, stating “[t]hese three
Compliance concerns have been resolved. Throughout implementation,: b4,b8 has
demonstrated that it has sufficient experience at hand and resources dedicatéd 1o the card

product.”

The discrepancy is again repeated in the section titled “Platform Resources Considerations.” In
this section, the Initial Compliance Risk Assessment states, ! b4.b8 appears to

have only one person dedicated to Compliance .. 4,b8 ‘must énsure that

additional Compliance resources are added to the: b4,b8 feam """" The next paragraph contradicts
the first section by mentioning thai | b4,b8 T " “has proved to have sufficient
resources and staff in place to monitor and oversee regulatory compliance.” After stating
conflicting information about the adequacy of compliance resources, the document ultimately

mentions that b4,b8 plans to hire additional compliance staff.
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Oversight of vendor capabilities is an important part of an effective third-party vendor
management program. It is important to clearly understand the quality and availability of a
vendor’s staffing resources. Without a clear understanding, and communication of a vendor’s
resource constraints, Board and management may not be able to proactively identify and mitigate
the risk of consumer harm.

CONFIDENTIALITY NOTICE

This Letter is confidential and may not be disclosed or made public in any manner under Part
309 of the FDIC Rules and Regulations (12 CFR Part 309). Please notify the FDIC immediately
if you receive a subpoena or other legal processing calling for the production of this Letter or a
description of its content.

ACTION REQUESTED

e The Board needs to ensure these matters are fully addressed to effectively mitigate risk to
the institution and consumers.

e Please review this Letter at the next Board of Directors meeting and document your
review in the Board minutes.

o FIL-16-2022 requests that all FDIC-supervised institutions should promptly notify their
respective Regional Director if the bank is intending to engage in any activities involving
or related to crypto-assets. Management is reminded to notify the San Francisco
Regional Director if the Bank is active with or considering any new partners involving
crypto-related activities.

e Within 45 days of the date of this letter, please provide a written response to both the
FDIC and the UDFL

Written correspondence should be addressed to my attention at the San Francisco Regional
Office, and sent as a PDF document through the FDIC’s Secure Email portal
(https://securemail .fdic.gov) using the following e-mail address: SFMailroom@FDIC.gov.
Information on how to use secure email and FAQs about the service can be found at
https://www fdic.gov/secureemail/.
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If vou have any questions, please contact RMS Assistant Regional Director Debra Rhodes at

b6 i RMS Case Manager! b6,b8 I DCP Assistant
Regional Director Matthew Sheeren at: b6 or DCP Compliance Technology
Specialist] b6,b8
Sincerely,
PAUL AL WORTHING.

Date: 2024.10.29
WORTHING 08:32:02 -07°00°

Paul Worthing
Regional Director
San Francisco Regional Office

cei b8
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¥FDIC Division of Risk Management Supervision

Federal Deposit Insurance Corporation Division of Depositor and Consumer Protection
25 Jessie Street at Ecker Square, Suite 2300 San San Francisco Regional Office
Francisco, California 94105 (415) 546-0160

July 22, 2024

Board of Directors

b4,b8

Subject: Response to Notification of Engagement in Crypto-Related Activities

Dear Members of the Board:

On August 11, 2022, Chief Financial Officer (CFO); b4,b8 po‘mﬁed the FDIC of its activities
with | b4,b8 and its relatedméﬁﬁﬁég (collectively, | b4,b8 ) b
pursuant to FDIC s Financial Instiiution Letter -16-2022 Notificaron of Engaging in Cryvpio-
Related Activities (FIL-16-20223, which requests that all FDIC-supervised institutions that
intend to engage in, or that are currently engaged in, any activities involving or related to crypto-
assets promptly notify the FDIC. Additional information was provided during the August 22,

2022 fuli -scope Safety and Soundness examination and subsequently in response to our

letter pmwdes supervisory teedbdak on the Bank’s crypto~reiated activities and its desire to
move forward with Phase IL

B /XCKGROL ND

. b4,b8 i technology vendor, a b4,b8 i5ank board- -approved broker-dealer?, and a

&555;1-{6}_6?-&{6 Bank, is developmé a private, permlsuoned DLT-based infrastructure for
recordkeeping of fixed income instruments, parallel with existing recordkeening methods on
purchasing and selling securities through!  b4,b8 " aka“ b4,b8 " The

DLT infrastructure allows market participants to initiate the origination, buying and selling of
loans and securities, and record each transaction on a permissioned blockchain, with settlement

' b4,b8 s thel b4,b8 | name of- b4,b8 and its subsidiaries, V\'hOf b4, b8

pmw&c a bond mdrkptpiacc and | bd,b8 iservices. i b4,b8 1isan

i b4,b8 Bmkgr Dealer and member of FINRA, MSRE, and SIPC.

* A financial entity that is engaged with trading securities on behalf of its clients.
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occurring through traditional regulated channels (Fed wire. ACH. etc.). i b4,b8 iis

............

developing this capability on the§b4,b8?cieud, utilizingi 4,08 iblockchain technology.

trading activity. Since the current legal and regulatory framework documenting ownership and
settlement of asset transfers does not recognize assets recorded on blockchain, all transactions

document the transactions on the blockchain. The Bank stated it “expects to continue to process

b4,b8 ibond and security transactions in a parallel dual process,”” “with settlement

occurring through traditional regulated channels (Fed wire, ACH, etc.),”* and that : _______ b4,b8“
“is not involved in, nor does it facilitate clearing, settlement or trade execution,”” The Bank
expects to continue this dual process until legal and regulatory authorities recognize blockchain-

based asset records.

The Bank has been directly purchasing private placement municipal bonds from municipalities,
securities dealers. As explained in more detail below,i b4,b8 !intends to host an
informational website! b4,b8 with a link tol_._ . b4b8 ‘application portal
for municipalities to af)ply tor funding. The mnformation will be recorded on b4,b8 DLT
as well as through the bank’s existing investment security process, which the bank states 1t plans
to do “until legal and regulatory authorities recognize blockchain-based records as legally

"% As noted below in Phase

..............................

private placement municipal bond referrals to; b4,b8  ifrom this website. Specifically, the

Bank intends to implement the plans discussed above in three phases, which are further
discussed as follows:

e Phase I (current): the Bank will respond to financing requests from issuers and municipal
‘Adﬂ_%mIWItbgz Il;é ng.....hd b “white label” application portal or the Bank’s
H

e Phase II (target in 2024): the Bank would use b4,b8  “white label” application
portaltobuvand sell ronnideht for its own account only. The Bank would also launch

its b4,b8 which would provide.information.only to municipal
issuers and their financial advisers, and contain a link to! b4,b8 “white label”
application portal. .

e Phase III (target in 2025): the Bank would use thei b4,b8 | website to
connect municipal issuers to various insured institutions, and the insured institutions
would then purchase the issuers’ municipal bonds using b4,b8 white label”

application portal. The Bank would receive a referral fee for this service. The Bank has
determined this activity would require it to register as a Municipal Advisor in order to

* See Letter from Bank to FDIC dated August 10, 2022, page 2.

*Tbid

° See Bank_submission to the FDIC dated November 16, 2023, “0. FDIC Attachment — Additional Information ~
Response,” page 5.

6 See Letter from Bank to FDIC dated August 10, 2022, page 2.
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advise municipalities on municipal debt issuance or refer issues to broker/dealers for
underwriting and sale.

SUPERVISORY FEEDBACK

The FDIC is providing the following feedback to the Bank on its plans to move forward with
Phase II, based on its understanding of the scope as summarized above and its assessment of the
information provided. The feedback is also with the understanding that management will
continue the traditional recordkeeping process with the broker-dealer until all necessary
regulatory approvals have been obtained to use blockchain technology for recordkeeping and
documenting securities activities. The FDIC requests that the Bank 1) notify the FDIC if the
Phase II scope of activity the bank intends to engage in is different than that summarized above,
and 2) re-engage with the FDIC for supervisory feedback in advance of implementation of Phase
III. Considerations for the Bank to evaluate as it moves forward with plans for Phase II include
the following:

Governance and Legal Considerations:
Code of Ethics

The Bank should strictly adhere to its Code of Ethics by annually reporting and documenting

insider involvement w1th b4,b8  ito ensure transparency. In particular, the Bank should

place increased attention to Tollow its Board- -approved Code of Ethics Policy when evaluating
and approving activities that involve insiders, to ensure strong Board independence, as

1nd1v1duals have personal interests and 1nvestments ini b4 b8 | Board mmutes and

be cons1ster1t with the Bank’s Code of Ethics Policy.

Supervisory Consideration: The Board should re-evaluate theé b4,b8 relationship
and ensure that it conforms to the Bank’s Code of Ethics Policy.

Securities Regulation

b4,b8 : Bank should ensure compliance with federal and state securities laws governing the Phase
IMtransactions. The regulatory landscape surrounding blockchain technology is still evolving,
and changes in regulations or legal interpretations could affect the legality and/or compliance

requirements of' b4,b8 | Bank’s use of{  b4,b8 ‘DLT technology provided through
: b4,b8 Bank should continue to closely monitor! b4,b8 iconsultation with
its primary federal regulators, such as the SEC or FINRA, regarding the permissibility on using

blockchain technology for recordkeeping and documenting municipal securities activities.

Supervisory Consideration: Management should stay abreast of federal and state
securities laws governing transactions involving blockchain technology.
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Contract Review

Areas within the b4,b8 ((Agreement) signed on April 29,

ib4,b8 between! ib4,b8 Bank and [ " b4,8 rshould be Tevisited. A number of key areas

“appear to lack SpeClﬁC details, such as roles and responsibilities, additional services provided,
and specific technical expectations. The following are specific examples that merit increased
management attention:

e Technical Specifications: This section within the Agreement is limited to the Bank being
able to request details oni b4,b8 i platform, rather than the Bank being able to
define specific requirements that meet the Bank’s risk tolerances. Further clarification
could include areas such as the Bank’s technical specification requirements for the
platform and operation, including permissioned ledgers, delivery methods,
installation/integration procedures, test plans, acceptance criteria, and version
management

the DLT implementation. This includes how{ b4bg8 1} and |__ b4b8 _lwill interact

as well as retain responsibility in mamtammg a system of record for the municipal bonds
and loans.

e Data Retention and Access: There appear to be no provisions within the Agreement that
allow the Bank to access to the data submitted through the ! b4,b8
website, or specific requirements for how b4,b8 will be responsible for
protecting, encrypting, storing, or handling that data.

Furthermore, while not specifically requested, management should initiate a formal contract
review if one has not commenced to ensure that the Bank’s rights are properly measured,
monitored, and controlled.

Supervisory Consideration: Management should revisit their contractual arrangement
with b4,b8 and complete contract review to ensure that the terms and conditions of
the contract protect the Bank’s rights with respect to the service, and all risks and
responsibilities of the parties have been appropriately considered.

Third-Party Oversight

Based on the information provided by Bank management, further due diligence and risk

evaluation should be considered with respect to third parties, including! b4,b8
i b4,b8 ! This is based on inconsistencies noted in the
b4,b8 i document, coupled with limited

I details surroundmg the overall process for what information 1s retained with ! b4,b8 I and

........ b4,b8 nnfrastructure It is unclear which entity is responsible for prox'fi'éii'ﬁé"g{)'i'e}nance
and mamtammg the system of record (the Bank or a third party). This should be clearly
reflected in contracts between all parties (including users of the Bank’s platform in Phase II).

Also, further due diligence of the | b4,b8 | reports
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should be conducted as well as validation and testing around the potential implementation of a
distributed ledger. In addition, due diligence reviews completed on all third parties including
registered broker-dealers should be further enhanced to ensure all risks have been considered,
including any prior regulatory events that may have an impact on the services provided by all
third parties.’

While the current risk to the Bank is somewhat mitigated as the Bank is relying, and will
continue to rely, on traditional documentation means for securities transactions. management
should begin to perform further evaluation of the relationship between b4,b8 role in

Phase 11, as well as. b4 b8 .roie m Phase 11, if management’s desire remains to move

Supervisory Consideration: As the Bank determines to move forward to Phase I, as well
as evaluates potential risks related to Phase [1I implementation, management should
conduct appropriate risk assessments and additional due diligence to understand all third
party risks involved. This process should help ensure that each party involved in the
proposed activity is clearly described with accompanying due diligence necessary to
measure, monitor, and control the potential risks related to this structure,

CONFIDENTIALITY NOTICE

This Letter is confidential and may not be disclosed or made public in any manner under Part
309 of the FDIC's Rules and Regulations (12 CFR Part 309). Please notify the FDIC
immediately if you receive a subpoena or other legal process calling for the production of this
Letter or a description of its content.

ACTIONS REQUESTED

The Board should review this Letter at their next meeting and document their review in the
minutes. We request a written correspondence within 45 calendar days of receipt of this Letter
that address the following areas:

s Actions in relation to Supervisory Considerations;

e Actions in relation to new risk identification and controls for the subject; and,

® Plans and timelines for implementing Phase 1L

In addition, the FDIC requests that the Bank re-engage with the FDIC for supervisory feedback
i advance of implementation of Phase IIL

Written correspondence should be addressed to my attention at the San Francisco Regional
Office, and sent as a PDF document through the FDIC's Secure Email portal
(https//securemail fdic gov) using the following e-mail address: SEMailroom@FRIC cov.
Information on how to use secure email and FAQs about the service can be found at
httos//www Idic.oov/secyreematl/.

’ "[ he bcmk s due dﬂigbmc reports jo b4 b8 dld not mdudc con ﬁldLI ation of prior regulatory events

..............................
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If you have any questions, please contact RMS Case Manager b8
or DCP Review Examiner b8
Sincerely,
PAUL A worming.
WORTHING e 22472

Paul P. Worthing
Regional Director

Cc:

b8
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OFFICE MEMORANDUM Federal Deposit Insurance Corporation

DATE: 07/24/2024

To: David Wong
Assistant Regional Director

From: b8
Case Manager

Subject: b4 y b8 Discussion
Re:
b4,b8

Meeting Date: 7/24/2024 2:00 PM
Location: Microsoft Teams Meeting

Particinanis:
b8 (FDIC Case Manager)
b8 (FDIC Data Scientist)

b4.b8 { banbs COO)
b4,b8 o b4,b8 {CrU)

bab8 (i babs |CEO)

Notes

Before the FDIC San Francisco Region issue the feedback letter to

b4,b8

a meeting was

held, as noted above, to verbally discuss the feedback with the BanK " ThRE TOIIGWing items were

discussed during the meeting:

Scope of the Feedback

Feedback is specifically ori 4,08 desire to move forward with Phase 11.

Findings Based on Review of the Documents Provided:

1. Code of ethics: Strictly adhere to bank's Code of Ethics Policy. More specifically,

insiders with personal interestin{ _ b4,b8  during Board meetings. The recusal of

people with potential conflict of interest during the meetings should also be documented

in minutes.

2. Management should continue to stay abreast of federal and state securities laws

governing transactions involving blockchain technology
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3. Contract: Management should revisit contractual arrangement with, _b4,68 % and
complete contract review to ensure the terms and conditions protect the bank's rights / in
the bank's best interest. .

4. Third Party Oversight: on! b4,b8
Inconsistencies noted m b4,b8 %Kequlrements and Systems Development
document--unclear which entity is responsible for providing governance and maintaining
the system of records.

Actions required in the feedback letter:
1. Written response within 45 calendar days of the receipt of this letter to address:
a. Actions in relation to Supervisory Considerations
b. Actions in relation to new risk identification and controls
c. Plans and timelines for implementing Phase 11

2. Re-engage with the FDIC for supervisory feedback before implementation of Phase 111

Bank Management Response

Management was receptive to the feedback and committed to sending a response within 45 days.
After the meeting, the letter, was emailed to the bank, and a copy was forwarded to WDFI. WO
was informed, and b7(E) was updated accordingly.

See next page for the feedback letter

REL0000042370






Federal Deposit Insurance Corporation Chicago Regional Office
Division of Risk Management Supervision Phone (312) 382-7500

Division of Depositor and Consumer Protection
300 South Riverside Plaza, Suite 1700, Chicago, IL 60606 Fax (312) 382-6901

December 23, 2022
Board of Directors

b4,b8

Subject:  Third-Party Crypto-Asset Activity

Dear Members of the Board:

In response to Financial Institution Letter (FIL), FIL-16-2022, Notification of Engaging in

Cry pto-Re/ated Activities, on September 12,2022, Executlve Vlce President (EVP) b4 b8

development, but management does not intend to offer this type of service to customers.

As stated in FIL-16-2022, the FDIC may request that institutions provide information necessary to
allow the FDIC to assess the safety and soundness, consumer protection, and financial stability
implications of crypto-related activities. Accordingly, the FDIC requests the Bank provide the
information in the attached list by January 23, 2023. If the requested information has not yet been
developed, include the status and timeline for developing each item in the response, as applicable.
Once the FDIC has completed its review of the requested information, we will determine whether
additional information is necessary to complete the review of the activity. When we have completed
our review, the FDIC will provide the institution with relevant supervisory feedback, as appropriate.

This letter 1s confidential and may not be disclosed or made public in any manner under part 309
of the FDIC Rules and Regulations (12 CFR part 309). If you have any questions, please contact

(lase.Manageri b8 ati b6,b8 ior Regional Examination Specialisti ___b8 iat

b6,b8 Written correspondence should be addressed to my attention at the Chicago

Regional Office, and sent as a PDF document through the FDIC’s Secure Email portal
(securemail.fdic.gov) using the following email address: CHIMailRoom@fdic.gov.

Sincerely,
Gregory P. Bottone
Regional Director

Enclosure — Crypto-Asset Activity Request List

cc: b8
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Crypto-Asset Activity Request List

1. Risk assessment of the planned activities.

2. Documentation of Board and committee discussions and/or approvals.

3. Information on which entities will perform trade execution and custody.

4. Due diligence performed on all third parties involved.

5. Written agreements or contracts with | b4,b8 | any crypto asset exchange, and
crypto asset custodian, as well as any documentation noting the Bank’s contract review.

6. If not detailed in contracts, details regarding costs and fees associated with the project.

7. Any policies governing these activities and development activities, including any new or
draft policies or procedures.

8. Detailed description of the bank’s involvement and role in development and testing.

9. Detailed description of the nature of the test accounts, their location within the Bank’s IT
environment, supporting controls, which users will perform testing, whether customers
will be included in testing, and any transactions executed through these accounts.

10. Description of any third party’s role in development and testing.

11. Detailed description of connectivity to bank systems, including data flows to/from banks
systems and any third parties. Detail the information or functionality being leveraged by
the APIL, including read and write functions.

12. Description on how funds would flow between various third parties.

13. Project plan and relevant project management documentation. Include detailed
description and information on what is being developed, development progress, and
expected completion date.

14. Bank policies and procedures to assess development measures (such as secure design,
static and/or dynamic code scanning, quality assurance, and testing) and API
configurations.

15. Description of how APIs are included in the bank’s security framework.

16. Any documentation to support how the Board or committee monitors the project’s budget
and schedule.

17. A description of how the product/service would be made available to customers (e.g.
through the bank’s mobile application/online banking platform or through a customer

interface Withé b4,b8 | and whether and how customers or customer funds are or will be
involved in test accounts and testing.
18. Drafts of any disclosures that will be provided to customers relating to the activity and

plans on where/when disclosures will be presented to customers.
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Federal Deposit Insurance Corporation Chicago Regional Office
Division of Risk Management Supervision Phone (312) 382-7500

Division of Depositor and Consumer Protection
300 South Riverside Plaza, Suite 1700, Chicago, IL 60606 Fax (312) 382-6901

March 3, 2023
Board of Directors

b4,b8

Subject:  Review of} b4,b8 i Third Party Crypto-Asset Activity

Dear Members of the Board:

This office has reviewed your letter dated January 25, 2023, and the corresponding documents
provided in response to the FDIC Crypto Asset Activity Request List. Pursuant to Financial
Institution Letter (FIL) 16-2022, Notification of Engaging in Crypto-Related Activities, issued on
April 7, 2022, this letter provides supervisory feedback relative to the consumer protection and
risk management considerations of the proposed crypto-related activity. Please note that this
letter is confidential and may not be disclosed or made public in any manner under Part 309 of
the FDIC Rules and Regulations (12 CFR Part 309).

SCOPE OF THE REVIEW

.................

application programming interface (API) that would allow customers to buy, sell, and hold
crypto assets through the bank’s digital banking platform. Currently, the bank stated it has not
yet determined if it will offer this service and has only provided certain information available to-
date from the FDIC documentation request dated December 23, 2022. Therefore, the scope of
this supervisory feedback is limited to the proposed API development activities and does not
reflect comprehensive feedback on all safety and soundness and consumer protection
considerations that may be applicable to the proposed crypto-asset activity. The assessment
focused on the bank’s third party due diligence and information security framework related to
API development and the steps taken by the bank to evaluate and mitigate the risks of granting
third-party access to banking systems. This letter provides supervisory feedback you should
address as you continue to pursue and evaluate this product.

SUPERVISORY FEEDBACK

The information provided to the FDIC on the proposed third-party API development with

b4,b8 indicates management has completed minimal risk assessment and due diligence

e ——————

Tactivities, which were limited to in-person conversations with ;04,08 : and a review of{ _b4,b8

Systems and Organization Controls 2 (SOC 2) audits. The Board and management should
ensure comprehensive due diligence is performed and appropriate risk frameworks are in place
prior to granting core banking system access to a third party. Ensuring that an appropriate
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framework is in place that provides for a comprehensive assessment of the risks presented by the
activity will help management better identify the risk to the institution and its customers, ensure
those risks align with the bank's overall strategic plan and risk appetite, and inform the
development of risk mitigation strategies.

In particular, the proposed API development activities should be considered within the

and to its confidential information. Management should demonstrate how the proposed API
development activities are appropriately addressed by the bank’s information security program
prior to commencing the activity. As set forth in Appendix B to Part 364 of the FDIC Rules and
Regulations, the Interagency Guidelines Establishing Information Security Standards require a
bank, in part, to:

e Ensure the security and confidentiality of customer information;

e Protect against any anticipated threats or hazards to the security or integrity of such
information,;

e Identify reasonably foreseeable internal and external threats that could result in
unauthorized disclosure, misuse, alteration, or destruction of customer information or
customer information systems;

e Assess the likelihood and potential damage of these threats, taking into consideration the
sensitivity of customer information;

e Assess the sufficiency of policies, procedures, customer information systems, and other
arrangements in place to control risks; and,

e Design its information security program to control the identified risks, commensurate
with the sensitivity of the information as well as the complexity and scope of the
institution's activities.

In addition to performing a comprehensive risk assessment on the proposed crypto-asset

vendor management policies and procedures. This due diligence should involve a review of all
available information about the third party, focusing on the entity's financial condition, its
specific relevant experience, its knowledge of applicable laws and regulations, its reputation, and
the scope and effectiveness of its operations and controls. In addition, management should
consider the extent to which the third party uses controls to limit access to the banking
organization’s data and transactions, such as multifactor authentication, end-to-end encryption,
and secured source code management.

We request that the bank provide a response to the above within 45 days. We also request
that the bank notify this office of any material developments related to the proposed testing of
the crypto-asset buy, sell, and hold service. In its September 12, 2022 notification letter to the
FDIC, the bank stated it currently does not have plans to roll out any crypto services to
customers. If, and when, the bank plans to offer crypto-asset buy, sell, and hold services to its
customers, we request that you notify this office prior to implementation. As a result, we may
request that the bank provide information necessary to allow us to assess the safety and
soundness, consumer protection, and financial stability implications of that activity, as stated in
FDIC FIL-16-2022. If the bank considers engaging in additional crypto-related activities, we
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request notification that describes the additional activity in detail and provides the institution’s
proposed timeline for engaging in the activity, consistent with FDIC FIL-16-2022.

If you have any questions, please contact Case Manager: b8 Eati b6,b8 ior
Regional Examination Specialist; b8  lati b6,b8 : Written correspondence should
be addressed to my attention at the Chicago Regional Office, and sent as a PDF document
through the FDIC’s Secure Email portal (securemail fdic.gov) using the following email address:

CHIMailRoom@fdic.gov.

Sincerely,
Gregory P. Bottone
Regional Director

CC. b8

REL0000042372






Federal Deposit Insurance Corporation Chicago Regional Office
Division of Risk Management Supervision Phone (312) 382-7500
300 South Riverside Plaza, Suite 1700, Chicago, IL 60606 Fax (312) 382-6901

October 28, 2022

Board of Directors

b4,b8

Subject: April 4, 2022 Report of Examination (Report)
Members of the Board:

Enclosed is a copy of the subject Report prepared by the Federal Deposit Insurance
Corporation (FDIC). The Report includes the findings of concurrent Information Technology
(IT) and Bank Secrecy Act/Anti-Money Laundering examinations. Please thoroughly review the
Report and document such review in the board minutes.

The overall condition of the bank_remains satisfactory. Asset qualitv.remains satisfactory
with total adversely classified assets ¢ 4,08  hccounting for 04,08 of Tier 1 Capital
plus the ALLL. While overall underwriting and credit administration practices are generally
adequate, Board decisions pertaining to digital asset-related lending exhibit an elevated risk
appetite. Digital asset lending is a specialized area and the Board needs to develop
comprehensive lending guidelines, portfolio limits, and accounting considerations to ensure
credits are appropriate underwritten and administered.

The Report notes certain due diligence activities conducted for theba,bsloans extended to
digital asset-related technology firms, yet it also highlights areas to improve tinderwriting and
administration of these loans. In addition, the loan to: b4,b8 iis secured by
Bitcoin and aspects of the collateral control and its ongoing perfection present uncertainties.
Collateral safekeeping is facilitated by an affiliate of the borrower, highlighting an inherent
conflict of interest and the nature of cryptoassets means that the recovery of the property
following an improper transfer is difficult or impossible. The questionability in collateral control
and its perfection, along with concerns noted within the Report, present weaknesses that warrant
management’s attention. Any future renewals should:

e clearly identity and assess the primary repayment source with a comprehensive financial
analysis of the borrower itself;

e obtain documentation to establish the true ownership of the collateral; and

e arrange for independent and bankruptcy-remote collateral safekeeping.

If left uncorrected, these potential weaknesses may result in the deterioration of the institution’s
credit position at some future date.
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Capital protection remains satisfactory for the risk profile. However, b4,b8
are noted related to temporary capital injections at the end of the third and fourth quarters of
2021. While the temporary capital injections were intended to offset the timing of temporary
large deposits, a robust capital planning framework provides for capital at sufficient levels to
manage growth and address emerging needs. Recommendations to formalize minimum capital
levels and dividend practices are provided on the Examination Conclusions and Comments pages
of the Report, and the Board is reminded that capital that is temporary in nature does not qualify
for regulatory capital.

Board and management oversight 1s adequate. Management continues to pursue growth
opportunities by incorporating digital asset-related activities. Consistent with Financial
Institution Letter 16-2022, Notification of Engaging in Crypto-Related Activities, please provide
this office with information necessary to allow a comprehensive assessment of the safety and
soundness, consumer protection, and financial stability implications of the digital asset-related
activities the bank engages in or is planning to engage in.

Bank Secrecy Act and Anti-Money Laundering compliance is satisfactory; however,
management failed to file eight currency transaction reports, i b4,b8
b4,b8 i Additionally, a
Tecommendation o strengthen management s ongoing customer due diligence monitoring
procedures is noted. IT operations are satisfactory. One recommendation is detailed within the
Information Technology and Operations Risk Assessment section of the Report to improve audit
tracking procedures.

Following your review of the Report, please provide a written response to the above
address or the FDIC Secure Email portal at ChiMailroom(@fdic.gov within 45 days after the date
of this letter as to the actions taken or planned with respect to the matters discussed above and
within the Report.

Enclosed is an invitation to participate in the FDIC’s post-examination survey process.
Please refer to the invitation for details and instructions.

This letter and its contents (including attachments) are confidential and intended only for
the bank's internal use. The disclosure of such confidential supervisory information is governed
by Part 309 of the FDIC Rules and Regulations.

Please contact Case Manager b8 {at b6,b8 i or
b8 , if you have any questions or comments regarding the Report or this
correspondence.
Sincerely,
Michelle Ogren

Acting Deputy Regional Director
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. Board of Directors
‘ b4,b8

Enclosures: Report of Examination
Post-Examination Survey Letter

b8

CC.

‘Foderal Reserve Bank of Chicago

Page 3
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OFFICE MEMORANDUM Federal Deposit Insurance Corporation

DATE: April 18, 2023

To: Bank File (RADD)

From: b8
Case Manager

Subject: :_b4,b8 {FBO and FIL-16-2022 Update Discussion with! b4,b8

Management via MS Teams on April 11, 2023

e b4,b8

Prior Events Timeline

e 4/25/2 22 ..........................
o i b4,b8 Premdentg______l_)__t_}__t_)_S__ ______ temailed CM| b8 |to understand regulatory
expectations for offering “g b4,b8

........................

o 06/ 1'3/2022
o Acting ARD Justin Shaffer emailed draft b4-b8§ Crypto-Related Activity Memo to
T
o 0/21/2022: .
o CMi__b8_iheld call withi b4,b8 President!{bd,b8ito ask clarifying questions as
requested by RO.
o 7/7/2022:
o Acting ARD Shaffer emailed WO a Follow-up Memo and Draft Letter to send to

between f b4,b8 t be considered as “crypto-related activities” under
FIL-16-2022.
e 7/7/2022:
o Senior Examination Specialist Sumaya Muraywid replied to email the same day
to communicate that Memo and Letter have moved onto RMS Senior Deputy
Director Rae-Ann Miller for her concurrence.
® 7/21/2022

Lorrame Sumulong was assmned the next day.

REL0000042374



e 8/1/2022:

o SES Muraywid replied to RO stating that Senior Deputy Director Miller
concurred with region’s position that the activity is in scope and replied with
revised letter to the bank.

® 8/1 7/’) 022 ................................
o Letter sent to! b4 b8 : Ptegldent b4 bB;nfmmmg the bank that if it mtends to

bank would need to provide the FDIC with a f,ormdl nonﬁaanon as requested by
FIL-16-2022,

.............

e 9/8/2022: President:b4,b8 !"iried to send FIL notification documentation v ia email to

Acting CM1 b8 ibut the file size was too large. Acting CM{ b8 _ithen set
up EFX-FDIC Connect session on 9/9/2022 to receive the bank’s documentation. The
bank’s provided documentation has been copied to the Retail Emerging Technology
Working Group/CryptoSupervisoryReviews SharePoint site. Finally, bank provided
documentation was emailed to SEMatlRoom@FDRIC gov on 4/17/2023 to be uploaded to
the institution’s Correspondence folder in RADD.

4/11/2023 Meeting Attendance

o i b4b8
o President g J._._._._._._._._._.!QAA_QB
o Chief Risk Officeri __h4.b8 I
o Chief Operations b4,b8 .
o Chief Compliance Officer b4,b8 ;
o BSA Officer/Deposit Cemphdme Officer b4,b8
o Chief Business Development Officer! b4,b8
e FDIC e -
o CaseManager{ b8 |
o Senior Examination Specialisti b8 i

4/11/2023 Meeting Notes (Management responses in bold)
FDIC Questions.....

s Has{b4,b8 opened the EBO account for| b4 b8 ? If so, when was the account opened?

o Yes, C00;b4,b8 istated the account was opened in Apnl 2022 but it was

y
J

O

O

® What is the current baiance of b4, b8 :FB() accoum” Does the total balance vary a
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$360 000 and that the typical balance over the past few months has been $1.8
mllllon

a few tlmes that management fells that the overall risk to the institution is
limited due to size of the activity with the average account balance being
0. 2% of the institution s total assets

which includes the correspondlng recordkeeping and reporting requirements
assocrated with such as structure

assessment process of b4,b8 :CRO| b4,b8 ianticinates, that the bank would
formulate a recurring annual risk assessment of  b4,b8 lonce the account is
operating as solely a FBO account.

...........................

since Septem ber 2022,
o BSA Officer; b4,b8 !said she is currently in the process of doing a new

money services business (MSB) risk assessment for: _b4,b8 ibut this process

............

has been more mtensnve than normal because! b4,b8 iis the bank’s only

marketmg or communlcatlons

e Has management obtained a legal oprmon in regards to the permissibilitv.of this.activity?

o President{b4,b8 stated that the bank has engaged b4, b8 to

review and approve all gereements the bank has with™ “p4bs” :and the bank

has also contracted with! D4,b8 to provide additional consulting within
this space.

o Dunng an Offs1te Revrew Program related discussion last Week (4/7/2023) wrth CM

d grtal asset related companles looking for financial institutions. Can you please provide
an update regarding these prospective customers?

o Presidenib4,b8 stated that the,__b458 __iBoard of Directors approved the

addition of up to three additional digital asset related entities at the prior
monthly Board meeting.
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o President|P4b8noted that the bank does not intend on becoming a “crypto
bank” but sees the commercial benefit of providing commercial banking
services to businesses that can meet the institution’s risk management

standards.

related customers even if the bank only intends to provide more traditional commercial
banking services.

feedback at this time but one of the main purposes for this call is to better inform
the FDIC’s development of a forthcoming letter to the institution providing initial
supervisory feedback and potentially some additional request items.
e (Can FDIC provide an estimated date on when the aforementioned letter will be
provided to the institution?

o CM:_ b8 istated that he was unable to provide an estimated timeframe given the

numerous parties involved in the development of the letter but that it is his
intention to provide it to the institution as soon as possible.
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Federal Deposit Insurance Corporation
Division of Risk Management Supervision . .
Division of Depositor and Consumer Protection Kansas City Regional Office
1100, Walnut Street, Kansas City, Missouri 64106 Phone (816) 234-8000

October 12, 2022

Board of Directors

b4,b8

Subject: Third-Party Crypto-Asset Activity

Dear Members of the Board:

On September 8, 2022, we received | b4,b8 (the Bank) notification of the
Bank’s 1ntep_t___‘gg_>__9ffer customers the ablhty to buy, sell, and hold various crypto-assets through
the Bank’si b4,b8 ibanking platform byi b4 b8 Hin conj unctlon with a

Notification of Engagmg in Crypto-Related Activities. FIL-16-2022 requested that all FDIC-
supervised institutions that intend to engage in, or that are currently engaged in, any activities
involving or related to crypto-assets (also referred to as “digital assets™) promptly notify the

asset partner; however, on September 20, 2022, President,_b4,b8 iprovided draft agreements.,
involving the perceived leading candidate ] b4,b8 'in association withi b4, b8
E b4 b8 E ..................

As stated in FIL-16-2022, the FDIC may request that institutions provide information necessary
to allow the FDIC to assess the safety and soundness, consumer protection, and financial stability
implications of such activities. In order to begin those assessments, please provide the
information in the attached list by November 30, 2022. If the requested information has not yet
been developed, include the status and timeline for developing each item in the response, as
applicable. Once the FDIC has completed its review of the above-requested information, we will
determine whether additional information is necessary to complete the review of the activity.
When we have completed our review, the FDIC will provide the institution with relevant
supervisory feedback, as appropriate.

This letter is confidential and may not be disclosed or made public in any manner under part 309
of the FDIC Rules and Regulations (12 CFR part 309).
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If you have any questions, please contact Case Manager | b8 at b6,b8

or Review Examineri b8 at l b6,b8 i Written correspondence should be
addressed to my attention at the Kansas City Regional Office, and sent as a PDF document
through the FDIC’s Secure Email portal (securemail fdic.gov) using the following e-mail
address: KCMailroom@FDIC.gov.

Sincerely,

James D. LaPierre
Regional Director

cc: b8
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Request List: Crypto-Asset Purchase and Sale Through Institution with Third Party

1. Contracts, including any draft contracts that bank is reviewing/considering.
o Note: You do not need to provide draft contracts previously submitted in President

E__t_?f.l__,_p_g_‘September 20, 2022, email, unless these documents have since been revised
or finalized.
2. Overview of the contracting process (e.g., who is/was involved in the review, analysis,

negotiation, and structuring).

3. Any contract analysis performed prior to execution.
4. Description of the transaction flows and related controls.
5. Detailed description of the settlement process for customer buy/sell transactions between the

bank, crypto-asset custodian and crypto-asset trading platform, and any other related or third
party, including trading/liquidity providers or technology service providers.

6. The bank’s permissibility analysis and determination with respect to the activity.

7. Bank’s analysis of Securities and Exchange Commission Staff Accounting Bulletin 121 and
its applicability.

8. Cost-benefit analysis for the activity, including costs associated with identifying, managing,
and controlling risks (e.g., audit, policy, insurance, vendor management, legal counsel, etc.).

. Project plan for the activity.

10. List of crypto-assets that will be available to buy/sell, due diligence and risk analysis for such
crypto-assets, and policies and procedures that govern the selection process and criteria.

11, Vendor management due diligence documentation and analysis related to third parties (e.g,,

b4,b8 others) and b4,bs iincluding audits, financials, insurance, complaints, etc.

______________

12. Detailed description of; b4,b8 role, including how the service will interface and integrate

13. Description of what happens to customers’ accounts or crypto-asset holdings if the bank does
not continue or cancels offering the services provided by the selected crypto-asset provider,
or if the third party cancels or fails to perform under the contract.

14. Description of any fees that will be charged to customers related to the activity, and how they
will be calculated. Iff b4,b8 is selected as the crypto-asset provider, provide information
on what the transaction size refers to in the drafti _b4,b8 iagreement when determining $/%
fee amount. Also, describe if and how fees are split amongst the bank and any third parties
involved in the activity.

15. Description of any transaction limitations imposed by the crypto-asset partners (e.g.,

f b4,b8 ief al ) or the bank on the amount of the crypto-asset a customer may
“purchase or sell (e.g., daily, weekly, monthly).

16. Description of the methodology that determines the price customer pays to the crypto-asset
provider for the crypto-asset. This includes providing an explanation of how the market
price is determined and the process used to calculate the spread, including information on the
amount of the spread.

17. Customer agreements (other than previously provided unless since modified), disclosures,
sample account statement, sample transaction receipt, and other terms and conditions related
to the activities provided by or through the bank and by third parties (draft or proposed).

18. Marketing materials, press releases, internal scripts, educational materials, and any other
publicly distributed information related to the activity (draft or proposed) to be used by the
bank or third parties. This includes screen shots/screen recordings of any online banking or

mobile application user interfaces (including hidden text that must be clicked) that will be
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19.

20.
21.

22.

23

24.
25.
26.

27.

28.

made visible to customers by, or through, the bank in connection with activity. Also, a live
demonstration of the user interface of the online banking or mobile application customer
experience may be requested during the review of this activity

live chat, and email support to the bank’s part1c1pat1ng customers including the process. in
the draft contract that states, “} b4,b8 !

E b4,b8 . Also, include any information related to controls.if any, the bank will
use to monitor the support being provided to bank customers by 'b4,b8 ifor this service.
Any other due diligence materials.

Describe how this crypto-asset activity fits into the bank’s strategic plan and objectives of the
board and actions that would be taken should the activity fail to achieve the objectives.
Implementation plan. Please include expected activity volumes, income projections used to
determine whether the products are financially feasible, and any other analysis performed to
support launching the products.

. Board and committee minutes reflecting discussion, analysis, approval, and any

documentation provided on the activity.

Risk assessment(s) related to the activity.

Internal training materials related to the activity.

Policies and procedures that will govern the crypto-related activity, including those related to
consumer compliance and complaint resolution.

If not outlined in policies and procedures, framework of assigned responsibilities and
qualifications for those involved in day-to-day administration of crypto-related activity,
including internal controls responsibilities. Description of oversight responsibilities (e.g.,
management, staff, committees (including members, frequency of meetings), and
collectively, their approval authority)).

Please describe the bank’s plans with respect to considering crypto-asset balances when

~applving for a retail mortgage or other loan product that is reflected in slide 1 of the b4,b8 !

29

b4 b8 POWGTPOlnt .....................

customers.
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FDIC

Federal Deposit Insurance Corporation Division of Risk Management Supervision
25 Jessie Strest at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 (415) 546-0160

Via Electronic Muail

March 8, 2024

E b4,b8 i
Chief Executive Officer

b4,b8

Subject: Notification of Engaging in Crypto-Related Activities
Request for Additional Information

Dear b4, b8

On June 16, 2023, you notified the FDIC of ______ b4,08 (Bamk) engagement withibess additional

companies engaged in crypto-related activities in response to Financial Institution Letter 16- 2022,
Notification of Engaging in Crypto-Related Activities.

Based on our review of the information provided, and in light of inconsistencies identified at the
prior examination between the described purpose and actual activities within the merchant processing
function, additional information is needed to understand the activity. Please see the attachment for
questions seeking clarification of the Bank’s activities. Within 45 days of the date of this letter,
please provide a response addressing each of the 1tems, as applicable, and supporting documentation.
Furthermore, if additional crypto-related companies have been on-boarded, or if the Bank 1s
considering engaging with additional crypto-related companies, please provide a detailed description
of the current or proposed activities,

Director Perissa Ali Clark at 1”:&1&&{?{65 fdic.gov or | b6 lor Case Manager |

i b8 éa.ti b8 ori b6,b8 ot Division of Depositor and Consumer

Protection A‘;‘;lstant Regional _Dlxegtor Matt Sheeren at mshesrentafdic gov or € b6 ;Or
Review Examiner, b8 ,at' b8 ori b6,b8 i Documents can be
sent electronically as a PDF through the FDIC Secure Email portal at S %Eaai?imm EDRIC sov.
Information about how to use secure email and FAQs about the service can be found at

hitos: Awww fdic. cov/secureemal/,

Sincerely,
/s/ Paud P. Worthing

Paul P. Worthing
Regional Director

CC! b8

This letter is confidential and may not be disclosed or made public in any manner. Additional information regarding these
confidentiality vestrictions may be found in Pari 309 of the FIDIC Rules and Regulations. Please notify us immediately if you
receive a subpoena or other legal process calling for the production of this letter or a description of its content.
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b4,b8

Page 2

Attachment — Additional Information Request

b4,b8

rmation for | b4,b8
(collectively referred to as “Companies”):

1. Are any of the Companies’ deposits held atil b4,b8 owned by the customers or end-

users of the Companies?
identified and confirmed.

If not, please explain how the source, use, and purpose are

If the answer is Yes, please see request items 2 — 6 below and provide a response addressing

each of the items. If the answer i

s No, please provide a response indicating what services the

Bank is providing to each of the Companies.

2. Any due diligence on each of the Companies provided by the Independent Sales
Organization (ISO) that offered the partnership to the Bank.

3. Any risk assessments and

due diligence performed by the Bank to supplement the ISO-

provided risk assessments and due diligence.

4. A detailed description of the specific service the Bank is providing to each of the

respective Companies.

5. If payments are involved,

indicate what type (such as wire, ACH, etc.)

6. A spreadsheet detailing the following activities for each Company:
o Month-end deposit balances during 2023
o Month-end transaction volume (both incoming and outgoing) during 2023

7. A detailed description of the partnership with the bank, what activity the bank will
perform, and what activity the entity will perform on the bank’s behalf

8. According to recent press

reports’ i b4,b8

has filed an application with{ b4,b8 ito

{ b4,b8 : To the extent possible, explain what, if any, impact this will have

on your partnership with

b4,b8
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b8

From: Clark, Perissa Ali

Sent: Tuesday, March 28, 2023 11:10 AM

To: b8

Subject: _Fwd: § b4,b8 iDivestiture Plan / SECURE MAIL
Attachments: iba b8 Letter regarding Divestiture Plan 3.8.23.docx

Fyi.

Perissa Ali Clark

b6 mobile

. Sent from iPhone

From: Ties, Nicholas F. <nties@FDIC.gov>

Sent: Tuesday, March 28, 2023 11:36:44 AM

To: Clark, Perissa Ali <PaliClark@FDIC.gov>

Cc: Worthing, Paul P. <PWorthing@FDIC.gov>; Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; Macias, Sandra
<SMacias@FRIC.gov>: Colohan. Patricia A. <PColohan@EDIC.gov>

Subject: RE: b4,b8 { Divestiture Plan / SECURE MAIL

Hi Perissa — WO senior management reviewed and have cleared the region to issue the attached letter. Let us know if
you have any questions. Thanks!

From: Clark, Perissa Ali <PaliClark@FDIC.gov>

Sent: Wednesday, March 8, 2023 3:52 PM

To: Ties, Nicholas F. <nties@FDIC.gov>

Cc: Worthing, Paul P. <PWorthing@FDIC.gov>; Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; Macias, Sandra
<SMacias@FDIC.gov>

Subject: RE; b4,b8 L Divestiture Plan / SECURE MAIL

CONTROLLED//FDIC INTERNAL ONLY

Thank you so much, we are good with the changes. Our main goals were to (1) not require any more responses prior
to divestiture off the bank’s books and (2) keep the door wide open for comprehensive future review and potential
criticism/compensation to the bank if warranted once the crypto was off the bank’s books. Thanks again, PAC

From: Ties, Nicholas F. <nties@FDIC.gov>

Sent: Wednesday, March 08, 2023 10:57 AM

To: Clark, Perissa Ali <PaliClark@FDIC.gov>

Cc: Worthing, Paul P. <PWorthing@FDIC.gov>; Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; Macias, Sandra
<SMacias@EDIC.gav>

Subject: RE b4,b8 - Divestiture Plan / SECURE MAIL

Hi Perissa —

The WO has made a few.minar.edits to the version of the response letter you sent last week. If the SFRO is good with
the edits, we’llsendta P8  ior her concurrence.
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Thanks,
Nick

From: Clark, Perissa Ali <PaliClark@FDIC.gov>

Sent: Thursday, March 2, 2023 8:46 PM

To: Ties, Nicholas F. <nties@FDIC.gov>; Muraywid, Sumaya A. <SMuraywid@FDIC.gov>

Cc: Macias, Sandra <SMacias@FDIC.gov>; Figueroa Benjamin, Mariela <MaFiguerca@FDIC.gov>; Worthing, Paul P.

<PWorthing@FDIC.gov>;i b8 3 b8 »; Honjiyo, Lori
M. <LHonjivo@FDIC.gov>; | b8
Subject: FW:; b4,b8 t Divestiture Plan / SECURE MAIL

CONTROLLED//FDIC INTERNAL ONLY

Hello, thank yvou for your feedback and revisions. We have tweaked the letter language slightly to put the onus on the
bank to strengthan the documentation, and not require a response Lo or approval of the FDIC, Please advise if this
letter is acceptable. Thanks much, PAC

From: Ties, Nicholas F. <nties@FDIC.gov>

Sent: Tuesday, February 28, 2023 12:55 PM

To: Clark, Perissa Ali <PaliClark@FDIC.gov>

Cc: Colohan, Patricia A. <PColohan@FDIC.gov>; Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; Macias, Sandra
<SMacias@FDIC.gov>; Figueroa Benjamin, Mariela <MaFigueroa@FDIC.gov>; Worthing, Paul P. <PWorthing@FDIC.gov>;

b8 i b8 ;
i b8 i
Subject: RE: | b4.b8 i Divestiture Plan / SECURE MAIL
i H i
Hi Perissa —

Thanks for the quick turnaround on the response letter based on our discussion last week. RMAS and WO legal
have reviewed and attached are our suggested edits. When you get a chance, please review and let us know if
you have any questions or further edits. Once we hear back and get the letter in its final draft form, we will run
it up through Patti and Rae-Ann. Thanks!

Nick

From: Clark, Perissa Ali <PaliClark@FDIC.gov>

Sent: Friday, February 24, 2023 10:54 PM

To: Colohan, Patricia A. <PColochan@FDIC.gov>; Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; Figueroa Benjamin,
Mariela <MaFigueroa@FDIC.gov>; Macias, Sandra <SMacias@FDIC.gov>; Ties, Nicholas F. <nties@FDIC.gov>

Cc: Worthing, Paul P. <PWorthing@FDIC.gov>; Honjiyo, Lori M. <LHonjiyo@FDIC.gov>; ! b8 i
Y I b8
Subject: RE: b4,b8 - Divestiture Plan / SECURE MAIL

CONTROLLED//FDIC INTERNAL ONLY

Hello, thank you so much for the feedback ontoday’s call, We appreciate your guidance and expeartise in this matier.

As discussed, bd,b8holding of the crypto assetibdb8hepan several years ago {prior to issuance of FiL-16-2022 on

crypto notificalions), and the Bank previcusly filed a Part 362 notice for FDIC approval to continue holding §b4,b8 ot its
2 [ ———
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books, ‘Hw r‘zotiw was desmed imufﬁcim’f, arw} the b auk withciww th@ Part 362 r"za}t'w‘ After much discussion and

Attached is the revised letter. Please review and advise F WO concurs with the S5F Region sending the letter.
Please feel free to contact us if you have any questions or commaents,

Thank you and regards,

Perissa Al Clark

Assistant Regional Director-RMS
San Francisco Regional Office

Officé
Cell: b6

From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>
Sent: Tuesday, February 21, 2023 1:50 PM

To: Clark, Perissa Ali <PaliClark@FDIC.gov>} b8 i

Cc: Honjiyo, Lori M. <LHonjivo@FDIC.gov>; | . b8 t b8
Figueroa Benjamin, Marlela <MaFiguerca@FDIC.gov>; Mauas Sandra <SIVla(:|a5@FDIC gov>; Colohan, Patricia A.
<PColohan@FDIC.gov>: . b8 ,; Ties, Nicholas F. <nties@FDIC.gov>

Subject: RE: | b4,b8 i Divestiture Plan / SECURE MAIL

Hi Perissa and! D8  thank vou for sending this for our review. We'd like to meet to discuss. il ook for times on our

calendars. Thanks.

From: Zeller, Brian E. <BZeller@FDIC.gov>

Sent: Tuesday, February 7, 2023 6:02 PM

To:lCIark, Perissa Ali <PaliClark@FDIC.gov>; Muraywid, Sumaya A. <SMuraywid@FDIC.gov>

Ce:! b8 5: Honjiyo, Lori M. <LHonjiyo @FDIC.gov>; b8
: b8 z

Subject: RE: b4,b8 - Divestiture Plan / SECURE MAIL

Thank you, Perissa

From: Clark, Perissa Ali <PaliClark@FDIC.gov>
Sent: Tuesday, February 7, 2023 4:05 PM

To: Muraywid, Sumaya A. <SMuraywid @FDIC.gov>; | b8 :
Cc: ! b8 iHonjiyo, Lori M. <LHonjiyo @FDIC.gov>} b8
P b8 : FDIC San Francisco Regional Office <SEMailRoom@FDIC.gov> '
Subject : b4,b8 5- Divestiture Plan / SECURE MAIL

Hello, attached are the draft memo and letter regarding b4,b8 crypto divestiture plan. SF-Legal has reviewed and
concurred with the documents,.
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The divestiturs plan is in response to a previously-withdrawn Part 362 notice. Please review and advise if we can
proceed {since it's not a filing), or if we need WO concurrence with the lettar and memo.

Feelfreeto contact meor SCM 1 P8 ! if vou have any questions,

Thank you and regards,

Perissa Al Clark
Assistant Regional Director-RMS
San Francisco Regional Office

Offic
Cell: b6
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CONTROLLED//FDIC INTERNAL ONLY

FDIC

Federal Deposit Insurance Corporation Division of Risk Management Supervision
25 Jessie Street at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 (415) 546-0160

March XX, 2023

g bd,b8 i
President and Chief Executive Officer

b4,b8

Sent via secure email

Subject: Divestiture Plan

Dear: b4,b8

Lrequesting the FDIC’s approval of the transaction. The transaction detailed in your letter does
not require a filing with the FDIC and, therefore, would not require the FDIC’s approval.

Management should ensure that its valuation and valuation methodology of the crypto-assets are
appropriate. The Bank should ensure that its documentation adequately supports the valuation,
valuation methodology, assumptions, and determination; the accounting entries and treatment of
the transaction; and compliance with Sections 23 A and 23B of the Federal Reserve Act.
Management’s supporting documentation will be reviewed at future examinations.

Please provide written confirmation if you decide to move forward with the transaction. The
written confirmation should include the date the bank completes its divestment of the crypto-
assets.

Questions regarding this correspondence should be directed to Senior Case Manager‘é b8

b8 :at b6,bs or b8 .

Sincerely,

Kathy L. Moe
Regional Director

b8

This letter is confidential and may not be disclosed or made public in any manner. Additional information
regarding these confidentiality restrictions may be found in Part 309 of the FDIC Rules and Regulations. Please
notifv us immediately if you receive a subpoena or other legal process calling for the production of this letter or a
description of its content.
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FDIC Division of Risk Management Supervision

Federal Deposit Insurance Corporation Division of Depositor and Consumer Protection
25 Jessie Strest at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 (415) 546-0160

November 21, 2022

b4,b8
Chief Financial Officer

b4,b8

Subject: FIL-16-2022 Notification of Engaging in Crypto-Related Activities-Blockchain Based
Digital Records — Request for Additional Information

On August 10, 2022, you initially notified the FDIC of b4,b8  engagementin

__blockchain-based digital records and the bank’s relationship with technology vendor

b4,b8 h, and its recently wholly
owned subsidiary] b4,b8 iin response to Financial
Institution Letter 16-2022, Notification of Engaging Crypto-Related Activities. On August 30,
2022, as part of an ongoing August 22, 2022, Safety and Soundness examination, you replied via
email to questions.

During the course of our ongoing review, we have determined that additional information is
needed to understand the nature of the activity to allow the FDIC to determine what information
may be needed to assess the safety and soundness, consumer protection, and financial stability
implications of the activity. Please see the attached request list regarding the Bank’s activities,
and provide a response addressing each of the items requested as well as supporting
documentation by January 5, 2023

This letter is confidential and may not be disclosed or made public in any manner under part 309
of the FDIC Rules and Regulations (12 CFR part 309). If you have questions, please contact

Division of Risk Management Supervision Case Manager{ | b8 {at | b6.b8 _..ior
b8 ior Division of Depositor and Consumer Pt otccnon Review Examiner; b8
I bs iati b6,b8 LT} b8 i Documents can be sent

e]ectromcaliv as a PDF lhrough the FDIC Secure Email purtal at SFMaiiRoom@FDIC gov.
Informall on about how 1o use secure email and FAQs about the service can be found at
hitps//www fdic sov/secureematl/.
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Enclosures

Sincerely,

Digitally signed by KATHY

KA”{HY MOE ’\Dﬁ;ﬁ 2022.11.21 08:52:31

-08'00

Kathy L. Moe
Regional Director

CCl

b8
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Attachment — Additional Information

1

The hank’s notification letter states that the bank has purchased bonds through the

b4,b8 infrastructure.

a. Were those transactions recorded, cleared, or settled on the Distributed Ledger
Technology (DLT)/blockchain?
If not, will future transactions be cleared, recorded, or settled on the DLT/blockchain?

c. Please explain how/why the DLT/blockchain technology is used for these
transactions.

d. Was the blockchain/DLT native token utilized to complete these transactions or does
the bank anticipate using it to complete future transactions?

e. In order to participate in the b4,b8 1nfrastructure w111 the bank need to hold or

facilitate (e. g., gas fees)?

f.  Provide a comprehensive overview of the DLT solution and related components, such
as broker, referral, website, and any others.

g Are smart contracts/chaincode utilized on the DLT to facilitate transactions? If so,
explain what actions/transactions the smart contracts/chaincode govern. Provide the
smart contract code and any assessments of that code.

Does the bank serve as a node for| _b4,b8 | If not, explain whether and how that limits
the bank’s ability to view, transact, or otherwise interact on b4, b8
Does the bank serve any other role on the! b4,b8 iblockchain?

If responses to #2 and #3 are no, how does the bank initiate transactions (buy or sell) on the
iinfrastructure?

The bank’s notification letter states that the bank utilizes a “parallel dual process.” The bank

explained in an August 30, 2022 email that it maintains on-premises documentation on every

‘transaction identical to all other municipal transactions. Please explain in more
detail what the parallel dual process entails, including, what documentation is on-premises,
the digital process, and the dual processes for recordkeeping, clearing, and settling.

Provide the projected volume of transactions using the] _b4,b8 linfrastructure for the
remainder of 2022 and the next two years.

Provide a comprehensive overview of the DLT solution and related components, such as
broker, referral, website, and any others.

Outline which aspects of the: __b4,b8 _itechnology and or DLT have previously or are

currently being used by the bank and when, versus aspects that are under
development/consideration and are planned to be used in the future. During the recent FDIC

examination, the bank’s Chief Information Officer; b4,b8 | stated that;  b4,b8

FDIC stated that the bank has purchased eight municipal bonds through!
clarify the discrepancy between the information provided during the examination and in the
bank’s notification.
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10. Provide all documentation provided to the board or committees related to the activity. Was
board approval obtained? Was committee approval obtained and if so, which committee
approved?

11. What is the website purchased by the bank to support the b4,b8 | activity?

12. What is the website’s purpose/function?

13. Will the website be used by external users, such as consumers, customers, or non-customers?

product/service (including the DLT usage for securities/loan purchases/sales, broker services,
website, and any other products/services). .
16. Provide all contracts/agreements with ; b4,b8 tor other related entities.

17. b4,b8  iwebsite reflects that a Non Fungible Token (NFT) has been minted for the

a. Does the bank maintain the private keys, and if so, how are those keys maintained for
security purposes?

b. Has the bank disposed of any NFTs? If so, please provide details on what was
liquidated. when it was disposed, and the process explaining how it was disposed.

..........................

18. DoesEL _____ b4,b8 ______ or any other product/service being offered or proposed to be offered
include NFTs? If so:
a. Are they minted for the bank?
b. Does the bank maintain the private keys, and if so, how are those keys maintained for

security purposes?
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FDIC

Division of Risk Management Supervision

Federal Deposit Insurance Corporation Division of Depositor and Consumer Protection
25 Jessie Strest at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 (415) 546-0160

August 18, 2023

b4,b8

Subject: FIL-16-2022 Notification of Engaging in Crypto-Related Activities— Request for
Additional Information

On August 10, 2022, you initially notified the FDIC of  b4,b8 ﬂf(Bank) engagement in

.-Dlockehain-based digital records and the bank’s relationship with technology vendor{ _ bab8 |

i b4,b8 ! and its wholly-owned
subsidiary! bd,b8 | in response to Financial
Institution Letter 16-2022, Notification of Engaging Crypto-Related Activities.

On August 30, 2022, as part of the August 22, 2022, Safety and Soundness examination, you
replied via email to follow-up questions by the FDIC. On November 21, 2022, the FDIC sent the
Bank a letter requesting additional information we needed to further understand the nature of the
activity. Subsequently, the FDIC received the Bank’s response on January 5, 2023.

Based on our review of the information provided, additional information is needed to understand
the activity. Please see the attached request list regarding the Bank’s activities and provide a
response addressing each of the items requested as well as supporting documentation within 60
days of the date of this letter.

This letter is confidential and may not be disclosed or made public in any manner under part 309
of the FDIC Rules and Regulations (12 CFR part 309). If vouwhave nuestions, please contact

Division of Risk Management Supervision Case Manager b8 ati b6,b8
b8 tor Division of Depositor and Consumer Protection Review Examineri__ b8 ___
b8  iati b6,b8 for b8 i Documents can be sent

electronically as a PDF through the FDIC Secure Email portal at SEMailRoomea FDIC gov.
Information about how to use secure email and FAQs about the service can be found at
https Ywww fdic gov/secureemail/
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Enclosures

Sincerely,

Digitally signed by KATHY

MOE
KATH Y MO E ‘:Jate: 2023.08.18 11:18:5C

0706
Kathy L. Moe
Regional Director

Cel

b8
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Attachment — Additional Information

1.

2.

o

10.

11.
12.

13

14.
15.
16.
17.

18.

19.

20.

21.

Settlement records and documentation to show that the transactions were still settled through
traditional means.
A list of all investments, including debt and equity, or other interests held in| _b4,b8 iby

insiders of the bank or b4,b8 iincluding employees, officers, dlrectors, their
related parties and/or their immediate families

1nvolvement ini___b4,b8 lincluding the manner in which such conflicts will be addressed.

[ S Jri

. Updated project plan and timeline on proposed activities, including items outlined in the

b4,b8 Busmess Strategv

| Updated project plan and fimeline for b4,b8

Legal analysis of applicable state law recognition of digital securities/assets and legal
analysis of federal securities law implications related to digital asset securities.

. Bank’s independent legal permissibility analysis of the proposed activities related to the

b4,b8 ‘Business Strategy.

Bank’s conflicts of interest, ethics, or similar policies.

Policies governing the project’s development, testing, and production and ongoing operation,
and wind-down of proposed activities.

Explanation of; b4,b8 irole and whether! b4, b8 iperforms any clearing or

settlement. YT

Bank’s due diligence on! b4,b8

Description of the role of i____b4b8 _iwith respect to clearing, settlement, or trade execution.
. Description of | b4,b8 irole with respect to proposed activity involving

trade execution of loans, or origination/trading of municipal securities.
Bank’s due diligence documentation of | b4,b8 ;

Bank analysis of whether any | b4,b8 ientity is acting as a money services business.

Legal counsel review of platform license agreements and other contracts with any third party
related to the proposed activity.

An explanation of howi b4,b8 1mproves secondary market liquidity (as stated in{b4,b8}

b4,b8 document submitted by the bank) and how significant such secondary

‘market liquidity is for the bank’s liquidity position and liquidity risk management function.

The process by which the bank’s origination and sales of municipal loans and bonds (as
stated in! b4,b8 i document submitted by the bank) will be governed by bank
policies and lines of authority; any legal analysis associated with a bank engaging in such
activities, including any licenses or registration that may be needed; and business plans
inciuding cost/beneﬁt analysis of bank engaging in such activities.

permiss1bilitv anaIVSis for the bank’s plan to utihze b4,b8 business model (as stated

in | b4,b8 i document submitted by the bank) to “I¢ b4,b8

b4,b8 I” which the bank stated was in beta phase

‘and going live shortly.

Details about the wallet, its location and usage, private key, ownership, hash algorithm and
storage location on chain, private key’s interaction on initiation of a smart

contract/chaincode.
Detailed descnption of how the bank plans to utilize | i business model (as
outlined in b4,b8 idocument submitted by the bank) to «} b4,b8
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b4,b8

i_babs 7

22. Detailed descnptlon of how the bank plans to ut111ze b4,b8 ;business model (as

;outlined in b4,b8 ‘document. submu;_ted by the bank) to ¢ b4,b8 .
: b4,568 3” and related legal permissibility analysis.

23. Project plan and timelines for leveraging]  b4,b8 ibroker registration to co-invest and

1o create a secondary. market for direct placement bonds which bank stated “4_ | b4bs |
' b4,b3 " the white label origination platform creation.

24.iDetalled descrlptton of how the bank plans to utilize A b4,b8 busmess model (as

outlined in | b4,b8 | document submitted by the bank) to “[77 b4,b8 ]
i b4,b8 L7

25. Detailed descnptlon of how the bank plans to utilizei bd,b8 business model (as
outlined in bd,b8 documentl submitted by the bank) to “g b4,b8
b4,b8 5.7 .

26. Detalled description of what the bank prov1ded in its collaboration with |  b4,b8  F{*

b4,b8 i

27. An assessment of 1ntellectga_l__p_r_p_g@_r_t__y__l_mpl1catlons to the bank given that “t b4,b8
i b4,b8

28. Explanation of which entity operates the {___b4,b8 i Platform that is utilized to execute
trades of loans.

........................

chamcode/ smart contract documentation.
b4,b8 lintegration_architecture diagram (at component and network level).

:iI.Q_C.h.I_l.lQﬂl-.SDQQLﬁQ&LlQQS_Qf_IhQ _______ b4,b8 _______ platform. Note: “A hd. b8

b4,b8 P’states that b4,b8

i b4,b8
b4,b8 )

34 EAA T procesydiggram for the proposed solution.
35. Details about transaction and transaction types, 1nc1ud1ng how chaincode and smart contracts

will be used (note: previously submitted Attachment 1 - b4,b8
was a very high level business process and did not prov1de details).

36. Descripti___qn___(_)__f_‘__t_n_g_gl_a_ta collection and transmission for! b4,b8 tincluding data flows
betweer ____b4,b8  ithe bank, and customers

e e e e e g

37. Description of how b4,b8 iuses the transaction data.

38. Description of the mechanlcs of how!_b4,b8 jvill conduct a credit analysis of the issuers and

and confidentiality of data on the blockchain.

40. Explanation of how custody is part of the platform, in light of
which suggests that custody of bonds is part of the platform.

41. Risk assessments (repeat request of item #15 FDIC Request dated 11/21/22). If bank did not
perform risk assessments, please reflect that in the response.

42. Any documented bank analysis of the due diligence documents provided by the bank on
1/5/23.

i Roadmap v2,
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i DIVISION OF
o RISK MANAGEMENT
SUPERVISION

FEDERAL DEPOSIT INSURANCE CORFORAT!ON

Dallas Regional Office

600 North Pearl Street, Suite 700, Dallas, Texas 75201
{214) 754-0098 FAX {972} 761-2082

June 28, 2023

Board of Directors

b4,b8

Subject: April 4, 2023 Visitation Findings
Dear Members of the Board:

A joint visitation of your institution was.conducted by FDIC Division of Risk Management Supervision
(RMS) Senior Risk Examinert b8 FDIC Division of Depositor and Consumer Protection (DCP)

Field Supervisor: b8 s and | b8
b8 i The visitation commenced on April 4, 2023, and focused
on the bank’s proposed deposit activity with : b4,b8

b4,b38

As described in numerous meetings and correspondence prior to the beginning of the visitation, the Board
is considering accepting deposit accounts from: b4,b8 iThe bank’s due diligence is in process, and the
proposed activity consists largely of two accounts:

o An b4,b8 Edeposit account for the benefit of| 4,08 icustomers. The funds in this account

represent US dollar balances resulting from the sale of the customer’s crypto-asset investments, to _

bed b4,b8 ]
| b4,b8 iThis account was potentially as large as____b4b8 _ ibefore the! b4,b8 |
ib4,b8!and is currently held by b4,b8 : Management
estimates between b4,b8 in transactions through this account currently.
® A b4,b8 : deposit account related to loans received by; b4,b8 , totallngbttb8
| b4,68
b4.b8
b4,b8
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b4,b8 Page 2

Bank management became aware of this possible transaction through a current banking customer, third

party payment processor b4,b8 | ibaps! has reportedly processed

Notablv the bank has alreadv opened deposit accounts for two inactive ! b4,b8 subs1d1ar1es i b4,b8 |

: ba.bs . i These accounts totali b4, b8and are being us_ed'_t_om

pay legal ‘fees unrelated to | b4,b8

As proposed, management plans to service the accounts while keeping the funds off-balance sheet through

products administered. by. _ b4,b8 i Management_is._.

researching thi b4,b8 ‘and repurchase agreements (repo accounts). The! b4,b8 !

i b4,b8 ‘would serve as custodian for the funds, | b4,b6,b8 .
b4,b8 and the deposits would be secured by US Treasury or Agency securities with a margin

between 100.25 percent and lOl percent if placed in repo accounts. Revenue consists of a 55 basis point

to earn_the gvernight US Treasurv rate deduct their fee, and pass the remainder of accrued interest through
to! b4,b8 b4,b8 was initially projected to occur over a b4,b8 | timeframe,
but may accelerate with the approvec b4,b8 iNo significant additional overhead expenses are
anticipated at this time.

The Board and management needs to significantly expand the risk assessment process and,conduct,
additional due diligence and contingency planning before accepting any additional deposits from:_b4,b8 |
or b4,b8 ient1t1es. Significant risks are presented by these transactions, related to legal,

accounting, operational, capital, credit, liquidity, reputation, Anti-Money Laundering/Countering the

Financing of Terrorism (AML/CFT), consumer protection, and potentially other areas. However, the risk

assessment does not fully analyze these various and compounding risks, and failing plan for the risks of

this transaction could result in substantial financial impact to the bank. Refer to Appendix A for detailed

recommendations and items to consider in the risk assessment process. In addition, the bank may need to

obtain significantly more capital and liquidity in the event the deposits are required to be held on the

bank’s balance sheet. The Board and management are reminded of their responsibilities to adequately

identify, measure, monitor, and control risks prior to entering any new business lines, consider how new

ventures impact the overall risk profile of the institution, and maintain adequate capital levels for the risk

profile of the institution.

In addition, management notified us on May 2, 2023 that they have engaged a forensic accounting review
of a pre]iminary ﬁnding by the bank’s external auditor. The external audltor 1dent1f1ed a d1screpancy

million, whrch was collected on June 9, 2023. Management should 1mplement addmonal controls to
prevent recurrence of this event, and should test the new controls frequently to ensure effectiveness. The

b4,b8

L4

The Board should review this visitation letter and the attached documents in their entirety at the next
regularly scheduled Board meeting, with a record of that review entered in the minutes. This letter of
visitation findings includes confidential information and may not be disclosed or made public in any
manner under Part 309 of the FDIC Rules and Regulations and ! b4,b8
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b4,b8 E Page 3

The composite and component ratings assigned under the Uniform Financial Institutions Rating System
were not included in the scope of this visitation and are unchanged.

Please contact FDIC Case Manager; b8 ‘at b8 or! b8
| b8 iifyou have any questions. Correspondence tothe: b8
may be addressed to b8 i and sent via email to b8 '

As a reminder, writtén correspondence should be addressed to Kristie K. Elmquist, Regional Director,
FDIC, Dallas Regional Office, and sent as a PDF document through the FDIC's Secure Email portal
(https://securemail fdic.gov/) using the following e-mail address: DALMailRoom@fdic.gov. Information
about how to wuse secure email and FAQs about the service can be found at
https://www fdic.gov/secureemail/.

Sincerely, Sincerely,

/s/ Joseph A. Meade

Joseph A. Meade

Acting Deputy Regional Director
Dallas Regional Office

Federal Deposit Insurance Corporation
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b4, b8 i Page 4

Appendix A

Management must address the recommendations below, at a minimum, to demonstrate a full

Due Diligence/Planning

e Complete a legal review of the Uniform Depository Agreement, proposed contracts with all_third

A i R ,

parties including | b4,b8 iand {b4,b8; the! b4,b8 i and other |

any conflicting clauses or prohibitive acts, and minimize potential risks to the bank. Failure to do
so could expose the bank to unidentified legal liability. Some of the items to consider include:
» FDIC deposit insurance requirements versus collateralization requirements on deposits that
exceed FDIC insurance limits.
> The current Depository Agreement established a 115 percent collateral coverage, which
the repo accounts do not have. Legal review and management’s due diligence must
determine if the repo accounts are an acceptable option for 1 b4,b8 L If the

assess the potential risk of any alternative arrangements to the bank’s capital, liquidity, and
earnings.
~ Proper titling of the Estate and Reserve accounts.

e (btain alegal analysis and opinion of whether the incoming funds for the Estate account constitute
brokered deposits to properly identify the risks of a possible funding concentration. The bank is
responsible for determining whether these deposits are brokered deposits.

e Expand the due diligence to cover all of 1-'-'_5;?5-3_ ''''' irelated entities (affiliates and subsidiaries) to
determine their status in the;  b4,08  !and their potential impact to the proposed deposit
activities and bank’s risk profile. This process is necessary to properly assess the risk profile of
other entities that may be involved in this transaction.

e Expand the third party vendor due diligence fori b4,b8 aindi b4,b8 ito specifically assess their
liquidity positions and how it could affect the bank’s credit, liquidity, and capital positions. Delays
in processing transactions or the counterparties’ inability to pre-fund transactions could result in
financial exposure to the bank.

e Ensure any agreements and contracts made between the bank and third parties clearly outline the
expectations of each party’s role and responsibilities in regards to ongoing reporting requirements,
AML/CFT, consumer compliance, and funding of ACH activities. Clarifying roles and
responsibilities allows accountability and accurate risk assessment for all parties.
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ensure compliance with GAAP and regulatory guidance, and to assess the potential impact on
capital and liquidity and ensure accurate communication of the bank’s financial condition.

Clarify and document% b4,b3

.............................................

» Who maintains records of th{ b4,b8 icustomers?
» Who controls the funds?

» Who authenticates the customer and balance?

» Who will authorize the ACH or provide transfer instructions to: 04,8

requirement potentially affect timing?
» How will the bank receive the ACH file?
» How will OFAC and any other transaction monitoring occur?
» Who will reconcile and verify the ACH transaction at the bank end?
>

e

How will funds be requested from_b4,b8

S

Other necessary and prudent steps to ensure the provisions of all contracts and agreements
are met.

Specifically consider and document thati b4,b8 iand all other relevant parties have the
information and controls necessary for the disbursements. Failing to complete this step could result
in legal risk to the bank.
» Confirm the entity having the rights to disburse funds also has appropriate controls to
ensure funds are delivered to the intended recipient.
» If the disbursing entity is a third party, the bank must determine and document what
oversight is necessary and ensure they have the contractual ability, staffing, and expertise
to perform such oversight.

Document expectations of transaction inflow/outflow for each deposit account, as well as the plan
of action should activity deviate from these projections. Establishing expectations in advance
would allow management to identify if any changes to the program are necessary to manage higher
or lower volume as the transaction proceeds.

Establish a more detailed cost/benefit analysis of the proposed deposit relationship and activities
to identify cost overruns or revenue shortfalls relative to the risk of the transaction. This analysis
should itemize the following items:

Interest income received and paid on deposit accounts.

Personnel expense allocated to due diligence, contingency planning, and administration.
Potential ancillary expenses associated with each scenario (legal, accounting, contract
employees or additional stafting, insurance).

Y Vv

v
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b4,b8 Page 6

e Develop a written plan for enhanced, ongoing intraday liquidity and capital monitoring to deal
with any resulting issues regarding transfer of funds between the bank and; b4,b8 irequests,
or demands from| b4,b8 | Inadequate monitoring could result in severe negative
consequences to the bank’s financial condition.

e Review blanket bond and other insurance requirements to determine the cost of additional
coverage and what specific procedures are needed. Inadequate insurance coverage could result in
significant loss exposure for the bank.

Risk Assessment

e Complete an expanded risk assessment of the proposed deposit relationship and activities.
Comprehensive risk assessment is vital to identify and measure the risks presented by this
transaction and confirm a sound financial condition. Management must ensure the risk assessment
details all potential risks and any mitigating factors, including but not limited to the following:

» Liquidity, capital, and credit_risks that may arise due to timing differences between
receiving ACH requests from;b4,b8:and processing the transaction to receive the funds from

b4bs8: T

> Liquiditj/ and capital risks arising fromihb4,b8 Eterminating the repo account or | 04,08
ending their relationship with the bank, o‘f'_c':-éégihg to exist as an entity for any reason during
the projected term of the relationship.

» Risk that could arise from any future litigation, liquidity concerns, or negative publicity
surrounding the liquidation of funds or the parties tangentially involved in the transaction.

» Legal and regulatory risks associated with the Uniform Depository Agreement requirement

to ensure deposits are appropriately collateralized and the bank’s plan to use the!b4,b8

service.

AML/CFT risks associated with the accounts and their beneficial owners.

Consumer protection and compliance issues, including Unfair, Deceptive, or Abusive Acts

or Practices (UDAP) and customer disclosures.

Y v

Contingency Planning

e Develop contingency funding and operating plans to prepare for potential disruptions in the
proposed deposit account activities. These plans are vital and must be thoroughly developed to

b4,b8 i requires the deposits to be held at the bank.

e Develop an exit strategy to unwind the relationship should the Board or management decide to
exit the arrangement prior to the full liquidation of the accounts. This exit strategy must include
income and expense projections and measure the potential impacts to capital and liquidity. Failure
to document an exit strategy could result in unexpected expenses and impair the financial condition
of the bank.
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Policies

o Revise the AML/CFT policy to include the proposed deposit relationship and activities. Ensure
the policy addresses the risks identified in the related risk assessment. The policy should consider
and clearly document the responsibilities of the bank and third parties in this area, such as ensuring
OFAC searches on ACH transactions and files. Failure to complete these steps could result in
facilitating suspicious activity or processing illicit transactions.

e Review and revise, as needed, the bank’s consumer compliance policies to ensure they address
any additional risks or requirements associated with the proposed deposit relationship and
activities. The policies should clearly spell out the responsibilities of third parties to ensure the
bank is meeting its consumer disclosure and UDAP requirements to avoid causing customer harm.
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Interim Contact
Bank: b 4, b 8
Date: 9/26/2022 *
Case Manager: L.....b8 i
Bank Contact: President i b4,b8 iand others*
Last Exam: 12/13/2022 Joint;  b4,b8 |
MRBA: : b4,b8 |
IT Exam: \ b4,b8
BSA Issues: [ b4,b8

* - Contact conducted during a visit which began on 9/26/2022. Please refer to the visit findings
for detailed information.

Changes in Bank Products or Services

e The bank has commenced certain fintech BAAS relationships.

e The bank is also performing third-party ACH sender services for: b4,b8 : which has
significantly impacted the balance sheet.

e The bank submitted notice of intent to engage in crypto-related services during the visit.

Changes in Management or Key Personnel
e No changes in senior management since the exam.
Changes in Strategic Business Plan or Operations

e Thd b4,b8 relationship and services appear to represent a new business strategy.

e Management has staffed up to expand mortgage banking operations.

Significant trends or changes in the local economy or business conditions as detailed in
publicly available information, Division of Insurance and Research data, or other means.

e Economy remains good.
Purchase, acquisition, or merger strategies.
e No mergers or acquisitions planned.

Changes in technology, including operational systems, or plans for new products/activities
that involve new technologies.

e Normal upgrades.
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Financial performance and trends, particularly unfavorable factors identified during

off-site analysis.

b4,b8
3 b4,b8

Recent Financial Institution Letters, Regional Director Memorandums, or regulations that
may affect the institution’s operations.

e See comment above regarding crypto-related activities.
e Management was also made aware that the question of whether or not the deposits

review. Management contends these deposits should not be considered brokered. This
will be addressed outside of the visit framework.

Management’s concerns about the bank or FDIC’s supervision.

e Management noted concern with perceived FDIC resistance to new strategic pursuits

is a need to understand the risks and ensure the Board understands the risks.
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Division of Risk
. . Manage ment Supervision
Federal Deposit Insurance Corporation 816-234-8000
1100 Walnut Street, Suite 2 100, Kansas City, Missouri 64106 Fax 816-234-8182

February 7, 2023

MEMORANDUM TO: Correspondence File

FROM: b8
Case Manager

SUBJECT: Interim Bank Contact

b4,b8

I spoke with prospective Pres  b4,b8 multiple times during the past year. Most notably, I
worked with Presib4,b8} throughtiit ()22 on his endeavor to team up with 3™ parties to offer a
crypto assets transaction services. This involved several conversations and information requests.
Most recently, ARD Pankratz and I discussed our questions and concerns surrounding the
-.readiness of the proposed interface provider on 12/16/22. As a result of this discussion, Pres
1b4,b8: and the Board chose to suspend pursuit of crypto asset activity. This serves as the interim

contact.

REL0000042403






FDIC

Federal Deposit Insurance Corporation Division of Risk Management Supervision
25 Jessie Street at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 (415) 546-0160

Via Secure Email

April 18,2022

b4,b8 |

President and Chief Executive Officer

b4,b8

Subject: Crypto-Related Activities

Dear b4, b8

We received your April 8, 2022, email in response to FDIC’s April 7, 2022, Financial
Institution Letter (FIL) entitled, “Notification and Supervisory Feedback Procedures for FDIC-
Supervised Institutions Engaging in Crypto-Related Activities,” (FIL-16-2022).

Thank you for engaging with the Agency regarding the bank’s activities. To help us better

understand the activities based upon your subsequent April 12, 2022, email response, we do have

four additional questions which are detailed below.

e We are assuming that your use of the abbreviation “ISO” refers to Independent Sales
Organization. Please provide us with a copy of the contract between the bank and your
ISO customer.

e Please provide details for what services the ISO provides such as Application
Programming Interface (API) integration within the bank, recordkeeping, etc.

e Please provide a brief overview of how the bank’s Bank Secrecy Act and Compliance
programs oversee the relationship.

e Please provide details of any use of an omnibus account for the funds related to the 1
customer (that appears to really represent 4 customers), and if/how FDIC deposit
insurance applies to that account or the end users.

We appreciate your co-operation to better understand your bank’s relationship with crypto-
related activities. Please provide a written response to this letter by May 20, 2022. Please
address your written communications to Regional Director Kathy L. Moe. You may mail your
correspondence to the letterhead address. However, to help facilitate the processing of
correspondence, please email documents electronically as a PDF through the FDIC Secure Email

This letter is confidential and may not be disclosed or made public in any manner. Additional information
regarding these confidentiality restrictions may be found in Part 309 of the FDIC Rules and Regulations. Please
notifv us immediately if you receive a subpoena or other legal process calling for the production of this letter or a
description of its content.
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portal at SFMailRoom@FDIC .gov. A copy of your communication can also be forwarded to

Case Manager b8
If you have any questions, please contact Case Manager b8
or at” " BEEE
Sincerely,
LAURA  Ggater=
RAPP e
Laura A. Rapp
Assistant Regional Director
cc: Federal Reserve Bank of San Francisco
i b8
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New York Regional Office
Federal Deposit Insurance Corporation Division of Risk Management Supervision
350 Fifth Avenue, Suite 1200, New York, NY 10118 Division of Depositor and Consumer Protection

September 20, 2022

Board of Directors

b4,b8

Subject: Response to Notification Regarding Crypto-Related Activities

Dear Members of the Board:

We are in receipt of your letter dated May 20, 2022, notifving us of vour intent to_
withdraw from your partnership with; b4,b8 . The
partnership would have provided your customers the ability to effect online purchases and sales
of Bitcoin. Your letter stated that executive management and the Board determined that, due to

future.

Financial Institution Letter //L-16-2022, Notification of Engaging in Crypto-Related
Activities. requests that all FDIC-supervised institutions that intend to engage in any activities
involving or related to crypto-assets (also referred to as “digital assets”) notify the appropri ate

Written correspondence should be addressed to my attention at the New York Regional
Office and sent as a PDF document through the FDIC’s Secure Email portal
(securemail.fdic.gov) using the following e-mail address: NYMailRoom@FDIC . gov.
Information about how to use secure email and FAQs about the service can be found at
https://www fdic.gov/secureemail/.

This letter is confidential and may not be disclosed or made public in any manner under
part 309 of the FDIC Rules and Regulations (12 CER nart 309). If you have any questions,
please contact Case Manager, b8 lat b6

Sincerely,
Frank R. Hughes
Regional Director

CC: b8
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b4,b8

b8 5
From: Walker, Patrice
Sent: Thursday, September 22, 2022 4:26 PM
To:
Cc: b8
Subject: RE: Legal Referral - b4,b8 i Crypto Activity

Thanks. Nothing else from Legal.

From:! b8

Sent: Thursday, September 22,2022 4:26 PM :
To: Walker, Patrice <pwalker@FDIC.gov>:i . b8
cc: b8 |

Subject: Re: Legal Referral -! b4,b8 L Crypto Activity

WO has reviewed and signed off. Thanks

Get Outiook for 108

From: Walker, Patrice <pwalker@FDIC.gov>

Sent: Thursday, September 22, 2022 4:06:54 PM
To: i b8 i
Cc: b8
Subject: RE: Legal Referral J b4,b8 Crypto Activity

i b8 i

P wanted to make sure the specific crypto activities of b4,b8 were reviewed by Washington, know that in the past,
we sent these letters when the bank merely held deposit accounts for entities that participated in crypto-related
activities. 1 couldn't gather from the proposed letter if those were the same activities proposed by b4,b8 i when the
letter states “crypto-related transactions” that pass through the bank's deposit accounts. Certainly, if it's cash
generated from those activities being passed through, this would ling up with my understanding of the region’s past

treatment.

Other than verifying the review of the activities, Legal has no changes to the letter.

Patrice

From: b8

Sent: Thursday, September 22, 2022 8:35 AM .
To: Walker, Patrice <pwalker@FDIC gov>] b8
Subject: Fwd: Legal Referral ﬁ b4,b8 r Crypto Activity

Good morning. Just an fyi on this letter. It’s a template letter that has previously been vetted so it shouldn’t take
long to review. Thanks
Get Outlook for 108
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From:i b8 E

Sent: Thursdav, September 22, 2022 7:48:17 AM__
To: b8

Subject: FW: Legal Referral - b4,b8 | Crypto Activity

From RMS ATL Legal Referra! <RM‘§&T w&zi%&fwra% SFDI €T el

Sent Wednesday, September 21, 2022 3: 05 PM

‘Times, Mark A.

To: i b8 !

Cc: Walker, Patrice <pwalker@EDIC gov>; | b8
<M Times@FDIC gov>; Rollinson, Bruce <BRollinsend FDIC sov>
Subject: FW: Legal Referral - b4,b8 i- Crypto Activity
This matter is assigned o b8

RO—Advisory Opinions

From: b8 5

Sent: Tuesday, September 20, 2022 10:16 AM

To: RMS ATL Legal Referral <BMSATLLezaiReferral @I gov>
Cc: Rollinson, Bruce <BRallinson@FDIC sov>

Subject: Legal Referral - b4,b8 L Crypto Activity

Good morning,

I’ve attached a letter to the Board notifying them that the reported crypto-related activity is outside of the scope of

our guidance. Please review the letter for any recommendations or concerns.

Thank you,

b6,b8 i

Case Manager, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

10 Tenth Street Northeast, Suite 800

Atlanta, Georgia 30309

o b6,b8

fdic.gov

FDIC
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b8

From: b8

Sent: Friday, October 07, 2022 11:52 AM

To: FDIC San Francisco Regional Office

Subject: RADD Room e

Attachments: 09-27-2022 Call From; b4, b8 | iCEO pdf; 1 b4,b8 Transactions
with IDls.pdf 7

NONPUBLIC//FDIC INTERNAL ONLY

a. Include email: Yes _ ‘
b. Institution or Subject Matter: : b4,b8
c. Institution City and Statei b4,b8

d. Division: RMS

e. Distributions: NONE ~ Internal Only

f. Primary Folder: Correspondence
g. Source: RO

h. Doc Name: Miscellaneous

i. Description:i b4,b8

Hwn&a for the upda‘{e b8 I can onh, spm‘i\ m- b4, b8 -Hwol\/ ement wﬁh b4b3 ;md

- §
VFDIC Case Manager

b6,b8
From| b8
Sent: Friday, October 07, 2022 11:07 AM
To: Rhodes, Debra L. <DRhodes@ FDIC.aov>; b8 i Krech, Andrew
<A¥rech@EDIC ey .
Ce:l b8 5
Subject b4,b8 Transactions with IDIs

This article came through my news feed oni b4 b8 Wh|le only. b4 b8 |s mentioned as part of the transaction,
; b4,b8 { are also noted.

list or review for b4,b8 They did not mention it going live.
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Thanks

b8
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b8

From: b8 !

Sent: Tuesday, September 27, 2022 2:18 PM
To: FDIC San Francisco Regional Office
Subject: RADD Room

NONPUBLIC//FDIC INTERNAL ONLY

a. Include email: Yes

b. Institution or Subject Matter: ! b4,b8
¢. Institution City and State: | b4,b8

d. Division: RMS

e Distributions: "NONE~ Internal Only

f. Primary Folder: Correspondence
g. Source: RO
h Doc Name Mlscellaneous ................

NONPUBLIC//FDIC INTERNAL ONLY

On September 27, 2022 | 5 b4,b8 called the RO to inform the Case Manager about certain aspects

First he emphasized that the Bank was not pursuing a contractual relat1onsh1p w1th b4,b8 iright now. and will

correspond with the FDIC and! b8 significantly more before pursuing that farther. CEO ! b4,b8 isaid that

management is working on & b4,b8 Wlth b4,b8ithat would allow management to obtain
more information about b4,b8 iapplications, blockchain technology,' b4,b8 :engagement with Re;gulatorv

Agencies and DolicvmaEFi:'s"'éfé'd without any requirements or obligations to contractually enroll in; b4,b8

technology.| b4,b8 iwanted to make clear that this was a learning opportunity for the Bank and wouldn’t
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b8

From: b8 :

Sent: Tﬁ'ii'r':c,'a'éy,‘"D'é'c'ember 22,2022 10:15 AM

To: FDIC San Francisco Regional Office

Subject: RADD: b4,b8 i Crypto Related Customer Data

Attachments: [EXTERNAL MESSAGEL __ b4,b8 - HRA Crypto/Trust Monitoring, RE: [EXTERNAL
MESSAGEL  b4,b8 ::'H'I?K"C'Fyﬁicoﬁ rust Monitoring; RE{ " p4,b8 i b7(E) b8 | '

i b7(E),b8 'FW: [EXTERNAL MESSAGE!  b4,b8 ¢ -
HRA Crypto/Trust Monitoring

SF-RADD:

Please place this email and the attachments in the Correspondence Folder of b4,b8
1. include Email (Yes/Nob: Yes

2. Business Line {DCP/RMS) RMS

3. Bank bab8. 1

4. City/StateT b4,b8 |

5, Folder: Correspondence

6. Source: RO

7. Do Name: Miscellaneous

8. Description: Urypto-Related Deposits
From b8 |

Sent: Fnday, December 9, 2022 2:58 PM

To: b8 i

Subject RE: ! b4 b8 rypto Related Customer Data

've attached a few emails from 12/2/22 — | reached out to the bank to get the latest balances, and an email from SRA

Bialos E»Ly, who | also pmv;ded the iZ;’Z/ZZ' b4, b8 .emdxi . and an email to SRA Bialosky that has a little info on what the

From: b8
Sent Friday, December 9, 2022 12: 12 PM
To:! ___________ b8 |

From:: b8
Sent: Monday, October 17, 2022 11:49 AM
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To: | b8 ; b8 i
Subject: RE b4,b8 iCrypto Related Customer Data

Whoever calls, this i b4.b8§ jontact information.
J

b4 b8

>
(X
(o)

ol
;“
o
o

b4,b8 |

Field Supervisor | Risk Management Supervison
i b8 i

Federal Deposit Insurance Corporation

From b8
Sent: Wednesday, October 12,2022 12:13 PM
TO! o b8

Thank you both, [ agree with them just being depositors. D has been evaluating thess on a case by case basis, and this
one may be in the gray area.
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We have a few banks like this where we either know of activity, expect some activity, or expectad an axit of activity
whare we didn’t receive a notification. The RD memo is inconsistent on what to do with those cases {one place it says
contact D, the other place says the RO determines),

Given the situation of this one, 'l ponder and let you know if we should maybe reach out. Good news is yall did reach
out a while back to the bank with a super narrative, plus the likely unwinding of activity so really nothing major to be
voncerned about.

Thanks for a super quick responsel h8

From: b8
Sent: Wednesday, October 12, 2022 2:07 PM
To: b8

L' ; ;' f‘
Subject: R%_gé_g_p_.g—;rypto Related Customer Data
'm not aware of any filing either. The bhank was definitely unwinding this activity, and the bank doesn’t have any digital
oy crypio-asset activity or plans for any, Those listed below are just deposits of customers that the bank had back then
as depositors.

b8 i

Field Supervisor | Risk Management Supervison
g b8 ;
Federal Deposit Insurance Corporation
i ‘

From:i b8
Sent: Wednesday, October 12, 2022 12:02 PM
To:i b8 ; b8 |

Frv:)m:i b8
Sent: Wednesday, October 12, 2022 11:55 AM
To:| b8

Squect: RE:i h4.b8:rypto Related Customer Data

.................................

on from the bank at thi&:ipoin‘c
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b8 eceived a request to get an update on where we stand with some of our banks in the digital asset realm, with this

being ona of them.

From:

b8

Sent: Friday, February 04, 2022 9:20 AM

To-

b8 i

FYi

From:| b8

Sent: Friday, October 15, 2021 11:43 AM

Tos b8 { Macias, Sandra <$Macias@FDIC.gov > b8 |
i b8 : lemimmem e mem e e e me e i
Ce:i b8 ;

Subject:! b4 b8 'Crypto Related Customer Data

Hi — As you know, | spoke with!b4,b8 PreS|dent5 b4 b8 ;and BSA Officer | b4,b8 |this week about
the bank’s digital asset/crypto rerated an attempt to better understand that bank’s

and serve the; b4,b8 "_'.?.‘!._'Efi,,ponnted out that vrrtually all of the customers
that have related digital/crypto activity were onboarded in 2020 and were brought into the bank through a
relationship they had with the bank’s! b4,b8 ! When it became apparent that the bank_t_\_gg__rj_g_
intention to grow this type of business,{  b4,b8  esigned to join a start-up FinTech company: b4,b8 just

recently departed, and the bank is now searchmg for a replacement CFO). To make sure that | fully understood
and had on record what the bank’s current crypto-related customer base is, | asked them to provide me with a
summary report listing each customer relatlonshrp, a descrrptlon of the customer’s business and activities, and

this report, WhICh is the attached spreadsheet from the bank.

Please let me know if you have any questions or need additional information. While | was waiting for this report,
| began to draft this e-mail and wrote the following comments about three of the bank’s known high-risk
customers that are potentially related in some way to digital currency, blockchain, or crypto. All three listed
below are included in the report that the bank sent today.

b4,b38 3
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b4,b8

b8 CFE

“Feld Supervisor | Risk Management Supervison
Federal Deposit Insurance Corporation

b8

Office: ! b8 !

FDIC
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b8

From: Bialosky, Adam L.

Sent: Miadoasdav, November 30, 2022 7:29 PM

To: b8 !

Subject: RE| b4,b8 b7(E),b8
il b8 |

Based on the information below, | don’t see any legal issues regarding the Bank's crypto-related activities. Do we have
any updated information on the Bank’s high-risk customers involved in crypto-related activities? | thought the Bank was
moving away from this tvpe of customer.

Thanks,

Adam

Adam Bialosky

Senior Regional Attorney

Federal Deposit Insurance Corporation
25 Jessie Street, Suite 1400

San Francisco, California 94105

; b6

‘abialosky@fdic.gbv

From:! b8
Sent: Tuesday, November 29, 2022 11:06 AM
To: Bialosky, Adam L. <ABialosky@FDIC.gov>

b7(E),b8

Hi Adam,
ARD Valderrama asked me abhout this today — do you have any input on this? | have attached correspondence that | had
with the bank afte b8 was asking me about it last month.

b8 |

From: Valderrama, Jaclyn M. <jvaiderrama@FDIC. gow>

Sent: Tuesday, November 29, 2022 11:25 AM

To: b8

Subject: FW:{" "papg i b7(E),b8

From: Kwong, Kitty <CEwong@ FDIC zov>

Sent: Friday, July 22, 2022 7:35 AM

To:; b8 i

Cc: Valderrama, Jaclyn M. <jvalderrama@FDIC.eov>; Bialosky, Adam L. <ABialosky@FDIC gov>; Sano, Joseph J.
1
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<Sano@FDCzov>; Gekas, JoAnna A. <lGekas@FDIC.govw>
Subject: FW:{ b4.b8 . b7(E),b8 ;

FYI - This matter is assignad to Senior Regional Attorney Adam Bialosky.

Adam, b5

From: Sano, Joseph J. <JSano@FDIC gov>
Sent: Thursday, July 21, 2022 4:03 PM

To: Bialosky, Adam L. <ABislosky@FBIC.gov>
Cc: Kwong, Kitty <CKwong @ FDIC.qov>

Subject: FW:{ __ b4,b8 b7(E),b8

New Assignment

Crypto

From: b8 :

Sent: Wednesday, July 20, 2022 11:11 AM

To: Gekas, JoAnna A. <JGekas@FHC zov>; Sano, Joseph J. <jSano@FDC zov>
Cc: Valderrama, Jaclyn M. <jyaldsrrama@FDIC gov>

Subject: b4,b8 b7(E),b8 ;

Please assign an attorney tq ------- b4,b8  :which is listed n*.'i?f.’._'_’f.: The bank is not heavily involved in crypto-related

activity and the President has stated intentions to reduce any deposits related to crypto. The next examination of the
bank is scheduled for 8/15/22.

When questioned about the bank’s crypto related accounts in October 2021, FSi b8 i provided the following

information after speaking to President! b4,b8 -and BSA Offlcer. b4,b8 iabout the bank’s digital

asset/crypto related high risk customers in an attempt to better understand that bank’s strategic plan and activities
related to this area:

asset related customers As a matter of fact, the bank is shrinking the bank from these types of customers
because it wants to be a “plain vanilla, traditional style” bank and serve the i i b4,b8
b4 b8 ii 1b4,b8! pointed out that v1rtua|ly all of the customers that have related dlgltal/crypto actlvnty were

what the bank’s current crypto-related customer base is, | asked them to provide me with a summary report
listing each customer relationship, a description of the customer’s business and activities, and deposit activity.

Three of the bank’s known high-risk customers that are potentially related in some way to digital currency,

blockchain, or crypto:
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Thanks,

............................

Case Manager, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

25 Jessie Street at Ecker Square

San Francisco, CA, 941.05

b6,b8
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Concentrations

LARGE DEPOSITOR* FUNDING CONCENTRATION

BALANCE
('000 USD)

PERCENT OF
TOTAL
ASSETS**

|Large Depositors

b4,b8

b4,b38

21
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From: i b8 i

Sent: Thursday, December 22, 2022 2:55 PM
To: FDIC San Francisco Regional Office
Subject: RADD Room

a. Include email:

Yes
b. Institution Name:
c. City: b4 y b 8

d. State:
e. Division: RMS
f Folder: Correspondence
g. Source: RO
h. Doc Name: Miscellaneous_ .
i. Description: Update oni __b4,b8 iand upcoming Jan. 2023 exam.
From: | b8 :
Sent: Thursday, December 22, 2022 9:06 AM
To: | b8
Cc: Wampler, Bryan <BWampIer@FDIC gov>;i b8 !
i b8 i Lutz, Samuel B. <sa|utz@FDIC gov>; b8 : Wong, David
<DWong@FDIC.gov>; Sheeren Matthew L. <MSheeren@FDIC.gov>; ¢ b8

b8

b8

Good morning

Our exam takes ptdre b4,b8 i b8 liseicand] b8 lis EICfor AML/CFT. It is a joint exam with the state
processing. Our focus is BSA 50 we.e don't have much othef_r staff on the assignment. Send us the request
letter.. hopefully it is short and focused given our {ack of staff. Bui, we will add someone to look at this if needed. We

will also foop in the state on this topic.

up.

Thank

b8

From:{_, b8 i

Sent Thursday, December 22, 2022 5:32 AM
To: ¢ b8 '

Cc: Wampler, Bryan <BWampler@FDIC.gov>; | b8
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b8 Lutz Samuel B. <salutz@FDIC. gov>,~._‘.r.,._lﬁ3,“..-w...5
b8 Wong, David <DWong @FDIC.gov>; Sheeren Matthew L. <MSheeren@FDIC.gov>;i b8

Subject: RE: f b4,b8

Hii b8

A bit of news, that maybe b8 ior other cc parties can add to or correct.

We had a call last Monday on 12-19-2022 with the WO including Sumaya
Muraywid. An exam is planned for the end of January 2023 that will focus on BSA
compliance. There was a November 2022 BSA visit (attached) to review Board
Resolutions and MRBAs, and the less than satisfactory conditions that

continue.. Per the latest information. b4,b8
S b4,b8 s which is down from higher
levels. ! b4,b8 From our call, I believe that

is was mentioned that there was no known ties td b4,b8 ibut your originating
email indicates otherwise,

It appears that! b4,b8 ihasi b4,b8 5&1{:{:0&&&1@; at ib4,b8including one

{ b4,b8 ‘and that some of the accounts are | b4,b8 . Lbab8 idid
poor due dxhocms regarding these accounts in terms of what the funds represent
and who are] _ b4,b8 | customers. Part of this deposit base might be involved
with maintaining stable coin reserve funds, which has volatility concerns. The
accounts could be FBQ (For Benefit Of Other) accounts. {b4,b8 appears to be
dealing directly with; b4,b8 customers. The upcoming exam will review what
the accounts are and who are the customers. As noted below in yOur origmating
email, b4,b8 a customer.

It appears that a b4,b8  ialso has a relationship withi___b4b8 |

Compliance 1s interested in the title of the accounts, account purposes, and how the
web-site 15 set up. Compliance is mterested i getting screen shots of what the
customer sees on the internet.  Compliance wants to make sure that there 1s no
misrepresentation of FDIC msurance.

In case of a resolution, 1t might be difficulf to figure out who s insured and for how
much. DRR possibly won’t be able to make msurance determinations within 24
hours. These accounts might have to be placed m a “bucket” for a later insurance

2
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determination, which could be lengthy. 1 don™t know if part 370 and/or part 360.9
applies to this bank for deposit determinations and resolution readiness, and if these
statutes will be reviewed during the exam. [ believe that the CISR division has a
group in Operational Readmess and Assurance that check 5 for part 370 and part
360.9 compliance, and any possible violations. Possibly Operational Readiness and
Assurance can participate in the exam. In any event, the DRR playbook for this
bank probably needs to be updated.

Looks like that for the January 2023 exam that no crypto subject matter expert will
be on the exam team due o mm(mmi avatlability ssues. The RO, in conjunction
with the WO, will supply the EIC with a pre-examination list of requested
documents to get from bank management. These items will be used to determine if
the activity with!  b4,b8 iis “In Scope or Out of Scope.” per the 4/7/2022

FIL. With the absence of a crypio subject matter expert on the exam, the
documents will be reviewed at the RO b‘v b8 and myself. From the available
information, the activity appears to be “In Scope.” { b8 {who is the EIC?)

Due fo conflicts, ARD Laura Rapp and myself are now assigned to this bank
regarding crypto matters. Sam Lutz is the assigned attorney.

Hopes this helps a bit, and maybe: b8 {or other cc parties can add to and/or correct
the above.

Regards,
From:! b8
Sent: Tuesday, December 20, 2022 4:43 PM
To:i b8 '
c: Wampler, Brvan <BWamplet@EDIC, eov>:5 b8
) b8
Subject: REx ____b4b8 |
Thanks.
From:| b8 i
Sent: Tuesday, December 20, 2022 2:41 PM
To:i b8
Cc Wampler, Bryan <BWampler@FD|C ooV>; b8
b8 : b8 i

Subject. RE:{  b4,b8
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b8 lis also heavily involved. | have copied them on this reply and they may be

able to provide you with additional information.

b8 may have also been invobved with updating a memo this week ceré b4,b8 Eancﬁ may be able
to share it

From: ¢ b8
Sent: Tuesday, December 20, 2022 2:33 PM
To:! b8 :

Cc: Wampler, Bryan <'BWampEer@FDlC.gov>
Subject:: b4,b8

............................

Hi b8

Pwas asked by DRR management to reach out to you for any information you may have regardingi b4,b8 which we
understand may have a fintech relationship or deposits withi b4,b8 | The reason

bR e,
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Federal Deposit Insurance Corporation

350 Fifth Avenue, Suite 1200, New York, NY 10118 New York Regional Office
MEMORANDUM TO FILE
DATE: July 26, 2022
TO: Files

THROUGH: Catherine H. Goii
Assistant Regional Director

b8
Case Manager

FROM: : b8 i
Trust Examination Specialist
SUBJECT: b4, b8 - Crypto Related Assets Conference Call - Update
Attendees:
~EDIC.
P b8 ____________ Trust Examination Specialist (TES)
b4,b8 i

I | i SVP & Wealth Manager
b4! b8 i, Operations Manager

On 7/21/2022, a conference call was held with trust department management to obtain an update
on the previously reported (4/11/22 & 6/30/2022) crypto-related holdings held in client accounts.
The call was intended to obtain clarification on the assets and clients reported in the 6/30/2022
letter and request the retention letters previously requested on the 6/28/2022 conference call.

................................................

b4,b8 held in the! b4,b8 account. SVP b4,b8 | iclarified that there are

currently three clients! b4,b8 that hold Tour crypto-related holdings.
The crypto-related holdlngs are detailed on the tablé below.

| b4,b8 ion 7/22/2022 and requestesiam gned authorization fromi b4 b8 lon 7/2173022.

On 7/26/2022 Qperations Manager ; b4,b8 : provided the FDIC with a si igned retention letter

from b4,b8 talthough it was dated 7/27/2022. Additional email correspondence with
(T bA.bS Tconfirmed that the client utilized an incorrect signature date. Supporting email

communication between the bank and the client evidence a receipt date of 7/26/2022. Attached
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__._Mf:ma.‘[o.EiLe._._i 2 7/26/22

The table below summarizes what crypto-related assets the trust department holds upon client
direction in client accounts. As of 6/27/2022, all of the accounts have been negatively impacted
by the recent market environment.

Crypto-Related Asset Account Name | Number of Cost As of Market Value
Shares 4/15/2022 As of 7/21/2022

b4,b38
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From: ' b4,b8 i

To: H— bg :

Cc: i bd,b8 i

Subject: [EXTERNAL MESSAGE] RE: SECURE EMAIL: Crypto-related assets
Date: Wednesday, July 27, 2022 11:24:15 AM

Attachments: i b4,b8 :

Sorry, I looked at the retention letter before sending and I thought the date was 7/22/22. {D4,b8;
actually sent the request tg b4,b8 ion 7/21 through e-mail. | b4,b8 ie-mailed

back the letter on July 26, 2022. T have attached the e-mail stream as support.

Kindest Regards,

--- Originally sent by | b8 on Jul 27, 2022 11:07 AM -

Fiust took 2 guick ook at the retention letter you sent me vesterday, 7/26/2022. The date on the
form ts 772772022 {(today). Can you iust send me a reply with the sctual date you received the
authorization from your client? We will place that notation in our files with the original copy vou
sent us.

Thanks!

From:§ b4,b8
Sent: Tuesday, July 26, 2022 1:52 PM

To: b8

Cc: b4,b8

Subject: RE: [EXTERNAL MESSAGE] RE: SECURE EMAIL: Crypto-related assets

We have received back the signed retention from I b4,b8 Efor theE b4,b8 | have attached

for your reference.
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Regards,

any guestions!

hope you have a grest weekend! Stay cooll

.. b8 |
From:E b4,b8
Sent: Friday, July 22, 2022 10:45 AM
To:i b8
Cci b8 L b4,b8 ;

i

Subject: [EXTERNAL MESSAGE] RE: SECURE EMAIL: Crypto-related assets

Good morning! | have attached a holders report for each of the accounts that hold the Crypto-related assets. This
report will show the cost and market and last activity date for the security. | have also attached the retention letters

fori  bd4,b8

i b4,b8 i His last retention letter was November 2021 and the next would be November 2022. |
have attached the 2021 letter so you can see that we actually do sen__d__g_r)_(_e_.g_g_h!m.___i__.have attached the
correspondence (3 e-mails) in the file related to the trade placed fori  b4,b8 it shows his direction for the

Crypto-related asset, as you suggested would be best to have a current one.
It was really good meeting and speaking with you yesterday.
Please don't hesitate to contact me, should you need anything else.

Regards,

--- Originally sent b b8 on Jul 21, 2022 12:34 PM ---
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b4,b8

Thanks again for meeting. You should be able to respond to this email and it will remain
secure. In an abundance of caution just make sure the ‘SECURE EMAIL:’ remains at the start
of the Subject line — delete anything that may precede it if possible!

Best,

b8

b8

Trust Examination Specialist, Division of Risk Management Supervision
Federal Deposit Insurance Corporation
15 Braintree Hitl Office Park, Suite 200

Braintree, MA 02184-8701

b6,b8

This message was secured by Zix ®,

This message was secured by Zix ®.

This message was secured by Zix®.

This message was secured by Zix ®.
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This message was secured by Zix_ ®,

This message was secured by ;Z_ix_®.
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Federal Deposit Insurance Corporation
15 Braintree Hill Office Park, Braintree, MA 02184-8701 Boston Area Office

December 19, 2022

_Board of Directors
- b4,b8

Subject: Notification of Engaging in Crypto-Related Activities

Dear Members of the Board:

Financial Institution Letter (FIL)-16-2022, Notification of Engaging in Crypto-Related
Activities, issued on April 7, 2022, states that an FDIC-supervised institution that engages in, or
intends to engage in, any crypto-related activities should notify the FDIC prior to engaging in the
activity and provide a description of the activity in detail and a proposed timeline for engaging in
the activity.

Bank management discussed with examiners during the October 17, 2022 Safety and
Soundness examination that the bank is considering offering bitcoin buy/sell services to
customers through third parties. The FDIC requested items during the examination to allow the
FDIC to assess the safety and soundness and consumer protection implications of that activity.
However, the bank was unable to provide the requested documentation, as it remains in the
exploratory stages and has not determined a timeline to engage in any crypto-related activities.
As such, please keep us updated as the bank progresses, including any determinations made and
the proposed timeline for engaging in any crypto-related activity.

As stated in FIL-16-2022, the FDIC may request information necessary to allow the
FDIC to assess the safety and soundness, consumer protection, and financial stability
implications of such activities. Upon receipt, the FDIC will review the information received,
request additional information as needed, and provide relevant supervisory feedback, as
appropriate.

Notification submitted in response to FIL-16-2022 and written correspondence should be
addressed to my attention at the FDIC Boston Area Office, and may be sent as a PDF document
through the FDIC's Secure Email portal at securemail.fdic.gov using the following e-mail
address: NYMailRoom@FDIC .gov.
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b4,b8

December 19, 2022

This letter is confidential and may not be disclosed or made public in any manner under
Part 309 of FDIC Rules and Regulations (12 C.F.R. Part 309). If you have any g

contact Case Manager: b8 ) b6 or Review Examinet
b8 iat b6
Sincerely,
Frank R. Hughes
Regional Director
cc: b8

Federal Reserve Bank of Boston

uestions, please
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I DIC@ Division of Risk

Management Supervision
Federal Deposit Insurance Corporation 816-234-8000
1100 Walnut Street, Suite 2100, Kansas City, Missouri 64106 Fax 816-234-8182

February 15, 2022

MEMORANDUM TO: Correspondence File

FROM: b8
Case Manager

SUBJECT: b4,b8
Interim Bank Contact

I discussed the bank’s condition with President! b4,b8 iand CFQO b4,b8 on

February 10, 2022. SACM b8 ialso partlclpated on the call._The bank was most
recently examined by the FDIC 61 July 26,2021, and was rated b4,b8

pandemlc The bank eamed b4,b8 ;, which_ was nearly | b4,b8! iover budget. The Sub S

whlch compares to b4,b8 in 2020 Contributing to the strong earnings

...................................................................

CRE, C&I, fol] owed bv 1-4 tamllv Loan yolume b4,b8 iabout about: b4,b8 iin 2021 as the

bank has some; b4!b8 Pre51dent b4,b8: stated that loan growth

challenge.

There have been no changes in senior management or the board since the prior examination.
Additionally, no major products or initiatives are planned. Following this conversation, we
discussed the BSA/AML recommendations that were provided during the examination

............

customers. CFO:b4,b8 stated that the bank reviewed all the recommendatlons and believes most
of the recommendatlons were really good. The BSA/AML Policy and risk assessment were
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relationships, just to better understand their cash activity. The Customer Due Diligence Rule and
Suspicious Activity Rule make up the legal basis for the recommendation. Under a risk focused
approach, the bank is required to do more on higher risk accounts. Various options were
discussed during the call regarding how to do this, includino reviewing CTRs that are being filed

understand the underlying cash transactions and determine if the digital asset customers are
appropriately following their policies.
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FDIC

Federal Deposit Insurance Corporation

1100 Walnut Street, Suite 2100, Kansas City, MO 64106 Kansas City Regional Office
DATE: April 4, 2022

MEMO TO: Correspondence File — b4,b8

FROM: Daniel W. Holmgren, Assistant Regional Director

SUBJECT: b4,b8 Relationship

with: b4,b8 ito Conduct Crypto Asset Activities

On Monday, April 4, 2022, 11:30amCT. ARD.Dan Holmgren called.info (with Case Mej D8
b8 ia webex session with b4 b8 and CR(} b4, b8 from b4 b8 We

I opened the call hv introducing b8 ias the new Case Manager assigned t¢ b4 b8 | 1 then
led into the; b4,b8 idiscussion by explaining that regulators are having muc dlscussmn on all
aspects of digital assets, and that there are some that see some elements of principal activities in

areas that were previously thought of as agency activities.

i b4, b3 1s still in the testing and risk-assessing stage with respect to any relatlonshlp with
b4, b8 They ve been looking at ways to offer simple digital currency services to their
customers as part of a full array of product lines for their customers. Through the bank’s internal
monitoring systems, management recently determinad-that.its.cuctamers have had at least b4,b8

digital currency transactions totaling approximately b4,b8

The bank has a high level executive committee overseeing the initiative. Risk assessment is

Offlcel b4,b8 VleW% the initiative as a novelty that, b4,b8 } ! seeks to offer its customers.

Act1v1ty"\'i'/6ﬁ'la"ﬁe"]'i'iﬁlted to buying, selling, and /or holdlﬁé'ﬁft_cm{)'fﬁ (i.e., no other digital
currencies or assets). As a standard matter, any customer engaging in this product would have to

first Mgn an agreement /dcknowledgement that their Bitcoin tldnbdctlonb are with b41b8 rather

is not currently contemplatmg any other crypto-asset solutlons or product offerings.

By the conclusion of the discussion it was clear that b4,b8 would not go live with this
product offering until they could be sure they could conduct the activities as agent, and that the
FDIC would be satisfied that the activities were legally permissible.

REL0000042422






b8

From: b8

Sent: Tuesday, April 5, 2022 7:08 PM

To: ~-EDIC Kansas Citv Reaional Office X

Subject: b4,b8 lemail only b8

Categories: b 8

Please place email in RADD.

Thankyou, ey e ,
b8 | Case Manager | Office Phone: 06 [jcey D6 1 1100 walnut Street, Suite
2100 | Kansas City, Missouri 64106}y 77T
From j b8
Semt: Tuesday, April 5, 2022 3:15 PM '
To b8
Ces b8 i Gaddie, Stephen P. <5Gaddie@FDIC.gov>
Subject: RE: Voice Message from b6 i

| just sppke.td 4,b8 it sounds fike he is in fact finding mode and hasn’t even pitched the idea g b4,b8: ot 41,

yet My b4, b8 “é_é{iﬁm%'ﬁgf- b4,b8! the company that prov:des the bank s internet bankmg and mobile platforms is selling

talked to him about the interagency Request for Information and Comments on Digital Assets and the lack of clear cut
laws and guidance or even a regulatory direction. | also told him however, that we certainly have banks that engage in
crypto-related activities. Regardless, we would require a detailed understanding of the product, robust policies and
procedures, and mavybe even additional capital. We talked about who would hold the riskin the transactions and

making sure management had a solici understanding oib4,b8 fmanuai pas:taon {obtaining frequent fmancaals),. b4,b8 !

| also told him that depending on what, if, they finally submit, we may have to run it through our Washington office.

Let me know if you disagree with anything | told him based on what he knows or if | forgot to disclose anything | should
have.

- Thanks,
b8 | Case Manager | Office Phone: b6 | Celi: b6 1100 Walnut Street, Suite
21001 Kansas Tity, Missouri 64106 |
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FDI

FEDERAL DEPOSIT INSURANCE CORPORATION

PR DIVISION OF
{4 DEPOSITORAND
CONSUMER PROTECTION

Dallas Regional Office

600 North Pearl Street, Suite 700
Dallas, Texas 75201

(214) 754-0098 FAX (972) 761-2082

TO:

FROM:

April 15, 2022

Bank Correspondence File

b4,b8

Field Supervisor

SUBJECT: RADD - April 15,2022 - Meeting with [34,08 ito discuss bank’s potential

involvement in crypto related activity.

INFORMAL MEETING WITH MANAGEMENT

b4,b8

are able to move forward with anything. He was aware of the FIL that came out on April 7%, but
since he felt like they were so far off from potentially going live (or that it might not happen at
all) he didn’t think there was much to notify us about. He asked who he should natifs.if they.
plan to continue moving forward and he was directed to keep the CM/RE and thee B8  iin

the loop.

FS

b8

informec

b4,b8

that the FDIC is looking closely at these types of services

from a nationwide perspective so there will likely be additional communication from us and we
welcome additional discussions with the bank about potential crypto activities at any time.
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I DIC@ Division of Risk

Management Supervision
Federal Deposit Insurance Corporation 816-234-8000
1100 Walnut Street, Suite 2100, Kansas City, Missouri 64106 Fax 816-234-8182

April 22, 2022

MEMORANDUM TO: Correspondence File

FROM: b8 .
Case Manager

SUBJECT: b4,b8
Digital Asset Customers — Discussion with Bank Management

EVP b4,b8 along with bank BSA personnef b4, b8 and b4, b8

b8 'and SE b8 Lon April 22, 2022. Refer to the F ebruary 13, 2022 IBC

“Temo in RADD and the July 2021 FDIC examination for background information.

EVP; b4, b8! iprovided an update on the bank’s progress in addressing our prlor recommendations.

She stated that the bank has recently completed its analysis of CTR dataforoi b4,b8 !
digital asset customers. For that customer, the bank gathered CTR data fori b4,b8

That data was transported to an Excel worksheet and the bank_then conducted a judgmental
sample. The result was the identification of approximately:* »scustomers who had routine large

deposits into the kiosks. EVP;b4,b8! stated that b4,b8 " ithen discussed these with the

a lot of these cash deposits were large but did not seem to beheve that they are necessa ily
suspicious based on the business line of the bitcoin operator. At this point, EVP:b4,b8!stated
that the bank does not appear to be “¢ b4,b8 »” with respecttothese
transactions; therefore, she stated that the bank needs further guidance from the FDIC with
respect to what to do next. She agreed that many of the cash deposits are certainly large, but she
does not believe the bank has the information necessary to determine that they are suspicious.
She noted that the bitcoin operator is a legal business and is following its policies.

Regarding EVP b4,b8 | comments, SACM: D8 :noted that the bar for being a suspicious
activity is low, and thafit can reasonably be assuiied that many of these deposits would be
suspicious in nature. SACM: b8 laid out all the potenti al red ﬂags regarding these deposits

requiring the bank to exit the busmess, but to conduct more due diligence, look at the potential
red flags, and provide the bank’s board with the results. The decision whether or not to continue
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to bank these customers should be a business decision made by the board after review of the
additional information.

EVP:b4,b8 ! stated during the call that the bank wants to do what is right and will certainly exit

that are conducting the cash transactions. She noted that other businesses (e.g. used car dealers)
have customers who buy vehicles with cash, and there are no concerns. SACM noted that it all
comes back to the due diligence aspect. EVP:b4,b8 | stated that the bank may at least begin filing

EVP b4,b8! i expressed her appreciation with us in discussing this issue and providing further

guidance on what needs to be done. She stressed that she is a rule follower and wants the bank
to do what is right with respect to these customers.

EVP;b4,b8: stated that the plan going forward is to conduct the CTR review of the b4 o8} digital

to the board, and it will 1nc1ude examples descrlbmg the act1V1ty of individual customers. The
regional office will send the board a letter briefly_summarizing the April 22, 2022, discussion.
We will also schedule another call with EVP:b4,b8 after the audit and additional review is

completed, likely around July 2022. T will al‘é’b"fé'qtiest that Dlrectof b4,b8 | participate
on the call. His family owns the bank and he is also the president of the affiliated ' b4,b8 |
b4,b8 : | have a good working relationship with! “ba08

“and believe that his participation on the call would be beneficial.
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From: E ___________ t_)_8 ____________ E

To: FDIC Chicaqo Regional Office
Subject: FW: Please RADD

Date: Tuesday, May 17, 2022 10:22:39 AM
Attachments: DOC050422-05042022113909. pdf
PDF Email and Attachment

Business Line.RMS ,

Bank Name: ! b4,b8 i

City, State:} __ b4,b8

Folder: Correspondence

Source: Bank

Doc Name: Miscellaneous

Description: Notification of Engaging in Crypto-Related Activities

From: Cone, Kristy J. <KCone@FDIC.gov>

Sent: Tuesday, May 17, 2022 10:31 AM

To: Newbury, Christopher J. <CNewbury@FDIC.gov>; Bottone, Gregory P. <GBottone@FDIC.gov>
Cc b8

Subject: FW: [EXTERNAL MESSAGE] FDIC disclosure for Crypto

Fyi.
From:| b8

Sent: Tuesday, May 17, 2022 8:52 AM
To: Cone, Kristy J. <KCone@FDIC.gov>; CHI Em Tech Group <CHIEmTechGroup@FDIC gov>
Subject: FW: [EXTERNAL MESSAGE] FDIC disclosure for Crypto

moming,

_Please see the attached_npotice frord b4,b8 eparding sl b4,b8 Eayestrent i b4b8 |

b4,b8 s advertised
ncludal b4,b8 )
b4,b8 | < i this notice that ¢ < nas no exposure o digital ass Hgiime anc b
of the investment | b4,b8

In acidit
with the

QLU A

chGroun on

vif I need to loop In anyon

Case Manager, D
Chicago Regional Office

b6,b8
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From:i b8

Sentl: Tuesday, May 17, 2022 7:59 AM

To: E b8

Subject: FW: [EXTERNAL MESSAGE] FDIC disclosure for Crypto

Good morning b8

As you can see below, the entity b4, b8 invested in is requesting a meeting with the
regulatory agencies. The company 1s} b4,b8 i CEO

b4,b8 :submitted their notification of a relationship withi_b4,b8 ion May 3™, which is
attached.

.. Does this workflow go through you or the Emtech group? If it’s Emtech, I'll forward this on to
i b8 :

Let me know how to proceed.
Thanks,
b8

b6

i b8 i
Supervisory Examiner, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

b8

b6,b8
From:g b4,b8
Sent: Monday, May 16, 2022 3:38 PM
To:% b8

Subject: RE: [EXTERNAL MESSAGE] FDIC disclosure fér Crypto

b8

| assume you saw that we submitted this disclosure.

The company that we invested in is looking to make a connection with the regulatory agencies and
we are wondering what would be the best way to go about doing that? My understand is that they
are interested in starting a conversation on all things crypto/digital asset related and begin a
relationship.
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VIA ELECTRONIC MAIL ONLY

Mr. Gregory Buttone

Regional Director, Federal Deposit Insurance Corporation
South Riverside Plaza, Suite 1700

Chicago, lllinois 60606

May 3, 2022

RE: Notification Letter Under FIL-16-2022 pertaining to Crypto-related Activities
Dear Regional Director Buttone,

I write regarding the above-referenced Financial Institution Letter (“FIL”} pertaining to crypto-related

_activities and associated disclosures thereunder. . After_the release of the FIl, Bank President{__b4 b8 |
. b4,b8 ‘reached out to b8 from the: _ b8 iFDIC Field Office to

determine the necessity of disclosing a small; b4,b8 !investment from the Bank’s subsidiary,

b4,b8

b4,b8 i The purpose of making this investment is to
develop a stronger understanding of the digital asset space and to establish partnerships that can
facilitate access to this asset class in the future, as discussed in greater detail below.

To be clear, the b4,b8 presently has no exposure to digital assets, and_we would_not__
venture into_ that snace without additional authorization from the FDIC and b8
b8 Moreover, we broadly agree with the tone of the FIL, which highlights many of

the risks associated with this asset class. Personally, | have a great deal of discomfort with a
cryptocurrency, such as bitcoin, where the origin is unknown. And | have very significant concerns
that by losing control of the alternative money supply, our government has lost some of the critical
tools to manage the economy. For much of the last decade, | have operated the Bank on the assumption
that the federal government would intervene to significantly limit or regulate these assets.

Unfortunately, I was wrong. The federal response has been piecemeal and slow; in the meantime, the
train appears to have left the station or is quickly gathering steam. In the absence of clear guidance,
banks like ours are forced to develop expertise and frameworks to service the present and future
needs of our customers (some of whom are already moving assets out of the Bank and into digital
assets). Moreover, smaller banks—which are already struggling under the weight of a decade of
compressed net interest margins, wage inflation, a non-taxed competitor, technology behemoths,
ageing depositors, and rising regulatory costs—are being forced to look for new business lines to
differentiate and thrive. Digital assets are clearly one such avenue that requires consideration. In my
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b4,b38

opinion, it is critical that banks and regulators wade carefully, but together, into these uncharted
waters or risk being washed away in the flood that will come.

To my mind, this requires some nuance in acknowledging that not all digital assets are or will be the
same and may require an adaptive regulatory stance. For instance, stablecoins are very different
instruments than cryptocurrencies that are not pegged to the dollar, and the ability to leverage
blockchain technology to move these assets securely, transparently, and efficiently will be an
important piece of the digital economy. _
These opportunities are more than hypothetical. The Bank has had conversationsi b4,b8

b4,b8

McWilliams, in a speech last October: “Over the past couple of years, we have seen a dramatic increase
in the use of stablecoins, primarily to facilitate converting crypto-assets into fiat currency. But
stablecoins have several other potential uses. Several firms, including existing stablecoin issuers, are
actively exploring the potential for stablecoins to serve as a mechanism for retail payments. We have
also seen banks establish limited payment networks for commercial customers to transfer funds using
tokens in near-real time.”

Although we are in the early stages of these discussions, we see an opportunity for the Bank to broaden
its understanding of how this asset class will work and execute a series of small experiments—with
transparency to our regulators—that validate or disprove our assumptions while building confidence
in our policies and procedures to appropriately manage risk. We look forward to your guidance in
facilitating this process. Thank you for your consideration and please feel free to contact me if you
would like to discuss this matter further.

b4,b38 |

Chief Executive Officer

b4,b8

) b8
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Federal Deposit Insurance Corporation
Division of Risk Management Supervision
Chicago Regional Office

300 South Riverside Plaza, Suite 1700
Chicago, IL 60606

Telephone: (312) 382-7500

Fax: (312) 382-6901

May 31, 2022

_Board of Directors

~ b4,b8

Members of the Board:

We have. received vour. correspondence dated May 9, 2022 and submitted by Executive Vice
President b4,b8 regarding the Banks’ cryptocurrency activities. Upon review of
the correspondence we would like to request the following information for further review:

o b4,b8 | Questionnaire
e Updated risk assessment, including digital asset risk assessment
o b4,b8 iPolicy

e Procedures related to holding cryptocurrency in a directed trust

Additionally, please provide further details regarding the account containing cryptocurrency
currently being held by the Wealth Management Department. Specifically, notate the
cryptocurrency being held and if the Bank has any investment authority or responsibility for the
cryptocurrency. Also, describe the controls utilized to maintain the security of the private
key/password of the cryptocurrency held in trust. In addition, describe any plans for third party
partnerships related to current or expected cryptocurrency activities. Lastly, provide details on any
cryptocurrency insurance coverage that the institution has obtained.

Please provide the requested information by July 15, 2022. If an item is in-process of being
completed, report the expected completion date in the correspondence and provide upon
completion. Information can be mailed to the addresses located in_the letterhead or may be sent. Vla

the FDIC Secure Email PortaL at . ChiMailraom@fdic.eov. .and,_toi _________________________ . b8 :
Contact FDIC Case Manager ; b8 or b6 F O b8
b8 1at b6 o b8 iwith any
questions or comments.

Sincerely,

Regina L. Hayes

Assistant Regional Director

Federal Deposit Insurance Corporation

cc: Federal Reserve Bank of Cleveland
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b8

From: b8

Sent: Thursday, December 07, 2023 10:27 AM

To: FDIC San Francisco Regional Office

Subject: RADD Room —

Attachments: Follow-up ibabeiCrypto Related Activity Memo.docx; DRAFT iﬁf{f{*_:irypto Related Activity
Letter.docx

Categories: Gold

NONPUBLIC//FDIC INTERNAL ONLY

a. Include email: Yes

b4,b8

e. Division: RMS

f. Folder: Correspondence
g. Source: RO

h. Doc Name: Miscellaneous

Thank you,
S
Case Manager, RMS
Federal Deposit Insurance Corporation
25 Jessie Street
i-...&an.fran%i%.cq..CAQ.é 105

From: Shaffer, Justin <jushaffer@FDIC.gov>
Sent: Thursday, July 7, 2022 1:07 PM

To: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; Macias, Sandra <SMacias@FDIC.gov>; b8

i b8 E

Cc} b8
b8 i Cheng, Louis C.C. <LCheng@FDIC.gov>; Worthing,
Paul P. <PWorthing@FDIC.gov>

Subject: b4,b8 Crypto Related Activity Memo/Letter to Bank

For your review and concurrence, please see the attached memo to file and the Region’s proposed draft letter to the
subject bank regarding our request for their formal notification of crypto-related activity under FIL 16-2022. Please
reach out with any additional questions.

dustin Shaffer

Acting Assistont Regional Director-Detailee
Division of Risk Monagement Supervision
Sun Francisco Region
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b6

Email: jushaffer@fdic.gov
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FDIC

Federal Deposit Insurance Corporation Division of Risk Management Supervision
25 Jessie Street at Ecker Square, Suite 2300 San Francisco Regional Office
San Francisco, California 94105 (415) 546-0160

July XX, 2022

Via Electronic Mail

b4,b8

Subject: Determination of Financial Institution Letter (FIL) 16-2022 Applicability
Dear b4,b8

Thank you for contacting us regarding a prospective banking relationship with crypto-currency
exchange company; b4,b8 | If managernent intends to further pursue the activities discussed
with Case Managei b8 ion June 21, 2022, please provide the FDIC with a formal

notification as requested in Financial Instltution Letter (FIL) 16-2022.

In anticipation of such notification, we request that management provide the following
information as part of the notification:

e How does the proposed relationship fit into the bank’s strategic plan? Provide any
change in the bank’s strategy as a result of the contemplated relationship, including
liquidity and capital management plans, contingencies, and stress testing and/or scenario
analysis.

e Does management anticipate entering into legal contracts w1thb4b8 f so, please
provide the draft contract(s).

o Provide more details regarding the anticipated structure and functionality of the proposed

¢ How will management limit the size of the account(s) or raise additional capital if for
example, deposits exceed projections?

o How will management evaluate the staffing capacity (# and expertise) needed to oversee
the proposed depositor relationship?

prospective offering of merchant processing services. Given that 'b4,b8 reports itself as

b4,b8 '
b4,b8 iwhat additional risks are
perceived and what additional risk management controls are contemplated?
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e What is the perceived change in Anti-Money Laundering/Countering the Financing of
Terrorism (AML/CFT) profile, including the volume of domestic and/or foreign
transactions and planned enhancements to the institution’s AML/CFT infrastructure to
handle the volume?

e What is the perceived change in information security profile and resulting controls within
the technalogy.environment?

e How does b4,b8 idisclose the applicability of federal deposit insurance?

e Who will be responsible for researching and resolving customer disputes covered by
Electronic Fund Transfers (Regulation E)?

e _Whowill provide customer support for customer inquiries or complaints involving the

i b4,b8 :deposit accounts?

e Describe how the bank will monitor advertisements related to thei__!?f_’g;_?_,s___fdeposit
accounts.
e Provide draft or finalized scope of work and engagement letter(s) for any current or

anticipated consplting work nerformed by outside counsel regarding the prospective
relationship witt  b4,b8

Please contact Case Manager E b8 | or e b6,b8 ! with any
questions regarding this letter.

Sincerely,
/s/ Justin Shaffer

Justin Shaffer
Acting Assistant Regional Director

CC: b8
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OFFICE MEMORANDUM Federal Deposit Insurance Corporation

DATE: July 7,2022

To: Sandy Macias
Chief, RMAS, RMS

Sumaya Muraywid
Senior Examination Specialist, RMS

i b8 z
Compliance Technology Specialist, DCP

Through: Justin Shaffer
Acting Assistant Regional Director, RMS

. b8 ;
Senior Examination Specialist, RMS

! b8 5
Compliance Technology Specialist, DCP

From: b8 |
Case Manager, RMS

b8

Review Examiner, DCP

Subject: Recommendation that! b4,b8 iprospective banking
relatlonshlp with crypto-currency exchange,i b4,b8 ishould be considered

“crypto-related activities” within the scope of FIL-16-2022 and request a formal
notification to the FDIC

Re b4,b8

Purpose

This memo is a recommendation by the San Francisco Regional Office (SFRO) to consider the
prospectlve banklng relationship between b4, b8

formal notlﬁcatlon consistent with the FIL. Thls memo is also a follow- up to a June 15, 2022,
Office Memorandum that provided background on the financial institution, including the most
recent regulatory assessments, as well as the limited information known about prospective
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Page 2

crypto-related activity at! b4,b8 ibased on email communication received from bank
management since April 20272.

Notes from Additional Discussion with Bank

Qn_June 212022 Case Manager (CM) | b8 i discussed the prospective activity with

b4,b8 to clarify proposed activities and determine the applicability of FIL-

16 2022. The following contains.information received during the discussion between

b4,b8 and CMi b8

The purpose of the accounts are 1) a non- 1nterest beanng b4,b8

X”. The FBO account would contain only customer funds with no co-mingling for
operating purposes.

Source of funds that will be placed into account are anticipated to be:
o Deposits from external bank accounts,

b4b8 {(Note: Management originally responded with the first two sources, and
“did not acknowledge loan nmceed,s from: P4,b8 | lending product until

.........................................

b4 b8 and total assets of ! b4 b8

Management does not anticipate any sweep arrangements. However, President  b4,b8 !

described the FBO account as s babg T
| b4,b8

b4,b8 i” The region will need further details to understand the

structure.

chargebacks. ...................
Bank manacement would receive daily reporting from b4, b8 i as well as view-only

access intd b4,b8 s customer reporting system, 1nc1ud1ng b4,b8  know your

customer information.
The extent of contracts and agreements are not fully known. Bank management indicated
that no contracts or agreements have been drafted to date. Information has been

exchanged via emails between the bank andi.._babs

Bank management intends to have b4,b8 ibased external counsel b4,b8

b4,b8 review the terms of use agreement and | ba,b j agreements with

customers. The scope or statement of work was not obtained by the region.
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e Bank management would require a b4,bs P of | _____l_)__‘}__p_§____§tnarket1ng
documentation as well as “{ " """~ b4,b8 1
e The intended purpose for: b4 b8 customer ACH and wire transfers w111 be to allow
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ACH or wire using routing number 1nformation No additional services were being
contemplated.

e CM b8 !questioned if the proceeds or payments of $_b4.b8 | loans collateralized by
crypto-assets would be processed through either the prospective operating or FBO
account(s). It was apparent management had not previously contemplated these
transactions. Management acknowledged that loan disbursements and payments could be

would be transferred to the FBO account and earmarked for that individual.

FIL-16-2022 Applicability Assessment and Recommendation

considered “crypto-related activity” under the FIL because management s answers up to this
point do not illustrate robust understanding of the size and complexity of activity or a sufficient
understanding of the potential risks inherent in the activity and/or the necessary controls for
proper mitigation. In addition during the June 21, 2022 telephone discussion, bank management

footnote 2, the FIL prov1des flexibility for other activities that may fall within the scope of the
FIL and states that, .. .the FDIC is concerned that crypto assets and crypto-related activities are
rapidly evolving, and risks of this area are not well understood given the limited experience with
these new activities,” and the region is prudently applying the discretion to this case.

Enclosure: “DRAFTP4.b8.Crypto Related Activity Letter.docx”
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July 13, 2022

MEMORANDUM TO:  File

FROM: (Case Mange b8 an b8
] b8

SUBJECT: b4,b8

Cryptocurrency Response

On July 1, 2022' management provided the following information for review: i _b4b8
bd,b8 | (Policy), ! b4,b8 {Risk
_.Assxissm.em_._ﬁ b4,b8 {form b4,b38

b4,b8 ' BSA Risk Assessment, CDD Policy, and New Account

CDD Questionnaire. ‘ _________________

b4, b8

Additionally, on July 7, 2022 Case Manager b8 spoke w1th Trust Spe01a11st .about the:

Policy, ! b4,b8

following concerns were oted.

b4,b8 .
{ b458 i..” the pohcy does not outline cryptocurrency custodian

expeckdans or requlrememéw
2. Also, the Policy does not specify how/where the “keys” to the cryptocurrency wallet are

maintained. And if they are maintained at the Bank, what controls are in place to ensure

1.

security.
a) Without the keys, the bank cannot liquidate the cryptocurrency. As such, how will
the bank comply with their Policy to “f b4,b8 }

b4,b8 9

The following additional commentary was provided by management regarding the b4 b8
account:
1. The Trust account was funded Wlth -

of July 7, 2022).
2. The Trust document is drafted with the Bank serving exclusively as Trustee, and the

Trust grantor, i b4, b8 as the 1nvestment manager of the Trust.
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not utilize the traditional “key” methodology associated with wallets. Instead, the Bank
has a password to access the account.
5. The Bank has no plans for 3 party partnerships related to cryptocurrency activity. The

Below are potential questions/documentation requests to consider:

e Should the Policy outline controls over password security and testing access to the
cryptocurrency account?
It appears that the bank 1s acting as custodian of the Bitcoin or is it only custodian of the
account holding the Bitcoin? Should a copy of the custody agreement be obtained?
Obtain details about the Bank’s access to the cryptocurrency" Ex: What does the Bank’s

o Isib4 ,b8 ! going to be the Bank’s custodian of choice for any other Trust accounts that
hoid digital assets?

o Should we request the! b4,b8 Risk Assessment for the b4,b8

e Theib4,b8Risk Assessrﬁ_e_ﬁt_ﬁ'ete_émt}_iat for accounts with a risk factor related to ‘rb4b8 i
_ b4,b8 5”7 an additional questionnaire is necessary. Should the questionnaire be
requested? '

Lastly, on July 11, 2022 RMS ARD Hayes, DCP ARD Richardson, Regional Counsel Tynan,

CM b8 SE{ b8 iand Trust Specialist} b8 | met to discuss the items provided and items

outlined in this memo. The memo was updated accordingly.
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b4,b8

Federal Deposit Insurance Corporation

350 Fifth Avenue, Suite 1200, New York, NY 10118 New York Regional Office
MEMORANDUM TO FILE
DATE: July 26, 2022
TO: Files

THROUGH: Catherine H. Goii
Assistant Regional Director

b8

Case Manager

FROM: | b8 |
Trust Examination Specialist
SUBJECT: - Crypto Related Assets Conf Call - Updat
b4,b8 rypto Related Assets Conference Ca pdate
Attendees:
FDIC |
b8 {Trust Examination Specialist (TES)
b4,b8 |

SVP & Wealth Manager
b4,b8 i Operations Manager

On 7/21/2022, a conference call was held with trust department management to obtain an update
on the previously reported (4/11/22 & 6/30/2022) crypto-related holdings held in client accounts.
The call was intended to obtain clarification on the assets and clients reported in the 6/30/2022
letter and request the retention letters previously requested on the 6/28/2022 conference call.

Operations Manager: b4,b8 \:.1ed that the 4/11/2022 and 6/30/2022 correspondence to_the

_.FDIC and subsequent discussions inadvertently excluded a chent drrected holdmo ini _b4,b8

b4,b8 held in the! b4,b8
currently three clients! b4,b6,b8
The crypto-related holdings are detailed on the table below

TES; P4, b8, requested the bank provide the FDIC with retention letters for allib4,b8:clients to

substantiate they were client-directed purchases and are being retained wit client irection.

Operatlons Manager b4,b8 :sent TES b8 the retention letters for Mr. | b4,b6,b8 and Mr.

..........................................

from Mr. | b6 b8 | although 1t was dated 7/27/2022 Additional email correspondence with
Msi b4,b8 conﬁrmed that the client utilized an incorrect signature date. Supporting email

communication between the bank and the client evidence a receipt date of 7/26/2022. Attached
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Memo to File 2 7/26/22

b4,b8

to this memo is documentation supporting the retention authorization for each of the {b4,b8 |

clients, and the email chain confirming the request and receipt of information from Mr.

b4,b6,b8

The table below summarizes what crypto-related assets the trust department holds upon client
direction in client accounts. As of 6/27/2022, all of the accounts have been negatively impacted
by the recent market environment.

Crypto-Related Asset Account Name | Number of Cost As of Market Value
Shares 4/15/2022 As of 7/21/2022

b4,b38
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Federal Deposit Insurance Corporation Division of Risk Management Supervision
1100 Walnut Street, Suite 2100 Kansas City Regional Office
Kansas City, Missouri 64106 (816) 234-8000

July 28, 2022

MEMORANDUM TO: Correspondence File

FROM: b8
Case Manager (CM)

SUBJECT: b4,b8

Potential Crypto Activity Meeting with Washington Office (WQ) and
related correspondence

PARTICIPANTS: RMAS Acting Section Chief Jason P. Ahrenholtz
Senior Examination Specialist (SES) Sumaya A. Murayw1d
Compliance Technology Specialist! b8 -
Examination Specialist: b8 ;
Assistant Regional Director (ARD) mchard E. Allen
ARD Jennifer A. Ball

Rev1ew Examiner 1 b8

PURPOSE

obtained and reviewed while onsite at{ | b4b8 ___________ AL partlclpants noted above met via Microsoft

Teams on July 28, 2022. The Safety and Soundness (S&S) examination commenced on May 27, 2022,
and had concluded onsite activities at the time of this meeting.

SUMMARY OF EVENTS

April 07, 2022: FDIC issues Financial Institution Letter (FIL)-16-2022 Nofification of Engaging in
Crypto-Related Activities
https://www fdic. gov/news/financial-institution-letters/2022/f1122016 html

April 12,2022 By letter,i __b4,b8  notifies the FDIC, per FIL-16-2022, that the bank is considering

engaging in crypto-related activity consisting of partnering withi_._0b4.b8 __iwho has

.........................

partnered with b4,b8 The letter details that the platform w111 be

review the letter.
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and SEi_b8 | CM: b8 irequested a summary on the bank’s plans for engaging in

crypto activity and any due diligence completed. Refer to the May 26, 2002, Exam
Planning Memo in RADD.

June 17, 2022: SES Muraywid emailed CM:___b8 _‘and ARD Allen to enter the bank on the { b7(E),b8

b7(E),b8 i See attached email.

scope of subject FIL. As understood, proposed third party activity is not covered as the
bank is to process the non-crypto side of any transaction with the third party (and their
partners) handling the crypto side and bearing the associated risks.

July 06,2022: CMi__b8 _iupdated: b7(E),b8 | a5 requested by WO, to reflect that the proposed activity

During the exam planning stage.!  b4,b8 | President. b4,b8 . Chief Lending

R

Officer] _b4,b8 iand Chief Financial Officeri___ b4b8 _ icommented that the bank was

__________________ el Y

have entered into an agreement to conduct/process the crypto activity. _The bank plans to offer

crypto currency purchases as a way to retain and attract customers.. i 0408 ___iwould be one

of $==ibeta testing banks for thei b4,b8 iapplication. ! b4,b8 i COO
(b4,68 | said that b4,b8 ?

i
I Mool Sl et ot e [N
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July 28, 2022: SES Muraywid stated she will provide the joint RMS/DCP WO request list template to

the Region for review and customization. SE! b8 iplans to reach out to management and discuss
outstanding request list items after he receives the WO template. SES Muraywid further stated she
would set-up a SharePoint site to share/access request list documents and invite the participants listed

above.
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From: Muraywid, Sumaya A.

Sent: _Friday, June 17, 2022 9:29 AM

To: b8 ! Allen, Richard E.; b8
Cc: Macias, Sandra; I b8

Subject: Crypto Notification Letters

All,

Please enter the! b4,b8 5(4/12/22) anqb4,b3 ..... -5(4/20/22) notification letters regarding crypto-related activity to

the tracking system by COB Tuesday.

We'll be in touch to discuss the activity and address next steps in the near future.

Thanks
Sumaya
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b8

From: Muraywid, Sumaya A.

Sent: Friday, July 01, 2022 1:42 PM

To: b8 : Allen, Richard E,

Cc: Macias, Sandra; N _____ b8
Subject: Crypto - ‘l b4,b8

within the FIL scope. However, based on the letter, it does appear to be in scope. Please let me know if you'd like to
chat and I'll set up time for next week. Otherwise, if you could change it to “Yes” within scope and add it as an

AL NAN L Y

associated activity (Facilitating Customer Buy/Sell, with:24.08 55 the third party), that would be great. We are working

on a template letter and request list for this particular type of activity and hope to have it out to the regions in the near
future.

Have a good fourth,
Sumaya
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b8

From: b8

Sent: Monday, August 22, 2022 1:49 PM

To: _EDIC San_Francisco Reqional Office

Cc: b8

Subject: FW: Secure E-mail [EXTERNAL MESSAGE] crypto

RADD Upload Request

Include email: Yes

Division: RMS

Source: Bank

Folder: Correspondence
Doc Name: Letter from Bank .

Descrintion: 5£23/2022 Follow-up Email From! b4,b8 lon Prospective FBO Omnibus Deposit Account

for b4,b8 e

~JThankyou. .,

Case Manager, RMS

Federal Deposit Insurance Corporation
25 Jessie Street

San Francisco, CA 94105

b6,b8 |
FDIC

From: b4,b8
Sent: Monday, May 23, 2022 2:50 PM
To:! b8 E

Subject: RE: Secure E-mail [EXTERNAL MESSAGE] crypto

a deposit FBO account.

Among other things, we understand that some of the rules for that account would be:
e No co-mingling other monies into this account. Not used for operational purposes.

e  We will need daily reports showing the sub-ownership of the funds.
1
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e We need the ability to access and review KYC on customers whose money is in the FBO account.
e High level of sensitivity and oversight around disclosures, marketing messages etc.

One question that we have internally, is how this pivots the relationship?

e How are these examined?
e  Would this be viewed in the same light as a lending strategic partner?
e What other examination expectations exist?

Thanks

Hii b4,b8

Urnfortunately, | have not been able to get a answer yet on my guestion of the Fils applicability for providing
cormmaercial banking services to a crypto-currency exchange. 1 will be in touch once | hear back but in the meantime

April 257,

Sorry for the delay on my end,

Case Manager, RMS

Federal Deposit Insurance Corporation
25 Jessie Street

San Francisco, CA 94105

b6,b8

From: b4,b8
Sent: Tuesday. April 26,2022 11:44 AM,
To: b8 i

Subject: RE: Secure E-mail [EXTERNAL MESSAGE] crypto

REL0000042435



Wonderful, thanks!

--- Originally sent by b8 on Apr 26, 2022 11:05 AM ---

fagree it is not very clear so 1 have requested dlarification from my Washington, DC office and | will let you know when |
hear back from them.

Thank you,

b8
From: b4,b8
Sent: Tuesday, April 26, 2022 9:52 AM
To:! b8 :

Sub'ject: RE: Secure E-mail [EXTERNAL MESSAGE] crypto

Thanki D8

We are aware of the FIL. To be honest we are not clear on the applicability of the FIL to this
situation. Specifically because, the bank would not be offering any crypto-related products, it would simply be
providing traditional commercial banking services to a customer that is a crypto platform.

The FIL says: "...the FDIC is requesting all FDIC-supervised institutions that are considering engaging in
crypto-related activities to notify the FDIC of their intent and to provide all necessary information that would

allow the FDIC to engage with the institution regarding related risks."

Can you share perspective on this?
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Thanks

--- Originally sent by: b3 on Apr 26, 2022 9:39 AM ---

Thank vou for reaching out and it is nice to meet you virtually too.

A few weeks ago, on April 7% the FDIC issued a Financial Institution Letter (FIL) titled “Notification of
Hngaging in Crypto-Related Activities” that can be found here: https://www fdic.gov/news/financial-institution-
letters/2022/f112201 6. html#letter. Per yvour question, the Letter contains some, but not all, erypto-related risk
considerations about which the FDIC is concerned. I think that vour list does a good jcb Gutlinimg some of the
(.m il potmt tal :aaks bm W ouid di 50 encourage wu to rmd thrmwh thu Letter and determine if the considered

....................

In addition, the Letter also creates a reporting requirement for FDIC-supervised mstitutions to notify the FDIC
of engagement in crvplwrfﬁiawd activities. The notification to the FDIC should describe the activity in detail
dnd pmwde ‘ihe institution’s pmpo&,ed hmelme im engz wmu in ‘ihtf; amwﬁ; If } our emaﬂ Ewei(m w&::uz‘itmdtzd

hstmg;, eof cummpamd bammg SerVices ut;izmd, an ﬁmmmﬁ eﬁt axp@a,tmi activ 1ty? dnd a tsma,hnc tm engagmg} in
this relationship.

I hope this helps but please feel free to reach out if vou have any clanfying questions or concerns.

Thank you,

Case Manager, RMS
Federal Deposit Insurance Corporation

25 Jessie Street
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San Francisco, CA 94105

b6,b8

From:| b4,b8
Sent: Monday. Apnil 22, 2022 1110 AM
To:! b8

Subject: [EXTERNATL MESSAGE] crypio

Hii b8

Nice to virtually meet you as our new case manager.

Looking to discuss or get some feedback from you.

Please see the following website for b4, b8
. b4,b8 ibased entity involved in crypto currency (thinki b4,b8 i Their leadership is
quite impressive (perhaps you know! b4,b8 iand they have some impressively

robust systems and processes that we have seen.

..The bank is considering some 100% USD based ACH and wire services or other depository services to support
t..b4,b8 :needs (customer ACH transfers etc). No lending or other functions.

Clear concerns / risks are some of the following (not all-inclusive):

e BSA/AML/ KYC (heightened sensitivity beyond other customers)
e Safety/ Soundness

o Operational; ACH rejects, returns, etc (Not necessarily different risks from other customers utilizing these services)

5
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o Liquidity; shifts in deposit balances, stability of funds
o Capital; impact to assets and capital coverage.

Crypto is a sensitive area. There is no expectation now or ever in the future that the bank would hold or
otherwise touch actual crypto coins.

From a regulatory standpoint (and with the crypto element); what advice or advice could you offer?

Thanks

b4,b8

_____________________

and/or confidential information intended only for the use of the individual or entity named above. If you are not
the intended recipient you are hereby notified that any dissemination, distribution or copying of this
communication is prohibited. If you have received this communication in error, please delete this electronic
message and all attachments. Thank you.

This message was secured by Zix © .
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This message was secured by Zix ® .

This message was secured by Zix ® .

This message was secured by Zix ®.

This message was secured by Zix ® .

This message was secured by Zix®.
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From: b8 ;

Sent: Friday, January 27,2023 8:29 AM

To: FDIC Kansas City Regional Office _
Subject: RADD:; b4,b8
Email only

From:| b8 i

Sent: Friday, September 16, 2022 7:23 AM .

Tod b4,b8 |

Subject: FDIC Questions Regarding Crypto-Activities

...................

As we discussed on the phone earlier this week, we have some additional questions surrounding the crypto-activities the
bank is engaged in. | know this may take some time to gather the information as you're currently having a Consumer

with an update on the status of plans for Employee Testlng, Beta Testlng, and the Soft Launch? For those phases
underway do you have an idea of the number of transacting users and #/S of transactions processes so far?

The b4,b8 | Agreement between! b4 b8 Lagree that' b4,b8 i respon5|ble for

Customer’s__b4,b8 'account and all transfers of funds into a Customer’s account,_held at Banking Partners related to
cryptocurrency transactions. Are these disclosures provided directly through the! b4,b8 mobile app or

elsewhere? Please provide examples of the disclosures provided for transfers both in and out of a Customer’s account

at ib4,b81if different than what already provided within the mobile app screenshots.

From the initial information request we were provided with screenshots of the Crypto tab oft. b4,b8 mobile
application. Are these there any other pages a customer would see before/after clicking “Get Started” and before
arriving at the main “Crypto” page? If there are other pages, please provide screenshots.

reference information on Crypto, disclose that banking services provnded are byi b4,b8 , or include
Member FDIC. This would include anything contained on the | b4,b8 | tabs. Ifit s easier to provide
a screen recording of all screens available on the application or show a live demonstration of all the tabs and screens
that would be useful.

The second Crypto App screenshot shows a document called “ b4,b8 '” , | do not believe we have
a copy of that disclosure. If developed could we review this document?

From the screenshots of the Crypto Tab we see that there are no crypto trading fees, is bank management aware of any
fees that will be charged related to the purchase/sale of crypto assets?

1
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Please provide information the processi b4,b8 .and b4,b8 use to maintain records of customer
accounts and balances that are disclosed to be eligible for FDIC dep05|t insurance. This would include any
documentation of the applicability of FDIC deposit insurance to these accounts, policies and procedures relating to the
flow of funds to and from the FBO account, and copies of agreements betweeni b4 bs-and b4,b8 'related to accounts
ownership, controls, and recordkeeping. ~ mmeoTw

Also, as ofﬁ b4,b8 Ecrypto products/servicing had not yet been built, has there been any update to the
status of this activity? If not is there a planned timeline for development/testing?

any updates customer disclosures related to the act:vrcy?

Thanlke . and bhavua a arasts v'Cﬁ!\end!

b8

Case Manager
FDIC Kansas Citv. Regional Office. :
B: | b6,b8
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Federal Deposit Insurance Corporation Division of Risk Management Supervision
1100 Walnut Street, Suite 2100, Kansas City, MO 64106 Kansas City Regional Office | (816) 234-8000

September 19, 2022

Roard of Directors

b4,b8

Members of the Board:

Enclosed is a copy of the May 16, 2022, FDIC Report of Examination (Report). In addition to
our safety and soundness findings, the Report includes the results of an Information Technology
examination and an Anti-Money Laundering/Countering the Financing of Terrorism
(AML/CFT)! program review. The FDIC discloses to examined banks the composite and
component ratings. The composite rating definitions are included in the Report. Part 309 of our
Rules and Regulations requires that you keep the ratings and all Report contents confidential.

b4,b38

! The Anti-Money Laundering Act of 2020 (the AML Act) amended subchapter 11 of chapter 53 of title 31 United
States Code (the legislative framework commonly referred to as the “Bank Secrecy Act” or “BSA”™). For purposes
of consistency with the AML Act, the FDIC will now use the term “AML/CFT program” rather than “BSA/AML
compliance program.” Use of “AML/CFT” has the same meaning as the previously used “BSA/AML.”
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On May 16, 2022, bank management notified the FDIC that it started due diligence on a third
party vendor that would allow customers the ability to buy/sell crypto assets. Please notify this
office once management has completed its due diligence and has started beta testing the product,
as the FDIC would like to complete a targeted review of the program. The purpose of the review
is to assess the bank’s risk management practices, policies and procedures, and compliance with
consumer protection and AML/CFT regulations, prior to full implementation of the program.

We will also provide relevant supervisory feedback to the institution during the review.

The enclosed Report also contains other supervisory recommendations. Promptly addressing
those findings will help to improve the related operational areas of your bank.

The last page of the Report is labeled Signatures of Directors/Trustees. Please have each director
sign this page after reviewing the Report, and retain the Report for examiner review at
subsequent examinations. We have also enclosed an invitation to participate in the FDIC’s post-
examination survey process. Please refer to the invitation for details and instructions.

As a reminder, written correspondence can be sent to this office as a PDF document through the
FDIC’s Secure Email portal (securemail fdic.gov) using the following e-mail address:
KCMailroom@FDIC.gov. Information about how to use secure email and FAQs about the

service are available at fdic.goy/secureemail. _You may direct any questions to Case Manager
i b8 pr me at b6
Sincerely,
Daniel W. Holmgren
Assistant Regional Director
Enclosures
cc: b8

Federal Reserve Bank of Minneapolis
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Federal Deposit Insurance

Corporation

350 Fifth Avenue, Suite 1200, New York, NY 10118

New York Regional Office

MEMORANDUM TO FILE

DATE: September 22, 2022

TO: Files

THROUGH: Catherine H. Goii
Assistant Regional Director

b8

Case Manager

FROM: b8

Trust Examination Specialist

SUBJECT: b4,

b8 - Crypto Related Assets Update

(n.9/22/2022, the FDIC received correspondence from Senior Vice President
b4,b8 | that the trust department has a new crypto-related holding in an existing client account.

_The letter stated that the client requested the investment team to purchase [b4,b8 shares of b4,b8

b4,b8

b4,b8 on 9/22/2022. The net purchase amount was b4,b8

TES: b8 ireached out
holding. On 9/29/2022

to department management and requested information on the client
provided supporting

Operations Manager b4,b8

urchase, copies of whichare attachied to this memo. The client

direction in client accounts. Estimated market values are as of 9/30/2022, and all but the! b4,b8 !
holding have been negatively impacted by the current market environment. '

Crypto-Related Asset

Account Name Number of
Shares

Cost Basis
(As of Date)

Est. Market
Value As of
9/30/2022*

b4,b38
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From:
b8

b4,b8

L

Subject: FW: [EXTERNAL MESSAGE] RE: SECURE EMAIL: Trust Correspondence from 9/22/2022

Date: Wednesday, October 5, 2022 4:14:48 PM

Attachments: i b4,b6,b8 :

..b8 ]

Attached is a pdf containing all the related information for the b4,b6,b8 trade on
QF2272022.

From: b4,b8

Sent: Thursday, September 29, 2022 3:52 PM ;

To:! bd,b8 o, b8 . E

Ce:! b8 |

Squect: [EXTERNAL MESSAGE] RE: SECURE EMAIL: Trust Correspondence from 9/22/2022

b8

Hellol The trade is for the account of b4,b6’b81 This is his individual Retirement Account. His request to

b4,b6,b8

b4,b8
Original

},

Good afternoon b4,b8

Thus email 1s to confirm receipt of
regarding your client’s holding of:

- vour correspondence to the FDIC dated 9/22/2022
As with our prior discussions, we

b4,b8

would like to request documentation regarding fhe clients direction of the

account name and account type would also be helpful.

b4,b6,b8

The

Please don’t hesitate to reach out with any questions. Thanks again for keeping us notified of

any crypto-related holdings.

Best Regards

b8

CAMS

Trust Examination Specialist, Division of Risk Management Supervision

Federal Deposit Insurance Corporation
15 Braintree Hill Office Park, Suite 200
Hrainfree MA 21848701

b8
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b8

From: b8

Sent: Thursday, December 01, 2022 9:38 AM
To: FDIC San Francisco Regional Office
Subject: Fwi b4,b8 i Digital Asset Activity

Please RADD email & attachment to:

1.Business Line: RMS
2.Bank:t bd,b8 5

4.Folder: Correspondence
5.Source: RO
6.Doc Name: Miscellaneous

7.Description: Follow-up on potential | b4, b8 ierypto asset relationship

From:! b8

Sent: Tuesday, October 18, 2022 10:06 PM

To: : b8 :
Cé b8 i

Subject: RE: b4,b8 - Digital Asset Activity

b8 They certainly made the impression that the bank was going to engage with

Phad a call CEQ b4,b&_____i__§:_c_l>day, The bank decided to kill the [b4,b8lidea due to market volatility and other risks,

including regulatory risk.|b4,b8 ;was well aware of the Fil and commented that if they bring it back on the table or any
other crypto activity they et us know.

Let me know if you have any questions.

From: b8
Sent: Monday, October17,202277:35AM '
To:! b8
Ce:i b8

in the region that we believe are either live or have some kind of proposed digital asset activity. | have talked with Joe a
few times about what looks to be some digital asset activity at b4’b8 At this time, Paul W. wants us to start

1
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following up with banks likg b4’b8 remind them of the outstanding FIL and the request for a written response
about the activity.

Is there someone at the field level who can follow up with the bank to make them aware of the FIL and ask for a written
response, if applicable? It does not need to be a conversation about the activity, but more so advising them that we are
requesting written response for the activity.

Let me know if you have any thoughts/questions.

Thanks! b8 !
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o
(2]

Subject: FW: Digital Assets - b4,b8 proposed activity

b4,b8 ________________________________

Consultation with WO in preparing letter to bank regarding proposed third-party crypto-asset activity.

From: Muraywid, Sumaya A. <SMuraywid @ FDIC.zov>
Sent: Tuesday, October 25, 2022 4:01 PN

To: Barry, Mary A. <M Barrv@FBIC pov>; b8 ; Ritchie, Kara L. <gRitchie@EDIC. gov>;
5 b8 : Maggioni, Paul D. <Pilaggioni@FDIC.E0v>; b8

i b8 Boyd, Annmarie H. <ABoyd @FDIC.gov>

Cc Collado, Larisa M. <L€o§£ad0f3m§{:§3w> Ahrenholtz, Jason P. <jahrenholtz@FDIC gov>; Dawley, Suzanne).
<sudawlev@FDIC cov>; b8 iSwitzer, Rene O. <RSwitzer@FDiC gov>;i b8 !
i b8 R b8 b8

Subject: RE: Digital Assets - b4,b8 proposed activity

Hi Mary,
Thank you for updating, This version looks good {if vou could change 12/31 to 12730, so that it's on a Friday).

Thanks
Sumaya

From: Barry, Mary A. <MBarry@ FDIC sov>
Sent: Tuesday, October 25, 2022 8:29 AM

To: Muraywid, Sumaya A. <SMuraywid @FDIC, aeav>- b8 , Ritchie, Kara L. e
<KRitchie @FDIC.gov>! b8 t Maggioni, Paul D. <PMaggicni@FDiC.gov>; D8 |
b8 b Boyd, Annmarie H. <ABoyvd@FDiCeoy> 0T
Cc: Collado, Larisa M. <iCollade@ FDIC. gov>; Ahrenholtz, Jason P. <jahrenholte @ FDIC gov>; Dawley, Suzanne ).
<sudawley@FDIC goy>i b8 s Switzer, Rene O. <ESwitzer@FDiC, gav>,. b8
b8 b8 : b8 ;

Subject: RE: Digital Assets b4,b8 Eproposed activity '

Sumaya,

fupdated the lefter as we discussed last week. This will allow us 1o recsive some of the requested information, if they
have it, by yearend.

Let me know if this is ready to send out.

Thanks,
Mary

From: Muraywid, Sumaya A. <&Muraywid@FDIC. gov>
Sent: Thursday, October 20, 2022 8:45 AM
To: Barry, Mary A. <MBarry@ FRIC zov> b8 Ritchie, Kara L. <KRitchis@FDIC.anv>;
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b8 , Maggioni, Paul D. <PMagpioni@FHHC pov> b8

i b8 i Boyd, Annmarie H. <ABoyvd@FDIC gov>

T toNado; Tarisa M. <ii.0§£adof®?£35£ gov>; Ahrenholtz, Jason P. <jahrenholiz@ FDIC sov>; Dawley, Suzanne J.

<sudawiev@FDIC goy>) b8 i Switzer, Rene O. <RSwitzer@FDHC. pov>;

i b8

b8 b8 H b8 ;
Subject: RE: Digital Assets - roposed activit
/| g b4,b8 prop y

Hi Mary,

The typical timeframe provided to banks has been 80 days. For consistency, P would suggest replacing the i the bank..”
to a 80 day date. The sentence that follows provides the bank with flexibility 1o let us know which of the items they
dor't have yet and when they expect they will be developed {which will give us 3 sense of when to follow-up for those

items), Let me know if vou'd ke to discuss.
One other item | just noticed, we probably should delete “above” in “above-requested.”

Thanks
Sumaya

From: Barry, Mary A. <MBarry@FDIC gov>
Sent: Wednesday, October 19, 2022 8:17 AM .

To: Muraywid, Sumaya A. <SMuraywid@EDIC aov>; b8 » Ritchie, KaraL. _

<KRitchie @EDIC. gov>;i b8 CWiaggioni, Paul D SPiaEeioni@EDIC, éov>,. b8 i

b8 | Boyd, Annmarie H. <ABoyd@fOiCgov>

e Collado, [arisa M. <LLBIad0 @ FDIC.sov>; Ahrenholtz, Jason P. <jahrenholtz @ IDIC gov>; Dawley, Suzanne J.
<sudawlev@FDIC goyd! b8 + Switzer, Rene O. <R8w;tzere‘z:m!(ﬁmv> b81

; b8 ; b8 H b8 ; '

Subject: RE: Digital Assets 1 b4,b8 i proposed activity

Hi Sumaya,

The edit to paragraph 2 looks good. Foryour note in paragraph 3, 'm not sure how we what date we would put there
or a timeframe (ie, Within 30, 60 days. ..} L would rather just keep it the way it is and 'm sure we will be following up

with the bank.
if that is ok, we would like to send it out,

Thanks,
Mary

From: Muraywid, Sumaya A. <ShMuraywid @ FDIC.zov>
Sent: Tuesday, October 18, 2022 7:13 PM

To: Barry, Mary A. < Barrv@FDIC, eov>:! b8 ; Ritchie, Kara L. <K&itchie@FDIC gsow>;
| b8 ; } Maggioni, Paul D. <P§‘v‘§a§§;zioni‘&'}Fi}iﬂ.gaw;i b8
'5 b8 1; Boyd, Annmarie H <ABRovd@FDIC pov>
Cc: Collado, Larisa M. <LCQ§EJd(}@?D§C gov>; Ahrenholtz, Jason P. < ah:mhﬁ%tz@mmmw Dawley, SuzanneJ. .
<sudawlev@FDIC, <r::w>: b8 %, S_thzer, Rene O. <RSwitzrer@FDIC pov>; b8

| b8 b8 | b8

Subject: RE: Digital Assets - b4,b8 iproposed activity

Mary,
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We made an edit to avoid requesting the bank submit another notification. Please take a look and let us know what you
thiink.

Thanks
Sumaya

From: Barry, Mary A. <MBarry@FDIC gov>
Sent: Monday, October 17, 2022 9:28 AM

To: Muraywid, SumayaA <SMuraywidE FDIC, gav>, b8 ; Ritchie, Kara L.
<KRitchis@FDIC sov>;! b8 i; Maggioni, Paul D. <PMaggioni@fDiCeov>; D8
b8 i Boyd, Annmarie H. <ABoyd@FDIC.gov>

¢ Collado, Larisa M. <i{ollado@ERIC.anv>: Ahrenholtz, Jason P. <iabiwenholtz@FDIC gov>; Dawley, Suzanne ). .
<sudawley@EDC o> b8 i Switzer, Rene O. <RSwitzer@EDIC, ga‘»x b8
b8 i b8 H b8

Subject: RE: Digital Assets - b4 b8 proposed activity

Sumaya amd _____ b8 :
Pleass see the letter fo b4, b8 Please let us know if you have any edits/comments or if it is ready to be sent
to the bank,

Thanks,
Mary

Mary A. Barry

Assistant Regional Director

Division of Risk Management Supervision
New York Region

b6

From: Muraywid, Sumaya A. <5Muraywid @FDIC. sov>
Sent: Wednesday, September 28, 2022 10:20 AM

__To: Barry, Mary A. <MBarry@FDIC gov>; | b8 b thchle Kara L. <KRitchie@FDIC.z0v>;
b8 | Maggioni, Paul D. <PMaggioni@EDIC.eov>; | b8 |
b8 »: Boyd, Annmarie H. <ABovd@FDIC.gov>
Cc Collado, Larisa M. <U2{}§Ead@ @FC pov>; Ahrenholtz Jason P. <ishrenholtz@PRIC pov>; Dawley, Suzanne ).
<sudawley @EDIC.gov>t Switzer, Rene O. <RSwitzer@FDIC, g:}v> b8 |
b8 P b8 4 b8 | '

Subject: RE: Digital Assets b4,b8 proposed activity

All - the templates are attached. Thanks for the discussion today, We'll review after you customize per our
discussion. Thanks.

From: Barry, Mary A. <MBarry@FDIC.gov>
Sent: Tuesday, September 20,2022 12:08 PM

To: Barry, Mary A.; i b8 : Muraywid, Sumaya A.; Ritchie, Kara L.; b8 Maggioni, Paul D.;
b8 | Boyd, Annmarie H.
Cc: Collado, Larisa M.; Ahrenholtz, Jason P.; Dawley, Suzanne L b8 L.; Switzer, Rene O.; King, Thaddeus J.;
3

REL0000042445



b8

Subject: Digital Assets - b4,b8 Eproposed activity
When: Wednesday, September 28, 2022 10:00 AM-10:30 AM (UTC-05:00 b8
Where: Microsoft Teams Meeting

We would like to set up a call to discuss this proposed activity ofi b4,b8 :l/vith b4,b8 Please forward along to
any other WO colleagues to participate. 777

Microsoft Teams meeting

b7(E)
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b8

From: Hughes, Frank R.

Sent: Monday, October 31, 2022 3:08 PM
To: Barry, Mary A.

Cc: Ritchie, Kara L.; Strockoz. Scott D.. H
Subject: RE: Digital Assets - b4,b8

proposed activity

You can send them through — thanks!

From: Barry, Mary A. <MBarry@FDIC.gov>
Sent: Monday, October 31, 2022 2:15 PM
To: Hughes, Frank R. <FHughes@FDIC.gov>

Cc: Ritchie, Kara L. <KR|tchle@FDIC gov>; Strockoz, Scott D. <SStrockoz@FDIC gov>; Hatheway, Marianne

<MHatheway@FDIC. gov>- b8

Subject: FW: Digital Assets - —! b4,b8 ;proposed activity

Frank,

Please see the attached letter to send to b4, b8

theway, Marianne;

b8

:tm their proposed crypto related activity, Kara

and | have worked with Legal and ocur WO counterparts and got this Tetler reviewed and approved {we used the
template request list that Sumaya provided to us). Marianne and Scott have also reviewed it With your approval, we

will send it through ECC for distribution 1o the bank,

Thank you,
Mary

Mary A, Barry

Assistant Regional Director

Division of Risk Management Supervision
New York Region

b6
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Federal Deposit Insurance Corporation
15 Braintree Hill Office Park, Braintree, MA 02184-8701 Boston Area Office

November 1, 2022

Board of Directors

b4,b8

Subject: Proposed Third-Party Crypto-Asset Activity

Dear Members of the Board:

By letter dated September 12, 2022, we received b4, b8 (the Bank)
notification that you are considering offering customers the ability to buy, sell, and hold Bitcoin
through the Bank’s branded online and/or mobile app 1nterface banking platform in conjunction
withi b4,b8 in response to Financial Institution
Letter (FIL), FiL-16-2022 Netificotion of Engoging in Cripto-Related Activiries. FIL-16-2022
requested that all FDIC-supervised institutions that intend to engage in, or that are currently
engaged in, any activities involving or related to crypto-assets (also referred to as “digital
assets”) promptly notify the appropriate FDIC Regional Director.

As notified through your letter, the Bank is in the exploratory stages and is not currently engaged
in any crypto-related activities. As such, please keep us updated as the bank progresses,
including the Bank’s proposed timeline for engaging in the activity.

As stated in FIL-16-2022, the FDIC may request that institutions provide information necessary
to allow the FDIC to assess the safety and soundness, consumer protection, and financial stability
implications of such activities. Please provide the information in the attached list by December
30, 2022, in order for the FDIC to begin those assessments. If the requested information has not
yet been developed, include the status and timeline for developing each item in the response, as
applicable. Once the FDIC has completed its review of the requested information, we will
determine whether additional information is necessary to complete the review of the activity.
When we have completed our review, the FDIC will provide the institution with relevant
supervisory feedback, as appropriate.

This letter is confidential and may not be disclosed or made public in any manner under part 309
of the FDIC Rules and Regulations (12 CFR part 309). If you have any questions, please contact
Case.Manager b8 Eati b6 or Acting Review Examiner b8

at b6 Written correspondence should be addressed to my attention at the New York
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November 1, 2022

Regional Office, and sent as a PDF document through the FDIC’s Secure Email portal
(securemail fdic gov) using the following e-mail address: MY Mailroom@@ FDIC gov.

CC:

b8

Sincerely,
Frank R. Hughes
Regional Director
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Institution: b4, b8

Request List: Crypto-Asset Trading Through Institution with Third Party

1. Contracts (including any draft contracts that bank is reviewing/considering).

2. Overview of the contracting process (e.g., who is/was involved in the review, analysis, and
structuring).

3. Any contract analysis performed prior to execution.

Description of the transaction flows and related controls.
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6. The bank S perm1s51b111ty analysis and determmatlon with respect to the activity.

7. Bank’s analysis of SEC SAB 121 and its applicability.

8. Cost-benefit analysis for the activity.

9. Project plan for the activity.

10. Vendor management. due dlhgence documentatlon and analysis related to both the third party

11. Descrlptxon of What happens to customers aceounts or aldines f Bltcom 1f the bank does
not continue or cancels offering the services provided by b4,b8 : or if the third party cancels
or fails to perform under the contract.

12. Description of any fees that will be charged to customers related to the activity, and how they
will be calculated. Also, describe if and how fees are split amongst the bank and any third-
partles mvolved in the act1v1ty ___________________

Bltcom a customer may purchase or sell (e.g. daily, weekly, monthly).

14. Description of the methodology that determines the price customer pays td b4,b8 :for
Bitcoin. This includes providing an explanation of how any market price is determined and
how the spread, if any, is calculated.

15. Customer agreements, disclosures, sample account statement, sample transaction receipt, and
other terms and conditions related to the activities provided by or through the bank and by
third parties (draft or proposed).

16. Marketing materials, press releases, internal scripts, educational materials, and any other
publicly-distributed information related to the activity (draft or proposed). This includes
screen shots/screen recordings of any online banking or mobile application user interfaces
(including hidden text that must be clicked) that will be made visible to customers by, or
through, the bank in connection with activity. Also, a live demonstration of the user interface
of the online banking or mobile application customer experience may be requested during the
review of this activity.

17. Any other due diligence materials.

18. Strategic plan that details how crypto-asset activity achieves objectives of the board and the
contingency plan should the activity fail to achieve the objectives.

19. Implementation plan. Please include expected activity volumes, income projections used to
determine whether the products are financially feasible, and any other analysis performed to
support launching the products.
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20.

21

24.

25.

Board and committee minutes reflecting discussion, analysis, approval, and any
documentation provided on the activity.

. Risk assessment(s) related to the activity.
22.
23.

Internal training materials related to the activity.

Policies and procedures that will govern the crypto-related activity, including those related to
consumer compliance and complaint resolution.

If not outlined in policies and procedures, framework of assigned responsibilities and
qualifications for those involved in day-to-day administration of crypto-related activity,
including internal controls responsibilities. Description of oversight responsibilities (e.g.
management, staff, committees (including members, frequency of meetings), and
collectively, their approval authority).

If program is Live/Beta Testing, provide transaction volumes that include: 1) number of
active accounts using this service through bank, 2) total number and dollar volume of buy
transactions completed (since implementation), and 3) total number and dollar volume of sell
transactions completed (since implementation).

RELO000042447






FDIC

Federal Deposit Insurance Corporation
300 South Riverside Plaza, Suite 1700 Chicago Regional Office
Chicago, IL 60606 (312) 382-6000

November 17, 2022

Board of Directors
b4,b8

RE: Review of: b4,b8 Potential Bitcoin Service

Members of the Board:

This office has reviewed your letter dated August 10, 2022, and the corresponding documents
provided in response to the FDIC Crypto Asset Facilitation Request List. Pursuant to Financial
Institution Letter (FIL) 16-2022, this letter provides supervisory feedback relative to the consumer
protection and risk management considerations of the proposed crypto-related activity. Please note
that the results of this review are subject to the confidentiality restrictions of Part 309 of the FDIC
Rules and Regulations.

SCOPE OF THE REVIEW

through its online banking platform,ib4,b8! and i b4,b8 ;
b4,b8 :Currently, the bank has no board-approved plans but continues to consider
implémenting the crypto asset service. Therefore, this review was limited in scope and the
assessment of the proposed service considered only the information provided to the FDIC as of the
date of this letter. The assessment focused on understanding the bank’s risk and compliance
management frameworks related to this service and steps taken by the bank to evaluate the crypto
asset service. This letter provides supervisory feedback for your consideration as you continue to

evaluate this service offering.

The review focused on the bank’s plans to offer clients the option to buy, hold, and sell Bitcoin

SUPERVISORY FEEDBACK

Crypto-related activities may pose safety and soundness and consumer protection risks to the
institution and its customers. The types and levels of risks are dependent on the activity,
implementation of the activity, and controls designed to mitigate the risks. Examples of risks that
may be present may include compliance risk, legal risk, operational risk, third party risk, and
strategic risk. Facilitating customer crypto asset trading alongside traditional banking products and
services may present heightened risk to the bank’s customers, such as:

e Confusion about the role of the financial institution in the crypto transactions;
e Lack of understanding about the nature and risks associated with crypto asset products;
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Raoard.of.-Directars

b4,b8

Page 2

e [Inability to differentiate between the nondeposit products and traditional banking products,
such as deposit accounts; and
e Misperceptions about federal deposit insurance coverage.

The FDIC’s Advisory to FDIC-Insured Institutions Regarding FDIC Deposit Insurance and
Dealings with Crypto Companies issued on July 29, 2022, through FIL 35-2022 may serve as a
useful resource for the Board and management regarding risks and concerns arising from crypto
assets offered by, through, or in connection with insured depository institutions. For example, Part
328, Subpart B of the FDIC’s Rules and Regulations, titled “False Advertising, Misrepresentation
of Insured Status, and Misuse of the FDIC’s Name or Logo,” can apply to non-banks, such as
crypto companies. Accordingly, the bank should determine if its third-party risk management
policies and procedures effectively manage crypto-related risks, including compliance risks related
to Part 328, Subpart B.

The information provided to the FDIC on the proposed crypto asset service throughb4,b8

highlights that various aspects of the bank’s risk and compliance management framework related to
this service are in a development or pre-development phase, including:

due diligence;

contract, contracting process, and contract review and analysis;

legal permissibility analysis;

project and implementation plan;

policies and procedures that will govern the activity;

customer facing materials such as the online banking platform, marketing materials, press
releases, internal scripts, educational materials, or other publicly distributed information
related to the activity; and,

e internal training.

The Board and management should ensure appropriate risk and compliance management
frameworks are in place prior to implementation of this activity to enable safe and sound operations
and compliance with appropriate laws and regulations. In addition to the items noted above that
remain in development, this includes performing a comprehensive assessment of the proposed
service that includes a detailed and documented assessment of the risks and mitigating controls.
The vendor risk assessments conducted on b4,b8 were limited in scope and were
largely limited to information security and data access. These risk assessments do not contemplate
the nature and new, heightened, or unique risks of this particular service. For example, the risk
assessments did not consider the risks and responsibilities associated with the draft contract
provisions, or adequately consider anti-money laundering/countering the financing of terrorism risk
implications, potential legal risks related to permissibility, or risk of customer confusion that could
result from offering a nondeposit product alongside traditional banking, among other things.

Once fully developed, the Board’s review and approval of the risk assessment and vendor due
diligence should be documented in the Board minutes. While the institution continues to develop a

REL0000042451



Board of Directors

bd,b8

i Page 3

risk and compliance management framework to identify, assess, and control for the types of risks
presented by this crypto asset service, the Board and management should consider the following:

Disclose information in simple plain language statements that fully inform customers about
the nature and risks of the crypto asset service offered through the institution, which
customers must read and affirmatively acknowledge separate from other terms and
conditions or disclosures embedded within the online banking platform. The placement,
format, and timing of any such information in public facing materials, such as the online
banking platform, customer disclosures, trade confirmation, and accounts statements, should
be clear and conspicuous. The Interagency Statement on Retail Sales of Nondeposit
Investment Products may serve as a useful resource for bank management to enhance the
risk assessment process and ensure clear and conspicuous language is provided to customers
in a manner that:

o Neither misleads, nor confuses, or is likely to mislead, the institution’s customers

about the role of the institution in facilitating its customers’ transactions with crypto

asset providei bd4,b8 :or the institution’s endorsement of such products or services.

o Minimize the possibility of customer confusion between the protections afforded to
the institution’s FDIC-insured and non-insured products.

o Provide clear and complete information on the possible loss of value associated with
the b4,b8 iservice.

o Clearly and conspicuously disclose any transaction limitations and restrictions

associated with the crypto asset service.

Develop and maintain an effective compliance management system that is commensurate
with the financial institution’s crypto asset service and allows the institution to effectively
identify, measure, monitor, and address consumer protection risks, including those related to
unfair or deceptive acts or practices.

Ensure relevant personnel at the institution have sufficient knowledge and resources to
effectively respond to questions, concerns, inquiries, and complaints related to this service.
According to the documents provided to the FDIC, customers are expected to contact the
bank’s customer service team for support regarding the crypto asset service.

Identify the ongoing monitoring, performance criteria, and reporting needs that will assist
the Board and management with the ongoing governance and risk management over this
service.

The FDIC requests that the bank notify this office of any material developments related to the
proposed crypto activity. The FDIC intends to perform a more in-depth review as management
moves further along in the due diligence process. Additionally, please submit the items previously
requested on July 19, 2022, once fully developed, including complete risk and compliance
management control documentation applicable to this service, prior to implementing the proposed
activity. If the bank is considering engaging in additional crypto-related activities, we request
notification that describes the activity in detail and provides the institution’s proposed timeline for

REL0000042451



Board of Directors

b4,b8

Page 4

engaging in the act1v1ty This includes notification if the bank plans to engage in expansion serv1ces

offered througti b4,b8 | such as the b4,b8 {Program or| b4,b8

As a reminder, written correspondence can be sent to this office as a PDF document through the
FDIC’s Secure Email portal (securemaii fidic sov) using the following e-mail address:
CHIMailRoom(@FDIC. gov Informat1 on about how to use secure email and FAQs about the
service can be found at { Juecursemail - If there are anv.auestions about this correspondence,

please contact Case Manageré b8 fat b6
Sincerely,
Gregory P. Bottone
Regional Director
cc: b8

Federal Reserve Bank of St. Louis
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Federal Deposit Insurance Corporation
1100 Walnut Street, Suite 2100 Division of Risk Management Supervision
Kansas City, MO 64106 Kansas City Regional Office | (816) 234-8000

November 17, 2022

MEMORANDUM TO: Correspondence File

FROM: b8 |
Case Manager (CM)

SUBJECT: b 4 : b 8
Crypto Update

CM: b8 requested this meeting to dlscuss the status of the proposed crvofo. facilitation service the bank

olans o offer in early 2023. President /CEO; b4,b8 EVP/CFO b4,b8 !

b4,b8: and COO b4,b8 i met with CM Tivia Mrcrosoft Teams on November 17, 5022

pause. 1 stated that we (FDIC) do not have a position on the topic, but rather want to be a resource for
interested institutions. I noted that the FDIC is privy to a number of banks that are going through the due
diligence process, which allows us to offer useful perspective. I stated our goals are the same; that we want
the bank to operate in a safe, sound, and profitable manner. T added that we can be a resource to help ensure
potential risks are identified, effective controls are in place, and consumer disclosures are clear to mitigate
and/or reduce risk to the bank.

help the bank remain competitive with other institutions in its market. CO b4 b8 btated that b4,b8

......

application programming interface is still stalled. She plans to reach out toi b4,b8!in the near-term to see
what the bank’s options are as management and the Board are considering aborting the activity all together

I mentioned that if management elects to move forward with the crypto facilitation service that the FDIC will
send a request list prior to implementation, noting that the request list is a good tool to ensure due diligence,
risk assessments, policies and procedures, controls, and disclosures are effective.

Based on the lack of progress and management’s plan to, at a minimum, pause the project, KCRO will hold-
off on sending a crypto request list.
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From: b8

To: FDIC Chicaqo Regional Office

Cc: RMS_CHI SECRETARIES

Subject: FW: Please RADD

Date: Thursday, November 17, 2022 11:55:18 AM

Choose One:
PDF Email Only

Business Line; RMS .
Bank Name b4.,b8
City, Statel b4,b8 -

SOURCE: Bank

Folder: Correspondence

Doc Name: Misc from Bank e

Description: Follow-up Information from Call with presiden b4,b8§on 11-17-2022

v pa B

Case Manager.
Officei b6 |

Cell Phonesf b6 i

----- On ginal Message-----

Fromj b4,b8
Serllt: Thursday. November 17. 2022 11:26 AM .
Tol b8

Suf)ject: RE: [EXTERNAL MESSAGE] RE: Digital asset loans and deposits - Secure email

; b4, b8 Ea crypto related hedge fund. Total of $17MM that came through

b4,b8 E'H'é!said he was more comfortable having the funds at  b4,b8 |

Loan info:

b4,b8

b4,b8

Best,

b4,b8

--- Originally sent by b8 n Nov 17, 2022 9:32 AM --- Thanks.
b8

Case Man ager
Office: i

Cell Phone  b6.b8
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————— Original Message-----

Fron’]: b4,b8 E
Sent: Thursdav. November 17. 2022 9:.31 AM !
Toi b8 ;

Subject: [EXTERNAL MESSAGE] RE: Digital asset loans and deposits - Secure email

H! b8

All is well. "1l call you in about 30 min.

--- Originally sent by b8 n Nov 17,2022 9:10 AM ---

This
message was sent securely using

71X
®

Good Morning b4, b8

Wheuo xoueet.a.chance, could you give me a call
a b6 {o discuss any trends you are observing with the

voice message. Thanks.

b8

Case Manager

ommee:; b6,b8 |

Cell Phonei b6 ) b8 H
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This message was secured by
Zix

®

This message was secured by Zix(R).

This message was secured by Zix(R).

This message was secured by Zix(R).
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b4,b8

b8

From: b8

Sent: Monday, November 28, 2022 8:26 AM

To: Slovinski, Steven P b8

Cc: Goni, Catherine H; b8

Subject: FW: 6/9 Crypto-Related Activities Presentation - Question

iood morning Steve and b8 ............... -
The WO requested some darification orf b4,b8 ECrypto«reEa‘E:ed hotdings last week. | responded guickly and should have

included you both ~ to keep you in the ioop!

My apologies. hope you both had a nice Thanksgiving holiday!

b8

From; b8 |
Sent: Wednesday, November 23, 2022 12:04 PM

To: Murawwid_ Sumava A <SMuravwid@ED|C.gav>: Goni. Catherine H. <CGani@EDIC.gov>

Cc b8 b8 Collado, Larisa M.
<LCollado@FDIC.gov>; Ahrenholtz, Jason P. <jahfenholtZ@FDIT.E6VS

Subject: Re: 6/9 Crypto-Related Activities Presentation - Question

b4,b8us a bank syhsidiary and not FDIC supervised. It is a registered broker-dealer b4,b8 lisa

“division of the bank and;P4P8!is named custodian. In the past, assets were held in sub-custody with another party

but I think they recently moved the assets td b4,b8 %as well-Mast custodians, including b4,b8 | have the

ability to record keep domestic and international assets. Also;b4,b8has a significant international client base.

In general, custody client assets get into their accounts one of two ways- have a broker buy them and have them
settle into their account at the bank or they have the bank buy them. This is a service some banks provide and
we review for compliance with Regulation R.

I hope this helps a bit! Let me know if you have additional questions.

Get Qutlook for 10S

From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>

Sent: Tuesday, November 22, 2022 5:44:07 PM

To b8 $oni, Catherine H. <CGoni@FDIC.gov>

Cc: b8 N b8 iCollado, Larisa M.
<LCollado@FDIC.gov>; Ahrenholtz, Jason P. <jahrenholtz@FDIC.gov>

Subject: RE: 6/9 Crypto-Related Activities Presentation - Question

HébBL» can you clarify, th b4,b8 a ﬁdb4’b8- does the custody activity happen through the banks Trust

department? And several of these are not U5, based or traded on LLS. exchanges as far as | can tell. How does the bank
acquire or custody such holdings? Thanks.
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From: b8

Sent: Tuesday, June 21, 2022 10:59 AM

To: Muraywid, Sumaya A. <SMuraywid @FDIC.gov>; Goni, Catherine H. <CGoni@FDIC.gov>

Cc: Macias, Sandra <SMacias@FDIC.gov>; b8 b8
; b8 Collado, Larisa M. <LCollado @FDIC.gov>! b8 i
' Subject: RE: 6/9 Crypto-Related Activities Presentation - Question

Good morning Sumaya and team, - -
{ have received some detalls on the D4,D8 holdings., All of these holdings were client directed, but we don't know if

they were purchased by the bank or received in-kind, The assets are broken oul by division:

b4,b8 Trust Department)
e 1 client holding 50 sharesﬁl_ _______ b4bg8. : unknown if bank purchased upon client
direction or if received in-kind b4,b8
bd,b8!cystody . _
& Multiple holdings across a number {approx. 124} of domestic/international clients totaling b4,b8

b4,b38

b4,b8

_,I}whcn custodies client assets a b4,b8 Although not regulated by the FDIC, the bank
tholdings which included:

~ b4,b8
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From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>
Sent: Thursday, June 16, 2022 9:45 PM

Cc: Macias, Sandra <SMacias@FDIC.gov>;

To: b8 iGoni. Catherine H. <CGoni@EDIC.govz,
b8

b8 Collado, Larisa M. <LCollado@FDIC.gov>
Subject: RE: 6/9 Crypto-Related Activities Presentation - Question

b8 i:nd catherine —to follow-up on our discussion sarlier this week, 1) of

b8

b4,b8

you can proceed with asking

the bank the questions you lald out wrt frust versus investment management account angd direction on file, and 2} were

you able to follow-up with the exam team on the information they obtained during the

From; b8
Sent: Friday, June 10, 2022 1:42 PM
To: Muraywid, Sumaya A. <SMuraywid @FDIC.gov>

!,_,C,c,;_GngfL.__Ca.the[ineﬂ,_<CGoni@FD!C.gov>; Macias, Sandra <SMacias@FDIC.gov>

b4, b8 exam?

: b8 ! b8
Subject: RE: 6/9 Crypto-Related Activities Presentation - Question

Hi Sumaya,

b8

Pwould be happy to meet with you. Next weel is a bit crazy but | am wide open Monday afternoon {best from 2pm-
Bpm} or Wednesday or Thursday mornings. Feel free to propose a time that works best with vour schadulel{s) as 1 am
sure you have more meetings than me! | am planning to attend the FREC Advanced AML sessions next week but happy

to skip a session if the afternoons are better for you.

b8

From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>

Sent: Friday, June 10, 2022 1:28 PM
To: b8 |

£c: Goni, Catherine H. <CGoni@FDIC.gov>; Macias, Sandra <SMacias@FDIC.gov>;

b8 b8

Subject: RE: 6/9 Crypto-Related Activities Presentation - Question
Hii b8

Can you set up some time to discuss your questions with ys?

Thanks
Sumaya

From: Miller, Rae-Ann <RMiller@FDIC.gov>

Sent: Friday, June 10, 2022 10:46 AM .
To:! b8

b8

Cc: Goni, Catherine H. <gGoni@FDlC.gov>;§ b8

Muraywid, Sumaya A.

<SMuraywid@FDIC.gov>; i b8
Subject: RE: 6/9 Crypto-Related Activities Presentation - Question

...............

the! b4,b8 name in another bank in SFRTY

Th ki b8 E am copying Sumaya and b8 for fotiow up. b8 | woris with us closely on these matters. | have seen
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From! b8

Sent: Friday, June 10, 2022 8:01 AM

To: Miller, Rae-Ann <RMiller@FDIC.gov>
Cc: Goni, Catherine H. <CGoni@FDIC.gov>; b8 I b8

b8 ;

Subject: 6/9 Crypto-Related Activities Presentation - Question

Good morning Rae-Ann,

| was the person who asked the trust department question in yesterday’s presentation. First, my question/comment
was poorly crafted — it is hard writing a question while listening to a presentation! Regardless, | thought | would ask
about trust since we are seeing an increase in crypto-related assets in our departments. | probably should have left the
second part of my comment out — it is a much broader issue than crypto. In short, for those | have copied on this email,
here is clip of my question:

Anonymous (Youd o

Does the WO want banks to report trust or
custody crypo-related assets? We are
seeing an increase in such holdings - in
ETFs, Trusts {Greyscale, Bitcoin Trust), and
other areas {Coinbase, etc). It may be
directed by the client; we are uncertain if
ary trust departments/finvestment
managers are recommending these for
clients in alternative Investment allocations
of a client account. We are also aware that
some banks may try and move operating
funds from digital asset deposit accounts
to custody/trust systems for sweeps,

The first part: | just wanted to make sure that the Washington Office wants banks to report crypto-related trust assets
to the FDIC under FIL-16-2022. These are customer assets and while they largely appear to be client directed from what
we have seen, | imagine it is a matter of time before investment professionals are buying these alternative investments
in client portfolios. | have asked our trust SMEs to inquire about digital asset activities during pre-exam

planning. Currently, the NY Region has.at least.ane trust department that we know of (and has reported) that has
ETF/Trust related holdings in b4,b8 tandi b4,b8 ! Another examiner has identified a
number of holdings in custody accounts at another bank and it has been escalated to the EIC to determine next

steps. While | don’t envision them setting up any networks, | think it is just the start of things. Banks that administer
Estates for clients could very easily see these assets come into the bank for estate settlement. They will have to
determine whether they will accept this type of business. If they take on this responsibility then questions and concerns
will arise over how do you gather these assets, recordkeep the assets, then sell or distribute them to the heirs at the
appropriate time. There are also the traditional operational controls, tax reporting, and regulatory reporting (Call
Report RC-T) requirements to be dealt with.

| won’t get into the second part of my submission now but happy to chat about it at another point.

Have a good weekend!
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b8

Trust Examination Specialist, Division of Risk Management Supervision
Federal Deposit Insurance Corporation
15 Braintree Hill Office Park, Suite 200

_..Braintree. MA 02184-870]

b6

!
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Dallas Regional Office

600 North Pearl Street, Suite 700
Division of Risk Management Supervision Dallas, Texas 75201
Division of Depositor and Consumer Protection (214) 754-0098 FAX (972) 761-2082

FDI

FEDERAL DEPOSIT INSURANCE CORPORATION

SENT VIA SECURED ELECTRONIC MAIL

November 30, 2022

Board of Directors
b4,b8

Subject:  Response to Notification Regarding Crypto Facilitation

Dear Members of the Board:

The FDIC acknowledges the notification provided by Senior Vice President: b4,b8
letter dated October 13, 2022, regarding the bank’s intent to offer bitcoin services to its
i_cus.tamers_ through a thlrd -party arrangement with | b4,b8

2022 Notlﬁcatlon of Engaging in Crypto-Related Activities.

Subsequently, in an email dated November 10, 2022, Executive Assistanté b4,b8 istated
that the bank does not intend to offer bitcoin services to customers or perform testing at this time.
The FDIC acknowledges the Bank’s updated status related to these activities. We request that
the Bank notify this office if the status of these activities, or any other proposed crypto-related
activity, changes in the future.

This letter is confidential and may not be disclosed or made public in any manner under part 309
of the FDIC Rules and Regulations (12 CFR part 309). If you have questlons relating to safety

and soundness, please contact Case Manager | b8 iat | b6,b8 ior email at
i b8 VI you have questions relating to CRA or consumer comphance please
contact Review Examiner ! b8 ati | b6,b8 or email at b8

As a reminder, written correspondence should be addressed to Kristie K. ElImquist, Regional
Director, FDIC, Dallas Regional Office, and sent as a PDF document through the FDIC’s Secure
Email portal (https://securemail fdic.gov/) using the following e-mail address:
DALMailRoom(@fdic.gov. Information about how to use secure email and FAQs about the
service can be found at https://www fdic.gov/secureemail/.

Sincerely,

Kristie K. Elmquist
Regional Director

CC: b8
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@ nsurance Corporation b 8

Division of Depomtor and Consumer Protection

December 13, 2022

Board of Directors

b4,b8

Re: Consumer Compliance Report

Members of the Board:

The Comnliance Renaort. of Examination (Report) prepared as of June 21, 2022 by Examiner-
in-Charge b8 is enclosed. The compliance examination included a comprehensive
review of YoUT &Ioits t6 adiminister an effective compliance management system (CMS) and a
risk-based review of your compliance with applicable consumer protection and fair lending laws
and regulations. Please note that information contained in the Report and this transmittal letter is
subject to the confidentiality restrictions pursuant to Part 309 of the FDIC Rules and Regulations.

b4,b8

b4, b3 A written response is requested for

for customer confusion regarding the bank’s arrangement w1th _________ b4,b8 | to place kiosks
inside of bank branches. With respect to the remaining recommendatlons, it is our understanding
that management is in the process of and/or has already taken corrective action. As such, no
additional response is required; however, please maintain supporting documentation for review

at your next compliance examination.

You are also encouraged to complete the Post-Examination Survey using the website and
access code provided. The survey is part of our continuing effort to improve the quality and
efficiency of our examination process.

Please review the Report at an official meeting of the Board and document the review within
the meeting minutes. As noted above, a written response to the crypto-related recommendation
is required within 45 days of receipt of the Report. The response should provide details,
including any supporting documentation, such as disclosure and signage language placed on and
around the kiosk locations, as well as, in brochures and any other print materials available to
consumers.
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b4,b8

Written correspondence can be sent to this office as a PDF document through the FDIC’s Secure
Ema11 portal (zecuremail fdic sov) using the following e-mail address:

i b8 t Information about how to use secure email and FAQs about the
service can be found at {ic.¢ ii. If there are any questions about the Secure Email
_process or the exammatlon ﬁndlngs please contact me at b6 ‘or
b8
Sincerely, .
Review Examiner
Enclosures

cc: State, Federal Reserve
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b8

Subject: FW b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity
Resporise 1etter

To RADD:
information on Approvals by FDIC RD, WO, and b8 to send letter.

b4,b8

From: Barry, Mary A. <MBarry@FDIC.gov>
Sent: Wednesday, December 14, 2022 1:48 PM _

To b8 |
Subject: FW:! b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter
b8

The DRDs/RD have reviewed the letter and don't have changes so vou can send it to Sumaya and b8 ifor Rae-Ann
and Chris’ review. You may also give the State a heads up on this letter and share a draft.

Thanks,

Mary

From: Hughes, Frank R. <FHughes@FDIC.gov>

Sent: Wednesday, December 14, 2022 11:08 AM

To: Hatheway, Marianne <MHatheway@FDIC.gov>

Cc: Strockoz, Scott D. <SStrockoz@FDIC.gov>; Kaemingk, Jessica A. <JKaemingk@fdic.gov>; Barry, Mary A.
<MBarry@FDIC.gov>

Subject: RE:E b4,b8 :RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Pdon't have any chanees — thanks,

From: Hatheway, Marianne <MHatheway@FDIC.gov>

Sent: Wednesday, December 14, 2022 9:26 AM

To: Hughes, Frank R. <FHughes@FDIC.gov>

Cc: Strockoz, Scott D. <SStrockoz@FDIC.gov>; Kaemingk, Jessica A. <JKaemingk@fdic.gov>; Barry, Mary A.
<MBarry@FDIC.gov>

Subject: Fwd:§ b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Frank -

Attached is the letter that we would like to send td b4,b8 regarding their decision not to pursue

crypto activities at this time. Mary, Scott, and | have completed our review. After this review, the

letter will be sent to WO for final review before sharing it with the state.
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Marianne

Get Qutlook for iOS

From: Barry, Mary A. <MBarry@FDIC.gov>
Sent: Tuesday, December 13,2022 11:18 AM
To: Hatheway, Marianne <MHatheway@FDIC.gov>: Strockoz, Scott D. <SStrockoz@FDIC.gov>

Cc: Ritchie, Kara L. <KRitchie@FDIC.gov>; b8 > | b8
b8 ; Maggioni. Paul D. <PMaggioni@FDIC.gov>
Subject: FWi b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Marianne and Scott,
Please see the attached letter to send t b4,b8 regarding their change in status with their
crypto-related activity. As you can see from the email chain below, WO asked for the DRD/RD before sending it back
dowin to WO for Ras-Ann and Chris’ review. Please let me know if vou have any comments. If not, you can share with
Frank.

Thanks,
Mary

From b8
Sent: Wednesday, December 07, 2022 7:41 PM
To: Barry, Mary A. <MBarry@FDIC.gov>

Cc: Ritchie, Kara_L.<KRitchie@ERIC.gav>: Maggioni, Paul D. <PMaggioni@FDIC.gov>
Subject: FW b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter
Hi Mary —

Attached is a copy in which | accepted the changes which came out of WO, Please request DRD/RD review. Then, they
want it back one last time for Rag Ann and Chris to take a look,

After all that | need to remember to loop in}

—Ahanks.
i b8 i

b8

Case Manager, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

15 Braintree Hill Office Park

Braintree, MA, 02184

This message contains information that is PRIVILEGED and CONFIDENTIAL, pursuant to 12 C.F.R. Parts 308 and 309; the
deliberative process privilege; the bank examination privilege; the attorney work product doctrine; and/or the attorney-

2
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client privilege. If you are not the intended recipient, you must not read, use or disseminate the information; please
advise the sender immediately by reply e-mail and delete this message and any attachments without retaining a

copy. Your receipt of this message is not intended to waive any applicable privilege. Please do not forward or otherwise
disseminate this message without the permission of the Federal Deposit Insurance Corporation.

From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>

Sent: Wednesday, December 07, 2022 4:34 PM

To

b8

b8

Cc: Ahrenholtz, Jason P. <jahrenholtz@FDIC.gov>; Collado, Larisa M. <LCollado @FDIC.gov>; Ritchie, Kara L.

<KRitchie@FDIC.gov>; Barry, Mary A. <MBarry@FDIC.gov>; Maggioni, Paul D. <PMaggioni@FDIC.gov> b8

b8 i

‘Subject: RE:E

b8

b4,b8 {RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Thank you for sending this for our review. RMS/DCP/Legal statf level adits are attached. After the DRDs/RD review,
please send it back for Rae-Ann and Chris’s review,

Thanks

Surmaya

From: b8

Sent: Fridav._December.2. 2022 4:47 PM

T¢ b8 Muraywid, Sumaya A. <SMuraywid @EDIC.gov>

Cc: Ahrenholtz, Jason P. <jahrenholtz@FDIC.gov>; Collado, Larisa M. <LCollado@FDIC.gov>; Ritchie, Kara L.

<KRitchie@FDIC.gov>; Barry, Mary A. <MBarry@FDIC.gov>; Maggioni, Paul D. <PMaggioni@FDIC.gov>! b8
b8 e
' Subject:! b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Hedl b8 and Sumays,

The tearn here {NYR(OYs RMS, DCP and Legal reprasentatives) have prepared/reviewed the attached draft letter using
vour template. ARD Mary Barry asked me to send it along to vou for 2 quick WO review,

{Once we have your feadback, we will reach out to thel b8 i and then send it up to our DRD and RD
to get the letter issued. The two word docs are identical, but one has the margins expanded to fit the letter onto one

page,

Tharnks and have a nice weekend.

b8

“Case Manager, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

15 Braintree Hill Office Park
Rraintree._MA._021R4

b6

BACAARY AN

fdic.sov
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From b8

Sent: Wednesday, November 23, 2022 11:35 AM

To: Ritchie, Kara L. <KRitchie@FDIC.gov>; Barry, Mary A. <MBarry@FDIC.gov>; Maggioni, Paul D.
<PMaggioni@FDIC.gov>} b8 it b8 ;

Cc: Muraywid, Sumaya A. <SMuraywid @EDIC.gov>; Ahrenholtz, Jason P. <jahrenholtz@FDIC.eov>; Collado, Larisa M.
<L Collado@FDIC.gov>

Subject: RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Thanks for the update! Could you all please draft a letter to the bank to acknowledge the change in status? Pve
attached a sample you can reference. If yvou could please send us for a quick WO review we would appreciate it and this
will close the loop with this bank for now.

b8

Consumer Compliance Technology Specialist
FDIC | Division of Depositor and Consumer Protection

b6

From: Ritchie, Kara L. <KRitchie@FDIC.gov>
Sent: Friday, November 18, 2022 4:00 AM b8

-Ja: Barry, Mary A. <MBarry@FDIC.gov>; Maggioni, Paul D. <PMaggioni@FDIC.gov:

b8 iMuraywid, Sumaya A. <SMuraywid @FDIC.gov>; b8 i

Subject: RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Tharks Mary!

iara L. Ritchie

Assistant Regional Director — Compliance and CRA
FDIC New York Region

15 Braintree Office Hill Park

Braintree, Massachusetts 02184

kritchie@fdic ooy

b6

From: Barry, Mary A. <MBarry@FDIC.gov>
Sent: Thursday, November 17, 2022 2:16 PM

To: Ritchie, Kara L. <KRitchie@FDIC.gov>; Maggioni, Paul D. <PMaggioni@FDIC.gov> b8

b8 | Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; b8 5

' Subject: FW: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Fyi - b4 b8 i has suspended the exploratory phase as acting as a finder of providing Bitcoin services to its

customers through third parties.
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b8

From: Muraywid, Sumaya A.

Sent: _ Friday, December 23, 2022 9:11 AM

To: b8

Cc: b8 ] ; Barry, Mary A; Collado, Larisa M.; Macias, Sandra; Marks, Alicia R,
Ritchie-Karal i b8 i

Subject: RE b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity

Response Letter

b8 both Rae-Ann and Chris have reviewed and have no edits. Thank you and sorry for the delay.

From: Muraywid, Sumaya A.
Sent: Tuesday, December 20, 2022 3:34 PM

T¢ b8

Cc b8 iBarry, Mary A. <MBarry@FDIC.gov>; Collado, Larisa M.
<LCollado@FDIC.gov>; Macias, Sandra <SMacias@FDIC.gov>

Subject: R b4,b8 : [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

H b8 i we have one sign off, waiting for one more. Will keep you posted and thanks for checking in.

[

Frori b8
Sent: Tuesday, December 20, 2022 2:44 PM

To: Muravwid, Sumava.A. <SMuravwid@FDI_C.gov>
Cd b8 Barry, Mary A. <MBarry@FDIC.gov>
Subject: RE: b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Hello Sumaya,
Hope this email finds you well, Do you have an update on the status of the Rae Ann and Chris review of this letter?

From b8

Sent: Wednesday, December 14, 2022 2:00 PM

To: Muravwid. Sumaya A. <SMuravwid@EDIC.gov>

ce b8 _.iBarry, Mary A. <MBarry@FDIC.gov>

Subject: RE:E b4,b8 iRE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Hello Sumays,
The New York DRDs/RD have reviewed the letter and don’t have changes, 1tis ready for Rae-Ann and Chyis’ review,

b8

Case Manager, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

15 Braintree Hill Office Park

Braintree. MA..02184

b6
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FDIC

From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>
Sent Wednesday, December 07,2022 7:37 PM

To: b8

Cc:é b8

Subject: Ri b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Thanks!

From b8

Sent: Wednesday, December 7, 2022 7:37 PM ; ,

To: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>} b8 ;

Cc: Ahrenholtz, Jason P. <jahrenholtz@FDIC.gov>; Collado, Larisa M. <LCollado @FDIC.gov>; Ritchie, Kara L.
__<KRitchie @FDIC.gov>; Barry, Mary A. <MBarry@FDIC.gov>; Maggioni, Paul D. <PMaggioni@FDIC.gov> b8
b8 :

Subject: RE.; b4,b8 ERE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Thank you Sumavya.
The changes look good to me and 'l pass the document to be reviewed by DRD/RD. Then we'll send back to W for Rae
Ann and Chris review,

b8

Case Manager, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

15 Braintree Hill Office Park
Braintree_MA_02184

b6

fdic.zoy

FDIC

This message contains information that is PRIVILEGED and CONFIDENTIAL, pursuant to 12 C.F.R. Parts 308 and 309; the
deliberative process privilege; the bank examination privilege; the attorney work product doctrine; and/or the attorney-
client privilege. If you are not the intended recipient, you must not read, use or disseminate the information; please
advise the sender immediately by reply e-mail and delete this message and any attachments without retaining a

copy. Your receipt of this message is not intended to waive any applicable privilege. Please do not forward or otherwise
disseminate this message without the permission of the Federal Deposit Insurance Corporation.

From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>
Sent: Wednesday, December 07, 2022 4:34 PM ,
To b8 ; b8

Cc: Ahrenholtz, Jason P. <jahrenholtz@FDIC. gov> Collado, Larisa M. <LCollado @FDIC. gov> thchle Kaza-
<KRitchie @FDIC.gov>; Barry, Mary A. <MBarry@FDIC.gov>; Maggioni, Paul D. <PMaggioni@FDIC.gov> b8
E b8 !
Subject: RE: b4,b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

b8

Thank you for sending this for our review. RMS/DCP/Legal staff level edits are attached. After the DRDs/RD review,
please send it back for Rae-Ann and Chris’s review,
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Thanks

Sumaya

From:: b8

Sent: Friday, December 2, 2022 4:47 PM .

Tos b8 iMuraywid, Sumaya A. <SMuraywid @FDIC.gov>

Cc: Ahrenholtz, Jason P. <jahrenholtz@FDIC.gov>; Collado, Larisa M. <LCollade @FDIC.gov>; Ritchie, Kara L.

<KRitchie@FDIC.gov>; Barry, Mary A. <MBarry@FDIC.gov>; Maggioni, Paul D. <PMaggioni@FDIC. gov>- b8
b8 : i

Subject: b4’b8 RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Hell b8 and Sumaya,
The team here (NYRO's RMS, DCP and Legal representatives) have preparad/reviewad the attached draft letter using
yvour template. ARD Mary Barry asked me to send it along to you for a guick WO review.

Once we have your feedback, we will reach out to ’ché b8 and then send it up to our BRD and RD
to get the letter issued. The two word docs are identical, but one has the margins expanded to fit the letter onto one
PagE,

Thanks and E’za\m a nice weekend.

b8

Case Manager, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

15 Braintree Hill Office Park

Braintree. MA. 02184

b6

fdic.gov

FDIC

Fromi b8 ;
Sent: Wednesday, November 23, 2022 11:35 AM

To: Ritchie, Kara L. <KR|tch|e@FDIC gov>: Barry, Mary A. <IVIBarrv@FDIC gov>; Maggioni, Paul D. .
<PMaggioni@FDIC.gov>; b8 -j b8 5

Cc: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; Ahrenholtz, Jason P. <jahrenholtz@FDIC.gov>; Collado, Larisa M.
<LCollado@FDIC.gov>

Subject: RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Thanks for the update! Could you all please draft a letter to the bank to acknowledgs the changs in status? l've
attached a sample you can reference. I yvou could please send us for a guick WO review we would appreciate it and this
will close the loop with this bhank for now.

b8

Conswmey Complance Technology Specialist
FEML | Division of Depositor and Consumer Protection

b6
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From: Ritchie, Kara L. <KRitchie@FDIC.gov>

Sent: Friday, November 18, 2022 4:00 AM

To: Barry, Mary A. <MBarry@FDIC.gov>; Maggioni, Paul D. <PMagg|om@FDlC ;zov>-

b8

b8

i Muraywid, Sumaya A. <SMuraywid@FEDIC, gomi

Subject: RE: [EXTERNAL MESSAGE] Crypto-Asset Activity Response Letter

Thanks Mary!

Kara L. Ritchie

b8

Assistant Regional Director — Compliance and CRA

FDIC New York Region

15 Braintree Office Hill Park
Braintree, Massachusetts 02184

kritchie@fdic.gov

b6

From: Barry, Mary A. <MBarry@FDIC.gov>

Sent: Thursday, November 17, 2022 2:16 PM

To: Ritchie_Karal._ <K

b8

itchie@FDIC.gov>; Maggioni, Paul D. <PMaggioni@FDIC. gov>:

b8

Muraywid, Sumaya A. <SMuraVW|d@FDIC.gov>g

b8

Subject: FW: [EXTERN

\L MESSAGE] Crypto-Asset Activity Response Letter

c:a.mmme st% ngjz tha d parim .
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b8

b8

From:

Sent: Thursday, Decerniber 15,2022 9118 AM

To: b8

Ce: Barry, Mary A.

Subject: EXTERNAL MESSAGE] R il
ubjec [ ] Re b4,b8 secure mail)

Hey: b8

Thank for providing a draft of the letter. It looks good.

From b8
Sent: Wednesdav. December 14. 2022 2:04 PM oo, ,
To: b8

Cc: Barry, Mary A. <MBarry@FDIC.gov>
Subject: b4,b8 secure mail)

CAUTION: This email originated from a sender outside of the b8 | mail
system. Do not click on links or open attachments unless you recognize the sender and know the
content is safe.

H&’.HOE b8

[ RR—

fwanted to give you a heads up on the attached draft letter, which we plan to issue shortly.

Previous correspondence issusd by the bank and by the FDIC on this matter are available in RADD.

Let me know if you have any questions.

_____ Thanks.,

b8

Case Manager, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

15 Braintree Hill Office Park

Braintree, MA, 02184
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This message contains information that is PRIVILEGED and CONFIDENTIAL, pursuant to 12 C.F.R. Parts 308 and 309; the
deliberative process privilege; the bank examination privilege; the attorney work product doctrine; and/or the attorney-
client privilege. If you are not the intended recipient, you must not read, use or disseminate the information; please
advise the sender immediately by reply e-mail and delete this message and any attachments without retaining a

copy. Your receipt of this message is not intended to waive any applicable privilege. Please do not forward or otherwise
disseminate this message without the permission of the Federal Deposit Insurance Corporation.
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Federal Deposit Insurance Corporation
Division of Risk Management Supervision
Division of Depositor and Consumer Protection
1100, Walnut Street, Kansas City, Missouri 64106 Phone (816) 234-8000

Kansas City Regional Office

December 23, 2022

Board of Directors

b4,b8

Subject: Third-Party Crypto-Asset Activity

Dear Members of the Board:

The FDIC acknowledges the notification provided by b4 b8 (the Bank)
dated August 22, 2022, regarding the Bank’s intent to offer customers the abilitv_to buv. sell. and

_hold various crypto-assets through the Bank’s b4,b8
! b4,b8 :in conjunction with a third party crypto-asset partner. The notification was

“provided pursuant to Financial Institution Letter (FIL), Fil.-16-2022 Notification of Engaging in
Crypto-Related Activities. FIL-16-2022 requested that all FDIC supervised institutions that
intend to engage in, or that are currently engaged in, any activities involving or related to crypto-
assets (also referred to as “digital assets”) promptly notify the appropriate FDIC Regional
Director.

In a letter dated December 21, 2022, President b4 b8 ! 1nmmr9d that the hank will forgo
further consideration of engaging in a vendor rel'é't'i'é'ﬁ§ﬁi’13"imtf b4,b8 and suspend the
Bank’s pursuit of crypto-asset offerings. The FDIC acknowledgesthe Bank’s updated status
related to this activity. We request that the Bank notify this office if the status of this activity, or
other crypto-related activity, changes in the future.

This letter is confidential and may not be disclosed or made public in any manner under part 309

of the FDIC Rules and Regulations (12 CFR part 309). If you have any questions. please contact
.Case Manager b8 at% b6 ior Review Exammer b8  at
i b6 i Written correspondence should be addressed to my attention at the Kansas City

| Regional Office, and sent as a PDF document through the FDIC’s Secure Email portal
(securemail fdic.gov) using the following e-mail address: KCMailroom@FDIC.gov.

Sincerely,
James D. LaPierre
Regional Director

ce b8
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b4,b8

From: Barry, Mary A. <MBarry@FDIC.gov>
Sent: Wednesday, December 28, 2022 3:21 PM
Toé b8 ,
Subject: FW: For Your Reviewg b4,b8 r— Crypto-
related Activities Letter

Plaase put through ECC when you return for Frank to approve for distribution.
Thanks,

Mary

From: Muraywid, Sumaya A. <Shuraywid@FBIC.esov>
Sent: Wednesday, December 28, 2022 3:02 PM
To: Barry, Mary A. <M Barry@ FDRHC sov>

q b8 to'ladol Larisa M-« allbadedRENC ameds Maciac. Sandra
<SMacias@ FDIC.zov>; Ritchie, Kara L. <KRitchie@ FDIC.zov>; b8

b8
Subject: RE: For Your Review b4,b8 ~ Crypto-related

Activities Letter

Hi Mary - vou can move ahead with sending the letter. Thanks.

From: Barry, Mary A. <MBarrv@FDiC gow>
Sent: Tuesday, December 27, 2022 12:01 PM
To: Muravwid, Sumava A, <5hAuraywidi@EDIC sow>

C¢ b8 ECoIIado, Larisa M. <LCollado@ FDIC gov>; Macias, Sandra

<SMacias@FDIC. gov>; Ritchie, Kara L. <iRitchie@FDIC sov>d b8
! b8 '

Subject: FW: For Your Review b4,b8 Crypto-

related Activities Letter
Sumaya,

We edited the letter to change cryptocurrency to crypto assets. Senior management in the Region has
also reviewed the letter. Please let us know when Rae Ann and Chris have reviewed and we will
update the date and send it out.

Thanks,

Mary
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From: Muraywid, Sumaya A. <3Riuravwid@FDIC sov>
Sent: Thursday, December 15, 2022 6:50 PM

Toi b8

Cc: Macias, Sandra <SMacias@FDIC zov>; Collado, Larisa M. <LCollado@FDIC gov>; Barry,
<MBarry@FDIC. z0v>

Mary A.

Subject: RE:i b4,b8 : Crypto-related Activities

b8

Thanks for sending this. only one edit, please change “cryptocurrency” to “crypto assets”

Thanks

From b8

Sent: Thursday, December 1, 2022 10:37 AM

To: Muraywid, Sumaya A. <5Mus“avwifﬁ@ﬂ)§c,<wv>§ b8

Cc: Ahrenholtz, Jason P. <ighranholtz@ FDIC zov>; Schuett, Timothy J. <TSchustt@ FDIC oov>; Collado,

Larisa M. <t Coltado@FDIC gov>; Barry, Mary A. <M Barry @ EDIC gov>

Subject::i b4,b8 Crypto-related Activities

Good Morming,

For your review, attached is a letter, drafted by the Region using the template, &«

b4,b8

b4,b8 regarding the out-of-scope crypto-related activities,

b8

From: Muraywid, Sumaya A. <SMuraywid@FDIC zov>
Sent: Tuesday, November 22, 2022 5:57 PM
T¢ b8 i Barry, Mary A. <MBarry@FDIC.aov>

Cc: Ahrenholtz, Jason P. <ishraenholtz@ FRIC zov>; Schuett, Timothy J. <TSchustt@FDIC oov> b8

b8 , Collado, Larisa M. <Lioliada@FDIC pov>

Subject: RE: Crypto - b4,b8
H b8 !

Thanks for the update. These seem to be limited to common stock of publicly traded companies on U.S,
stock exchanges., We do not think they are in scope of the Fil. Please let us know if you concur and we

will move ahead with getting formal concurrence from Ras-Ann and Chris, i they concur, we'll et you

know and then, you can send the out of scope letter from the RD memo.
Thanks

Sumaya
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Fron b8

Sent: Tuesday, October 11, 2022 12:48 PM
To: Muraywid, Sumaya A. <SMuraywid@FINC zov>; Barry, Mary A, <MBarry@FDHC pov>

Cc: Ahrenholtz, Jason P. <iahrenholtz @FDIC gov>; Schuett, Timothy J. <ISchuett@ FEBECﬁQx»;E b8 i
b8
Subject: RE: Crypto b4,b8

Good Afternoon Sumavya,

The examiners identified two crypto-relsted assets held in clent acmumts:i b4,b8 Estack
and b4,b8 The investrents are directed by the bank's clients]” b8

From: Muraywid, Sumaya A. <5Ruraywid@FDIC sow>
Sent: Eridav._Qctober 7. 20221129 AM.._..

Td b8 Barry, Mary A. <MBarry@FDIC gov> i

Cc: Ahrenholtz, Jason P. <iahrenholtz@FDIC gov>; Schuett, Timothy J. <TSchuett@FDIC sov> b8
b8 :

Subject: Crypto - b4,b8

Good morning and happy Friday. Thank vou for the entry (mf b4,b8

‘ I have a quick initial question. The entry says the bank holds “crypto related assets in clients’

account” — can vou darify what those assets are? For example, is it bitcoin or another crypto asset, oris
it & crypio asset fund or crypto asset company stock? Thank yvoul
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From b8

Sent: Wednesday, December 21, 2022 11:03 AM
To: b8
Cc: Barry, Mary A. <MBarry@FDIC.gov>; Voulgarelis, Christina <CVOULGARELIS@FDIC.gov>; Ritchie, Kara
L. <KRitchie@FDIC.gov>
Subject: RE: For Your Review b4,b8 Crypto-related

Activities Letter

Good morning — the letter looks good to me also,

Thanks,

b8

From: Voulgarelis, Christina <CYOQULGARELISEFDIC gov>

Sent: Tuesday, December 20, 2022 4:52 PM

Cc: Barry, Mary A. <MBarry@FDIC.gov>

Subject: RE: For Your Review 1 b4,b8 Crypto-related
Activities Letter

From: b8

Sent: Tuesdav.December.20.2022.3:45 PN

To: b8 Voulgarelis, Christina <CVOULGARELIS@EDIC.20v>

Cc: Barry, Mary A. <MBarry@FDIC gov>

Subject: FW: For Your Review b4,b8 . Crypto-

related Activities Letter

Good Afterncon. b8 tand Christina,

When available, please provide your approval or any comments to Mary Barry regarding the attached
b4,b8 Etf'ym:o*r'eia'tzed activities letter. 1am on Leave uniil 1/3/23, and Mary will

Frorm, b8

Sent: Monday, December 19, 2022 9:17 AM
To: b8 Voulgarelis, Christina <CYOULGARELIS@FDIC.zov>
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Cc: Barry, Mary A. <¥Barry@FDIC gov>
Subject: For Your Review -i b4,b8 + Crypto-related
Activities Letter

WO provided the below email and edit to the crypto-related activities letter tcé b4,b8
b4,b8 IPlease review the attached version and provide any

comments. When final, it will be submitted to the RD for signature and distribution to the banki b8

— my understanding isi b6 i Thankﬁ,g'"[jma_“’;

From: Muraywid, Sumaya A. <8Ruraywid@FDIC.gsov>

Sent Thursday, December 15, 2022 6:50 PM .

Td b8 . b8 5

Cc: Macias, Sandra <5Macias@ PN gov>; Collado, Larisa M. <LCollado@FDIC. sov>; Barry, Mary A,
< Edrry(“m EOV>

Subject: RE.; b4,b8 Crypto-related Activities

Thanks for sending this. only one edit, please change “cryptocurrency” fo “orypto assets”

Thanks

From: b8

Sent: Thursday, December 1, 2022 10:37 AM
To: Muraywid, Sumaya A. <S8Muraywid@FBIC, 'fav>i b8

Cc: Ahrenholtz, Jason P. <jahranholtz@ FDIC zov>; Schuett, Timothy J. <TSchustt@FDIC oow>; CoIIado
Larisa M. <. Collado@FDIC.aow>; Barry, Mary A, <MBarry@FDIC eov>

Subject: b4,b8 . Crypto-related Activities

Good Morning,

For your review, attached is a letter, drafted by the Region using the template, td bj’bs
b4,b8 regarding the out-of-scope crypto-related activities. b8

From: Muraywid, Sumaya A. <5Ruraywid@FDIC gov>

Sent: Tuesday, November 22, 2022 5:57 PM

To! b8 Barry, Mary A. <MBarry@FDIC.gov> e !
. Cc: Ahrenholtz, Jason P. <aahren§m§tz @FDIC gov>; Schuett, Timothy J. <TSchustt@FDIC sov >b8 __________ J
i b8 ; Collado, Larisa M. <L{oliada@FDIC sov>

Subject: RE: Crypto - b4,b8

Hb8 !

Thanks for the update. These seem to be limited to common stock of publicly traded companies on U.S.
stock exchanges. We do not think they are in scope of the FIL. Please let us know if you concur and we
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will move ahead with getting formal concurrence from Ras-Ann and Chris. if they concur, we'll let you
know and then, you can send the out of scope letter from the RD memo.

Thanks

Sumaya

From b8

Sent: Tuesday, October 11, 2022 12:48 PM
To: Muraywid, Sumaya A. <SMuraywid@FDIC. gov>; Barry, Mary A. <MBarry@FDIC gov>

Cc: Ahrenholtz, Jason P. <ighrenholiz@FDIC.gov>; Schuett, Timothy J. <ISchuett@FDIC.goy b8
b8

Subject: RE: Crypto - b4,b8

Good Afternoon Sumaya,

The exariners identified two crypto-related assets held in client accounts: b4,b8 stock

and b4,b8 The investments are directed by the bank’s clients] b8 |

From: Muraywid, Sumaya A. <SMuraywid@FDIC gov>
Sent; Friday, October 7.2022.11:29 AM

To: b8 {Barry, Mary A. <lBarry@FDIC.e0v>

Cc: Ahrenholtz. lasan P. <iahrenholiz@E 3iii.ﬁraav>; Schuett, Timothy J. <TSchustt@FDIC . gov>; b8

b8

Subject: Crypto - b4,b8
______ Good morning and happy Friday, Thank you for the entry or b4’b8
: b4,b8 thave a guick initial question. The entry says the bank holds “crypto related assets in clients’

account” — can you clartfy what those assets areg? For example, is it bitcoin or another crypto asset, or is
it a crypto asset fund or crypto asset company stock? Thank youl
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b8

From: b8

Sent: Monday, April 24, 2023 5:56 PM
To: FDIC San Francisco Regional Office
Subject: RADD Room

a. Include email: ~-Yes

b. Institution Name: !

. b4.b8

d. State: J

e. Division: RMS

f. Folder: Correspondence

g. Source: RO

h. Doc Name: Miscellaneous

i. Description: Update on crypto firm b4,b8

From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>
Sent: Tuesday. March 21, 2023 4:46 PM

To: b3

Cc:i b8 i Macias, Sandra <SMacias@FDIC.gov>;
Ties, Nicholas F. <nties@FDIC.gov>;! b8

b8 :

Subject: RE: b4,b8 iUpdate

folow-up.
Thank you for alf of vour collaboration and follow-up on the cryplo-asset related activity. Much appreciated.

From: b8

Sent: Tuesday, March 21, 2023 11:44 AM

To: Muraywid, Sumaya A. <SMuraywid @FDIC.gov>! b8
Cci b8 i Macias, Sandra Eiacias@EDIC.gov>;
Ties, Nicholas F. <rifies i@ oG govoy ' b8 5
b8
Subject: RE3 b4,b8 : Update

Good Morning Sumaya b8 | ricase see my answers in red below,

Best,

b8

Senior Risk Management Examiner
Federal Deposit Insurance Corporation

b8 !

b6 |

fdic.gov

............. HILY
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FDIC

From: Muraywid, Sumaya A. <&Muraywid@FDIC gow>
Sent Monday, March 20, 2023 4:16 PM

To! b8 o 5

Cei, b8 .. Macias, Sandra <SMacias@FDIC.gov>;

Ties, Nicholas F. <nties@FDIC.gov> b8
b8

Subject: RE; b4,b8 i Update

Hii b8

1. Thank you for sending this. To clarify, the retail working group was not involved, sorry for the confusion. To
reflect collaboration with the WO, it would be RMS PPD and RMAS, as well as DCP. Thank you for the
clarification, | will reflect the change in the A-Page Comment.

2. Interms oi b4,b8 : -i m uncertain what ‘cryptocurrency actzwty would mean for the proposed A-page

comment. Do you rean that the examination identified tm%: b4 b8 iis engaged in arypta -asset actav;ty,

expected in the fL ture, {,urrentiy most Oﬂl b4, b8 -money ai: b4 b8 ,,Qsee table below} isin (,D:,
from capital raises. Our understanding was7is RSt .48 "[c:wpmcurrmcy} has not actually started
yet, Yesterday, |{ollowed up with the BSA Officer and this is his email response: “Based on our most recent
con_\_{g_tfg@taonﬁ with b4,b8 : b4,b8

b4,b38

3.
Thanks o .
Sumays b8
From: b8
Sent: Fridav. March 17.2023 8:10 PM !
b8
i b8 i
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b8 Muraywid, Sumaya A. <5Muraywid@FDIC.eov>; b8
i b8 i

Subject: RE:} b4,b8 i Update

Hello, The open section of the exam will note tha! b4 b8 accounts closed on or before | ! b4,b8 1 have the
following A-page comment to provide continuity to ruture visits/exams: T

Crypto Customers

Given that b4,b8 crves as a custodian of crynta customers. the EDIC’s Retail Emerging Technology Working
Group requested that ceftaiii documents be uploaded to a b7( E) b4,b8 Chief, Emerging

The latest information fo b4, b8 | iwas uploaded to the aforementioned b7(E) The deposit accounts reflects

capltal raised, but at '[hlS tlme there does not appear to be cryptocurrency activity - yet. How rever, this relationship should

Senior Risk Management Examiner
Federal Deposit Insurance Corporation
b8 :

b6

fdic.gov
FDIC

From. b8
Sent: Tuesday, March 07, 2023 5:51 PM
To! b8 b8 b8
b8 I b8 b8 T
T b8 i b8 b b8
3 b8 ' ' .
b8 Muraywid, Sumaya A. <§i‘xf§uravwie:§{§‘=Fm{i.gawi b8
; b8 ! Sheeren, Matthew L. <}Shesren@EDIC, sov>' b8 _____
Subject: RE: b4,b8 Update
Hi Al

As there were several guestions abou b4,b8 | w(m ted to provide closure and some assurances that the DDA

accounts are small reiatwe tq b4,b8 t‘aotmgﬁ b4,b8 As of 2;’28}’23: b4,b8
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b4,b8

b4,b8 Relationship (Source FDIC Examiner b8 Draft Conclusion Memo)

At the 8/22/22 Visitation, the_b4,b8 elationship was reviewed by DFPI E| | b8 b4,b8 iis
considered & b4,b8 finvolved.in crvotocurrency
transactions. However, the accounts were not being utilized for crypto-asset activity b4,b8
b4,b8 :

However, management provided information on the last day of the on-site portion of the examination (2/10)
indicating that the accounts are or will be utilized for cryptocurrency activity. Below is an excerpt from a

document provided by management relating to recent discussions with

b4,b8 imanagement:

b4,b38

Upon request for an updated review of this relationship and recent transactional activity, management had
not provided this information as of the writing of this memo.

__________ _ Relationship (Source FDIC Case Managers b8 based on phone call with
CEO!  b4,b8
Best,
b8

Senior Risk Management Examiner

Federal Deposit Insurance Corporation

b8

b6
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b8

From: b8

Sent: Thursday, April 27,2023 7:05 PM
To: FDIC San Francisco Regional Office
Subject: RADD Room

a. Include email: Yes

b. Institution Name: 4

c. City: b y b8

d. State:

e. Division: RMS

f Folder: Correspondence

g. Source: RO

h. Doc Name: Miscellaneous

i. Description: April 27, 2023, internal discussion of crypto concerns.

At the internal discussion, it was decided that DCP will look at; B8  iduring their start date 5/15/2023 exam
to see if anvthing crypto related was initiated. If no, an out of scope letter will be sent to the board regarding

bott b8 iand b8 iin conjunction with a WO review of the letter. We are particularly interested if
b8 L If

yes, then it is possible that the activity is in scope and the situation will be reviewed further with the WO.

From b3

Sent: Thursday, April 27, 2023 4:49 PM

Té b8

Ce:! b& 5
b8 Muraywid, Sumaya A.

<SMuraywid@FDIC.gov>; : b8

Subject: RE: b4,b8 IMeeting to discuss the next steps related to the bank's crypto -

related customer b4,b8 :

Hello All,

Thanks for the great discussion, here are the two questions we would be interested in getting an update on. Again, the
first really is the key, do any of these accounts hold customer fund. If so, the second becomes relevant, is anything
being said to those customers about FDIC pass through insurance.

1. Provide a detailed description of activity in each individua% _____ b f_l_!_t.?.g____iieposit account, including the purpose of
account and transactions and if an: b4,b8 1 USD funds are held at the bank.

2. Provide documentation of any internal or external analysis conducted to determine whether disclosures,
marketing, or other materials reflects availability of FDIC deposit insurance or pass through deposit insurance

through the Bank, if applicable.

Also sharing one of our emails with b8 Eteam from the S&S exam that has some useful information. Please let us

know what you hear and we can share our thoughts if any additional review is needed of if this relationship is out-of-
scope.

Much appreciated,
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b8

Consumer Compliance Technology Specialist
FEHC | Division of Depositor and Consumer Protection

b6

From' b8

Sen.t._Saturda.\L._AnmJ 22,2023 5:11 PM

To: b6 i Muraywid, Sumaya A.; b6

Ce: | i :
b6 !

Subject*' Meeting to discuss the next steps related to the bank's crypto - related

customer, i
When: Thursday, April 27, 2023 4:00 PM-4:30 PM (UTC-06:00) Central Time (US & Canada).
Where: Microsoft Teams Meeting

Meeting to discuss the next steps related to the bank's crypto - related

customer b4,b8 |

b7(E),b8

Crypto activity per On 09/28/2022, bank management sent a notification letter to the FDIC in response
to FIL-16-2022 stating that the bank currently does not directly engage in crypto-related activities. However,

they were sending the letter as a cautionary measure._In.the letter, the bank explains that they also serve another
FinTech that they know handles cryptocurrency; b4,b8 i This customer's operation consists of providing
their clients with b4,b8 i However,

the bank says that they have an understanding with the customer that only their initial investment funds will be
placed with the bank and no crypto-asset related transactions will be conducted through the bank.

Draft exam confidential section comment:

Crypto Customers

Given that b4,b8 serves as a custodian of crypto customers, examiners collaborated with the
Washington Office (RMS PPD and RMAS) as well as DCP. Accordingly certain documents were uploaded to a
: b7(E),b8 Chief, Emerging Technology Section Sumaya Muraywid is the Point of
Contact.

b4 b8 ex1ted the bank as of 03/06/2023. However the FDIC was concerned that deposit insurance

b4,b8 ion its} b4,b8 page of its web51te

_The latest information for b4,b8 | the only remaining FinTech customer, was uploaded to the aforementioned

b7(E) i The deposit accounts reflects capital raised, but at this time, there does not appear to be actual

cryptocurrency activity yet. However, the information provided indicates that cryptocurrency activity is
expected in the future. Accordingly, this relationship should be reviewed at the next visitation or examination.

2
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Compliance exam scheduled to start on 5-15-2023.

If needed, please invite others.

Microsoft Teams meeting

b7(E)
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Federal Deposit Insurance Corporation
350 Fifth Avenue, Suite 1200, New York, NY 10118 New York Regional Office

May 19, 2023

Board of Directors

b4,b8

Subject: Response to Notification Regarding Crypto-Related Activities

Dear Members of the Board:

The FDIC acknowledged the notification provided by; b4 y b8 ![Bank)
on April 20, 2022, regarding the Bank’s intent to engage in ¢rypto-related activities. The
notification stated that on February 1, 2022, the Bank joined; b4,b8

! b4,b8 a provider of technology, would enable{ b4,b8 ctustomers to buy,

sell and hold bitcoin and Ether. The notification was provided pursuant to Financial Institution
Letter (FIL) FIL-16-2022 Notification of Engaging in Crypto-Related Activities. FIL-16-2022
requested that all FDIC-supervised institutions that intend to engage in, or are currently engaged
in, any activities involving or related to crypto-assets (also referred to as “digital assets”)
promptly notify the appropriate FDIC Regional Director. The FIL also encourages institutions to
notify their state regulator. On September 1, 2022, the FDIC sent a letter to the Board requesting
information necessary to allow the FDIC to assess the safety and soundness, consumer
protection, and financial stability implications of such activities.

In aletter dated April 5, 2023, Chairman and CEO b4,b8 stated that the Bank
had not implemented the proposed activity and is not pursuing crypto-related activities. The
FDIC acknowledges the Bank’s updated status related to this activity. We request that the Bank
notify this office if the status of this activity, or other crypto-related activity changes in the
future. Written correspondence should be addressed to my attention at the New York Regional
Office, and sent as a PDF document through the FDIC’s Secure Email portal
(securemail.fdic.gov) using the following e-mail address: NYMailRoom@fdic.gov.

This letter is confidential and may not be disclosed or made public in any manner under

Part 309 of the FDIC Rules gad.Reculations (12 CFR part 309). If you have any questions,
please contact Case Managet b8 at‘ b6 tior Review Examiner: b8
at e :

Sincerely,

Frank R. Hughes
Regional Director

cc: b8
Federal Reserve Bank of New York
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b8

From: b8

Sent: Sunday, July 23,2023 11:47 AM
To: FDIC San Francisco Regional Office
Subject: RADD Room

a. Include email: Yes

b. Institution Name:

b4,b8

d. State:

e. Division: RMS

f. Folder: Correspondence

g. Source: RO

h. Doc Name: Miscellaneous

i. Description: Internal discussion on crypto “In Scope/Qut of Scope” memo.

b8

From , ., , -

Sent: Wednesday, July 19, 2023 3:19 PM

To:i b8 ,‘. b8 iSheeren, Matthew L.
<MSheeren@FDIC.gov>

Ccii... b8 E

Subject: RE:! b4,b8 ‘File Memo and "Out of Scope" Bank Letter

So long story short with WO is they are advising no changess to the letter aven with b4, b8 going through

b4,b8 i1 am somewhat surprised by that, but we have it in writing regarding how they

would fike it handled.

The one thing { am snfortable recommending to our RO managament is WO's recommendation in this email chain
that | highlighted i My interpretation of the suggestion is that WO wants the Region to take full responsibility

of the decision for this being "out-of-scope”. While the letter sent to the bank is clearly from the region, | think it is very
important for our internal memo to note that WO was involved with this decision. So | chatted witl] b8 _Ez-m::i we both
agreed to take the WO suggestion in

refarences.

So next steps i b8 Matté b8

o {I think you are fine just to review the track changes): Internal memoy RI Draft b4,b8 Crypto in-
Scope Qui-of-Scope Memuo 6-15-2023 Post Wo Review

e {Review in its entirety) Letter: WO Staff [Jr'aﬁﬂf b4,b8 i—f.")z.si’ of Scope Ll b4,b8 1.

attached documents. Then pass on up to Paul and Dana, and then to Kathy., f Kathy Oks, then back to the WO for their
concurrence, and then mail out the letter.”
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Call if this is confusing — thanks! b8

From b8
Sent: Monday, July 10, 2023 8:48 AM
To: Rapp, Laura A. < Rapp@FDIC. zov>; Sheeren, Matthew L. <MSheeren@ FDIC gov>; b8
b8 i
Subject: FW:i b4,b8 iFile Memo and "Out of Scope" Bank Letter
Hi All

Just a “gentle reminder” that this 1s still an open item for your review.

If OK, we need to send up o Paul, Dana, and Kathy for their review, and then back
to the WO before issuing.

The email chain 1s below that contains comments from Sumaya.

Regards,

b8

From: b8
Sent: Friday, June 23, 2023 11:51 AM , ,
_To: Muraywid, Sumava A, <S¥luraywid @FDIC.gov>:) b8
i b8 - Sheeren, Matthew L. <M Sheeren @FDIC. gov> b8
i b8 H
: b8 iOgren, Michelle (Shelly)
<MOgren@EDIC.cov>; b8
Subject: RE: b4,b8 b4,b8 File Memo and "Out of Scope" Bank Letter

Hi Sumaya and; B8 [Thanks for vour review. I have included your suggested
language below in the attached memo. The bank letter 1s also attached.

Hii B8 | Thanks for your review. I have included your DCP comment in the
memo.

I guess that the next step would be to see if} B8 | Matt, and or b8 have any edits
to the attached documents. Then pass on up 1o Paul and Dana, and then to
Kathy. If Kathy Oks, then back to the WO for thetr concurrence, and then mail out

the letter.
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Thanks,

b8

From: Muraywid, Sumaya A. <&Muraywid@FDIC gov>
Sent: Friday, June 23, 2023 10:02 AM

To: ¢ bs i
b8 i Ogren, Michelle (Shelly) <MiQOgren@FDIC gov>
Cc: Sheeren, Matthew L. <MSheeren@FDCgov>; b8
i b8 i
Subject: RE:: b4,b8 b4,b8 File Memo and "Out of Scope" Bank Letter
Hi b8

Thank you for sharing the documents with us.

Attached is our feedback on the letter to the bank, we propose that it be streamiined.

Thank vou and nlease let us know if you have any guestions,

Sumaya b8

From:i b8

Sent: Tuesday, June 20, 2023 11:43 AM

To:i b8
Ogren, Michelle {Shelly) <¢4Cgren @ FDIC sov> :

Cc: Sheeren, Matthew L. <i{Shaeren %Ff}ii;aaw;; b8 E Muraywid, Sumaya A.
<SMuraywid @ FRICgow>;! b8 E

Subject: REi b4,b8 b4,b8 iFile Memo and "Out of Scope" Bank Letter

Hi, Richard.

Pupdated the memo to include 5F DUP's input. We concur with your out-of-scope determination orf b4,b8 E;:md

T bdps

Tharks,

b8

Consumer Compliance Technology Specialist
25 Jessie Street at Ecker Square
San Francisco, CA 94105

b6 ;

b8
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From b8

Sent: Thursday, June 15, 2023 12:05 PM

Toi b8 EOgren, Michelle (Shelly)
<MOgren@FDIC.gov>] b8

Cc: Sheeren, Matthew | SHSRasTen SEDIC gov>;i b8 Muraywid, Sumaya A.
<SMuraywid @FDIC . goy>; b8 i .

Subject: FW:: b4,b8 i b4,b8 iand b4,b8 iFile Memo and "Out of Scope" Bank Letter

Hi b8 and Shelly:

......................

noted below, DCP memo input is needed so I have included: b8 éon this email.

Hi b8

Similar to b4,b8 , we need
DCP to review and provide a comment in the file memo.. On the attached draft
memo, I highlighted in red your comment regarding; b4,b8 please update the

comment for b4,b8 A Compliance exam is in
process with b8

Hi Sumaya:

I know that you mentioned that the Region could act without a WO
review. However, b8 isuggested that I cc you.

Thanks,

b8
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OFFICE MEMORANDUM Federal Deposit Insurance Corporation

July 27, 2023

To: Larisa Collado
Chief, Risk Management and Applications, RMS

Sumaya Muraywid
Senior Examination Specialist, RMS

b8

Consunier Comphaice Technology Specialist, DCP

Through: Laura A. Rapp
Assistant Regional Director, RMS

From: b8
Case Manager, RMS

Subject: b4, b8 - Determine the “In
Scope/Out of Scope” Applicability of FIL-16-2022 for Crypto-Related Activities
(FIL-16-2022)

s$oksk
Bank Overview/Structure/Summary:
-The Ban.k._l.s_.a _______________ b4, b8 Minority Depository Institution (MDI) headquartered in
b4,b8 b4,b8
bd,bs I The Bank currently operates b4,b8 L
b4,b8 i The Bank provides business-banking SEIVIces
to thei b4,b8 ‘spcczhc services include remote deposit, E-banking,

mobile banking, commercial and inv e%tor real estate loans, business loans and lines of credit,
Small Business Administration loans, mortgage loans, trade finance and a full range of
depository accounts.

The last examination was an FDIC only independent_examination with a start date of November
29, 2021, and an as of date of September 30, 2021 b4,b8 | However, a joint examination
with a start date of Januax} 23,2023, and an as of date of September 30, 2022, 15 in the process

_of review: _b4,b8 | with both agencies agreeing to! b4,b8 iDuetoa

b4,bs ' The
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Page 2

b4,b8

On September 28, 2022, the Bank proactively notified the FDIC of two activities related to FIL-
16-2022 mvolvmg b4,b8 i

o )

RMS Analysis of “In Scope/Out of Scope” Applicability_of FIL-16-2022 Notification.of
Engaging in Crypto-Related Activities (FIL-16-2022): b4,b8

b4,b8

The Bank terminated its relationship with b4, b8 on March 6, 2023, due to the growing

risks associated Wiiﬂl._fhi_s.rnmnany_.and_al._.accmmI.s_a.r.e_cmse:d._.{.-_..-_..-_..-5.-4_.:5-8 ....... isinvalved with oo -
_digital assets, and b4, , !
; b4,b8 EThe Bank

i_._zmd ....... hd.b8. thad considerable deposit accounts at the Bank which at one time approx1mated

_bab8 I'f t is believed that there was no digital asset involved activity between the Bank and
b4,b8 "The Bank had no losses associated with the involvement! b4,b8
b4,b8
Given the activities 0 b4,b8 {and that the relationship was terminated on March

6, 2023, and with consultation with the Washington Office, SF RMS considers this activity to
be out of scope of FIL 16-2022.

RMS Analysis of “In Scope/Out of Scope” Applicability of FIL-16-2022 Notification of:

Enegaging in Crypto-Related Activities (FIL-16-2022 b4, b8
b4,b8
As described by Bank Presideni b4,b8 | b4,b8
b4,b8
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Page 3

b4,b8

. The average

account sizes are small ($120 per President: b4,b8 thas their own platform and is a; b4,b8 |

b i =

! i
|

recently completed Risk examination scope did not include a comprehensive review of
crypto/digital asset concerns.the subsequent DCP start date May 15, 2023, examination scope

included a review of b4,b8 account/digital asset activities.

‘the

On June S5, 2023, Compliance EIC b4, b8 reported that he reviewed the account activity and
indicated that the activity is related o nvestorrventure capital related activities, and that there was

of any intent to engage in digital assets related activities witk b4,b8 | The letter will also

mention; b4,b8 | This plan of action was reached in consultation with the Washington

Office.

Division of Depositor and Consumer Protection (DCP) Analysis:

San Francisco DCP has been involved with the Bank’s crypto notice.and this assaciated analysis.

On June 20, 2023, Consumer Compliance Technology Specialist

b4,b8  |is outside the scope of FIL-16-2022.

At the last examination dated.  [04,08  |Compliance was rated

b4,b8

Conclusion/Recommendation:

b8 concurred
b4,b8 i and
Eand CRA was rated

The region does not believe the bank’s activities fall within the scope of FIL-16-2022 based on the
information provided by the bank and reviewed during the ongoing DCP exam. The region will
send an out-of-scope letter to the bank notifying it of our determination following the WO’s

concurrence.

&Rk

REL0000042467






b8

From: b8 g

Sent: Friday, December 22, 2023 11:17 AM
To: FDIC San Francisco Regional Office
Subject: FW: RADD Room

Importance: Low

NONPUBLIC//FDIC INTERNAL ONLY

a. Include email: Yes
b. Institution Name:i_.  b4,b8
c. City: __ b4,b8 |

d. State:{ b4,b8 |
e. Division: RMS
f. Folder: Correspondence

g. Source: RO

h. Doc Name: Miscellaneous

1. Description: b4,b8 b7(E),b8

b8

Federal Deposit insurance Corporation
Cass Manager

b6
From: b8
Sent: Friday, December 22, 2023 9:10 AM
Tq b8 i
Subject: FW:i b7(E),b8 i - activity updated

Importance: Low

NONPUBLIC//FDIC INTERNAL ONLY

i b4, b8 So much for staying away from crypto related deposits,

From b8

Sent: Thursday, December 21, 2023 2:59 PM

To: Valderrama, Jaclyn M. <jvalderrama@FDIC.gov>

Cc: b8

Subject:] b7(E),b8 i- activity updated
Importance: Low

This email is to inform you that an Activity Record in the b7(E), b8
has been updated by b8 iand needs to be reviewed by an RMS ARD.
Bank: b4, b8

Activity: Deposit Services

REL0000042469



Sub-Activity (if applicable): Digital Asset Exchanges' Corporate and Settlement
Status: Live

FDIC Awareness: Notification per FIL-16-2022

Third Party (if applicable):

Activity Notes: On December 19, 2023, the bank notified the Region that they recently opened (date not
provided) a new account for : b4,b8  for their business operations only. Bank
management stated that the account is a business checking account with no interest rate.. Bank management

also 1nd1cated that multiple manaOement members had conversations withi _b4,b8 iand came to a comfort

level that with { b4,b8
% b4,b8

b4,b8 iThe bank indicated that they made it clear to theb4,b8 that the account would only be for
their regular business operations, and we would not open any accounts for the purpose of loading and unloading
the clients’ crypto wallets for any exchanges. The bank stated that they created the following guardrails on the

relati onship: "* The BSA ofﬁcer and the RM are to continue monitoring their account activity on an oncoing

above the opening account balance W111 require documented approval of the SVP, Director of Operatlons and
Compliance, and a secondary approval of either the COO/CFO and/or the President and CEO in order to keep
the increased funds in the account. (Documentation will be noted in the account notes in the Bank’s CRM
system, Connections, and also in the HRA folder.).« Prior_to.the Bank allowing this client to have a larger
relationship with the bank, defined as more thani b4,b8 ithe Bank must present this request to the Board
Executive Committee. Justification for this larger relationship decision should be included and documented." As
of 12/21/23, the Region is working on a acknowledgement letter which will include a request list. The request
list's goal will be to understand if the bank has appropriately confirmed that the funds being placed in the bank

are actually corporate funds.

Assigned ARD Reviewer: VALDERRAMA, JACLYN (JVALDERRAMA)

b7(E)
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Federal Deposit Insurance Corporation
15 Braintree Hill Office Park, Braintree, MA 02184-8701 Boston Area Office

January 5, 2023

Raard.of Ditectars

b4,b38

Subject: Acknowledgement of the Notification and Subsequent Suspension of Exploratory
Process Regarding Crypto-Related Activities

Dear Members of the Board:

The FDIC acknowledges the notification provided by b4 y b8 (the Bank)
on September 12, 2022, regarding the Bank’s intent to explore the offering of bitcoin services to
customers through third parties. The notification was provided pursuant to Financial Institution
Letter (FIL) FIL-16-20272 Notification of Engaging in Crypto-Related Activities. FIL-16-2022
requested that all FDIC supervised institutions that intend to engage in, or that are currently
engaged in, any activities involving or related to crypto-assets (also referred to as “digital
assets”) promptly notify the appropriate FDIC Regional Director. The FDIC acknowledged the
Bank’s notification and requested additional information regarding the proposed activity in a
letter dated November 1, 2022.

By subseq_uent letter dated November 15, 2022, President and Chief Executive Officer b4,b8

. b4,b8 . _istated that the Bank has. sumended the exploratory phase for new bitcoin services
!"B'f"f"é'rme"('lmfd b4,b8 customers in conjunction with; b4,b8

b4.b8 and cerfain of its affiliates, and technology prov1ders b4,b8
b4,b8 | also stated that if the Bank decides to restart the exploratory

process, the FDIC and: b8 will be notified. At that time, the Bank will provide,
when readily available, all requested documents outlined in the FDIC’s November 1, 2022 letter.
The FDIC acknowledges the Bank’s updated status related to this activity. We request that the
Bank notify this office if the status of this activity, or other crypto-related activity, changes in the
future.

This letter is confidential and may not be disclosed or made public in any manner under part 309

of the FDIC Rules.and Reeulations, (12. CER natt. 209) If you have any questions, gl_easa confact._._,
_CaseManaged._. b8 at b6 br Review Examiner: b8 .at b6 !
b6 Written correspondence should be addressed to my attention at the New York
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January 5, 2023

Regional Office, and sent as a PDF document through the FDIC’s Secure Email portal
(secwremail fdic gov) using the following e-mail address: NYMailroom@FDIC.gov.

CC.

b8

Sincerely,
Frank R. Hughes
Regional Director
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b4,b38

January 10, 2023

b8

Review Examiner
FDIC — Division of Depositor and Consumer Protection

b8

b8

This letter is in regards to the June 21, 2022 Compliance Report of Examination and the request to
ensure that appropriate controls are in place to minimize the potential for customer confusion regarding

the bank’s arrangement WItEb4,b8 _______ ito place kiosks inside of the bank branches.
We placed labels on the brochures and the labels include the following five bullet points: Not FDIC
Insured, Not a deposit or bank product, Not insured by any Federal Government Agency, Not
guaranteed by the bank, May go down in value. These same bullet points are on laminated paper that
cover the key pad on the bitcoin machines. The users of the machine would have to lift the paper in
order to access the machine.

We emailed b4,b8 to ask that they add the 5 bullet points to the QR code information
and to the actual brochure. We also asked that thev place the notice Not FDIC Insured on the location
page for our branches and on the main page b4,b8 has added the Not FDIC Insured to
the location page for our branches and are working on getting it updated on their main page.

Please let me know if there is anything further that you need or if you would like pictures of what we
have done. Thanks!

Sincerely,

b4,b8
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Federal Deposit Insurance Corporation
15 Braintree Hill Office Park, Braintree, MA 02184-8701 Boston Area Office

January 6, 2023

; Board of Directors

b4,b8

Subject: Engagement in Crypto-Related Activities

Dear Members of the Board:

In November 2021 b4, b8 (Bank) management discussed the Bank’s engagement.

in activity withi b4.b8 ., Wwith FDIC ficld and regional office staff. b4,b8
offered dlglt” b4,b8  which offered a' b4,b8
" b4,b8 iusing blockchain technology.i b4,b8 maintained a deposit account at the

Bank to hold a portion of the U.S. dollars exchanged for digita; b4,b8 ! During the July 5,
2022, FDIC examination, the FDIC requested information necessary to allow the FDIC to assess
the safety and soundness consumer protection, and ﬁnancial stability implications of the

Rlsk__Q_fﬁg__Qi_”_ ______ b4.h8 istated that the Bank is n lrm cer.engaging in digital-based activity

with b4,b8 Wﬁiéh ceased offering digital; 04,08 iini b4,b8 i The FDIC
acknowledges the Bank’s updated status related to this activity.

We request that the Bank notify this office if the status of this activity, or other crypto-
related activity, changes in the future. Please refer to Financial Institution Letter (FIL), Fil-16-
2022 Notification of Engaging i Crypto-Related Activitics which requests that all FDIC
supervised institutions that intend to engage in, or that are currently engaged in, any activities
involving or related to crypto-assets (also referred to as “digital assets”) promptly notify the
appropriate FDIC Regional Director. Written correspondence should be addressed to my
attention at the New York Regional Office, and sent as a PDF document through the FDIC’s
Secure Email portal (securemail.fdic.gov) using the following e-mail address:
NYMailRoom@FDIC.gov.

This letter is confidential and may not be disclosed or made public in any manner under

part 309 of the FDIC Rules and Regulations (12 CFR part 309) If vou have any questions,
please contact Case Manages h8 i at b6 Lo b8 ' or Review
Examiner b8 i b6 ot b8 '
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[BANK NAME]

CCii

b8

Federal Reserve Bank of Boston

Sincerely,
Frank R. Hughes
Regional Director

[DATE]
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Federal Deposit Insurance Corporation
Division of Risk Management Supervision
15 Braintree Hill Office Park, Braintree, MA 02184-8701

b5 |
Board of Directors
 b4,b8 |
Subject: Engagement in Crypto-Related Activities
Dear Members of the Board:

The FDIC and} _ b8 acknowledges the notification
provided by _b4,b8 [Bank) dated April 20, 2022, regarding the. Bank’s.ensagement in.activity
withh  b4,b8 " Twhich offered a payment program at} b8
using blockchain technology.i b4,b8 i maintained a deposit account at the Bank to hold
a portion of the U.S. dollars exchanged fori | b4,b8  iThe notification was provided

pursuant to Financial Institution Letter (FIL), ¥11- 1620272 Notilication ¢f Engaging in Crvpio-
Related Activites. FIL-16-2022 requested that all FDIC supervised institutions that intend to
engage in, or that are currently engaged in, any activities involving or related to crypto-assets
(also referred to as “digital assets”) promptly notify the appropriate FDIC Regional Director.
The FIL also encourages institutions to notify their state regulator.

In an email dated December 9, 2022, Senior Vice President b4, b8 provided an
update on the relationship and noted the Bank is no longer engaging il ¢ activity outlined in
the Bank’s notification. The FDIC acknowledges the Bank’s updated status related to this
activity. We request that the Bank notify the FDIC and Division if the status of this activity, or
other crypto-related activity, changes in the future. Written correspondence to the FDIC should
be addressed to Frank Hughes at the New York Regional Office and sent as a PDF document
through the FDIC’s Secure Email portal (securemail fdic.gov) using the following e-mail
address: NYMailRoom(@fdic.gov. | b8 i

b8

This letter is confidential and may not be disclosed or made. mihlic in.anv.mannerunder......._... -
_Part.309.of the EDIC. Rules and Reeulations (12.CER nart 309, b8
: b8 i1 you have any questions,
please contact FDIC Case Manageri b8  Iafi b6 jori b8 i
or Review Examineri b8 Eai b6 io; b8 i : b6 i
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January X, 2023

Sincerely,
Frank R. Hughes
Regional Director

cc:  Federal Reserve Bank of Boston

b8
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Federal Deposit Insurance Corporation
Division of Risk Management Supervision
15 Braintree Hill Office Park, Braintree, MA 02184-8701

January 17, 2023

Board.of Directors

b4,b8

Subject: Engagement in Crypto-Related Activities

Dear Members of the Board:

The FIDIC. and.., b8 . acknowledges the notification
provided hu_hd_hRf 5 (Bank) dated April 20, 2027 tegarding the Bank’s engagement in activity
with ~ B4,b8  which afacad bd,b8
using blockchain technology.! b4,08 | maintained a deposit account at the Bank to hold

a portion of the U.S. dollars exchanged Tor digital 4,08 :The notification was provided
pursuant to Financial Institution Letter (FIL), F1L-16-2022 Notification of Engaging in Crypto-
Related Activities. FIL-16-2022 requested that all FDIC supervised institutions that intend to
engage in, or that are currently engaged in, any activities involving or related to crypto-assets
(also referred to as “digital assets™) promptly notify the appropriate FDIC Regional Director.
The FIL also encourages institutions to notitfy their state regulator.

In an email dated December 9, 2022, Senior Vice President b4,b8 Eprovided an
update on the relationship and noted the Bank is no longer engaging in the activity outlined in
the Bank’s notification. The FDIC acknowledges the Bank’s undated status related to this
activity. We request that the Bank notify the FDIC and b4,b8 !if the status of this activity, or
other crypto-related activity, changes in the future. Written correspondence to the FDIC should
be addressed to Frank Hughes at the New York Regional Office and sent as a PDF document
through the FDIC’s Secure Email portal (securemail fdic.gov) using the following e-mail

; address;: NYMailRoom@fdic.gov. Written correspondence to the: b4,b8

b8
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b4,b8 -2- January 17, 2023

This letter is confidential and may not be disclosed or made public in any manner under

-Part. 309 of the EDIC Bnles and Resulations {12 CER part 309) andi b8
e _ If you have any questions,
please contact FDIC Case Manager, b8 iai b6 ol b8
or Review Examinet b8 al b6 or b8 . At thel b8
please contact ! b8 Eat b6 Lor
b8

Sincerely,
Frank R. Hughes
Regional Director

cc:  Federal Reserve Bank of Boston
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Federal Deposit Insurance Corporation

15 Braintree Hill Office Park, Braintree, MA 02184-8701 Boston Area Office

January 17, 2023

Board of Directors

b4,b8

Subject: Engagement in Crypto-Related Activities

Dear Members of the Board:

In November 2021 b4, b8 (Bank) management discussed the Bank’s proposed

--engagement in. activity wit; b4,b8 with FDIC field and regional office staff.
. b4,b8 offered digital ~ b4,b8  iwhich was aj b4,b8 g
b4,b8 using blockchain technology. b4,b8 i maintained a.denosit.

account at the Bank to hold a portion of the U.S. dollars exchanged for digital;  b4,b8
During the July 5, 2022, FDIC examination, the FDIC requested information necessary to allow
the FDIC to assess the safety and soundness, consumer protection, and financial stability
implications of the activity. Subseauentlv. in.an email dated November 22, 2022, Executive
Vice President Chief Risk Officeri 04,08 istated that the Bank is no longer engaging in

digital-based activity witk b4,b8 i which ceased offering digitali b4,b8 iin

b4,b8 éThe FDIC acknowledges the Bank’s updated status related to this activity.

We request that the Bank notify this office if the status of this activity, or other crypto-
related activity, changes in the future. Please refer to Financial Institution Letter (FIL), Fil-16-~
2022 Notification of Encaging wn Urypto-Related Activities which requests that all FDIC
supervised institutions that intend to engage in, or that are currently engaged in, any activities
involving or related to crypto-assets (also referred to as “digital assets”) promptly notify the
appropriate FDIC Regional Director. Written correspondence should be addressed to my
attention at the New York Regional Office, and sent as a PDF document through the FDIC’s
Secure Email portal (securemail fdic.gov) using the following e-mail address:
NYMailRoom@FDIC.gov.
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b4,b8

January 17, 2023

This letter is confidential and may not be disclosed or made public in any manner under

part 309 of the FDIC Rules and Recoulations {

2, CFR.part. 309), If you have any questions,

please contact Case Manager b8 até ........... b6 jor | b8 or Review
Examiner b8 __ raf b6 G} b8 |
Sincerely,

Frank R. Hughes
Regional Director

b8

CC:

Federal Reserve Bank of Boston
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b4,b8

b8

S S SR

From: Hughes, Frank R.

Sent: Tuesday, January 24, 2023 1:49 PM

To: Kaemingk, Jessica A.

Cc: Strockoz, Scott D.; Amicangioli, Ashley; Ritchie, Kara L, b8
b8 i

Subject: RE: For your review:! 94,8 - Digital Asset Request Letter

Looks good — thanks,

From: Kaemingk, Jessica A. <JKaemingk@fdic.gov>

Sent: Tuesday, January 24, 2023 10:51 AM

To: Hughes, Frank R. <FHughes@FDIC.gov>

Cc: Strockoz, Scott D. <SStrockoz@FDIC.gov>; Amicangioli, Ashley <AAmicangioli@FDIC.gov>; Ritchie, Kara L.
<KRitchie@FDIC.gov>; b8 E
Subject: For your review:@ b4,b8 Digital Asset Request Letter

Hi Frank — Letter attached for your review. Because we are using the template, we do not nead to send this one to WO
for review.

Thankst

lessica

From: Amicangioli, Ashley <A&micangiol @ FDIC gov>

Sent: Monday, January 23, 2023 10:31 PM

To: Kaemingk, Jessica A. <lKsemingk@idic.zov>; Strockoz, Scott D. <5Strockoz @FDHT gov>

Ce: Ritchie, Kara L. <KRitchie®FDIC gov>; | b8
E b8 '

‘Subject:g b4,b8 - Digital Asset Request Letter

Jessica and Scott,

request list should be used and does not need to be reviewed by Washington first if we do not deviate from the
template language.

If you are okay with us sending this, please pass along to Frank for his signature.

Thanks,
Ashley

Ashley M. Amicangioli

Assistant Regional Director, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

15 Braintree Hill Office Park

Braintree, MA 02184

b6
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b8

b4,b8

From: Amicangioli, Ashley

Sent: Monday, February 13, 2023 10:00 AM

To: b8 5

Subject: FW:i b4,b8 i Letter to Bank - Digital Asset Activity - Project on Hold

Attachments: b4,b8 iLetter to Bank - Digital Asset Activity - Project on Hold v2
clean.docx

Please PDF this and put it through ECC to Frank.

From: Amicangioli, Ashley
Sent: Friday, February 10, 2023 3:18 PM

To: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>;i b8 i .
Cc: Ritchie, Kara L. <KRitchie@FDIC.gov> b8

. bf’ - Macias, Sandra <SMacias@FDIC.gov>
Subject: RE: b4,b8 Letter to Bank - Digital Asset Activity - Project on Hold

Hi all,

Thanks for the edits. See the attached updated version for review by Chris and Rae-Ann. We accepted all the edits
you provided and added one new sentence to replace the one you deleted - | ran this language by Sumaya

already. Our DRDs have reviewed and signed off on this version.

Once Rae-Ann and Chris sign off, we’ll have Frank send it.

Thanks,

Ashley

From: Muraywid, Sumaya A. <SMuraywidd@ FDIC gov>

Sent: Friday, February 03, 2023 5:03 AM ; i

To: Amicangioli, Ashley <AAmicanzicli@FDiCov>;t b8

Cc: Ritchie, Kara L. <KR§'€:CE’}%@@F{)EC,gc}w;i b8

b8 ! b8 iMacias, Sandra <$Macias@FDIC.gov>
Subject: RE b4,b8 - Letter to Bank - Digital Asset Activity - Project on Hold

Hi Ashiey,

discuss any edits,

Thanks.

From: Amicangioli, Ashley <AAmicangicli@FDIC gov>

Sent: Wednesday, February 1, 2023 1:59 PM
To: Muraywid, Sumaya A. <SMuraywid @ FHC gov>;

b8

Cc: Ritchie, Kara L. <€Ritchie@FDIC sov>;

b8
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b8

Subject:i b4 - Letter to Bank - Digital Asset Activity - Project on Hold

Hi Sumaya and b8

b4 b8 hotified us that they have put their crypto plans on hold until further notice. In light of this change,

Please review and let us know if you are okay with the region sending this to the bank.

Thanks,
Ashley

Ashiey M. Amicangioli

Assistant Regional Director, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

15 Braintree Hill Office Park

Braintree, MA 02184

b6

Pronouns: she/her
fdic.cov

FDIC
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Federal Deposit Insurance Corporation
350 Fifth Avenue, Suite 1200, New York, NY 10118 New York Regional Office

February 13, 2023

Board of Directors

b4,b8

Subject: Response to Notification of Engagement in Crypto-Related Activities

Dear Members of the Board:

The FDIC acknowledges the notification provided by; b4,b8 the Bank) on
November 28, 2022, of the Bank’s intent to offer customers the ability to buy,~~tt-e=d hold
crypto-assets through the Bank’s mobile banking platform in conjunction with P4,08: The
notification was provided pursuant to Financial Institution Letter (FIL), FIL-16-2022
Notification of Engaging in Crypto-Related Activities. FIL-16-2022 requested that all FDIC
supervised institutions that intend to engage in, or that are currently engaged in, any activities
involving or related to crypto-assets (also referred to as “digital assets”) promptly notify the
appropriate FDIC Regional Director. On January 24, 2023, the FDIC sent a letter to the Board
requesting information necessary to allow the FDIC to assess the safety and soundness,
consumer protection, and financial stability implications of the proposed activities.

In his January 26, 2023 letter, President and Chief Executive Officer b4! b8

advised the FDIC that the Bank has put its digital assets project on hold until further notice. The
FDIC acknowledges the Bank’s updated status related to this activity. As a result of the Bank’s
January 26, 2023 communication to the FDIC, the Bank no longer needs to respond to the
FDIC’s January 24, 2023 letter to the Board and accompanying information request. We request
that the Bank notify this office if the status of this activity, or other crypto-related activity,
changes in the future.

Written correspondence should be addressed to my attention at the New York Regional
Office, and sent as a PDF document through the FDIC’s Secure Email portal
(securemail fdic.gov) using the following e-mail address: NYmailroom@fdic.gov. Information
about how to use secure email and FAQs about the service can be found at
https://www fdic. gov/secureemail/.

This letter is confidential and may not be disclosed or made public in any manner under
part 309 of the FDIC Rules and Regulations (12 CFR part 309). If vou have any questions,
please contact Case Managet b8 b8 ‘or Review
Examiner | b8 |

Sincerely,

Frank R. Hughes
Regional Director

b8
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Federal Deposit Insurance Corporation
1100 Walnut Street, Suite 2100, Kansas City, MO 64106 Division of Risk Management Supervision

February 15, 2023

MEMORANDUM TO: Correspondence File

THROUGH: Richard E. Allen
Assistant Regional Director

FROM: b8
Case Manager

SUBJECT: b4,b8 ;

.................................

i b4,b8 represente( b4 b8 RDJim LaP1erre DRDs John Jilovec and Mananne Hartman ARDs Rick Allen

and E.J. Gowlovech, CM; b8 SEi b8 iandSARDO b8 represented the FDIC.

DRD Jilovec opened the meeting by asking CEGb4,b8: for an overview of her vision fo b4, b8 sk responded
that the bank will continue to offer similar products and services, but with improved tec Aio10gy At imnrqves the
overall experience for the customer. The bank will operate with two strategic directions. First; b4,b8 iwill
continue as a community bank providing for the financial needs of the local community. Managementis fevisiting
their CRA investments in effort to reduce “fdncx people” CRA contn'butions (e.g.. events with large parties and

They are working w 1th b4,b8: the bank’s core system provider, to uperade.systems and applications sq they are

more end-user fnendly She stdtecl that changes they implement witf b4,b8 iwould extend to alf b4,b8} community

CEG b4, b8! atated that the second strategic focus is enhancing the bank’s ' b4 b8/ 10del and working to find ways to

improve the process. ! b4,b8 ihas a large team of software engineers e\penenced in the development of data
platforms, APIs, and dataminifig. The team will create programs that facilitate the interface of the bank’s core
system with their third party part; Management hopes to collaborate with large, A+ third parties with future

product offerings She prOVi_de b4,b8 l { b4, | Stnpe and ! 'Bli'b'é"';s e\dmples of potentldl large tlurd party

Leipemloioiay DU A, AR

.........

foonngs and she respo ded that she. w nld like to grow into one of the largest banks in the U.S.. with the reputation
of an clite team based i p4,b8

- AR Allan snourad _abhaut.the_orviocn. af the_ralatinncebin.sy. Ltl _______________ b4 3 b 8

E b4,b8

..... owns a minority interest
in! b4 b8 A CEO b4,b8 | stated.that. her. nosition_on. ihi b4 b8 'board explred at the end of the vear. General

b

(il b4,b8  stated tiat CEO) b4,b8 ! bd,b8
b4,b8 ! She also stated the relationship originated from the time_thex.snent witk b4,b8 i
: b4,b8 ¢ b4,b8 iwas familiar with and;--------

comfortable with the management team ati  b4,b8 -Thev liked lha. b4,b8 'was limited to Bitcoin and! 04,08 J
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i b4,b8 J management did not want to accept all crypto currencies as collateral at the start of this activity. General

Counsct b4,b8 stated that management is not opposed to accepting other.cryntp currencies in the future, but they
will restrict them to mature crypto currencies. They also liked that b4,b8 trrently offers the product in the
states they are licensed, so management could observe how the program worked and pravided lionidiy. i b4 b8

" b4.b8 S

the FDIC are still learning the nuances of crypto-related activity and its impact on traditional banking. We are
asking questions and gathering information from institutions engaging or considering engaging in crypto-related
activitics. We are not categorically opposed to banks engaging in crypto activities, but we need to ensure conduct
the activity in a manner consistent with risk management expectations and consumer compliance requirements.
DRD lJilovec added that they can expect the FDIC to soon pose additional questions regarding its planned

i b4,b8 . and that we may have additional back and forth conversations as they respond and we
TEHIT TOTE AVGUT THE Progiain.

The meeting concluded with President b4,b8 nquiring about potential periodic meetings between bank
management and regional office personnel. He stated his opinion that the informal quarterly management updates

provided to FDIC an¢ b8 The discussion concluded with supplementing the guarterly updates with periodic

meetings either in-person or virtual. No decisions were made regarding specific timeframes for the periodic
meetings.
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b8

From: b8

Sent: Wednesday, March 15, 2023 3320 PM

To: FDIC Chicago Regional Office;; b8
Subject: FW: Please RADD

PDF Email Only

Business Line: RMS

Bank Name:i b4,b8
City, State:: b4,b8
Folder: Correspondence
Source: FO

Doc Name: Miscellaneous
Description: Email re: discussion on crypto plans

From: b8

Sent: Wednesday, March 15, 2023 10:44 AM

To: b8

Cc: Bush, Debbie J. <EBush@ FRIC gov> .

Subject: RE: crypto-related b8 b4,b8

Hi b8 |

Tjustspoke toi __b4,b8 PresidentE____p_ﬂlgﬁ__isaid they are not pursuing any crypto related activities and said that

based on the recent events related to FTX, they do not plan to pursue crypto related activities.

I'll get the interim contact into RADD by the end of this week.

Thanks!

b8

Supervisory Examiner, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

b8
b6

From b8

Sent: Wednesday, March 08, 2023 TT:00°AM

To:! b8
Cc: Bush, Debbie J. <BBEush@FDIC. cov>
Subject: FW: crypto-related b8 b4,b8

H b8
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For the Interim Contact, could you please ask for an update on where thelr crypto plans stand? See the bottom of the
ermnail for the last we've heard from the bank.

Alsg b6,b8 please send me the Interim Contact, since won't see that come through my RADD inbox. Pl
then update Sumaya.

_Thanksil__

b8 |

From: Muraywid, Sumaya A. <&Muraywid@FDIC gov>
Sent: Wednesday, March 08, 2023 10:49 AM

To: b8 :
Cc: b8 i Macias, Sandra <Shacias @ FDHC sov>; Ties, Nicholas F. <pties@FDIC gov>
Subject: RE: crypto-related b8 : b4,b8

tb4,b8 i yes, if the SF can ask, that would be great. Thank youl

From:é b8
Sent: Wednesday, March 8, 2023 11:45 AM
To: Muravwid, Sumayva A. <Shuraywid@FDIC gov>

Cci b8 : EMac_ias, Sandra <&WMacias@FDIC zov>; Ties, Nicholas F. <nties@ FDIC sov>
Subject: RE: crypto-related; b8 b4,b8

Hi Sumaya,

I messaged the SF and he said an interim Contact was due 2/20/23, but they havern't gotten to it vet. The next loint
exam is scheduled for 1172023, When they do the Interim Contact, would vou like the SE to ask where they are with
crypto plans?

From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>
Seqt: Wednesday, March 08, 2023 10:25 AM

To: b8
Cc: b8 i Macias, Sandra <5hMacias@ PRIC gov>; Ties, Nicholas F. <gitigs@EDIC eoy>
Subject: RE: crypto-related.i b8 b4,b8

b8 - what we were working on didn't really materialize. s there a midpoint coming up with the bank any time soon?

From: Muraywid, Sumaya A.

Sent: Tuesday, October 25,2022 7:24 PM .

To: b8

Cc b8 i Ahrenholtz, Jason P. <iahirenholiz @FDIC.eov>
Subject: RE: crypto-related! b8 b4,b8

Hi B8 i thanks for circling back., We're still working on something. Can yvou check back with me in a couple
weeks? Thanks.

From: b8

Sent: Tuesday, October 25, 2022 12:14 PM
To: Muraywid, Sumaya A. <3Mumvwid(EBFE&_%C@?Q&»

(o b8 iAhrenholtz, Jason P. <izhrenholtz @FDIC. gov>
Subject: RE: crypto-related: b8 b4,b8
2
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Hi Sumaya,

Circling back with you about this. Have yvou given any more thought to next steps for b4,b8

Thanks,

b8
Case Manager
Division of Risk Management Supervision
Federal Deposit Insurance Corporation
Lhicago Regional Office

b6

b8

From: Muraywid, Sumaya A. <SMuraywid@FDIC.zov>
Sen_t: Friday, September 02, 2022 10:08 AM

To:! b8
Cc! b8 iAhrenholtz, Jason P. <iahrenhollz @FDIC gov>
Subject: RE: crypto-related b8 i b4,b8

Thanks, b8 Fthink it’s fine to hold off on making that call for now. We're thinking about this type of situation more
broadly and next steps. | can circle back to you later. Feel free to ping me in 3 few weelks if you don’t hear back from
me.

Have a good holiday weekend!

Fromii b8

Sent: Friday, September 2, 2022 11:04 AM

To: Muraywid, Sumaya A. <SMuraywid@FDIC zov>

Cci b8 iAhrenholtz, Jason P. <jghranholtz @FDC. zov>
Subject: RE: crypto-related; b8 i b4,b8

Hi Sumaya,

No, they have not submitted a notification. We learned of this at the recent {4/2022) foint exam. In talking to b8 we
have not discussed this with the bank since the exam’s Board meeting, where management stated that they were not
anywhere close to implementing and asked us to et them know H/when we hear more about permissibility. 5o it seems

Tharks,

b8
Case Manager
Division of Risk Management Supervision

Federal Deposit Insurance Corporation
A hicaso Regional Nffice

b6
b8
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From: Muraywid, Sumaya A. <5Muraywid@FDIC gov>
Sent: Friday, September 02, 2022 9:22 AM

Toi b8
Cc b8 iAhrenholtz, Jason P. <ighrenholtz@FHC gov>
Subject: RE: crypto-related i b8 b4,b8

Thanks for the update. They have not submitted a notification, correct? Have they indicated they will notify us if their
plans change?

Thanks
Sumaya

From: b8

Sent: Friday, September 2, 2022 8:27 AM

To: Muraywid, Sumaya A. <SMuraywid @ FDHC zov>
Subject: FW: crypto-related| b8 i b4,b8

Hi Sumaya,

| have been assigne b4,b8 ffm' crypto monitoring,) b6 See below,
however, regarding that we are not actively working this one,

Thank vou!

b8

From: Bush, Debbie J. <DEush@FDIC. pov>
Sent: Wednesday, August 31, 2022 1:20 PM
To:i b8

Sublject: FW: crypto-related | b8 b4,b8

For whoever takesi b4,b8 ,, please contact Sumaya Muraywid and let her know that we are not actively
working this one since the bank is not going to do anything untit guidance comes out,

From: Cone, Kristy J. <KCone@FDIC gov>
Sent: Wednesday, August 31, 2022 1:11 PM

To! b8 b3

Cc: Bush, Debbie J. <RBush@FHHC zov>;i b8 iOgren, Michelle (Shelly)
<MOgren@rDICgov>
Subject: crypto-related ! b8
b6 ‘has been covering thé_ _____ b4,b8 Ecrypto notification process b4,b8
i b6 J So I need either Shelly or} b8 | b8
b6 ; please discuss among yourselves and tell Debbie what you decide. Thanks.
Kristy J. Cone

Assistant Regional Director
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Division of Risk Management Supervision
Federal Deposit Insurance Corporation
Chicago Regional Office

b6

keone@idic.zov
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b8

From: b8

Sent: 'Tuesday, March 28, 7023 7:56 AM

To: EQIC . San_Erancisco.Reaninnal Office

Cc: b8

Subject: FW: Notice of Engaging in Crypto-Related Actvities.pdf

Please RADD email below. Thanks b8

Bank Nameii b4.b8 .
Bank Location: b4,b8
Source: Bank

RADD Folder: Correspondence

Document name: WO Response to Crypto Notification

From: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>
Sent: Monday, March 27, 2023 6:18 PM

To:! b8
Cc: Macias, Sandra <SMacias@FDIC.gov>; Ties, Nicholas F. <nties@FDIC.gov>; Lyons, Thomas F. <TLyons@FDIC.gov>
Subject: RE: Notice of Engaging in Crypto-Related Actvities.pdf

CONTROLLED//FDIC INTERNAL ONLY

Thank you for sending. In addition to asking the bank to confirm that the funds are corporate funds (i.e., not end user
funds), these additional clarifications would helpful:
e Provide additional information on the related services referenced in the Notification letter.
e Describe what ‘servicing multiple non-interest bearing accounts for this customer’ means.
¢ Will the accounts be solely operational accounts for the customer or will other entities be the ultimate
beneficiaries of the funds? If other entities, describe how those entities are related to or conduct business with
the customer.

We suggest obtaining those responses from the bank in writing.

As stated in the FDIC’s Statement on Providing Banking Services, “Financial institutions that can properly manage
customer relationships and effectively mitigate risks are neither prohibited nor discouraged from providing services to
any category of customer accounts or individual customer operating in compliance with applicable state and federal
law.”

We would also suggest further follow-up on the bank’s liquidity management and capital ratio implications. They
indicate plans to move funds off balance sheet, but it is not clear how much, and how long it would take them to pull

back on balance sheet to meet customer withdrawal needs.

Thanks
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From; b8
Sent:iT\7Fc'5ﬁ'a'a'\'y;"M'é'r"c’ﬁ"Z‘?',"ZUZg"IEZ[I"PT\?I """""""" i

To: Muraywid, Sumaya A. <SMuraywid@EFIC pov>
Subject: Notice of Engaging in Crypto-Related Actvities.pdf
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b8

From: b8

Sent: Wednesday, April 26, 2023 10:38 AM
To: (BB 1

Ce: b8 i Clark, Perissa Ali
Subject: Secure Email: Crypto Activity

.................

Below are some follow up questions in regards to the bank’s notification to the FDIC of potential crypto activity. Reach
ouf o me with any questions. As this is a process, additional questions may be necessary. Thank you for your help

b4,b8

¢ Provide the customer or business name involved in the crypto-related activity. Indicate whether the
account will be in the customer’s name or mining company’s name.

® Please expand on what services/related services the bank plans on offering, including the letter’s
narrative that states “servicing multiple non-interest bearing accounts for this customer”,

e Explain whether the account(s) will be solely operational accounts for the customer or if other entities
will be the ultimate beneficiaries of the funds. If other entities, describe how those entities are related to
or conduct business with the customer,

¢ Identify the source of the funds being placed in the bank.

¢ The letter states that “The Bank plans to take appropriate action to limit the scale of these deposits as
necessary relative to capital levels through the utilization of liquidity management tools that allow the
Bank to move them off its balance sheet while collecting fee income.” Please provide any supporting
documents for the previously noted statement, as well as a detailed plan regarding moving the funds off
of the bank’s balance sheet.

e What are the implications on the bank’s liquidity and capital management/metrics?

b6,b8

Case Manager
San Francisco Regional Office
Federal Deposit Insurance Corporation
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DIVISION OF
RISK MANAGEMENT
SUPERVISION

FEDFRAL DEPOSIT INSURANCE CORPORATION

Dallas Regional Office

600 North Pearl Street, Suite 700, Dallas, Texas 75201
(214) 754-0098 FAX (972) 761-2082

May 19, 2023

Board of Directors. .

b4, b8

Subject: Crypto-Asset Notification Withdrawal

Dear Board Members:

On November 16, 2022, the bank provided notice to the FDIC and; b8 !indicating plans to
engage in certain crypto-asset related activities. Subsequently, staff from our offices held
conversations with management in regards to these plans, and additional information was

requested. This activity was also discussed as part of the ongoing joint examination.

A March 21, 2023 letter from the bank to the FDIC indicates, in part that management has

services for customers could be considered withdrawn.

As aresult of this March 21, 2023 correspondence, we are closing our files and consideration
regarding crypto-related activities by the bank. If the Board and management later decide to
pursue any crypto-related services or products, prior notification should be provided to our
offices. Please refer to Financial Institution Letter 16-2022 for guidance on proy__i_di__r_rg such notice

to the FDIC. The bank is also required to provide prior notice to the FDIC and! b8 :before
making any material changes to the Strategic Plan prior to December 31, 2023, a8 noted in the

b4,b8

If you have any questions, please call FDIC Case Manager! b8 lat:  b6,b8 or

b8 iatl  b6,b8 Correspondence to the b8 should
Be'sEﬁ"r"fG" b8 \'at the above address or it can be emailed to”
b8 r. Please address all correspondence to the FDIC to Regional Director

Krr stie K. Elmquist. Written correspondence can be sent to the FDIC as a PDF document through
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_____________________________ Page 2
the FDIC's Secure Email portal (securemail fdic.gov) using the following e-mail address:
DALMailRoom@FDIC.gov. Information about how to use secure email and FAQs about the
service can be found at fdic.gov/secureemail.

Sincerely, Sincerely,

b6

Joseph A. Meade
Acting Deputy Regional Director ,

Federal Deposit Insurance Corporation

CC. b8
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Division of Risk Management Supervision
Federal Dep05|t Insurance Corporation Division of Depositor and Consumer Protection
1100 Walnut Street, Suite 2100, Kansas City, MO 64106 Kansas City Regional Office | (816) 234-8000

June 20, 2023

Board of Directors

b4,b8

Subject: Response to Notification of Engagement in Crypto-Related Activities

Dear Members of the Board:

The FDIC acknowledges the notification provided by b4,b8 E(Bank) on April 12, 2022,

regarding the Bank’s engagement to provide crypto-asset buy, sell, and hold servicesto
customers throuoh b4,b8 jon the bank’ online platform prov1ded by b4,b8 !

Notification of Engaging in Crypto-Related Activities. FIL-16-2022 requested that all FDIC

supervised institutions that intend to engage in, or that are currently engaged in, any activities
involving or related to crypto-assets (also referred to as “digital assets”) promptly notify the
appropriate FDIC Regional Director. During the May 27, 2022, FDIC examination, we
requested initial information, and the bank provided additional information on August 8, 2022

During a phone call on May 1, 2023, President | b4,b8 1 stated that the Board has
indefinitely paused pursuing the proposed crypto-related activities. The FDIC acknowledges the
bank’s updated status related to this activity. We request that you promptly notify this office if
the status of this activity, or other crypto-related activity, changes.

This letter is confidential and may not be disclosed or made public in any manner under part 309

...................

Case Managel‘ b8 tor Review Examme{ b8 Latl__ b6,b8 | Written

correspondence should be addressed to my attention at the Kansas City Reglonal Office, and sent
as a PDF document through the FDIC’s Secure Email portal (securemail.fdic.gov) using the
following e-mail address: KCMailroom@FDIC.gov.

Sincerely,

James D. LaPierre
Regional Director

CC. b8
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From: 5 b8 :

| JREUREUSE NS EUS I —
To: FDIC Chicago Reaional Office; RMS CHI SECRETARIES P — ,
Subject: Please RADD - FW: [EXTERNAL MESSAGE] RE: Secure email:} P4,b8 iypdate
Date: Monday, July 3, 2023 8:13:35 AM
Attachments: ! 54,58 :

CONTROLLED//FDIC INTERNAL ONLY
PDF Email & Attachment

Business Line;. RMS

Bank Name;_! ..04,b8 5
City, State: | b4,b8
Folder: Correspondence
Source: Bank

Doc Name: Miscellaneous

Case Manager
Federal Deposit Insurance Corporation

From: ! | b8 - 5
Sent: Friday, June 30, 2023 3:42 PM
To: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>; | b8

.........................

CONTROLLED//FDIC INTERNAL ONLY

Y] on thel b4,b8 Frrust acenunt that held cryptocurrency. Let me

know if yvou need anything else; otherwise, | will presume this issue is resohved,

Thanks.

From: b4,b8
Sent: Friday, June 30, 2023 1:58 PM

To: b8 5

IC,’AUTI(JN: External email. Do not click links or open attachments unless you
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recognize the sender and know the content is safe.

attornev_who is working with us on the issue for the! b4,b8

_.b4,b8  Trust with that paperwork completing the process for our resignation as Trustee
for the Trust (the Trust that holds the cryptocurrency). I have attached for your records a copy
of that documentation showing that we have effectively resigned., and therefore any potential

involvement of our bank in cryptocurrency is now a non-issue.

Very best regards,
b4,b8

CONTROLLED//FDIC BUSINESS

Please forward the resignation paperwork once you receive i, and P will forward on to my
counterparts in Chicego and D

b4 bs-TdkP care,

Thanks as always

b8

From:i b4,b8
Sent: Thursday, June 8, 2023 10:25 AM
To: { b8

CAUTION « External email. Do not click links or open attachments unless you
recognize the sender and know the content is safe.

Good morning : B8 I hop you are doing well.
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First, please excuse my delayed response.to.vou.as I have been trying to get a status report

from the attorney who is assisting on the! ©b4,B8 modification,; b4,b8 i T was

I hope all is well with you and your counterparts.

I just wanted to.check in.with you (on behalf of my Chicago and DC folks) to see if you still
believe that the; 4,08 !account will be closed by June 30?

...................

b6,b8 |

This message was secured by Zi_);(_® .

This message was secured by Zix v

This message was secured by £ix ®,

This message was secured by Zix®.
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Federal Deposit Insurance Corporation Chicago Regional Office

Division of Risk Management Supervision \ARAAE
Division of Deposifor and Consumer Protection Phone (312) 382-7500
300 South Riverside Plaza, Suite 1700, Chicago, IL 60606 Fax (312) 382-6901

August 8, 2023

Board of Directors

b4,b8

Subject: Final Response to Notification of Engagement in Crypto-Related Activities

Dear Members of the Board:

The FDIC acknowledoea t he notxflcatlon provxded by b4,b8 i

Nmzﬁzcaimﬁ e}f Engaging in (,f‘y pio-Related Activities. FIL-16- 2022 requested lhat aﬂ FDIC
supervised institutions which intend to engage in, or are currently engaged in, any activities
imvolving or related to crypto-assets (also referred to as “digital assets”) promptly notify the
appropriate FDIC Regional Director. On May 31, 2022, the FDIC sent a letter to the Board
requesting information necessary to allow the FDIC to assess the safety and soundness,
consumer protection, and financial stability implications of the activity. On July 1, 2022, the
Bank provided the FDIC with additional information on this activity. To follow-up on the
information provided by the Bank, the FDIC requested additional information as part of the
January 9, 2023 risk management examination.

| b4,b8 stated that thx, bank planned to resign as trustee bv | b4, b8 i """""
fﬁ’!iﬁ“é?i‘faﬂ dated June 30, 2023, SVP and Wealth Management Director! b4,b8 ‘confirmed that
the Bank has resigned as Trustee for the | b4,b8 i Trust, which

held crypto-assets. The FDIC acknowledges the Bank’s updated status related to this activity.
We request that the Bank notify this office if the status of this activity, or other crypto-related
activity, changes in the future.

This letter 1s confidential and may not be disclosed or made public in any manner under
part 309 of the FDIC Rules apd Reenlations (12 CFR part 309). If you have any questions,

please contact.Case. Manager!, b8 b6,b8 ior Review Examiner; b8 ;

i b8 at! bé,b8 FWTEH corréspondence should be addressed to my attention at

the Chicago Reﬂmnal Office, and sent as a PDF document through the FDIC’s Secure Email
portal (securemail fdic gov) using the following e-mail address: chimailroom{@fdic.gov.
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b4,b8

Page 2

CC:

Sincerely,

Gregory P. Bottone
Regional Director

b8
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From: : b8

Sent: Wednesday, August 30, 2023 12:55 PM

To: FDIC San Francisco Regional Office

Cc: b8 Clark, Perissa Ali; b8
Subject: RADD Room

Categories: b8 Category

NONPUBLIC//FDIC BUSINESS

a. Include email: Yes

b. Institution Name: | b4,b8
c. City:i hd h8 i
d. Statelbabs!

e. Divisiorim RMS

f. Folder: Correspondence

g. Source: Bank

h. Doc Name: Miscellaneous from Bank

From: | b4,b8

Sent: Wednesday, August 30, 2023 10:54 AM

To: Clark, Perissa Ali <PaliClark@fDICgov>
Ce:! b8 i b8 Ho..b4b8
< b4,b8
Subject: RE: [EXTERNAL MESSAGE] Re__b4,b8 §S/SECURE MAIL

CAUTION. External email. Do not click links or open attachments unless you recognize the sender
and know the content is safe.

Hi All —

| wanted to circle back on this and close the loop.

We put_ § through an additional 30+ days of additional enhanced due diligence and have concluded that we will

not be opening the accounts (unless significant future structural changes occurred at their company). We are in the

B e e

b4,b38
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From:i....b4b8 ]

Sent: Monday, July 17, 2023 9:15 AM

To: 'Clark, Perissa Ali' <PaliCiark@FDICoov>

Ce: | b8 b8 T babs
b4,b8 ;

Subject: RE: [EXTERNAL MESSAGE] Rei_ b4,b8 ! SECURE MAIL

Hi All — one additional factor that | wanted to share is the following, perhaps you are already aware of this:

b4,b8

“became a crypto only platform ending their?

REL0000042506



b4,b38
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Sent: Wednesday, July 12, 2023 1:23 PM

To: 'Clark, Perissa Ali' <PaiiCiark@F DI . sov>

Cc:i b8 b8

b4,b8
Subject: RE: [EXTERNAL MESSAGE] Re:; b8 i/SECURE MAIL

b8

A

Hi All-

following:

parameters of thei b4,b8 i b4,b8 é

 b4.b8

Looking forward to your thoughts, guidance, and open discussion.

When can we meet?

REL0000042506



Thanks

b4,b38

From: Clark, Perissa Ali <PgliClark@FDIC sov>

Sent: Friday, June 9, 2023 5:04 PM
To:! b4,b8 i

Cc:i b4,b8 b4,b8

b8

Thank you so much for the update, and hava a great weekeand!

From:! b4,b8 i

Ser'_ut: Friday, June 09, 2023 4:01 PM _ .

To: b4,b8 b b8 5 P _

Cc: | b4,b8 b b8 b4,b8
i b4,b8 i

I Subject: RE: [EXTERNAL MESSAGEi b4,b8 Y SECURE MAIL

CAUTION: External email. Do not click links or open attachments unless you recognize the sender and know the content
is safe.

Perissa,

We received confirmation from  “saps i this morning that the wire had been posted to the instructed beneficiary

account at: b4,b8 i There were no messages received today from! b4,b8 indicating it was being

returned. Given that the wire was received by b4,b8 { yesterday, bosted to the beneficiary account, with no

return sent by close of the itoday...we deem the wire to have been accepted.

Thanks,

b4,b8
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b4,b8

From: b4,b8

Sent: Thursday, June 8, 2023 7:21 PM

To:| b4,b8 Clark, Perissa Ali <PaliClark@EDIC.sov>

cci bti,bB b8 b8 :

Perissa,

The wire was sent around 2:00 pm MST today and we were advised that§ b4,b8 Ewas aware of the funds being
sent. We do not anticipate it being returned, based on this knowledge, but will certainly keep you apprised. As of close
of business we had not received any wire messages indicating a rejection.

Get (utipok for 108

From:i b4,b8 i
Sent: Thursday, June 8, 2023 8:49:50 PM

To: Clark, Perissa Ali <PaliCiark@FDIC.zov>
e b4, b8 b8

b8 i - bABs ]
'Subject: Re: [EXTERNAL MESSAGE] Re b4,b8 / SECURE MAIL

b8 >

b4,b8 can comment on that. Itis gone, so unless rejected, they have it.

From: Clark, Perissa Ali <PaliClark@FRIC sov>
Sent: Thursday, June 8, 2023 8:46:25 PM

To:! b4,b8
Ce: b4,b8 bg !
- b8 o b4,b8

Subject: RE: [EXTERNAL MESSAGE] Re{  b4,b8 7 SECURE MAIL

Thank you so much. When the information is available, please advise l‘f”’ b4,b8 Eaccepts the wire,

REL0000042506



Thanks again,

Perissa Clark

From: b4:b8

Sent: Thursday, June 08, J023 5734 PMI

To:ICIark, Perissa Ali <PaliClark@FDIC gov>

Cc:! b4,b8 i b8 i
b8 i b4,b8 a

Subject: Re: [EXTERNAL MESSAGE] Re. 5/ SECURE MAIL

CAUTION: External email. Do not click links or open attachments unless you recognize the sender and know t_he,cmnt&nf
is safe.

Hi Perissa

ba,bgthad it overnight, then returned it to us today.

We worked with b4,b8 and they asked us to wire it to b4, b8 So it was back with us for about
an hour or two berore going to: b4,b8

From: Clark, Perissa Ali <PaliCiark@FDIC.eov>
Sent: Thursday, June 8, 2023 7:39:11 PM
To:i b4,b8

Ce! b4.b8 : b8
s b8 ;

Hetlo, | wanted to follow up to confirm whethe b4,b8 accepted the wire fmmi b8 unbehalf m‘i b8

Please advise.

Thank you and regards,

REL0000042506



Perissa AH Cark

Assistant Regional Director, Risk Management Supervision
Federal Deposit Insurance Corporation

25 Jessie Street at Ecker Square

San Francisco, California 94105

Office: 415-808-8032

ch ____________________

Confidentiolity Notice: This electronic correspondence is confidentio] and muay not be disclosed or made public in any manner. Additiomal
informution regarding these confidentiality restrictions may be found in Port 209 of FOIC Rules and Regulations. Please notify us immediately if you
recefve o subpoenw or ather legal process which calls for the production of this electronic correspondence.

From: | b4,b8
Sent: Wednesday, June 07, 2023 10:29 AM

To: Clark, Perissa Ali <FaliClark@FDIC gov>

Ce:l bd,b8 : b8
i b8 ;

Apologies, I should have added that the accounts for; 4,08 have been closed.

From:i b4,b8

Sent: Wednesday, June 7, 2023 1:01:39 PM
To: Clark, Perissa Ali <FaliClark@FDIC.zov>
Cci b4,b8 b4,b8
. h4.h8 '

Hello All,

Please take this as confirmation that within the last 30 minutes all b4,b8 funds were exited by us from

b4,b8

They were all sent in one wire to b4,b8 !t the instructions of b4, b8

b4,b8
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emm——————

and/or confidential information intended only for the use of the individual or entity named above. If you are not
the intended recipient you are hereby notified that any dissemination, distribution or copying of this
communication is prohibited. If you have received this communication in error, please delete this electronic
message and all attachments. Thank you.

CONFIDENTIAL COMMUNICATION: Emails and attachments from: ph4, b8 icontain strictly privileged
and/or confidential information intended only for the use of the individual &1 €ifity named above. If you are not
the intended recipient you are hereby notified that any dissemination, distribution or copying of this
communication is prohibited. If you have received this communication in error, please delete this electronic

message and all attachments. Thank you.

CONFIDENTIAL COMMUNICATION: Emails and attachments from b4,b8 contain strictly privileged
and/or confidential information intended only for the use of the individiaruremrty named above. If you are not
the intended recipient you are hereby notified that any dissemination, distribution or copying of this
communication is prohibited. If you have received this communication in error, please delete this electronic
message and all attachments. Thank you.
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b4,b8

From: I b4.b8 _

To: E-' ..........

Cc: L__b4b8 i

Subject: [EXTERNAL MESSAGE] Re: Follow-up Question: Crypto related product "Secure Email”
Date: Monday, September 11, 2023 9:45:37 AM

CAUTION External email. Do not click links or open attachments unless you
recognize the sender and know the content is safe.

Deari b8

Sent from my iPhone.

From: b8

Sent: Monday, September 11, 2023 9:29 AM
To: b4,b8
Ce:i b4,b38 !

Subject: Follow-up Question: Crypto related product "Secure Email"

CONTROLLED//FDIC BUSINESS

Good Morning Presiden b4,b8§

I hope you are having a great week. | am reaching out to my banks to determine if there have been
any strategy changes related to crypto related products. As discussed at the last exam, your “bank
has no immediate plans to implement any crypto related products or services”. | was following up
to verify if there have been any changes in the bank’s strategy related to any crypto related
products. If not, please confirm the previous statement. If the strategy has changed, please provide
me with an update to your new plan. If you can respond by 9/13/23, that would be helpful. Please
let me know if you have any questions.

RELO0000042507



Best Regards,

b8
Case Manager- Risk Management Supervision
Federal Deposit Insurance Corporation

Office b6,b8

_Cell:

FDIC

This message may contain information that is PRIVILEGED and CONFIDENTIAL.
If you are not the intended recipient, you must not read, use or disseminate the information; please advise the sender
immediately by reply email and delete this message and any attachments without retaining a copy.
Your receipt of this message 1s not intended to waive any applicable privilege. Do not forward or otherwise disseminate this
message without the permission of the Federal Deposit Insurance Corporation (FDIC).

i Please consider the environment before printing this e-mail

This message was secured by Zix®.

The information contained in this message may be privileged, confidential, and protected from disclosure. If the reader
of this message is not the intended recipient, you are hereby notified that any dissemination, distribution, or copying
of this communication is strictly prohibited. If you have received this communication in error, please notify us

received by the b4,b8 1 by someone other than
the recipient.

This message was secured by Zix®.
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FDIC

Federal Deposit Insurance Corporation Division of Risk Management Supervision
25 Jessie Street at Ecker Square, Suite 2300 3an San Francisco Regional Office
Francisco, California 94105 {415) 546-0160

October 13, 2023

Board of Directors
b4,b38

Subject: Notification of Engagement in Crypto-Related Activities

Dear Members of the Board:

The FDIC acknowledges the notification provided by b4,b8 the Bank) on March
24, 2023, regarding the Bank's intention to provide deposit accountsand related services to
an existing customer’s business that operates within the crypto-asset space. The notification
was provided pursuant to Financial Institution Letter (FIL}, FIL-16-2022 Notification of
Engaging in Crypto-Related Activities. FIL-16-2022 requested that all FDIC supervised
institutions that intend to engage in, or that are currently engaged in, any activities involving
or related to crypto-assets (also referred to as "digital assets") promptly notity the appropriate
FDIC Regional Director.

On Aprii 26, 20’7" FDIC Case Manageri b8 : bent an email to President | b4 8

ephone conversation on August 2, 2023, w1th Case Manager
3 commumgated that the Bank is no loncrez pursumg the proposed

conslders engpagmc n emv m, pto -related acthty going for ward.

If you have any questions, please contact Risk Managcmunt Supervision (RMS) Acting Assistant

Regional Director Justin Shaffer at. b6 i RMS Case Manager | b8 iat
b6é,b8 Depmnor and Consumer Protection (DCP) As,sx_ﬁg,n_l,_&@g_x@r1al Director Susan
Pinette at| b6 tor DCP Acting Review Examiner | b8 Lt b6,58
Sincerely,

/s/ Louts C.C.Cheng /s/ Dana Crutchfield
Louis C.C. Cheng Dana Crutchfield
RMS Acting Deputy Regional Director DCP Deputy Regional Director

This letter is confidential and may not be disclosed oy made public in any manner. Additional information
regarding these confidentiality restrictions may be found in Part 309 of the FDIC Rules and Regulations. Please
notifv us immediately if vou receive a subpoena or other legal process calling for the production of this letter or a
description of its content.
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b8

From:
Sent:
To:

Cc:
Subject:

Categories:

Include Email (Y/N):

Institution Name:
City:

State:

Business Line:
Folder:

Source:

Doc Name:
Description:

On 10/30/23, FS [ b8 ispoke with CEG  b4,b8 ofi

bank’s current condition, industry hot topics, and FDIC supervision. Highlights included the following:

b8

Monday, November 13, 2023 4:59 PM
FDIC San Francisco Regional Office
i b8 i

Please RADD - Interim Bank Contact -

b4,b8

Gold

CONTROLLED//FDIC INTERNAL ONLY

b4,b8

b4,b8

RM

Correspondence

FO

Interim Bank Contact

Interim Bank Contact - Call with CEO b4,b8 on 10/30/23

b4,b8 i Topics included the

b4,b38

Manageme

tont

bank. CEO

b4,b8

d not to move forward with the crypto relationship; the customer found another
noted that Case Manage b8 was very responsive to his questions,

1
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although he had not received feedback from the Washington Office at the time management decided

not to move forward.

b4,b8

b8

Field Supervisor, Division of Risk Management Supervision
Federal Deposit Insurance Corporation

b8
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From: i b4,b8

Sent: Tuesday, April 16, 2024 1:26 PM

To: b8 |

Ce: b8

Subject: [EXTERNAL MESSAGE] RE b4,b8 L FIL 16-2022 Relating to Crypto

Related Activity

CA{JT!ON Extemaf emaii E)g ﬁ(:)i r;hx:kimk*—« r:)r cz;::ten atiachmenis unless yau reaagnzze the sender

an{:i know the wntent is saf@

H! b8 iand good afternoon.

Please see our responses below in red. If you have any guestions or need any additional information, feel free
to give me a call.

_Thanks,

. b4,b8
From| b8
Sent: Monday, April 15,2024 7:33 AM
Toi! b4,b8 i
Subject:@ b4,b8 FIL 16-2022 Relating to Crypto Related Activity

NONPUBLIC//FDIC BUSINESS

... bab8 |
Good morning. | am following up on the crypto-related activities of b4,b8 Hin correspondence from
October of last year, you indicated that b4,b8 ibank engaged in the following crypto-related activity:

1
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DDA accounts that have crypto pass through from time to time {not identified as administrators/exchangers) — Crvpio

activity stilf ropresents loss than 1% of total activity,

e Roughly 250 transactions ner monih {less than 1% of total activity)
e Primarily through b4,b8
Single commercial loan to client ini b4,b8 ! No crypto taken as collateral — No changes to the

below loan and no new loans as of 4/16/24,

. b4,b8

&
» Secured by business assets ofi b4,b8
e Physical Address of facility:

b4,b8

Since October of last year, has there been any change in the institution’s crypto-related activities?

Thanks,

b8

(Case Manager
Federal Deposit Insurance Corporation
Atlanta GA Reaonal Office

Cell b6,b8
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NONPUBLIC//FDIC INTERNAL ONLY

From:i b8 i
Sent: Wednesday, June 7, 2023 12:10 PM

To:i b8
Cc: ! b8 ;

Subject:! b8

On quick fc}iiuw up if it ever comas p b8 Ereachm outtd b4,b8

curious abwut it wE’zen Shé’} read my e “r‘afi from yesterday. twent o amc}i:hu- __b4,b8 iaccount at
] b4,b8 8@t justmoved from one bank to another, .(i@uciwi 1o

move it from | 'b4,b8 o b4,b8

b8
08

i b8 i

i’-'ederal Deposit Insurance Corporation

dic.gov

From:i: b8

Sent: Tuesday, June's, 2023301 PM '

To:| b8 b8

b8 i Rhodes, Debra L. <DRhodes@FDIC.gov>;
g b8 A ' _
Cel bs | i b8
Subject: RE: b8

NONPUBLIC//FDIC INTERNAL ONLY

b4,b8

They reported tha E- b4,b8 | wired out | b4,b8

i b4,b8 iafter wowdmu about 24 hours notice to the bank of its intent to mave it aut. b4 b8!
held pfeniv_wfm el BErVes ag sainst that large deposit, so no issugs concerming the bank's 7777
Eu.usadsty.; b4,b8 ‘ontinues to have the two accounts with]  b4,b8  hut it e holding acoount is

significantly smaller after this large wire out from May 26", As 0’5 today,!  b4,b8 ha: b4,b8 in

its operation/cearing account, after receiving a| b4,b8 | lin today, which bank management
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NONPUBLIC//FDIC INTERNAL ONLY

described as normal business ~ nothing unusual about it. I h4d b8 remaining in its
holding account as of today {total between both accounts 7§ b4,b8 B3O Ieday

more! b4,b8 Heposits related td bd,b8 i it decided against it, and has not opened any
additional accounts. The bank has no other exposure to! b4,b8 i
iﬁresiden‘: b4,b8 For additional

monitoring later this week, we can contact Director of Operations b4, b8 directly on her cell

shone at
; b4,b8
Federal Deposit Insurance Corporation

frlic.gov

From:i b8

Sent: Tuesday, June 6, 2023 11:34 AM

To:; b8 Rhodes,
Debra L. <DRhodes@FRIC gov>t b8 : b8

Ce: b8 i
Subject: FW: | b8

NONPUBLIC//FDIC INTERNAL ONLY

Hey everyone,

Please check in with your banks/PFRs with ties 1o! bd,b8 L or let me know if you hear
anything about unusual activity please, 1b4b8iyas named below, but others that might have ties {directly
or indirectly} areib4,b8 ) and b4,b8 if nothing to report, please email me directly to et me know
that too.

Jhanks,

From: Worthing, Paul P. <PWarthing@FDiC zov>
Sent: Tuesday, June 6, 2023 11:23 AM _
To: RMS SF RO ARDs <RMSS§"—RGARD$@FQ%Q;{QW;;' b8 i Ogren,
Michelle (Shelly) <MOgren@FDIC.eov> ‘
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NONPUBLIC//FDIC INTERNAL ONLY

Cc: Moe, Kathy L <iMoe@FDHC zov>

Subject: Fwd: b8

NONPUBLIC//FDIC INTERNAL ONLY

observed and unusual activities (e.g. deposit activity); b4,b8 | If other
agency supervised, the case manger should plan to touch base as part of routine communications with

' b8 |s traveling toé b8

Emeeting so his availability will be limited to assist with these calls

over the next couple of days if needed. Just letting you know.

From:i b4,b8

Sent: Tuesday, June 6, 2023 11:56 AM
To: RDs <RUsBC@FDIC . pov>; RMS DRDs <RMESDRDS@IDIC gowv>

(o b4,b8

; Colohan, Patricia A. <PColohan@FDIC.z0v>; Eberley, Doreen R.

<DEberlev@FDIC sov>; Muraywid, Sumaya A. <ShMuraywid@FDIC.sov>

Subject: b8

NONPUBLIC//FDIC INTERNAL ONLY

b4,b8

VO
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b8 b8
b8

From: b4,b8

Sent: Friday, June 21, 2024 10:44 AM

To: b8

Cc: b4,b8

Subject: [EXTERNAL MESSAGE] RE:i bé4,b8 = FIL 16-2022 Relating to Crypto
Related Activity

CAUTION: External email. Do not click links or open attachments unless you recognize the sender
and know the content is safe.

It appears my reply on 6/10 did not go through. May be an issue because I sent though my phone. No
changes since last inquiry. Thanks and let us know if you need anything else. Have a great weekend!
b4,b8

Re: b4,b8 E?iL 16-2022 Belating to Cryptn Related Acthity

b 8 b4,b8
Fae : b8

P changes sinne wa iast raporiad,

b 8 i‘«ve'@ﬁtea:

CONTROLLED//FDIC BUSINESS

Goad gtternogr. §am following up on the srypto-ceipted sabities o b4 b 8
J

in varresnondencs frorn April of this vaar, you nddicad

GO prsvunts vhat have orypto pees through from thme 9o thme {not identifisd as sdminigtratorefeschengers)
1. Boughly 250 trarsactions pay month Hess than 1% of 1wasd activity}
2. Primarniky ihrwgh:g b4,b8

b4,b8

b4,b8
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b4,b8

This email and any files transmitted with it are confidential and are intended solely for the use of the individual or entity to whom they are addressed.
This communication represents the originator's personal views and opinions, which do not necessarily reflect those ofi b4,b8 iIf you are
not the original recipient or the person responsible for delivering the email to the intended recipient, be advised that you have received this email in error,

From:i , b4,b8 , V>

Sent: Friday, June 21, 2024 9:41 AM

To:; b4,b8 E

Cc:i b4,b8
Subject: FW:§ b4,b8 FIL 16-2022 Relating to Crypto Related Activity

CONTROLLED//FDIC BUSINESS

Fiust wanted to follow up on my previous emails inquiring im:oé b4,b8 iCrypto-Related Activity. Since
Aprit of this yvear, has there been any change to the banlds crypto-related activity as presented below?

Thanks,

: b8 ;
{"ase Mannger
Federal Deposut Insurance Corporation
Atlanta, GA Regonal Ofhee

Celld b6,b8

From: b8

Sent: Monday, June 17, 2024 11:17 AM

To:! ! b4.b8 ..

Subject: FTW b4,b8 ITFICT6-2072 Relating to Crypto Related Activity

CONTROLLED//FDIC BUSINESS

............................

| just wanted to follow up on this email from last week inquiring intol b4,b8 Crypto-Related
Activity, Since April of this year, has there been any change to the bank’s activity as presented below?

Thanks,

b8

= Manager

Federal Deposit Insurance Corporation
Addanta, GA Regional Otfice

Cell: b6,b8

Fromi b8

Sent: Monday, June 10, 2024 2:40 PM

To; b4,b8

Subject: b4,b8 FIL 16-2022 Relating to Crypto Related Activity

2
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b4,b8

Good afternoon. | am following up on the crypto-related activities of

CONTROLLED//FDIC BUSINESS

April of this year, you indicated thaté b4,b8

b4,b8 In correspondence from

bank engaged i tA& ToNOWIng crypto-related activity:

DDA accounts that have crypto pass through from time to time (not identified as administrators/exchangers)
e Roughly 250 transactions per month (less than 1% of total activity)

e  Primarily through:i

b4,b8

Single commercial loan to client in

b4,b8

No crypto taken as collateral

- b4,b8

Since April of this year, has there been any change in the institution’s crypto-related activities?

Thanks,

b8

Case Manager

Federal Deposit Insurance Corporation
Atlanta, GA Regional Office

Cell:i b6,b8
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CONTROLLED//FDIC INTERNAL ONLY

Fﬁdﬁral. Depasit lnsurance Corporation..
b8 ! Division of Risk Management Supervision

January 29, 2024

MEMORANDUM TO: Correspondence File

THROUGH: E b8 E
Assistant Regional Director

FROM: b8
Case Manager

SUBJECT:

o
>
o
)

Reeional Office (RO).nersonnel. hosted:.. b4.b8__imanacement.in. Jh,d
| b4,b8 ; ¢ and Yiquidity Tisk management - specrfrc to

f.rmhlsmz.denos t concentration. ARD..--..,.‘!‘_’______; Regional Counsel'

represented the FDIC. CEO ! b4,b8 [and EVP- CRO

2023 She stated that management reviewed the letter and prepared a response for the Board to review at the
upcormng January Board Meeting. CFQ b“_._._._a]soronfmned that the bank ceased ongmatlng brtcom secured
loansi b4,b8 8

resnanse letter this week, and EVP b4 b8: Wlll forward the response to the RO following the Board meeting. EVP

1b4,b8 lalso committed to getting thie year—end quarterly update on EFX by mid-February.

the last four drglts of the customer’s TIN through its third party partnerslnps and the bank or its partners obtain the
remaining five digits through other channels (e.g., credit reports) during the remainder of the CIP process. She
confirmed that all nine digits are obtained prior to account opening for all customers. She stated that management

CEOip4,bs! tadded that the types of consumer lending offered through third party partnerships are akin to consumer

credit Gards. which are also e\empt from the full nme-dlglt collection requlrement Both clzumed that nerther the

............

customer pn’or to account opening. She stated that there is a |
management decided to pursue that path. Regional Counsel i
limited to the specific Opcr.a.t.l_r.tg.suhs_cl_l_an._.q.f_.t_hcrgg_l.l_c_s_.ung_na._._.na_l._b.e_l.r_tk_an.cl_.r_lgt.gg_tts_td_e._rgd_a.r_l__mp.l_u.s_t_w:.v_v_t_c.i_c _______________
relief to all national banks.

procedures and rationale for obtaining only the last four digits from customers for their partnership programs (See
RADD Correspondence file dated 1/25/24 for a copy of the letter). She reported that FinCEN never responded to

theiy, lettcr...whrch management drafted as a negative confirmation letter.(e. p. no response indicatcd 1o objection).
EVE 4,08 ;offered to prowde a copy of the ]etter to the RO. ARDE
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b4,b8

51gmf1cant Volume of digital asset based deposus on the balance sheet. ! b4,b8 ;

54,68 ]
i

woula

i b8 idiscussed the importance of Board oversight, policy and risk limit development and approvals, and

monitoring and reporting of deposit concentrations to ensure appropriate liquidity risk management. CEO

b4,b8

responded that the Board is aware of the volume of digital asset based deposits accepted at the bank, and that

mont

y Board xenqrt track the volume of deposits. Management places the deposits in cash at the FRB, IBBBs, and

through the b4,b8 network to expand FDIC deposn insurance cov erage for the clients. EVP. b4,b8 istated Board
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b4,b38

March 192024

Ms. Paul P. Worthing

Regional Director

Federal Deposit Insurance Corporation
25 Jessie Street, Suite 2300

San Francisco, A 94105

VIA EMAIL:  SFMad Room@FDIC sov

RE: Supplementto ] p4,b8 (“Bank™) Response to Request for Additional Information Dated August
18,2023

Dear Mr. Worthing,

,08  IThe Bank’s November 2023 response contained answers to
42 questions from the FDIC requesting additional information on August 18, 2023, Previously, the Bank
responded to questions from the FDIC on January 5, 2023, which related to questions asked by the FDIC
on November 21, 2022, following the Bank’s original notification to the FDIC on August 10, 2022, We

hope this detailed timeline underscores our ecagemess to cooperate and keep you well-informed.

The Bank wishes to underscore some of the key pomts in Vice Chairman Travis Hill's remarks on March
11, 2024, entitled, “Banking’s Next Chapter? Remarks on Tokenization and Other Issues.” These points
directly impact the comprehensive assessment the FDIC 1s conducting regarding the Bank’s use of
distributed ledger technology. We believe the FDIC’s Vice Chairman’s policy direction articulated in his
remarks concerning the use of distributed ledger technologies that do not mvolve cryptocurrency could be
of significant value to your team as they continue to evaluate our use of this technology.

During his remarks, Mr. Hill candidly expressed that:

there are significant downsides to the FDIC’s current approach, which has contributed to a
general public perception that the FDIC 1s closed for business if mstitutions are interested
in anything related to blockchain or distributed ledger technology. The confidential nature
of the existing process means there is little public information on what types of activities
the FDIC might be open to, if any. L have heard of some cases in which requests submitted
by institutions have gone unanswered for long periods of time, while other institutions have
spent months responding to a long stream of information requests, diverting attention away
from developing new technologies and systems. While the largest banks are able to hire
consultants and staff in Washimngton, D.C. to read the tea leaves to discern what might be
approved, the message being heard by the vast majority of the industry could be mterpreted
as don't bother trying.

The FDIC Vice Chairman went on to reiterate that it is of utmost importance for regulators to provide
clarity and timely feedback to distinguish between 'crypto’ and the use of blockchain by banks. He said:

We should certainly be humble when it comes to making any sorts of predictions about
what the future financial system will look like, but as financial institutions and developers

b4,b8
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around the world continue to develop blockcham and distributed ledger technologices, a
poor regulatory approach to these issues presents substantial opportunity costs for bank
customers and the U S. economy, discourages mstitutions from investing in the future, and
cedes influence to non-U.S. jurisdictions.

As financial institutions worldwide continue to develop blockchain and distributed ledger technologics,
Vice Chairman Hill stated that a poor regulatory approach presents significant opportunity costs for the
US economy. Specificallv, Mr. Hill stated the following:

the agencies need to distinguish between “crypto™ and the use by banks of blockchain and
distributed ledger technologies. I do not think banks mterested in the latter, insofar as it
simply represents a new way of recording ownership and transferring value, should need
to go through the same gauntlet as banks interested in crypto.

As stated in the Bank’s various responses, the! 04,08  iblockchain will be used as a “distributed
ledger technology,” not as a “crypto” currency.

Once you and your team have had an opportunity to review and digest this information and our prior
submissions. we request that a meeting be scheduled so that we can answer any follow-up questions and

ensure that all partics are on the same page concerning! | b4,b8 current activitics and its plans for
potential future activities.

Sincerely,

b4,b8

b4,b8

b4,b8
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~-Eederal Dennsit. Insurance Cornoration..........,
5 b8 Division of Risk Management Supervision

April 2, 2024

MEMORANDUM TO: Correspondence File

THROUGH: b8
Assistant Regional Director

FROM: ; b8 i
Case Manager

SUBJECT: b4,b8
Washington Office Conference Call RE: Unchained and CIP Requirements

Regional Office (RO) personnel hosted participated in a conference call with Washington Office (WO) personnel
via MS Teams April 1, 2024. Section Chiefs (Chicf) Sumaya Muravwid, Debra Novak. Kimberly Schmidt, and

Sandra Macias represented the WO. ARDs: b8 and; b8 | CM b8 {RE{ b8 |

..................................... P, e

{..b8__iand CM-SAi b8 |represented the RO. The call centered on two issues related toi b4,bJ§ {1).

closing out the crypto-related SR regarding underwriting expectations for third-party lending relationships and (2)
CIP requirements regarding collection of the customer’s TIN prior to account opening.

b4,b38

....................... .

Chief Muraywid inquired about the Region’s planned follow up to: _ b4,b8 i response to the crypto-related SR
letter mailed to the bank on December 29, 2023. She referenced the guidance in the RD Memo 2022-014-RMS that
requires the FDIC to provide a closeout letter to specify that the FDIC’s review of the crypto-related activity is
complete. She noted that the bank’s response to the SR regarding underwriting did not technically align with
Appendix A to Part 364 “Interagency Guidelines Establishing Safety and Soundness”. She recommended that the
Region’s closeout letter included language highlighting the requirements established in Appendix A to Part 364

regarding management’s assessment of the borrower’s ability to repay.

The meeting concluded with Chief Muraywid committing to provide the Region with sample closeout letters to
provide! bdb8 i

comments regarding the expectations related to Appendix A of Part 364 within the closcout letter to the bank.
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| b4,b8
Correspondence; WO; Miscellaneous; 3/29/24:

Communication with WO RE: b4,b8 i
deposits and request list for additional information

From: Muraywid, Sumava A.
To: i b8 i Refer to final letter
Cc: Hoskins, Hilary L.; Magias. Sandra; Schritt, Kimberly A. mailed 5/29/24
Subject: RE: { & babs04,b8 iand Request List
Date: Wednesday, May 29, 2024 8:52:12 AM
Attachments: Request List 5-3-24.docx

b45 b8 Request Letter {(sm).docx

CONTROLLED//FDIC INTERNAL ONLY

latter 1o add part 309, consistent with other letters sent. Plaase let us know when the rasponses are
received, so we can coordinate. Thanks.

From:é b8

Sent: Thursday, May 23, 2024 8:50 AM

To: Muraywid, Sumaya A. <SMuraywid@FDIC.gov>

Cc: Hoskins, Hilary L. <HHoskins@FDIC.gov>; Macias, Sandra <SMacias@FDIC.gov>; Schmitt,
Kimberly A. <KSchmitt@FDIC.gov>

Subject: RE:E b4,b8 iLetter and Request List

CONTROLLED//FDIC INTERNAL ONLY

ragueast list,

Repards,

b8

Case Manager

Risk Management Supervision

'b6,b8

From: Muraywid, Sumaya A. <SMuraywid @FDC sow>
Sent: Thursday, May 23, 2024 7:49 AM
To: b8

Cc: Hoskins, Hilary L. <HHoskins@FDRIC eov>; Macias, Sandra <Siagias@ EDIC eoyv>; Schmitt,
Kimberly A. <KSchmitt@FDIC pov>

Subject: RE: b4,b8 iLetter and Request List

CONTROLLED//FDIC INTERNAL ONLY
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Thanks! b8 ust confirming, has DCP staff and management reviewed as well? thanks.
A

From:! b8
Sent: Thursday, May 23, 2024 8:40 AM

To: Muraywid, Sumaya A. <3Muraywid@FDiC sow>
Cc: Hoskins, Hilary L. <§--l%—1:..33&%;“:5@F{}ic‘mw;é b8 :
Subject: | b4,b8 etter and Request List

CONTROLLED//FDIC INTERNAL ONLY

Good morning Sumaya,

reviewed In the Region through RO Kaemingk, We may need to adiust the requested response date
when sending the documents td b4,b8 1 byt everything else should be readdy from the Region's

perspactive. Please let me kKnow if you have any comments or suggestions regarding the
documents. Thank you.

Regards,

" b8

Cass Manager
Risk Management Supervision

Email b8

b6,b8
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From: Muraywid, Sumava A,

To: Hoskins, Hilary L.; b8 i, Schmitt, Kimberly A.; Macias. Sandra;

i
[N ovihoa . !

Cc:

Subject:

Date:

Attachments: Draft Request List 1 b4,b8 L+ 5-3-24.docx

CONTROLLED//FDIC INTERNAL ONLY

All — here are items we suggest for the request list. Please let us know what you think.

From: Muraywid, Sumaya A.
Sent: Wednesday, April 17, 2024 11:21 AM

To: Muraywid, Sumavya A.; Hoskins, Hilary L, b8 ESchmitt, Kimberly A.; Macias,
Sandra,:' """""" b8 iGowlovech, Edward J.
Cc:i b8 ;

When: Friday, May 3, 2024 2:00 PM-2:30 PM (UTC-05:00) Eastern Time (US & Canada).
Where: Microsoft Teams Meeting

To touch base on the bank’s notification and crypto related activities.

Microsoft Teams 1«

Join the meeting now

b7(E) |

" b7(E),b8

For organizers: Meeting ophions | Reset
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Please provide the below items for the all crypto-related deposit accounts at the institution:

e Provide analysis on crypto-related deposit volatility and how such deposits are
considered in liquidity risk management functions including: concentration risk limits,
key risk indicators outlining the minimum level of highly liquid assets held against
crypto-related deposits, and any other supporting metrics to assist with understanding
how management assesses and manages the overall risk related to crypto-related deposit
accounts. Include related board and committee reporting.

e Provide a list of all accounts, account titling, month-end deposit levels for the last 12
months, monthly transaction volumes, and account purpose.

e Reflect which deposit accounts crypto-related firms hold funds on behalf of crypto-firms
customers or function as reserve assets for a stablecoin. For such accounts:

o Provide copies of any account agreements or contracts with the crypto-related
firms.

o Provide the most recent copies of any account agreements, disclosures, or
advertisements related to accounts provided by or through the Bank and crypto-
related firms.

o Provide policies and procedures that govern the Bank’s process for reviewing
third-party account disclosures, marketing materials, and advertisements that use
the bank’s name or branding or related to deposit insurance.

o Describe the process used by the Bank, crypto firm, or any other third-party to
maintain records, ledgers, or reconciliations, or other evidence reflecting the
balance of user funds held at the Bank that are subject to the FDIC pass through
insurance disclosure. This would include any documentation of the policies and
procedures relating to the flow of funds for these accounts.

o Describe any role the bank has in verifying stablecoin reserves, if any are held, to
a crypto firm, their customers, or their customers’ customers.

o Provide documentation of any internal or external analysis, including legal
opinions, conducted fo determine whether the crypto firm disclosures and any
related third party’s account agreements are accurate as it relates to the
availability of FDIC pass through deposit insurance through the Bank.

Do we want to add CDD/beneficial ownership documentation or any other bsa/aml
related documentation (such ag transaction monmitoring information)?

Please provide the below items for the proposed§ b4,b8 Erelationship and any other
similar relationships (add language to reflect to provide drafts or can provide later if
documents are not ready yet, but would be useful if bank can provide updated timeline):

e Risk assessments
Due diligence
Contracts
Permissibility analysis
Implementation plan. Please include volumes of activity (including projected and actual
(if any) of # of customers, deposit volumes, and transaction volumes), income projections
used to determine whether the products are financially feasible, and any other analysis
performed to support launching the products.
e AML/CFT

REL0000042521



e Fraud
o)

@]

Settings (i.e., scorecard) for automated systems or programs used for the
Customer Identification Program (CIP), OFAC sanctions monitoring, and
suspicious activity monitoring.

= Description of process/controls for revising settings.
Due diligence of system/program and support for settings selected, if automated
systems or programs are used, for CIP, OFAC, and suspicious activity
monitoring.

Description of fraud detection systems, mechanisms, and processes.
Description of fraud loss mitigation processes.

e Consumer

O

Description of any fees that will be charged to consumers related to the activity,
and how they will be calculated.

Consumer agreements, disclosures, or other terms and conditions related to the
activities provided by or through the bank and by third parties (draft or proposed)
Marketing materials, press releases, internal scripts, educational materials, and
any other publicly distributed information related to the activity (draft or
proposed).

Policies and procedures that will govern the crypto-related activities, including
those related to consumer compliance and complaint resolution.

Internal training materials related to the activities.
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b4,b8

Division of Depositor and Consumer Protection

Federal Deposit Insurance Corporation Division of Risk Management Supervision
1100 Walnut Street, Suite 2100 Kansas City Regional Office
Kansas City, Missouri 64106 (816) 234-8000
May 29, 2024
[__bab8 |
Chief Legal & Risk Officer

b4,b8

Subject: Request for Information Regarding Notification of Engagement in Crypto-Related Activities

Dear;, b4,b8

On March 28. 2024! b4,b8 i(the Bank) notified the FDIC regarding the Bank’s potential partnership with
b4,b8 ito provide a deposit account option for the uninvested funds of
t b4,b8 icustomers. Each customer has the option to receivei b4,b8 iin the form of U.S. dollars

Financial Institution Letter (FIL), FIL~16-2022 Notification of Envasine in Crvpto-Related Activities,

The FDIC requests a written response addressing the items detailed in the attachment to this letter. The request

for additional information includes items related to the proposed partnership with!b4,bgias well as the Bank’s

digital asset related deposits. This information will assist the FDIC in assessing thé §afety and soundness,
consumer protection, and financial stability implications related to the Bank’s digital asset activities. Please
provide draft documents for anv_requested items that remain in process, and an updated timeline for launching the

potential partnership withELb4,b8

This letter is confidential and may not be disclosed or made public in any manner under part 309 of the FDIC
Rules and Regulations (12 CFR part 309). Please upload the available requested items to FDICconnect-EFX
by June 19, 2024. If you have any questions, please contact Case Manager; b8 ior Review
Examinert b6,b8 Written correspondence should b¢ addressed o the Kansas City
Regional Office and sent as a PDF document through the FDIC’s Secure Email portal (securemail.fdic.gov) using
the following e-mail address: KCMailroom@FDIC .gov.

Sincerely,
Jessica A. Kaemingk

Regional Director

Attachment

CcC: b8
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ATTACHMENT

b 4 : b 8 Request List

Please provide the below items for the proposed b4 y b8 relationship and any other
similar relationships:

Risk assessments

Due diligence

Contracts

Permissibility analysis, including any legal opinions

Implementation plan. Please include volumes of activity (including projected and actual

(if any) of # of customers, deposit volumes, and transaction volumes), income projections

used to determine whether the products are financially feasible, and any other analysis

performed to support launching the products.

e AML/CFT

o Settings (i.e., scorecard) for automated systems or programs used for the
Customer Identification Program (CIP), OFAC sanctions monitoring, and
suspicious activity monitoring.

= Description of process/controls for revising settings.

o Due diligence of system/program and support for settings selected, if automated
systems or programs are used, for CIP, OFAC, and suspicious activity
monitoring.

e Fraud
o Description of fraud detection systems, mechanisms, and processes.
o Description of fraud loss mitigation processes.
e Consumer Protection
o Description of any fees that will be charged to consumers related to the activity,
and how they will be calculated.
o Consumer agreements, disclosures, or other terms and conditions related to the
activities provided by or through the bank and by third parties (draft or proposed)
o Marketing materials, press releases, internal scripts, educational materials, and
any other publicly distributed information related to the activity (draft or
proposed).
o Policies and procedures that will govern the crypto-related activities, including
those related to consumer compliance and complaint resolution.
o Internal training materials related to the activities.
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ATTACHMENT

b 4, b 8 Request List

Please provide the below items for all digital asset related deposit accounts at the Bank:

e Provide analysis on digital asset related deposit volatility and how such deposits are
considered in liquidity risk management functions including:

o concentration risk limits;

o key risk indicators outlining the minimum level of highly liquid assets held
against crypto-related deposits; and

o any other supporting metrics to assist with understanding how management
assesses and manages the overall risk related to digital asset related deposit
accounts.

e Include related board and committee reporting.

e Provide a list of all accounts, account titling, month-end deposit levels for the last 12
months, monthly transaction volumes, and account purpose.

e Reflect which digital asset related deposit accounts hold funds on behalf of the digital
asset firms’ customers or function as reserve assets for a stablecoin, if any. For such
accounts:

o Provide copies of any account agreements or contracts with the digital asset
related firms.

o Provide the most recent copies of any account agreements, disclosures, or
advertisements related to accounts provided by or through the Bank and digital
asset related firms.

o Provide policies and procedures that govern the Bank’s process for reviewing
third-party account disclosures, marketing materials, and advertisements that use
the bank’s name or branding or related to deposit insurance.

o Describe the process used by the Bank, digital asset firm, or any other third-party
to maintain records, ledgers, or reconciliations, or other evidence reflecting the
balance of user funds held at the Bank that are subject to the FDIC pass through
insurance disclosure. This would include any documentation of the policies and
procedures relating to the flow of funds for these accounts.

o Describe any role the bank has in verifying stablecoin reserves, if any are held, to
a digital asset firm, their customers, or their customers’ customers.

e Provide documentation of any internal or external analysis, including legal opinions,
conducted to determine whether the digital asset firm disclosures and any related third
party’s account agreements are accurate as it relates to the availability of FDIC pass
through deposit insurance.

REL0000042522






TB

From:

To:

Cc:

Subject: [EXTERNAL MESSAGE] RE: FDIC Follow-up: Plans for Crypto Activities
Date: Thursday, June 6, 2024 4:53:09 PM

Attachments: imaqe001.png

imaqe002.png

CAUTION External email. Do not click links or open attachments uniess you
recognize the sender and know the content is safe.

Good afternooni b8

Thanks for your email. You are correct that the Bank did dedicate some time to
investigating various types of crypto products and services — | believe that was a year or
two ago now. Since that time, the Bank has decided not to take any action on
implementing any crypto related products or services. In the event we consider this in the
future, we will be sure to let you know. Thanks,

=

o b4b8 :
iba,bs! (General Counsel

b4,b8

From:é b8

Sent: Thursday, June 6, 2024 1:07 PM

To:i b4,b8 .

Ccii b8 } b4,b8

Subject: FDIC Follow-up: Plans for Crypto Activities
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[External Email: Caution]

CONTROLLED//FDIC BUSINESS

Good afternoon CEO |

' b4,b8

R ——
i

My name |sL b8 Eand | am with the FDIC. | am assisting FDIC Case I\/Ianageré b8 Ewith
her various duties. | am reaching out to follow up on the topic of crypto related eroductsand -------
services. Previous examinations and correspondence indicate that there was some interest and
possible intent (but no immediate plans) to implement. Are there any changes in the bank’s strategy
as it relates to crypto products/services? If so, could you please provide some narrative around the
decision, as well as the plan? Regardless, as a reminder, please contact the Atlanta Regional Office

before engaging in this activity, per the guidance in FIL 16-2022.

Thank you,

b8

Financial Institution Examiner - RMS
Federal Deposit Insurance Corporation | Atlanta, Georgia

...............................

This message was secured by ;Lx@

b4,b38

This message was secured by 2ix®.
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From: b8 i
Sent: Tuesday, August 13, 2024 8:28 AM

To: FDIC Kansas City Regional Office
Subject: RADD - b4,b8 i

CONTROLLED//FDICINTERNAL ONLY

Please put this in RADD as note to file for followup at the next compliance examination.

e
Review Expminer
Kansas ity Region

Ceff | bB,b8
From:é b8
Sent: Monday, August 12, 2024 4:16 PM
To:! b8
Cc: Gowlovech, Edward J. <EGowlovech@FDIC.gov>; | b8 i b8 !
M. < b8 ’
Subject: b4,b8 i- Consultation Has Been Closed
CONTROLLED//FDIC INTERNAL ONLY
......... A

| agree that following up during the exam makes the most sense.
Would be able to send this email chain to RADD as a follow-up note to file to assist in recordkeeping for the review?

Thanks!

b8

Field Supervisor, DCP
Federal Deposit Insurance Corporation

b6,b8

b8
Sent: Thursday, August 8, 2024 7:17 AM

From:
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To:é b8 :
b8 E

Cc: Gowlovech, Edward J. <EGowlovech@FDIC.gov>

Subject: FW b4,b8 i- Consultation Has Been Closed

CONTROLLED//FDIC INTERNAL ONLY

WO finally closed out the 04,08 !crypto consult but it includes the following statement: . If the region has determined
that the bank has sufficiently corrected the deficiencies in the DUP ROFE related to the crypio-activity review,
pease notify the appropriate WO points of contact in DCP. If this determination has not yet been made,

please contact the WO poinis of contact in DUP when such an assessment is in progress.

I suggest we add this as a follow up item to the upcoming exam ~ if no concerns are noted at the time, we can
notify WO that the 1ssues have been addressed. Everyone ok with that?

b8

Review Fxananer
Fansas ity Region
el b6,b8

From: iBPMS Appian@fdic.gov <iBPMS Appian@fdic.gov> On Behalf Of FOCUS
Sent: Wednesday, August 7, 2024 7:09 PM

To:! b8 i b8 i b8 ;
Gowlovech, Edward J. <EGowlovech@FDIC.gov>; Baker, Sherry L. <shbaker@FDIC.gov>; Ball, Jennifer A.
<JBall@FDIC.gov>;! b8 i Thurman, Jessica L. <jthurman@FDIC.gov>; Hollifield, Ardie

<ahollifield @FDIC.gov>; Sagatelian, Marguerite <MSagatelian@FDIC.gov>; Ziegler, Cheryl L. <cziegler@FDIC.gov>;
Popick, Stephen J. <spopick@FDIC.gov>; Cornell, Steven E. <scornell@FDIC.gov>; Johnston, Peter H.
<Pelohnston@FDIC.gov>; | b8 iSalamone, Frank C. <fsalamone@fdic.gov>;
Troutt-Towns, Amy T. <atroutttowns@fdic.gov>

Cc: Finnegan, G. Chris <GFinnegan@FDIC.gov>

Subject: FOCUS b4,b8 : Consultation Has Been Closed

CAUTION. External email. Do not click links or open attachments unless you recognize the sender
and know the content is safe.

“onsultation Has Been Closed
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This is to notify you that the following consultation has been closed. Please log into
FOCUS to view details for the consultation.

b4,b8

EIR N B U B I WL A L v

Consultation #: 8

Consultation Subject: General

Consultation Issue: New Product Review
Consultation Inttiated: 6/22/2022

Consultation Closed: 8/7/2024

Consultation Action: No Concurrence Required

EIC: -~

Field Office Assigned: b4,b8

Review Examiner: b8

RO Leadi b8 p--ewwoeeees

WO Lead! b8

On May 10, 2022, ¢ b4,b8 E{ﬁw Bank) notified the FDIC of

Bank’s intent to offer cryptv-assetf products and services available in conjunction_
with the Baa§ deposit accounts offered through an agreement with b4,b8
b4,b8  Subsequently, i;zé b4,b8 pegan
offering all eligible users the ability to self -divect purchases and sales of crypto-
assets {e.g. Bitcoin and Ethereum) using its mobile application, through an
_agreement with b4,b8

' b4,b8 T Te notification was provided pursuant o Financial Institiition Letter

............................

FDIC requested additional information to assess the safety and soundness,
consumer protection, and financial stability implications of such activities. The
FDIC provided the bank with supervisory feedback in the DUP ROFE for the
examination dated September 14, 2022, which was mailed on April 16, 2023, The
ROFE included a Level 2 Medium Severity Violations of FDIC Part 328.102(a) for

prominent disclaimer that the nondeposit product is not insured by the FDIC. The
FBIC also provided additional supervisory feedback in the RMS ROE for the
examination dated June 5, 2023, which was mailed on August 20, 2023. If the
region has determined that the bank has sufficiently corrected the deficiencies in
the DCP ROFE related to the crypto-activity review, please notify the appropriate
WO points of contact in DUP. If this determination has not yet been made, please
contact the WO points of contact in DUP when such an assessment is in progress.
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Note: This is an auto-generated email from FOCUS. Please do not reply to this email. Email FOCUS@fdic.gov if you have any
questions concerning this notice.
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NONPUBLIC//FDIC BUSINESS

Federal Deposit insurance Corporation Chicago Regional Office

Division of Risk Management Supervision Phone (312) 382-7500
300 South Riverside Plaza, Suite 1700, Chicago, IL 60606 Fax {312) 382-6901

September 12, 2024

b4,b8
President and CEQ

b4,b8

Subject: Request for Information Regarding Notification of Engagement in Crypto-Related
Activities

Dear CEO b4, b8

On May 7,2024,) b4,b8  (Bank) notified the FDIC of its planned engagement in
crypto-related activities. The Bank provided the notification in response to Financial Institution
Letter (FIL), FIL-16-2022 Notification of Engaging in Crypto-Related Activities. Your
correspondence addressed the Bank’s intention to provide deposit account services (Program
Accoum) to acry pto asset exchange, to effect the exdmnge of crypto assets for US dollars, and
b4 b8 :

the owner and benehuary of account funds. The conespondence summarizes various ri .skr,
management has considered associated with the crypto-related activity.
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NONPUBLIC//FDIC BUSINESS

b4,b8

This letter is confidential and may not be disclosed or made public in any manner under
part 309 of the FDIC Rules and Regulations (12 CFR part 309). Please upload the available
requested items to FDICconnect-EFX by DATE 2024. If you have any questions, please contact

Assistant Regional Director Michael J. Mahon at: b6 ior Review Examiner; b6,b8 |
. bé,bs i Written correspondence should be addressed to the Chicago ™

IRegional Office and sent as a PDF document through the FDIC's Secure Email portal
(securemail.fdic.gov) using the following e-mail address: ChiMailroom@fdic.gov.

Sincerely,

Gregory P. Bottone
Regional Director

Enclosures

b8
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NONPUBLIC//FDIC BUSINESS

b4,b8

ATTACHMENT

—.Please nrovide the following items for the proposed crypto-related activity with
b4,b8 and any other similar relationships.

e Overview of the relationship, including the role of all third parties, the bank’s role, and how
customers interact with third parties and the bank as it relates to this product/service.

e Description of the digital wallet, the bank’s role in managing the digital wallet, all third party
roles in managing the wallet, and all information security analysis related to the wallet.

e Customer journey screens for the relationship, including the digital wallet.

e Description of the “virtual ledger’ and its purpose / function. Note: “virtual ledger” was
referred to in the draft Addendum to the Program Account Agreement.

e Data flows.

e Funds flows, including a list, titling, and purpose of all accounts at the bank to manage the
activity.

e Provide analysis on deposit volatility and how such deposits are considered in liquidity risk

management functions including:
o Concentration risk limits;
o Key risk indicators outlining the minimum level of highly liquid assets held against

crypto-related deposits; and
o Any other supporting metrics to assist with understanding how management assesses
and manages the overall risk related to digital asset related deposit accounts.

Incentive compensation plans and agreements.

All policies and procedures (including any drafts if not yet final) governing these activities.

Committee minutes for all committees with oversight responsibilities related to this activity.

Wire Transfer Policy.

Enterprise-wide crypto and country risk assessments.

Risk assessment for the activity and third parties.

Feasibility and profitability analysis.

All contracts related to the activity, including all schedules and amendments.

Signature cards for all omnibus, For Benefit Of, or other deposit accounts used fori h4,b8

and any other similar relationship.

Actual and projected volume.of deposits. transaction activity, and users.

e Due diligence performed oni  b4,b8 and any other third parties, including all
supporting documentation.

e Legal review of all contracts.

e Monthly deposit volumes and monthly payment volumes (by payment rail, e.g., wire and
ACH) and associated return rates.

e Wire logs reflecting incoming and outgoing transactions since activity inception.

o Two most recent payment risk monitoring reports utilized by management and relevant
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NONPUBLIC//FDIC BUSINESS

b4,b8

committees. AML/CFT

o Listing of software systems/programs that will be used for AML/CFT compliance.

o System settings for automated systems or programs used for the Customer
Identification Program (CIP), OF AC sanctions monitoring, and suspicious activity
monitoring.

= Description of process/controls for revising settings.

o Due diligence of system/program and support for settings selected, if automated
systems or programs are used, for CIP, OFAC, and suspicious activity monitoring.

o Account agreements for this type of customer relationship.

o Auditor access to the bank’s suspicious activity monitoring system used to monitor

.................. -

b4, b8 itransactions.
Fraud Prevention
o Description of fraud detection systems, mechanisms, and processes.
o Description of fraud loss mitigation processes.

Consumer Protection

o Description of any fees that will be charged to consumers related to the activity, and
how they will be calculated.

o Consumer agreements, disclosures, or other terms and conditions related to the
activities provided by or through the bank and by third parties (draft or proposed).

o Marketing materials, press releases, internal scripts, educational materials, and any
other publicly distributed information related to the activity (draft or proposed).

o Policies and procedures that will govern the crypto-related activities, including those
related to consumer compliance and complaint resolution.

o Internal training materials related to the activities.

o Provide documentation of any internal or external analysis, including legal opinions,
conducted to determine whether the digital asset firm disclosures and any related third
party's account agreements are accurate as it relates to the availability of FDIC pass
through deposit insurance.

Application Programming Interface
o Please provide narrative detailing APIs calling critical bank systems. For each of
these APIs, please provide the following:
*  Name of API and/or product calling critical bank systems. If API calls are
external, please also list the whitelisted domain(s) making the calls.
*  What critical systems is this API calling?
=  What function/process is this API facilitating?
= [sthis APl internally developed, developed on behalf of the bank by a third
party, or developed by a contracted service provider/fintech?
o Please provide narrative around API controls implemented. At a minimum, please
address:
*  What authentication standard is used to authenticate incoming API calls?
*  What systems/interfaces are used to whitelist domains to allow incoming API
calls to critical bank systems? If not provided elsewhere, provide a brief
overview of user access controls over those systems.
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NONPUBLIC//FDIC BUSINESS

b4,b8

* Preventative control — Once a domain is whitelisted, how does the bank
restrict API call activity to only the bank systems and fields the end product
needs?

e For example, a budgeting tool for consumers needs to read account
balance but not send payments related API calls such as wire or ACH.

= Preventative Control — How does the bank restrict API call activity to specific
fields or call type.

e For example, that same consumer budgeting tool needs to read account
balance in the core processing system, but not write to account
balance. Further, it may need to read some fields but likely not fields
like TIN/SSN.

* Detective Control — Please provide narrative around the scope of API logging,
aggregation, and review at the bank. Are APIlogs being ingested into SIEM
and alerts crafted for anomalous API calls, such as the above example of the
budgeting software tool trying to write to account balance instead of read or
call the wrong bank systems/functions?

= Please provide an inventory of all internet domains built and managed by the
bank. Provide brief narrative of the purpose of each domain and whether it is
facilitating APIs.
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EXAMINATION PLANNING MEMORANDUM

Exasmination Information

Mame of Financisl Institution:

Lecation (City, State}

Certificate Number

b4,b8 ||

1

b8

EIC/Prepared By:

As of: June 34, 2024
Htari: Getober (07, 2024
Estimated End: November 15, 2024

Estimated Hours:

EXAMIMNATION RATINGS and DATA

Prior Examination
037137202378

Prior Exsmination
09/20/2021

Frior Examinrtien
037302020/ 8

CAMELS Rating

IT Rating

Trust {if applicakie)

Compliance {rating/date)

CRA (rating/date)

Adversely Classified Hems
Caverage Ravio

b4,b

EXAMINATION PLAMNIMNG RATIOS

Crzrent Quarter Raties
36/30/2024

Year-sud Katios

Prior Year-end Hatios
12/3172023 1273172022

Total Assets

Tier I Leversge Ratio

Asset Growth Rate

Met Interest Margio

Retorn en Avg. Assets

Total PD*/Gross Loaas

AHewance for Credif Losses
on Loans and Leases/Total
L.oans and Leases

MNet Loeans/Total Assets

Met Non Core Dependeacy
(32300

b4,b

*All past-due loans plus nonacerual divided by gross loans

OTHER RISK MEASURES

Other Risk Flags

Comments

b4,b8

The level of exposure is very elevated due to the rapid growth and
significant exposure to 1-4 family loans and C&D {mostly 1-4 family).

b4,b8

b4,b38
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b4,b8

C | & [ |E L S | Comp____ |

SCOR: 03/31/2024 b4 b 8 |
, ’

Probability of Downgrade (%)

PRELIMINARY RISK ASSESSMENT
Provide o brief description of the institution’s business model, risk profile, and complexity.
Summarize discussions held with institution management and case manager.
Briefly comment on risk for each examination area.
Discuss playmed procedures and workpaper documentation, commensurate with the visk presented for
each examination areaq.

Overview of the institution’s bosiness model, visk profile. snd complexity: Describe the institution’s business
medel, Inclading identification of the financinl scfivities in which the institution has chosen fo engage.
Bescribe the risk profile through s determination of the fypes and guantities of risks fo which the institation is
exposed and the gunlily of the risk management practices used by insthation management 13 conirol these risks,
Describe the complexity of the Inséitution’s operations, including o review af ifs balunce sheef structure and
scope af the business lines, customer base, and product and service offerings.

BUSINESS MODEL

b4 b8

_________________ b4‘h8 o ppen in 2he near form. The bank is V»huﬂv owned i’y a
b4,b8 i b4,b8
i b4,b8 i b4,b8 :
' ba,b8 o b4,b8 E
b4 b8 i Yn 2024, managemeﬂt has initiated the p’mcess {¢ begin Worki,ng Witﬁ a

E&o added 74 __________
activity related to]
bearing deposits as
deposiig, to fund gmv(ch C‘@re denoms now aceuunt for j ‘wi b4, bB; oi average amets as of June 3 w f{"’”ﬁ down f:mm

almost ibabsial vear-end 2022. Brokerad deposits attoum fox‘ ba,bs! of average assets, up from b4,b8§(Wer the same
e

RISKPROFILE

non- trarkhmm! 'iepr;-stt SRS (a,g wg‘f@b4 bS' st}e.rmg 01 new services | b4,b8 ;bankmg,wypro

exchange b4, b8 i ;md weak mms ea;niﬂas perfonnam.e ;md g,apitai ratio‘s \&'hile the

Addumnam, vdnie not at aiarmmg le els.«, the past due tvend for 1-4 fanniy loans and LécD loan‘.« are both tz".ndmg
poorly.

Wlﬂl the mmamder primar 113 coming irom bﬂ'skugd d;,ps}sm (nm*[b4 b8iof average assets) Gmd la:m, time dgpca&its.
_ﬂggg__g:_hange in ﬁmdmg m;}g cambmed Wiﬂl the mcrease in mta.reat rates, ha‘s mmprecqed ’rlh, NIM f_mm b4 b8% o
ading
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Capital retention has also not kept up with asset growth. The Tier 1 Leverage ratio is down ﬁom‘ b4, b8! {at vear-end

2021 toi b4, b8- as of ere 204 Zﬂﬁfi \’s’i}tle div Ldemiq ha&e been mode“t and the holding company has injected b4,b8 :

The addition of the b4 b8

! b4,b8 i b4,bg i, and exposure to crvpio assets (bank has some
crypto exchange deposit accounts and is planning to partner with an exchange to give customers divect access to crypto
trading through an application), presents a very bigh level of risk, both through third-party risk, and operational visk
due to the significant increase in risk management and operational demands on staff. Of note is that the website for the

54,68 i
i b4,b8 1 Such services greatly increases the risk posed by such a company.
Management_also has a significant re latlomhxp with a la:‘o': tlmd party pamlent pro:.eﬁ:sor : '____.___.t_).4,b8

b4,b8 s 4 b4,b8

AML/CFT risk is elevated and inéreasing as discussed below due to the continued and increasing setvicing of cash
intensivel 1 related businesses.  The relationship with the cryplo exchange, while not in piacu yet, also
displays d degree of risk inlerance from management and the boand as wire activity is expected io increase

by aroundi b4,b8 fwires a month if the agreement with the crypio exchange in implemented.

COMPLEXITY

h‘,avﬂy b(mkmg b4 b8 -:ci.ah,d companies,| b4,b8 i .md starting P an
i b4,b8 iall in a very short window, paired with rapid growth, presents a very
wmpiw wmstitution. The rapid growih and high reliance on wholesale funding also creates significant complexity for
all component areas.

Discossiens: fnclude the dafe, names, and sumpnary of discussiony held with management. Alss include the
date, name, and swnmary of key risk discassioas with the case mennger, fleld superviser {(F8)/Supervisory
exapiiner (8E}, and insfitution’s external gudifor.

Bank Management

;1gs. activity and
mcreased hmdmg cosis. He alqo noted that tha regulalmy environment is c.hallengmg. as thﬂ bank i¢ active in several

pmc'inctc/servi»e: with h‘eavy reaulatm} foms He stated that managemeni has had a good reiationship wil‘h regulators

tnov atﬂ, e, and th&i not domg ouid ld\d}, lead towar d.s becoming obsolete.

He stated that the local RE econonyy has been slow, but that recent months have seen an uptick in activity.

Preside nt- b4, b8! i reported that he believes management has done a good job bringing on expsricnced nergonoel to

help manage the @‘;«emi new products/services. New staff was hired o managed the; b4,b8 banking
opemﬁem which are just g z..ttmg started. T‘«’Iaﬂa;z‘;mem has 3190 hu ad some \.mployez:& Wlth {hoitai asset A‘perien»e

i b4 b8 | Other th'm tl;me a{iéumm !’hexe werel b4 b3 i
T b4, b8

Case Manager

o ensure the scope mt,iuded Em‘; areas Gf COncern.

Supervisory Examuner

The EIT discussed the examination plan with field managenent (SH b8 ;
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A discussion was also held on September 23, 2024, with representatives from ﬁld b4 b8 | i Flllcagc} RO, and the
W Emerging Technology group. The discussion centered around the planned digifal Gésel exc‘hange activity, and the
resources available from the Emerging Technology zroup. There was alse discussion about investipating any futws
fintech related plans of management due to the recant hire of a VP of Fintech.

External Auditor

A standerd CPA countact lefter was zent to external auditor b4, b8 via email fl‘ b4 b8 | don August 22, 2024,

Ezamination Aveas and Planoed Procedures: Comment on CAMELS, specially exaeminations, nnd other areas
based on the preliminaery review of avaiiable information (such as the UBPR, visk profile, reqaest {ist lems,
et} and discassions with $he case manuger, F5, and instiintion management, Evolaogle risk for each
exmmination area. Provide direction own planned examination procedures, and describe procedures being
condacted for tralning purposes, if applicabis,

In accordance with outstanding instroctions, examiners will complete the Core Analysis Decision Factors in the
primery ED modules in ONE Rescurce. Examiners may use the supplemental ED modules if deemed necessary.

Examiners will complete the Interest Rate Risk and Liguidity Risk Response Form and Credit and Consumer
Products/Services Survey.

CAPITAL

Capital retention and avgmentation has not kept up with aszet growth in recent vears, resulting in declining capital

ratins. \shmg,.mmt hiad_slected to nzs_the CRLER nrecent vesrs, bed was foreed to ston nsing #_as the Tier 1 |
Leverame zatio ,
b4, b8
b4,68

bl , P Cagpital
planming, risk lmits, and the strengih of the holding company will all be reviewed closely.

ASSET QUALITY (including loan scope)

comtzmtwn oi}. ﬂR thﬂifﬁéﬁfmgt:a &Jﬁi?d ) iazmh. hmnﬁ:‘« 1&-._.-‘-.-.-‘.1.24,9.5 ............ ..;amtal, iotai CRE
including NOO, i b4,b8 i Az the total
exposire to C&D loank i&,; b4,b8 iof Tiey 1 Leverage capital and the ACL, the Examiners will complete the

CRE work-program. Exafiiness Will HlE6 closely review underwriting, especially for the new 1-4 family loans
originated, and sample CRE and C&D loans o enswre soond administration and vaderwriting.

b4,b38

MANAGEMENT
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(Given the significant growih, and addition of new products and services discussed in the Risk Profile and Complexity
sections above, risk management practices and strategic planning will be a major focus of the examination. Particular
fecus will be given to the processes of selecting, and the ongoing risk management of third parties, the decision making
process {o add new sevvices, and growth/earnings/capital pi.am. Board involvement in risk_selection, the quality of
information brought by management to the board for making decisions, and the gquality ofib4,b8for monitoring new

EABRNINGS

initiatives will also be arzas of focus.

wit that income has not grown o a level to support the overhead. Management's plans for maintaining or
growing pon-interest income will be a focus of the ¢xamination, as it is cleay from the expansion of products and
services that alterative sowrces of income are a significant priority. Due to the rapid changes, budgeting will also be

closely reviewed.

i b4,b8 i A portion of these deposiis are related to the velationship with thel __b4b8 _ |and
crypto exchenges. The volatility of these deposits will be closely evaluated during the exam. Given the high volume
of non-core funding and rapid growth history, examiners will review finds management practices closely, evaluating
rigk limiis, stress testing, and the contingency fonding plan. Examiners will also discuss long-term Hauidity plans.

b4,b8

o o =

i b4,b8 i Examiners will evaluate management's strategy to deal with the mismateh of pricing. Also, given the
significant sources of non~interest income, how management considers those sources when looking at risk Hmits for
sensifivity {o market visk will also be closely reviewed.

LIQUIDITY

SENMSITIVITY TO MARKET RISK

ANTIF-MONEY LAUNDERING/COUNTERING THE FINANCING OF TERRORISM (Incloding complexity
assessment)

The bank operates out oi' b4,b3 | Management is

active in banking thei bd,b8 Hanking industzy. | | b4,b8 b'm} ing services inclnde direct velationship sourced through

the bank's Spcmaiv';'ﬁéﬁl}fiﬁé Division. Addiﬁgﬁﬂmﬁcm sities includa | b4,b8 solutions through its

sponsor relationshin with Third Party Pavment Processors such s T B4b8 hat Maness RIORIANS.

such as 4 ;b8 i
i b4,b8 P b4,b8 j
' i = = - B4;68 " i
: ba,bs i Manegement reports all processing services for dizect

i b4,b8 inerchants was tumed off. | . . b4,b8

; b4 b8 : ’k{anda‘.m‘,m haa«, alm midc.d a re,iahomhip wuh a Fmtu,h

that provides a mu onhm, bankmﬁ pieﬁfmm m,d toi b4 b8 | propriefary «ul»ia,dzm mwt.m ib
spongor banks, | b4,b8 | transact payment banking services lim:rughi
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where funds are gollected prior to moving out_to either! b4,b8 |,_or_alternatively_credit td_b4,b8

FBO acconnt fori  b4,b8 Ecusmmez"s. i b4,b8 :

ey [TV, A R . . N . —_ ot R - = '
i b4,b8 | Moreover, baok is evolving ite "banking as a service" offerings and has recently notified the FDIC of its
planned engagement in ervpto-related activities.

b4,b38

b4,b8

b4,b38

INFORMATION TECHNOLOGY {Incinding complexity assessment)

Background, ITP, and IT Eavironment:
The Information Technology Profile (ITP)Y was completed on July 22, 2024, The TP Scoring Matrix reflects a Net
Techuology Profile Score of! b4,b8 i

b4,b38

Management noted no T related security incidents since the previcus examination, no foreign contracte, and no
. . . i .
involvement in blockchain technology. | b4,b8 :

b4,b8 i
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Prioyr I'T Exsmination:

IT Examination Scope:

The 1T Examination will include review of the bank’s conformance with the Interagency Guidelines Establishing
Information Security Standards {Appendix B to Part 364 of FDIC Rules and Regulations). The Interagency Guidelines
on Identity Theft Detection. Prevention, and Mitigation (Appendix J to Pari 334 of the FDIC Rules and Regulations)
will be reviewed, Examiners will use the Information Technology Risk Examination (InTREX) work programs o
evaluate the 1T environment. The scope of the IT examination will emphasize controls surrounding critical
components including network operations and monitoring, information security conirols, and cybersecority
preparedoess. Examiners will focus additional emphasis on wire transfer and ACH conirols dus to high activity
noted. Project Management and Vendor Management will be in focus due to changes in key vendors and key
technologies inplemented. Examiners will Hmit the review of audit to the recommendation in the last Report and
review of the audit scope and the audit risk assessmeni. In addiiion, Business Confinuilty Management will be limited
to review of program guidance, disaster recovery tests/ tabletop exercises performed, and traiving provided for staff.
All other areas are expected o receive normal review.

Examination S4aff | Aug Sept Sept Sept Sept Tatal Assignments
26~ 2-4 913 16-20 | 23-27 | Haur
30 5
i b8 WEICH Management with focus on key
management changes, Wire
Transfer and ACH, and Audit
i b8 ! Development and Scquisition, o
focus on Project Management,
YVendor Management. Support and
Delivery, with the exception of
Wire Transfer and ACH. Also, the
Information Security and
Cybersecurity Workprograms,
Projected Honrs ‘ ‘ ‘ . .
Logistics:

The on-site examination will ccenr the week of September 16 and possibly @ couple dave the week of the 23rd. Al
meetings will be held onsite and meeting times will be set-up with bank management during an mitial kick-off meeting

the week of September th, at a fime o be determined. Examiners will be working in a conference room at the bank’s

5 b4,68 ! A telephone meeting will be set up with

e

management to discuss logistical information the week of] b4,b8

Canclusion:

The IT examination concluded the week of September 237d and an exit meeting was held with management on
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September 23th.  The preliminary findings are)

b4,b8

b4,b8

TRUKT (if applicable} (Including complexity assessment)

OTHER (if applicable, including any specialized business lines or characteristics)

b4,b38

b4,b8

Internal Routines and Controls

With the rapid growth in asset size, examiners will sample some internal controls, including vault procedures, official

checks, GL reconciliations, and insider expense approvals to determine if controls are appropriate.

b4,b8

STAFFING AND ASSIGNMENTS

Examiner Assignment Location (On-site/Off-sits)
i EIC On-Site
2] oM Hybrid
3 AM Hybrid
4. IT Hybrid
5 AML/CFT Hybrid
3 Loans/Mortgage Banking | Hybrid
7] Loans/CECL Hybrid
| 81 Loans Hybrid
B2 Operations Hybrid
| 18 Mortgage Baoking Hybrid
11 Operations Hybrid
1] Loans Hybrid
1 Loans Hybrid
| 14 Loans Hybrid
[ 14 Operations Hybrid
BT AML/CFT Hybrid
% Merch CC Sub Hybrid
| 1 IT Hybrid
| 18 Crypto Hybwrid
2 AML/CFT Off-Site
B AML/CFT Hybrid
21 Loans Hybrid
2 Loans Off-Sike
| 24 Loans Qif-Site
24 Loans Off-Site
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()ﬂwz Smfﬁng Motes:

o
i
T
15

kY] Aﬁdmonal assistance and ex;nernse muld alsu be needed to I:wip wm!uate the newi

b4,b8 | pragram, as office S in that area bave limited syailability during the examination.

4} Dié to the massive incressa b4,b8 g tivity thr ough the! b4,b8 yelationship, as well as risks posed by TPPP
velationships, the b4,b8 | and planned digital asset activity, additional reseurces could
also be needed in the AML/CFT veview to ensure that & comprehensive review is completed in a timely

MRBnBar.

Tatal prejected hours of b4,b8 | The complexity
and zapid change fully supports excecding benchmark targets. Additionally, thers will be some training hanrs.
With loan review available to be dene remotely, as well as some afficer pot being local, remete work will be
stilized when appropriate. I is projected that between 25-30 percent of hours will be an-site,

Communications Plan: Document request should go through RO! b8 ivia the AM or OM. The EIC will

have weekly discussions with! b8 1 of the Emerging Technology group to discuss findings related fo

management's plans to engage in digital asset activities through exchanges.

TRAINING

Pre-Commissiened Trainer Benchmarks
Ezaminers

Warious operations
Loan review (CRE Work-program]

Loan review

Loan review

Securities, Farmings, Capital

| o] o] | o] ] o] w0 m

LOGISTICAL INFORMATION

laformation
Institution Address & i i
Parking Info : b4,b8 i
Working Hours 2:00AM to 5:00PM
Remote loan review will slart at 8:30 AM as management must inttiate each session
daily.
Dress Code Business Casual
Connectivity Plan Cell coverage is good
Key Institution Management o
None
Absences
Other
EXAMINATION NUMBERS
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Safety and Soundpess AMIL/CFT Information Technology Trust (if applicable)
b4,b8 i
T . .
W‘S/Designee Approval Date  10/3/2024

b6,b8
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Federal Deposit Insurance Corporation Chicago Regional Office
Division of Risk Management Supervision Phone (312) 382-7500
Division of Depositor and Consumer Protection Fax (312) 382-6901
300 S. Riverside Plaza, Suite 1700, Chicago, IL 60606

November 19, 2024

Board of Directors
b4,b8

Dear Members of the Board:

Notification of Engaging in Crypto-Related Activities. FIL-16-2022 requested that all FDIC
supervised institutions that intend to engage in, or that are currently engaged in, any activities
involving or related to crypto-assets (also referred to as “digital assets”) promptly notify the
appropriate FDIC Regional Director.

The FDIC reviewed the documents provided by the Bank on June 5, 2023, in response to
the FDIC's April 19, 2023 information request. The FDIC also reviewed the documents
provided by the Bank on October 13, 2023, in response to the FDIC's August 30, 2023
information request. On January 2, 2024, the FDIC sent an additional letter to the Board
requesting further information necessary to allow the FDIC to assess the safety and soundness
and consumer protection implications of the TPS Service proposal. On March 18, 2024, the
FDIC commenced a full-scope examination of the Bank. As the Bank had not responded to the
FDIC’s January 2, 2024 letter, examiners held meetings with President; b4,b8 iand Chief

that management had only completed due diligence on potential customers/vendors and that the
Bank had not commenced crypto-related activities.

During a September 26, 2024 meeting with the Board of Directors, FDIC officials asked

proposal at this time. By email to the FDIC on November 6, 2024, President ! b4,b8
confirmed the same. The FDIC acknowledges the Bank’s updated status related to this activity.
Accordingly, with regard to the Bank’s February 8, 2023, notification pursuant to FIL-16-2022,
the FDIC’s review of this matter is complete. We request that the Bank notify this office if the
status of this activity, or other crypto-related activity, changes in the future, including when the
bank starts to re-consider and pursue the TPS Service.
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b4,b8

Page 2

This letter is confidential and may not be disclosed or made public in any manner under
Part 309 of the FDIC Rules and Regulations..If vou have any questions, please contact FDIC
Review Examiner | b8 latt b6,b8  or Case Manager b8 iat

b6,b8 Written correspoﬁdence should be addressed to my attention at the Chicago

Regional Oftice and sent as a PDF document through the FDIC’s Secure Email portal
(securemail fdic.gov) using the following e-mail address: CHIMailroom@ftdic.gov.

Sincerely,
Gregory P. Bottone
Regional Director

cc: Federal Reserve Bank of Chicago

b8
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OFFICE MEMORANDUM Federal Deposit Insurance Corporation

DATE: January 7, 2025

To: File

From: b8

Case Manager

Subject: 1/7/2025 Discussion held between FDIC Regional staff - 94,8 i Response to
FDIC Crypto-Related Activities Letter

“  b4,b8

Today, a meeting was held between FDIC attendees Financial Analytics Data b8
b8 iSenior Examination Specialist b8 Field Sunervisaor b8
Supéivisory Examiner! b8 | Sefiidr EXatfiiner b8 and Case Manager

bg | b

............................

dated December 22, 2024, in which the bank responded to the letter the FDIC sent to the Board
of Directors, dated October 29, 2024, with the subject Crypto-Related Activities Supervisory
Feedback Letter.

The result of the conversation was for the Regional Office to propose sendingi b4,b8 iBoard

and management a letter acknowledging receipt of their written response. Additionally, th
Regional Office can propose to the Washington Office that a subsequent crypto-related activities
review be conducted in alignment with future onsite reviews under a separate request to the
bank.
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Interim Bank Contact

 Examiner/Caller |  BankLocation/Certé

May 26, 2022

Date

State

| Tier 1 Leverage Lapltal -
Ratio. ‘ !

b4,b8 b4,b8

Contact Summary:

An 1nter1m contact was held with Presiden b4 b8 CFO b4b8 '''''''' tand CCO b4,b8

he dttended He stated that crypto does not seem to be going away and the bank has had discussion
about whether this is something they should get involved with in order to stay ahead of the curve. 1
communicated to the management team that current guidance recently released requires the bank to
discuss any crypto activities with the regulatory agencies before engaging in such activity.

b4,b8 Ldstly, b4,b8|
b4,b8 and they

| b4,b8 ior move to another Processor.
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b4,b8

b8

From: b8

Sent: i_'[u.esdav._Sentemb.eier 20, 2022 9:49 AM
To: b8

Subject: RE: [EXTERNAL MESSAGE] FIL-16-2022

Good morning, b8

Looks good! Thanks for the review.

b8

Review Examiner | Atlanta Regional Office
Federal Deposit insurance Corporation
Division of Depositor and Consumer Protection
1ot Ctenak Aklants Georgia 30309, Suite 800

4 b6,b8
b8 |

R

From:é b8
Sent: Tuesday, September 20, 2022 9:41 AM
To:i b8 b

Subject: FW: [EXTERNAL MESSAGE] F|L—16-2022§ b4 b8
: ’

Good morning: b8

b4,b8

Pve attached a draft lettertol b8 !to let them know that the crypto-related activity is outside of our scope. Once

L 1
you've had a chance to review, L will send it to legal next.

Thanks

From:! b8
Sent: Tuesday, September 20, 2022 9:33 AM

To:! b8 :

Cc: 'RoIIinson, Bruce <BROIIinson@FDIC.gov>l .
Subject: RE: [EXTERNAL MESSAGE] FIL-16-2022§ b4.b8

b8

Looks good to me. RO DOP and Legal also need 1o review before we send the draft back to the WO, Please let me know

when this review has been performed.

Thanks,

b8 |
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Fromi b8
Sent: Tuesday, September 20, 2022 9:19 AM
To:! b8
Cc: Rollinson, Bruce <BRollinson@FDIC.gov>
Subject: RE: [EXTERNAL MESSAGE] FIL—16—2022§ b4,b8 !

Hii b8

've attached a draft for your review.

Thanks,
b8
From:: b8
Sent: Monday, September 19, 2022 2:34 PM
To:i b8 i

Cc: Rollinson, Bruce <BRollinson@FDIC.gov> _
Subject: FW: [EXTERNAL MESSAGE] FIL-16-2022 b4,b8

b8

Please prepare the draft and then route to me hefore we send through the RO chain,

Thanks,

From:i b8 >
Sent: Monday, September 19, 2022 2:30 PM

To: | b8
Cc:i b8 i Rollinson, Bruce <BRollinson@FDIC.gov>; Ahrenholtz, Jason P.
<jahrenholtz@FDIC.gov>; i b8 © Brown, Sherri
W. <SWBrown@FDIC.gov>;!

b8
Subject: RE: [EXTERNAL MESSAGE] FIL-16-2022
ject: RE: ) b4,b8

once drafted. Thanks,

From: b8
Sent: Wednesday, August 24, 2022 3:03 PM '
To: | b8 i
Cc:; b8 E

Subject: FW: [EXTERNAL MESSAGE] FIL-16-2022 b4 b8
)
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We talked withi b4,b8 and they provided the attached as follow-up. The activity is just ACH transactions flowing

the FiL.

The loan is secured by business assets. Not material to the bank’s footings. And not secured by crypto. This also should
fall outside the FiL.

Thanks,

b8
From: b8
Sent. Wednesdav. August 24. 2022 2:12PM._....,
To: b4,b8
Cc:! b8

Subject: FW: [EXTERNAL MESSAGE] FIL-16-2022i b4.b8 |

Thankyou,i b4,b8
From b4,b8

Sent: Wednesdav. August 24. 2022 2202 PM._
To: b8 |

Subject: [EXTERNAL MESSAGE] FIL-16-2022§ b4,b8

know if you need any additional information.

Thanks,

b4,b8

This message was secured by Zix®.
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