
ATTACHMENT A

RISK LEVEL MATRIX

	Risk Level
	Risk Level Definition
	Job Responsibility Examples

	High Risk
	Contract duties or responsibilities which are especially critical to the Corporation or particular program mission, system(s), or information.

Access to highly sensitive/critical systems or information with the potential for causing exceptionally serious damage.
	· Responsibility for the development, implementation, and/or administration of Corporate computer security programs.

· Significant involvement in life-critical or mission critical systems or programs.

· Responsibility for preparing or approving data for input into a system which does not necessarily involve personal access to the system, but which creates a high risk for effecting grave damage or realizing significant personal gain.

· Responsibility for the planning, design, testing, maintenance, operation, monitoring or management of systems hardware or software.

· Access to a system during the operation or maintenance in such a way to permit high risk for causing grave damage or realizing significant personal gain.

· Work involving investigative, compliance, or senior level auditing type duties.

· Access to sensitive financial information which could result in realizing significant personal gain.

· Significant public health or public safety duties.

· Access to or control of highly sensitive, but unclassified information/data.

· Work involving fiduciary, public contact, or other duties involving the highest degree of public trust.

· Work occurring after duty hours within FDIC buildings which is not supervised by an FDIC employee and where appropriate physical security measures are not in place to prevent unauthorized access to sensitive data or information.

· Any other duties designated by the OM, Contracting Officer, or Program Manager which will have a high risk for effecting grave damage or realizing significant financial gain.

	Moderate Risk
	Contract duties or responsibilities which are of considerable importance to the Corporation or particular program mission, system(s), or information.

Access to moderately sensitive/critical systems or information with the potential for causing moderate damage.
	· Work involving similar duties as outlined above, but which has close technical review by a senior FDIC employee.

· Work involving free access and movement within FDIC buildings during normal duty hours with little or no supervision by an FDIC employee.

· Work occurring after duty hours within an area which houses sensitive information or equipment even though supervised by an FDIC employee.

· Work requiring access to sensitive information such as that protected by the Privacy Act.

· Any other duties as designated by the OM, Contracting Officer, or Program Manager.

	Low Risk
	Contract duties and responsibilities which have limited impact on the Corporation or particular program mission, system(s), or information.

Access to systems or information with the potential for causing minimal damage.
	· All other duties/responsibilities not falling into one of the above risk levels.

	Note 1
	If contract duties involve access to National Security Classified Information, contact the Assistant Director, Security Management Section.
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