January 2013

FDIC Privacy Impact Assessment (PIA) 

Template and Guidance

	Important Instructions for Completing a PIA 

The E-Government Act of 2002 requires Federal agencies to complete PIAs and make them publicly available.
   

Because PIAs generally are intended to be public-facing documents, please follow these instructions to ensure that the PIA you submit is easily understandable to the general public and compliant with the Plain Writing Act of 2010.  
1. Make it easy to read and understand.  

· Use simple, Plain English words and phrases.

· Write in active voice, not passive voice.  

· Explain any technical terms or concepts in a concise and simple manner.  

· Try to use short and simple sentences for greater clarity.

2.  Provide sufficient detail.  The PIA should be written with sufficient detail to allow FDIC Privacy Program Staff to analyze the potential privacy risks and mitigation steps.  The length and detail of a PIA will vary according to how complex and large the project, system or process is. 

· Spell out and explain acronyms.  

· Use the complete name of reference documents, such as National Institute of Standards and Technology (NIST) Special Publication 800-30, Risk Management Guide for Information Technology Systems. Subsequent references may use the abbreviated format. 

· Answer every question. 

· Elaborate on “yes” and “no” answers where required.
· If a particular question is not applicable, please explain why it does not apply.  

3.  Proofread and correct any spelling or grammatical errors.  

4.  Do not change the template format or delete any questions.  If you have suggestions for improvements to the template, please email your specific recommendations to privacy@fdic.gov.

5.   Prior to routing the PIA for signature, email the completed PIA to FDIC Privacy Program Staff at privacy@fdic.gov.  FDIC Privacy Program Staff will review your form, contact you with any questions, and notify you when the PIA is ready to be routed for signatures.  

6.  Upon notification/approval from FDIC Privacy Program Staff, print and route the completed hardcopy PIA for signature.  Deliver the signed PIA to FDIC Privacy Program Staff in Virginia Square, Room Number A7032.
7.  Questions?  If you have questions about completing this form, review the detailed guidance and instructions, which can be found in blue font underneath the questions in each section.  If you need additional help, contact the FDIC Privacy Program Staff via email: privacy@FDIC.gov, phone: 703-516-5505, or fax: 703-516-5262.
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Section 1.0:  Introduction 

In accordance with federal regulations and mandates
, the FDIC conducts Privacy Impact Assessments (PIAs) on systems, business processes, projects and rulemakings that involve an electronic collection, creation, maintenance or distribution of personally identifiable information (PII).
  The objective of a Privacy Impact Assessment is to identify privacy risks and integrate privacy protections throughout the development life cycle of an information system or electronic collection of PII.  A completed PIA also serves as a vehicle for building transparency and public trust in government operations by providing public notice to individuals regarding the collection, use and protection of their personal data.

To fulfill the commitment of the FDIC to protect personal data, the following requirements must be met:

· Use of the information must be controlled.

· Information may be used only for necessary and lawful purposes.

· Information collected for a particular purpose must not be used for another purpose without the data subject’s consent unless such other uses are specifically authorized or mandated by law.

· Information collected must be sufficiently accurate, relevant, timely, and complete to ensure the individual’s privacy rights.

Given the vast amounts of stored information and the expanded capabilities of information systems to process the information, it is foreseeable that there will be increased requests, from both inside and outside the FDIC, to share sensitive personal information.
Upon completion of this questionnaire and prior to acquiring signatures, please email the form to the FDIC Privacy Program Staff at:  privacy@fdic.gov, who will review your document, contact you with any questions, and notify you when the PIA is ready to be routed for signatures.

Section 2.0:  System/Project Description

2.1 In this section of the Privacy Impact Assessment (PIA), describe the system/project and the method used to collect, process, and store information.  Additionally, include information about the business functions the system/project supports.        
Use simple, non-technical language to clearly explain what the system/project is and the business functions that it supports.  If the project has gone through RUP, use the Project Proposal Outline (PPO) language here.   In your response, be sure to include the following:

· Name of System and System Owner(s). Provide the name of the system/project and the name of the Division/Office that owns or is funding the project.  Spell out any acronyms.
· System Description and Purpose. Provide a general description of the system/project, including how and what type of information will be collected, used and/or stored; the purpose for collecting, using and storing this particular type of information; and the business functions that the system/project and the information support.  Be sure to specify exactly why the particular information that is collected and stored in the system is necessary to the FDIC’s mission and the Division/Office business functions.  For example, a statement that a system may collect a prospective employee’s name, date of birth and fingerprints in order to verify that individual’s identity when creating an FDIC access badge for that individual is sufficient.  However, only stating that the above data will be collected to verify identity is not sufficient, as it does not specify the purpose of the identity verification. 

Section 3.0:  Data in the System/Project
The following questions address the type of data being collected and from whom (nature and source), why the data is being collected (purpose), the intended use of the data, and what opportunities individuals have to decline to provide information or to consent to particular uses of their information.   
3.1 What personally identifiable information (PII) (e.g., name, social security number, date of birth, address, etc.) will be collected, used or maintained in the system?  Explain.      
Identify the categories of individuals from or about whom data will be collected (e.g., depositors, members of the public, prospective FDIC employees, etc.).  For each category of individuals, list all of the elements of personal data collected and stored in the system and the intended use of the information. PII could include, but is not limited to: 

	· Full Name 


· Date of Birth

· Place of Birth

· Mother’s Maiden Name
· Social Security Number
 (or other number originated by a government that specifically identifies an individual) 

· Employment Status, History or Information 

· Certificates (e.g., birth, death, naturalization, marriage, etc.)
· Medical Information (Medical Records Numbers, Medical Notes, or X-rays)

· Race/Ethnicity and/or Gender
	· Home Address

· Phone Number (Non-Work)
· Email Address (Non-Work)

· Employee Identification Number

· Financial Information or Numbers (e.g., checking account #/PINs/access or security codes/passwords, credit report, etc.)

· Driver’s License/State Identification Number

· Vehicle Identifiers (e.g., license plates)
· Legal Documents, Records, or Notes (e.g., divorce decree, criminal records, etc.)

· Disability Information 
	· Education Records

· Criminal Information

· Military Status and/or Records
· Investigation Report or Database
· Biometric Identifiers (e.g., fingerprint, voiceprint) 

· Photographic Identifiers (e.g., image, x-ray, video)
· Device Identifiers (e.g., pacemaker, hearing aid, etc.)
· Web URLs (Personal)
· Foreign Activities or Interests




For example, responding to Question 3.1 with a statement that a system collects the full name, address, SSN, loan number, and a copy of the credit report for borrowers of failed financial institutions is sufficiently descriptive.  However, only stating that the system collects name and financial data about members of the public is not sufficient, as it does not specify what type of individuals (i.e., borrowers of failed financial institutions) or what types of financial data (i.e., SSN, loan number, and a copy of the credit report).  

3.2 What is the purpose and intended use of the information you described above in Question 3.1?       
In your response, explain why the information is being collected (e.g., verification, identification, authentication, data matching, etc.) and how it will be used (e.g., mission-related use, administrative use, etc.).  Keep in mind that the purpose and use of information should always be relevant and necessary to the system/project design.  In your response, include a concise, straightforward explanation of how the data is relevant and necessary to the system purpose.

3.3 Who/what are the sources of the information in the system?  How are they derived?         
If the data is collected directly from individuals, state this and indicate the categories of individuals from whom information is collected (e.g., individual bank depositors, employees, contractors, members of the public). If data is not collected directly from individuals, state where the data is coming from, including both internal and external data sources (e.g., FDIC and non-FDIC IT systems, system of records, failed financial institutions, bank servicers, other FDIC Offices/Divisions, etc) and indicate how the data is derived from each source.  
3.4 What Federal, state, and/or local agencies are providing data for use in the system?  What is the purpose for providing data and how is it used?  Explain.         
In your response, specify any government agencies, such as the State bank regulatory agencies, Federal Reserve Board, Department of Justice, General Accounting Office, Office of Inspector General, Department of Treasury, the National Credit Union Administration, etc.,  that provide data for use in the system/project.  Explain why this collection is necessary and how the data will be used.  

3.5 What other third-party sources will be providing data to the system?  Explain the data that will be provided, the purpose for it, and how will it be used.        
The purpose of this question is to determine if the system/project will use any other third-party data, specifically commercial data or publicly available data.  Commercial data refers to information obtained from data aggregators (e.g., Lexis-Nexis, Acxiom, ChoicePoint, the credit bureaus, Internet Service Providers (ISPs), etc.), where the information was originally collected by a private organization for non-governmental purposes, such as marketing or credit reporting.  Publicly available data refers to information received from the internet, news feeds, or from state or local public records, such as court records.  In your response, describe where the data originates, why collection is necessary, and how the data will be used in the system/project. 

3.6 Do individuals have the opportunity to decline to provide personal information and/or consent only to a particular use of their data (e.g., allowing basic use of their personal information, but not sharing with other government agencies)?  

The first part of this question is directed at whether individuals can decline to provide the data about themselves and if so, whether a penalty or denial of service will result. The second part of this question pertains to whether the consent given to the collection of data covers all uses (current or potential) of their information or if individuals may provide specific consent for each use. 
 FORMCHECKBOX 
 Yes
Explain the issues and circumstances of being able to opt out (either for specific data elements or specific uses of the data):       
 FORMCHECKBOX 
  No
Explain:       
Section 4.0:  Data Access and Sharing

The following questions address who has access to the data, with whom the data will be shared, and the procedures and criteria for determining what data can be shared with other parties and systems.
4.1 Who will have access to the data in the system (internal and external parties)?  Explain their purpose for having access to this information.       
Explain who will have access to the data in the system, including both internal and external parties, such as managers, system administrators, system users, contractors, developers, etc.  Also consider “other” users who may not be as obvious, such as the Government Accountability Office (GAO) or the Office of Inspector General (OIG).  Additionally, if applicable, include the parties listed in the Privacy Act System of Records Notice (SORN) under the “Routine Use” section when a Privacy Act SORN is required.

For each category of users, explain their purpose for access.  A user should be given access to data only on a “need-to-know” basis for information required to perform an official function.  Care should be given to avoid “open systems” where all of the information can be viewed by all users.  System administrators may be afforded access; however, access should be restricted when users do not need to have access to all of the data.

4.2 How is access to the data determined and by whom?  Explain the criteria, procedures, controls, and responsibilities for granting access.       
Describe the criteria, procedures, controls, and responsibilities regarding access and who makes this determination.  For example: Does access require manager approval? Will users have access to all data on the system or will the user’s access be restricted? For the most part, access to data by a user within the FDIC is based on the “need-to-know” requirements of the Privacy Act.  This means access should be limited to only those employees, contractors, or other authorized parties who need the information in order to carry out their official business duties.  Care should be taken to ensure that only those individuals who have received manager approval and need the information to perform their job requirements have access to that information. 
The criteria, procedures, controls and responsibilities regarding access must be documented to comply with the intent of the Federal Information Security Management Act (FISMA) of 2002 for standards and guidelines on security and privacy.  
4.3 Do other systems (internal or external) receive data or have access to the data in the system?  If yes, explain.

 FORMCHECKBOX 
  No
 

 FORMCHECKBOX 
 Yes
 
Explain.       If “Yes,” identify the name(s) and acronyms of any FDIC and non-FDIC systems that receive or have access to data in the system. Explain what data is shared with these systems and why (i.e., the purpose and intended use of the data). 

4.4 If other agencies or entities use data in the system, explain the purpose for sharing the data and what other policies, procedures, controls, and/or sharing agreements are in place for protecting the shared data. 

Identify what agencies or entities will receive or have access to data within the system, and explain the purpose/need for this sharing or access.  Why and how will they be using the data?  Also, cite the specific authority and agreements which allow for the sharing of the data.   For example, has a Memorandum of Agreement (MOA), Interconnection Security Agreement (ISA), or other sharing agreement been developed and signed by the appropriate individuals?  Are Non-Disclosure Agreements (NDAs) in place, if applicable?  
You may also need to review the appropriate Privacy Act System of Records Notice (SORN) to determine whether the uses of the data as represented in the SORN allows for that data to be exchanged and used for these new purposes or uses. If a MOA/ISA or sharing agreement is not in place, is the sharing covered by a routine use in the System of Records Notice? If not, explain the steps being taken to address this omission. 

In addition to data sharing agreements, explain any additional policies, procedures, and controls in place to protect the data that is shared (e.g., data encryption during transmission).  Be sure to describe what mechanisms have been established to monitor proper use and security of the data. Also, explain whether any system where information is being shared externally has undergone a Security Certification & Accreditation (C&A). If the external system has not completed C&A, how have the external system’s security issues been addressed to ensure the privacy and security of the information once it is shared? 
4.5 Who is responsible for assuring proper use of data in the system and, if applicable, for determining what data can be shared with other parties and systems?  Have policies and procedures been established for this responsibility and accountability?  Explain.         

The reputation of the Corporation, as well as business operations, could be affected if sensitive personal information is either intentionally or unintentionally disclosed.  Identify the title(s) of those individual(s) who are responsible for assuring the proper use of data in the system.  Also, if applicable, specify who is responsible for determining what data can be shared and how the shared data will be protected.  For example, is the Data Owner, Program Manager, and/or Division Director responsible for assuring proper use of data and/or determining what data can be shared?  As pertinent, include a reference to and quotation from any contract or sharing agreement that defines the parameters of the sharing agreement. 

4.6 What involvement will a contractor have with the design and maintenance of the system?  Has a Contractor Confidentiality Agreement or a Non-Disclosure Agreement been developed for contractors who work on the system?      
Provide a detailed explanation of contractor involvement with the design and maintenance of the system.  When a contract provides for the operation of a system on behalf of the FDIC, the Privacy Act requirements and corporate regulations on the Privacy Act must be applied to such a system.  The FDIC Acquisition Policies also require that certain information be included in contract language and contractors sign a Contractor Confidentiality Agreement.
Section 5.0:  Data Integrity and Security
The following questions address how data security and integrity will be ensured for the system/project.
5.1 How is data in the system verified for accuracy, timeliness, and completeness?       
Explain the process and who is responsible for ensuring data integrity, including the accuracy, reliability, timeliness, and completeness of data in the system.  Specify the parties responsible and any rules, policies, procedures and/or technical solutions in place to perform verification and validation of the data.   Also, explain what actions are taken if data is not accurate or complete.  

When responding to this question, consider the following:

a) How is data collected from sources other than FDIC records verified for accuracy and  reliability (e.g., that it is virus free and does not contain malicious code)?  Who is responsible for this making this determination?  Explain. 

b)  How will data be checked for completeness?  Is processing activity affected if the data is not complete?  For example, if all of the required information is not available, would transactions fail? 

c) Is data in the system current? What steps or procedures are taken to ensure the data is timely and not out-of-date?
Lastly, if the system checks for accuracy by accessing a commercial aggregator of information, describe this process and the levels of accuracy required by the contract. 

5.2 What administrative and technical controls are in place to protect the data from unauthorized access and misuse?  Explain.      
Discuss the measures, controls, processes, training, and technical safeguards that have been established to prevent authorized users from misusing data, as well as to prevent unauthorized individuals or systems from accessing the data.  Explain how these controls are monitored and reviewed.  According to the Office of Management and Budget (OMB) Circulars A-123 and A-130, every system, application, or process that uses data must have some sort of control to prevent the misuse by those having access to the data.  Include the following in your response:
· Affirm that the system/project is following IT security requirements and procedures required by federal law and policy to ensure that the information is appropriately secured.  (The IT Security Certification &Accreditation process requires a system security plan outlining the implementation of the technical controls associated with identification and authentication.) 

· If applicable, acknowledge that a risk assessment is conducted and appropriate security controls are implemented to protect against potential privacy/security risks. 

· Describe in general terms how regular monitoring, testing, or evaluating is performed to ensure that controls continue to work properly to safeguard the information. 

· Explain how the assignments of roles and rules are verified. For example, when an employee no longer works for the organization or in a specific job function, is there a written procedure for removing his or her access? 

· Specify if there are any other privacy and security awareness controls, such as training for personnel having access to the data.  List any pertinent training materials and processes.  

Section 6.0:  Data Maintenance and Retention
The following questions address the maintenance and retention of records, the creation of reports on individuals, and whether a system of records is being created under the Privacy Act, 5 U.S.C. 522a.   
6.1 How is data retrieved in the system or as part of the project?  Can it be retrieved by a personal identifier, such as name, social security number, etc.?  If yes, explain, and list the identifiers that will be used to retrieve information on the individual.       
A personal identifier is a name, Social Security Number or other identifying symbol assigned to an individual (i.e., any identifier unique to an individual).  The Privacy Act requires an agency to publish a System of Records Notice (SORN) in the Federal Register for any system that collects/maintains/uses PII AND retrieves that information by a personal identifier. 
6.2 What kind of reports can be produced on individuals?  What is the purpose of these reports, and who will have access to them?  How long will the reports be maintained, and how will they be disposed of?           

In your response, explain whether or not the system generates reports with information about individuals.  If so, explain the purpose and use of the reports.  Also, in your response, explain:  Who will receive the reports?  Are the reports distributed electronically or manually?  Additionally, discuss how long the reports are maintained and the procedures for securely disposing of them (e.g., shredding, degaussing, overwriting, etc).  Keep in mind that reports should be appropriately labeled as “sensitive,” distributed only to those with a “need-to-know”, and securely disposed of if they contain sensitive information or PII.   
6.3 What are the retention periods of data in this system?  What are the procedures for disposition of the data at the end of the retention period?  Under what guidelines are the retention and disposition procedures determined?  Explain.       
Explain the procedures for retention and disposition of data (i.e. how long information is retained in the system, for what reason, and how it is disposed of).  Also, specify whether all of the information is retained for the same amount of time, or if specific subsets of information are retained for different time periods and why.  

The retention periods and disposition procedures for data/records that the FDIC manages are contained in the FDIC Records Retention and Disposition Schedule published by the Division of Administration. The Corporation also follows guidance on permanent and temporary records disposition issued by the National Archives and Records Administration (NARA). 

Procedures for retention and disposition of the data should be established in accordance with FDIC Records Schedules and NARA guidance.  For more information, contact the Division Records Liaison or FDIC Records Officer. 
6.4 In the Federal Register, under which Privacy Act Systems of Record Notice (SORN) does this system operate?  Provide number and name.        
The Privacy Act requires an agency to publish a System of Records Notice (SORN) in the Federal Register for any system that collects/maintains/uses PII AND retrieves that information by a personal identifier. (A personal identifier is a name, Social Security Number, or other identifying symbol assigned to an individual.)  In some instances, an existing SORN may apply to the system/project’s collection of information.  In other instances, a new SORN may be required.  Include the Federal Register citation for the SORN. Contact Gary Jackson in the FDIC Legal Division for guidance and to obtain the SORN number and name, if applicable. 

6.5 If the system is being modified, will the Privacy Act SORN require amendment or revision?  Explain.       
For systems that are being modified and are already covered by an existing SORN, the Privacy Act requires that the SORN be amended and republished in the Federal Register.  Explain whether or not the existing SORN for this system will need to be amended and why or why not.  Contact Gary Jackson in the FDIC Legal Division for guidance. 

Section 7.0:  Business Processes and Technology

The following questions address the magnitude of harm if the system/project data is inadvertently disclosed, as well as the choices the Corporation made regarding business processes and technology. 
7.1 Will the system aggregate or consolidate data in order to make privacy determinations or derive new data about individuals?  If so, what controls are in place to protect the newly derived data from unauthorized access or use?

 FORMCHECKBOX 
  No
 

 FORMCHECKBOX 
 Yes
 
Explain:      
Some systems sift through, aggregate and/or analyze large amounts of data in response to user inquiries or programmed functions in order to make determinations and/or conclusions about individuals.  This may result in the creation of other types of data, scoring, reporting, or pattern analysis, for example. 

If the system creates or makes available new or previously unavailable information about an individual, state/explain what type of new data will be derived and will be done with the newly derived information. Will the new data be placed in the individual’s existing record? Will a new record be created? Will any action be taken against or on behalf of the individual identified because of the newly derived data? If a new record is created, will the newly created information be accessible to other agencies or entities that make determinations about the individual? If so, explain fully under what circumstances that information will be used and by whom, as well as how the new data will be protected from unauthorized access or use. 

7.2 Is the system/project using new technologies, such as monitoring software, SmartCards, Caller-ID, biometric collection devices, personal identification 
verification (PIV) cards, radio frequency identification devices (RFID) virtual data rooms (VDRs), social media, etc., to collect, maintain, or track information about individuals?  If so, explain how the use of this technology may affect privacy.       
7.3 Will the system provide the capability to monitor individuals or users? If yes, describe the data being collected.  Additionally, describe the business need for the monitoring and explain how the information is protected.       
7.4 Explain the magnitude of harm to the Corporation if privacy-related data in the system/project is disclosed, intentionally or unintentionally.  Would the reputation of the Corporation be affected?      
7.5 Did the completion of this PIA result in changes to business processes or technology? 


 FORMCHECKBOX 
  No
 

 FORMCHECKBOX 
 Yes
 
Explain:        

The purpose of this question is to determine whether System Owners, Program Managers, Project Managers, ISPS, Legal, and/or other system/project stakeholders determined that changes to an existing business process or technology were necessary or appropriate to help mitigate any potential privacy risks identified during the PIA process.  If so, explain in general terms any privacy issues that were identified during the conduct of this PIA and, consequently, what changes to business processes or technologies were recommended or required for implementation.

Privacy Impact Assessment

Authorization Memorandum

(Note: Do not route this form for signature until you have received approval from the FDIC Privacy Program Staff.)
This system or application was assessed and its Privacy Impact Assessment approved for publication. 

__________________________________________


____________________
Information Security Manager




Date

__________________________________________


____________________
DIT Project Manager






Date
__________________________________________


____________________
Program Manager






Date

 __________________________________________


____________________
Chief Privacy Officer






Date
� For further information, see � HYPERLINK "http://searchfdicnet.fdic.gov/search?q=privacy+impact+assessment+requirement&hl=en&sort=date%3AD%3AL%3Ad1&output=xml_no_dtd&ie=UTF-8&oe=UTF-8&client=FDIC01Prod&proxystylesheet=FDIC01Prod&site=default_collection" ��FDIC Circular 1360.19, Privacy Impact Assessment Requirements�.  


� � HYPERLINK "http://fdic01.prod.fdic.gov/division/dit/ucm/groups/dit_intranet/@dit/@itgov/@itsecprivacy/@privp/documents/webcontent/eGovSection208.pdf" �Section 208 of the E-Government Act of 2002� requires federal government agencies to conduct a Privacy Impact Assessment (PIA) for all new or substantially changed technology that collects, maintains, or disseminates personally identifiable information (PII). Office of Management and Budget (OMB) Memorandum � HYPERLINK "http://www.whitehouse.gov/omb/memoranda_m03-22" ��M-03-22� provides specific guidance on how Section 208 should be implemented within government agencies.  The � HYPERLINK "http://www.justice.gov/opcl/privstat.htm" ��Privacy Act of 1974� imposes various requirements on federal agencies whenever they collect, create, maintain, and distribute records that can be retrieved by the name of an individual or other personal identifier, regardless of whether the records are in hardcopy or electronic format.  Additionally, � HYPERLINK "http://fdic01.prod.fdic.gov/division/dit/ucm/groups/dit_intranet/@dit/@itgov/@itsecprivacy/@privp/documents/webcontent/Section522.pdf" �Section 522� of the 2005 Consolidated Appropriations Act requires certain Federal agencies to ensure that the use of technology sustains, and does not erode, privacy protections, and extends the PIA requirement to the rulemakings process.


�For additional guidance about FDIC rulemaking PIAs, visit the Privacy Program website or contact the FDIC Privacy Program Staff at 	� HYPERLINK "mailto:privacy@fdic.gov" �privacy@fdic.gov�..





� Note:  The FDIC is working to eliminate any unnecessary use of SSNs; you must have a specific legal authority to collect/ use SSNs for any project/system.


� HIPAA Privacy Rule 67 FR 14775 may be invoked.


� Right to Financial Privacy Act of 1978 (12 U.S.C. 3401 et seq.) or Gramm-Leach-Bliley Act privacy requirements may be invoked.


� The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) may be invoked.
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