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System Overview

The FDIC Legal Division is responsible for collecting, reviewing, redacting, and
producing agency records, in support of processing and resolving FDIC legal matters.
The Legal Division utilizes the Electronic Litigation Support (ELS) software to help
with the organizing, processing, review, and analysis of discovery and evidence data
collected in preparation for a trial or hearing.

ELS indirectly supports the Corporation’s ability to carry out one of its most
prominent tasks: resolve failing or failed institutions in a prompt and cost-effective
manner, and ensuring that potential recoveries® are investigated, pursued, and
resolved in a fair and cost-effective manner.

ELS provides FDIC attorneys and paralegals with a simple user interface for
searching and sorting different pieces of information. ELS integrates a document
database, transcript management, remote and local document retrieval, and an
interactive real-time deposition tool for case management, display, and presentation
of evidence at trials. ELS is one of two “review platforms” used by the Legal Division
attorneys. ELS is used primarily for small scale reviews of records, while another
platform—E-Mail E-Discovery (EDEM)—is used for large scale record reviews.?

Personally ldentifiable Information (PIIl) in ELS

The information in ELS pertains to investigations or litigation involving: officers,
directors, and employees of open or closed banks; loans made to firms and
individuals by open or closed banks; or those hired by open or closed banks (i.e., law
firms, appraisers, accountants). ELS stores a number of supporting legal artifacts
including scanned documentation and electronically stored information (ESI)
including emails, word processing documents, PDF files, spreadsheets, presentations,
database entries, or other documents. Depending on the nature of the litigation,
these documents can consist of employment records, banking records, contracts,
etc. that may contain Social Security Numbers (SSNs), full name, maiden name,
mother’s maiden name, or alias of individuals.

Purpose & Use of Information in ELS

Information contained in ELS relates to investigations and litigation regarding
officers, directors, and employees of open or closed banks; loans made to firms or
individuals by open or closed banks; or individuals hired by open or closed banks.
The information is used for the resolution of legal matters in the course of trial
preparation.

* “potential recoveries” refers to legal claims against bank directors, officers, and other bank professionals (i.e., appraisers,
accountants, attorneys) for monetary damages resulting from their actions. The FDIC Legal Division investigates such claims and
pursues litigation when justified. Recoveries, in the case of failed banks, are returned to the receivership; otherwise, recoveries are
returned to the Corporate fund.

2 For more information, refer to the EDEM Privacy Impact Assessment at www.fdic.gov.
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Sources of Information in ELS

Electronically stored information (ESI) is automatically and securely imported into
ELS from the Legal Division’s EDEM system. Additional information is derived from
interviews, subpoenas, documents, research, public records, and from parties in
legal matters by FDIC attorneys or FDIC Outside Counsel, including FDIC employees
and contractors. Closed bank data may also be imported from FDIC’s Data
Management Services (DMS) platform.*® Attorneys send a request to the Legal
Information Technology Unit (LITU)-Litigation Support Group (LSG), who
collaborates with the DMS Program Manager within the FDIC Division of Resolutions
and Receiverships (DRR) to scope and provide specifications for the data to be
retrieved from DMS.

External agencies such as the Department of Justice (DOJ), the Office of the
Comptroller of the Currency, the Federal Bureau of Investigations (FBI), the Federal
Trade Commission (FTC), the Securities and Exchange Commission (SEC), law
enforcement agencies, and other bank regulatory agencies may produce and
contribute paper and electronic data to ELS. The information is provided to Legal
Division attorneys or other authorized staff via encrypted media (i.e., USB hard drive
or DVD) or encrypted files within that media. The information is then scanned
and/or uploaded to ELS by authorized users in the LITU-LSG or other ELS
administrative users. Legal Division attorneys search and review images of the
information in ELS to determine if it should be used as evidence or if it needs to be
produced to opposing counsel.

State law enforcement agencies or state bank regulatory agencies may provide
paper or electronic data to ELS. The information is provided to Legal Division
attorneys or other authorized FDIC staff via encrypted media, then scanned and/or
uploaded to ELS by authorized users in the LITU-LSG or other ELS administrative
users. Legal Division attorneys search and review images of the information in ELS
to determine if it should be used as evidence or needs to be produced to opposing
counsel.

Lastly, on occasion, external parties involved in legal matters, such as the FDIC
Outside Counsel, opposing counsel, or other stakeholders, provide paper or
electronic data to Legal Division attorneys or other authorized FDIC staff via
encrypted media. The information is scanned and uploaded into the system by
authorized ELS users, and reviewed for relevance.

Notice & Consent

Individuals may not opt-out of providing the information. The documentation stored
in ELS is obtained from a variety of internal FDIC sources (i.e., attorneys, FDIC
employees and contractors), FDIC Outside Counsel, other Federal or state banking or
law enforcement agencies, FDIC insured banks, and other parties involved in legal
matters (i.e., opposing counsel) in the course of trial preparation.

® For more information about DMS, see the Privacy Impact Assessment at www.fdic.gov.
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Access to Data in ELS
Authorized FDIC Legal Division attorneys and paralegals in FDIC Headquarters and
several Regional Offices require access to the ELS case files in preparation for trials
or to resolve legal matters. The attorneys and paralegals sort and search the data,
and review the records for relevance and for the potential need to redact sensitive
confidential information (i.e., SSNs or other PII).

FDIC LITU-LSG staff access ELS in order to assist with the scanning and uploading of
information to the system. Additionally, they may also access ELS to conduct other
system administration functions such as adding users to the system, system
upgrades, and troubleshooting user reported problems.

Employees and contractors of the FDIC Division of Information Technology (DIT)
access ELS to provide network and system troubleshooting support. The ELS
database is not viewed by DIT or contractor staff.

Data Sharing

Other Systems that Share or Have Access to Data in the System:

System Name

System Description

Type of
Information

E-Mail E-Discovery
(EDEM)

EDEM processes FDIC emails and attachments along
with other PII. Electronically stored information (ESI)
is automatically and securely imported into ELS from
EDEM.

Processed
Full name, maiden
name, mother’s maiden
name, alias,
employment records,
banking records,
contracts, possibly
Social Security Numbers
(SSNs)

IMAC-EnCase E-
Discovery (Chain of
Custody) Module
(EnCase)

EnCase provides the FDIC with an automated
platform for identifying, collecting, and preserving
ESI. Once data is collected by EnCase and verified by
the Legal Division, data may be manually exported to
ELS for further review.

Full name, maiden
name, mother’s maiden
name, alias,
employment records,
banking records,
contracts, possibly
Social Security Numbers
(SSNs)

Data Management
Services (DMS)

DMS provides a standardized way of maintaining data
from failed financial institutions. Closed bank data is
imported from DMS into ELS.

Full name, maiden
name, mother’s maiden
name, alias,
employment records,
banking records,
contracts, possibly
Social Security Numbers
(SSNs)

SCAN-IT

SCAN IT application Combines electronic discovery
data processing conventional paper scanning, and
printing into one.

Full name, maiden
name, mother’s maiden
name, alias,
employment records,
banking records,
contracts, possibly
Social Security Numbers
(SSNs)
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Data Accuracy in ELS

Data received from other sources is scanned and uploaded into ELS by LITU-LSG
system administrators for access by Legal Division attorneys and paralegals. ESI
from the EDEM system is automatically imported into ELS. Lawyers and paralegals
manually review the data for accuracy, relevance, and privileges.

Data Security for ELS

The data in ELS comes from internal and external sources, in both paper and
electronic form. The data is stored in case folders and files in the secure ELS
database. ELS data is considered sensitive as it directly relates to legal matters,
including materials subject to Attorney-Client privilege and attorney work product
principles. As such, access is strictly controlled, and data sharing agreements are in
place with all external agencies and third parties.

Access is determined on a “need to know” basis and requires the approval of the
System Owner in the FDIC Legal Division. In addition, access to the application is
controlled through the FDIC Identity Access Management System (IAMS) process.
ELS users are provided with specific procedures and training materials; they must
also complete the FDIC’s annual Security and Privacy Awareness Training. This
training has specific information regarding the protection or misuse of sensitive
information and sensitive PII.

System of Records Notice (SORN)

Currently, ELS processes information imported from other FDIC record systems that
are collected and maintained for other business purposes. Such record systems
include: FDIC SORN #30-64-0002, Financial Institution Investigative and
Enforcement Records; FDIC SORN #30-64-0005, Consumer Complaint and Inquiry
Records; FDIC SORN #30-64-0013, Insured Financial Institution Liquidation Records;
FDIC SORN #30-64-0022, Freedom of Information Act and Privacy Act Request
Records; FDIC SORN #30-64-0023, Affordable Housing Program Records; and FDIC
SORN #30-64-0024, Unclaimed Deposit Account Records.

Contact Us
To learn more about the FDIC’s Privacy Program, please visit:
http://www.fdic.gov/about/privacy/.

If you have a privacy-related question or request, email Privacy@fdic.gov or one of
the EDIC Privacy Program Contacts. You may also mail your privacy question or
request to the FDIC Privacy Program at the following address: 3501 Fairfax Drive,
Arlington, VA 22226.

PRIVACY
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