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The FDIC uses several means to identify and address 
enterprise risks, maintain comprehensive internal 
controls, ensure the overall efectiveness and eficiency 
of operations, and otherwise comply as necessary with 
the following federal standards, among others: 

♦ Chief Financial Oficers Act (CFO Act) 
♦ Federal Managers’ Financial Integrity Act (FMFIA) 
♦ Federal Financial Management Improvement Act 

(FFMIA) 
♦ Government Performance and Results Act (GPRA) 
♦ Federal Information Security Modernization Act  of 

2014 (FISMA) 
♦ OMB Circular A-123 
♦ GAO’s Standards for Internal Control in the 

Federal Government 

As a foundation for these eforts, the Division of Finance, 
Risk Management and Internal Controls Branch (DOF-
RMIC) oversees a corporate-wide program of risk 
management and internal control activities and works 
closely with FDIC division and ofice management.  
The FDIC has made a concerted efort to identify and 
assess financial, reputational, and operational risks and 
incorporate corresponding controls into day-to-day 
operations.  The program also requires that divisions 
and ofices document comprehensive procedures, 
thoroughly train employees, and hold supervisors 
accountable for performance and results.  Divisions 
and ofices monitor compliance through periodic 
management reviews and various activity reports 
distributed to all levels of management.  The FDIC also 
takes seriously FDIC Ofice of Inspector General and 
GAO audit recommendations and strives to implement 
agreed upon actions promptly.  The FDIC has received 
unmodified opinions on its financial statement 
audits for 29 consecutive years, and these and other 
positive results reflect the efectiveness of the overall 
management control program. 

In 2020, DOF-RMIC continued to enhance the FDIC’s 
Enterprise Risk Management (ERM) program.  The focus 
was raising awareness of ERM in the FDIC regional ofices 
and initial actions to integrate the program with the 
FDIC’s strategic planning and budget process. 

During 2021, DOF-RMIC will continue integrating the 
ERM program with FDIC’s strategic planning and budget 
process, enhancing the internal control program, and 
exploring opportunities for process improvements. 

PROGRAM EVALUATION 
DOF-RMIC periodically evaluates selected program areas 
responsible for achieving FDIC strategic objectives and 
performance goals.  During 2020, DOF-RMIC evaluated 
DIR processes for achieving one of the Insurance 
Program’s strategic objectives and related performance 
goals from the FDIC’s 2020 Annual Performance Plan.  
The objective and goal evaluated and summary results 
follow. 

Strategic Objective: The DIF and system remain strong 
and adequately financed. 

Performance Goal:  Monitor the status of the DIF reserve 
ratio and analyze the factors that afect fund growth.  
Adjust assessment rates as necessary. 

Targets:  1) Provide updated fund balance projections 
to the FDIC Board of Directors semiannually; and 2) 
Recommend changes to deposit insurance assessment 
rates to the FDIC Board of Directors, as necessary. 

The objective of DOF-RMIC’s evaluation was to 
determine if DIR has efective processes in place to 
achieve the performance goal.  DOF-RMIC reviewed FDIC 
Board briefing materials for the semiannual projection 
of the DIF balance and Reserve Ratio, the FDIC Quarterly 
Banking Profile, the Summary of Assessments Changes 
Report, a DIR memorandum to the FDIC Board regarding 
Restoration Plan recommendations, and relevant 
information on DIR’s internal website.  Additionally, 
DOF-RMIC held interview sessions with senior oficials 
and economists from DIR’s Financial Risk Management, 
Large Bank Pricing, and Banking and Regulatory Policy 
sections.  DOF-RMIC is familiar with the DIR operations 
from ongoing risk management and internal control-
related collaboration activities. 

The evaluation noted that DIR has systems and 
processes in place to: 

♦ Compute assessments based on risk profiles of 
insured institutions, 
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♦ Monitor growth in the assessment base and 
changes in the assessment rates, 

♦ Track overall banking industry trends, 
♦ Forecast future investment income, and 
♦ Collaborate and review data on problem 

institutions and potential bank failures. 

DOF-RMIC concluded that DIR has an efective process in 
place to achieve the performance goal and targets and 
to make sound DIF and reserve ratio projections and 
recommendations to the FDIC Board. 

FRAUD REDUCTION AND DATA 
ANALYTICS ACT OF 2015 
The Fraud Reduction and Data Analytics Act of 2015 was 
signed into law on June 30, 2016. The law is intended 
to improve federal agency financial and administrative 
controls and procedures to assess and mitigate fraud 
risks, and to improve federal agencies’ development 
and use of data analytics for the purpose of identifying, 
preventing, and responding to fraud, including improper 
payments. 

The FDIC’s ERM and internal control program considers 
the potential for fraud and incorporates elements 
of Principle 8—Assess Fraud Risk—from the GAO’s 
Standards for Internal Control in the Federal Government. 
The FDIC implemented a Fraud Risk Assessment 
Framework as a basis for identifying potential financial 
fraud risks and schemes and ensuring that preventive 
and detective controls are present and working as 

intended.  Examples of transactions more susceptible to 
fraud include contractor payments, wire transfers, travel 
card purchases, and cash receipts. 

As part of the Framework, management identifies 
potential fraud areas and implements and evaluates 
key controls as proactive measures to prevent fraud. 
Although no system of internal control provides absolute 
assurance, the FDIC’s system of internal control provides 
reasonable assurance that key controls are adequate 
and working as intended.  Monitoring activities include 
supervisory approvals, management reports, and 
exception reporting. 

FDIC management performs due diligence in areas of 
suspected or alleged fraud. At the conclusion of due 
diligence, the matter is either closed or referred to the 
Ofice of Inspector General for investigation. 

During 2020, there was no systemic fraud identified 
within the FDIC. 

MANAGEMENT REPORT 
ON FINAL ACTIONS 
As required under the provisions of Section 5 of the 
Inspector General Act of 1978, as amended, the FDIC 
must report information on final action taken by 
management on certain audit reports.  The tables on 
the following pages provide information on final action 
taken by management on audit reports for the federal 
fiscal year period October 1, 2019, through September 
30, 2020. 
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TABLE 1: 
MANAGEMENT REPORT ON FINAL ACTION ON AUDITS 

WITH DISALLOWED COSTS FOR FISCAL YEAR 2020 
Audit Reports Number of 

Reports 
Disallowed 

Costs 
A. Management decisions – final action not taken at beginning of period 0 $0 

B. Management decisions made during the period 1 $47,489 

C. Total reports pending final action during the period (A and B) 1 $47,489 
D. Final action taken during the period: 

1. Recoveries: 

(a) Collections & ofsets 1 $0 

(b) Other 0 0 

2. Write-ofs 0 0 

3. Total of 1 & 2 1 $0 
E. Audit reports needing final action at the end of the period 1 $47,489 

TABLE 2: 
MANAGEMENT REPORT ON FINAL ACTION ON AUDITS WITH RECOMMENDATIONS 

TO PUT FUNDS TO BETTER USE FOR FISCAL YEAR 2020 
(There were no audit reports in this category.) 
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TABLE 3: 
AUDIT REPORTS WITHOUT FINAL ACTIONS BUT WITH MANAGEMENT DECISIONS 

OVER ONE YEAR OLD FOR FISCAL YEAR 2020 
Report No. and 

Issue Date OIG Audit Recommendation Management Action Disallowed 
Costs 

AUD-17-001 OIG recommends that the CIO should The CIOO worked with teams to develop $0 
11/2/2016 review existing resource commitments 

and priorities for addressing data 
communications (DCOM) plan of actions & 
milestones (POA&Ms) and take appropriate 
steps to ensure they are addressed in a 
timely manner. 

risk tolerances levels for the FDIC Policy 
19-001, on Management of POA&Ms, which 
reflect the level of risk associated with open 
POA&Ms, including the acceptable amount of 
time needed to address them.  Furthermore, 
an Integrated Project Team has been 
established to work with System Owners to 
ensure timely remediation of POA&Ms and 
to conduct root cause analyses to develop 
a revised process to prevent overdue 
POA&Ms that fall outside of tolerance levels.  
Substantial progress in addressing DCOM 
POA&Ms in a timely manner has been 
achieved.  

Due Date:  6/30/2021 

AUD-18-004 The CIO should identify and document The CIOO developed a workforce planning $0 
7/26/2018 the IT resources and expertise needed to 

execute the FDIC’s IT Strategic Plan. 
guide that outlines the process that will 
be used to document the IT resources and 
expertise needed to execute the FDIC’s IT 
Strategic Plan. 

Status:  Completed. 
Undergoing OIG review. 



R I S K  M A N A G E M E N T  A N D  I N T E R N A L  C O N T R O L S 131 

2020

  
 

 

TABLE 3: 
AUDIT REPORTS WITHOUT FINAL ACTIONS BUT WITH MANAGEMENT DECISIONS 

OVER ONE YEAR OLD FOR FISCAL YEAR 2020 (continued) 
Report No. and 

Issue Date OIG Audit Recommendation Management Action Disallowed 
Costs 

AUD-19-003 The Deputy to the Chairman and Chief On June 23, 2020, DOA sent a demand letter $47,489 
12/10/2018 Operating Oficer should determine the 

portion of the $7,510 in unsupported labor 
charges that should be disallowed and 
recover that amount. 

The Deputy to the Chairman and Chief 
Operating Oficer should determine 
whether the remaining labor charges 
under Task Orders 4 and 5 are unsupported 
charges that should be disallowed. 

The Deputy to the Chairman and Chief 
Operating Oficer should determine the 
portion of the $39,979 in unallowable labor 
charges that should be disallowed and 
recover that amount. 

The Deputy to the Chairman and Chief 
Operating Oficer should determine 
whether additional labor charges should 
be disallowed for of-site work performed 
under Task Orders 4 and 5 that were not 
covered by the audit. 

to Pragmatics identifying $103,634.36 in 
unsupported and disallowed labor charges 
invoiced to the FDIC. Pragmatics agreed to 
pay back the $103,634.36.  The funds have 
been collected from Pragmatics. 

Status:  Subsequently closed. 

EVAL-19-001 The Deputy to the Chairman and Chief The revised Circular 1610.1 is in the directives $0 
4/9/2019 Operating Oficer should document the 

justifications for the physical security 
activities that the FDIC has taken in 
response to recommendations, including 
decisions to accept risk or regarding 
expenditures for security countermeasures 
above the recommended standards for an 
assigned facility security level. 

review process.  Comments have been 
received and are being reviewed.  

Status:  Subsequently closed. 
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TABLE 3: 
AUDIT REPORTS WITHOUT FINAL ACTIONS BUT WITH MANAGEMENT DECISIONS 

OVER ONE YEAR OLD FOR FISCAL YEAR 2020 (continued) 
Report No. and 

Issue Date OIG Audit Recommendation Management Action Disallowed 
Costs 

EVAL-19-002 We recommend that the Directors of RMS and DCP updated examiner instructions $0 
9/24/2019 RMS and DCP establish, implement, 

and document a process to assess 
the efectiveness of the MDI Program 
supervisory strategies. 

We recommend that the Directors of RMS 
and DCP issue guidance to the Regional 
Ofices defining the types of activities that 
comprise technical assistance, as distinct 
from training, education, and outreach. 

to require preparation of a separate written 
document, at the conclusion of each 
examination, which outlines the elements 
of the prior supervisory strategy, evaluates 
the efectiveness of those elements and 
recommends any changes in strategy or 
escalation of responses.  These assessments 
will be submitted to the MDI Program Ofice, 
which will conduct periodic horizontal 
reviews of the individual assessments.  Any 
key trends or findings from the horizontal 
reviews will be communicated back to 
the regional ofices for use in enhancing 
future supervisory strategies.  In developing 
the instructions, the FDIC reviewed prior 
supervisory strategies to incorporate best 
practices. 

Status:  Subsequently closed. 

RMS and DCP have prepared the definitions 
for technical assistance, training and 
education, and outreach and they are 
contained in an update to the MDI Regional 
Director Memo.   

Status:  Subsequently closed. 
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A. KEY STATISTICS
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224 
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0 

21 

0 
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0 

0 

0 

9 

0 

2 
2 

0 

0 

FDIC ACTIONS ON FINANCIAL INSTITUTIONS APPLICATIONS 
2020 2019 2018 

Deposit Insurance 
Approved1 

Denied 

18 
18 

0 

15 
15 

0 
New Branches 430 548 

Approved 430 548 
Denied 0 0 

Mergers 
Approved 

Denied 

159 

0 

159 

243 
243 

0 
Requests for Consent to Serve2 

Approved 

Section 19 

79 
78 

11 

87 
87 

5 

120 

Section 32 67 82 
Denied 1 0 

Section 19 0 0 
Section 32 1 0 

Notices of Change in Control 
Letters of Intent Not to Disapprove 

Disapproved 

Brokered Deposit Waivers 
Approved 

Denied 

17 
17 

0 

4 
4 

0 

12 
12 

0 

3 
3 

0 

21 

5 

Savings Association Activities3 

Approved 

Denied 

0
0 

0 

2
2 

0 

0 

State Bank Activities/Investments4 

Approved 

Denied 

31 
31 

0 

20 
20 

0 

9 

Conversion of Mutual Institutions 2 4 
Non-Objection 

Objection 
2 

0 

4 

0 

¹  Includes deposit insurance applications filed on behalf of (1) newly organized institutions, (2) existing uninsured financial services companies seeking 
establishment as an insured institution, and (3) interim institutions established to facilitate merger or conversion transactions, and applications to facilitate the 
establishment of thrif holding companies. 

²  Under Section 19 of the Federal Deposit Insurance (FDI) Act, an insured institution must receive FDIC approval before employing a person convicted of 
dishonesty or breach of trust.  Under Section 32, the FDIC must approve any change of directors or senior executive oficers at a state nonmember bank that is not 
in compliance with capital requirements or is otherwise in troubled condition.  

³  Section 28 of the FDI Act, in general, prohibits a federally-insured state savings association from engaging in an activity not permissible for a federal savings 
association and requires notices or applications to be filed with the FDIC. 

⁴  Section 24 of the FDI Act, in general, prohibits a federally-insured state bank from engaging in an activity not permissible for a national bank and requires notices 
or applications to be filed with the FDIC. 
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2020 2019 2018 

Total Number of Actions Initiated by the FDIC 169 183 177 
Termination of Insurance 10 17 8 

Involuntary Termination  0 0 0 
Sec. 8a For Violations, Unsafe/Unsound Practices or Conditions 0 0 0 

Voluntary Termination 10 17 8 
Sec. 8a By Order Upon Request 0 0 0 

Sec. 8p No Deposits 8 12 7 

Sec. 8q Deposits Assumed 2 5 1 

Sec. 8b Cease-and-Desist Actions 23 24 23 
Notices of Charges Issued  1 1 1 

Orders to Pay Restitution 0 0 5 

Consent Orders 20 18 17 

Personal Cease and Desist Orders 2 5 0 

Sec. 8e Removal/Prohibition of Director or Oficer 37 34 52 
Notices of Intention to Remove/Prohibit 4 1 2 

Consent Orders 33 33 50 

Sec. 8g Suspension/Removal When Charged With Crime 0 0 0 
Civil Money Penalties Issued 21 29 25 

Sec. 7a Call Report Penalties 0 0 0 

Sec. 8i Civil Money Penalties 16 27 23 

Sec. 8i Civil Money Penalty Notices of Assessment 5 2 2 

Sec. 10c Orders of Investigation 4 11 6 
Sec. 19 Waiver Orders 74 64 59 

Approved Section 19 Waiver Orders 74 64 59 

Denied Section 19 Waiver Orders 0 0 0 

Sec. 32 Notices Disapproving Oficer/Director’s Request for Review 0 0 0 
Truth-in-Lending Act Reimbursement Actions 41 58 91 

Denials of Requests for Relief 0 0 0 

Grants of Relief 0 0 0 

Banks Making Reimbursement1 41 58 91 

Suspicious Activity Reports (Open and closed institutions)1 299,887 225,270 193,585 
Other Actions Not Listed2 0 4 4 

 

COMBINED RISK AND CONSUMER ENFORCEMENT ACTIONS 

1 These actions do not constitute the initiation of a formal enforcement action and, therefore, are not included in the total number of actions initiated. 

2 The Other Actions Not Listed were, in 2020: 0; in 2019: 3 Supervisory Prompt Corrective Action Directives and 1 Other Formal Action; in 2018: 2 Supervisory   
Prompt Corrective Action Directives, 1 Temporary Cease and Desist Order and 1 Other Formal Action. 
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FDIC INSURED INSTITUTIONS CLOSED DURING 2020 
Dollars in Thousands 

Codes for Bank Class: 
NM = State-chartered bank that is not a member SB = Savings bank SM = State-chartered bank that is a member 

of the Federal Reserve System SI = Stock and Mutual of the Federal Reserve System 
N = National Bank Savings Bank SA = Savings Association 

Name and Location 
Bank 
Class 

Number 
of 

Deposit 
Accounts 

Total 
Assets1 

Total
 Deposits1 

Estimated Loss to 
the DIF2 

Date of Closing 
or Acquisition 

Receiver/Assuming 
Bank and Location 

Purchase and Assumption - All Deposits 
Ericson State Bank 
Ericson, NE 

NM 2,928 $100,879 $95,159 $23,921 02/14/2020 Farmers and 
Merchants Bank 
Milford, NE 

The First State Bank 
Barboursville, WV 

NM 8,213 $151,808 $143,102 $47,317 04/03/2020 MVB Bank, Inc. 
Fairmont, WV 

First City Bank of Florida 
Fort Walton Beach, FL 

NM 5,035 $136,566 $133,936 $9,957 10/16/2020 United Fidelity 
Bank, FSB 
Evansville, IN 

Almena State Bank 
Almena, KS 

NM 2,015 $65,733 $64,941 $18,260 10/23/2020 Equity Bank 
Andover, KS 

1 Total Assets and Total Deposits data are based upon the last Call Report filed by the institution prior to failure. 

2 Estimated losses are as of December 31, 2020.  Estimated losses are routinely adjusted with updated information from new appraisals and asset sales, which 
ultimately afect the asset values and projected recoveries.  Represents the estimated loss to the DIF from deposit insurance obligations. 
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ESTIMATED INSURED DEPOSITS AND THE DEPOSIT INSURANCE FUND, 
DECEMBER 31, 1934, THROUGH SEPTEMBER 30, 20201 

Dollars in Millions (except Insurance Coverage) 
Deposits in Insured  

Institutions2 
Insurance Fund as  

a Percentage of 

Year 
Insurance 
Coverage2 

Total Domestic 
Deposits 

Est. Insured 
Deposits 

Percentage 
of Domestic 

Deposits 
Deposit Insurance 

Fund 

Total  
Domestic 
Deposits 

Est. Insured 
Deposits 

2020 $250,000 $15,714,977 $8,926,625 56.8 $116,433.6 0.74 1.30 
2019 250,000  13,262,206 7,825,347 59.0 110,346.9 0.83 1.41 
2018 250,000  12,659,406 7,522,441 59.4 102,608.9 0.81 1.36 
2017 250,000 12,129,503 7,154,379 59.0 92,747.5 0.76 1.30 
2016 250,000 11,693,371 6,915,663 59.1 83,161.5 0.71 1.20 
2015 250,000 10,952,922 6,518,675 59.5 72,600.2 0.66 1.11 
2014 250,000 10,410,687 6,195,554 59.5 62,780.2 0.60 1.01 
2013 250,000 9,825,479 5,998,238 61.0 47,190.8 0.48 0.79 
2012 250,000 9,474,720 7,402,053 78.1 32,957.8 0.35 0.45 
2011 250,000 8,782,291 6,973,483 79.4 11,826.5 0.13 0.17 
2010 250,000 7,887,858 6,301,542 79.9 (7,352.2) (0.09) (0.12) 
2009 250,000 7,705,354 5,407,773 70.2 (20,861.8) (0.27) (0.39) 
2008 100,000 7,505,408 4,750,783 63.3 17,276.3 0.23 0.36 
2007 100,000 6,921,678 4,292,211 62.0 52,413.0 0.76 1.22 
2006 100,000 6,640,097 4,153,808 62.6 50,165.3 0.76 1.21 
2005 100,000 6,229,753 3,890,930 62.5 48,596.6 0.78 1.25 
2004 100,000 5,724,621 3,622,059 63.3 47,506.8 0.83 1.31 
2003 100,000 5,223,922 3,452,497 66.1 46,022.3 0.88 1.33 
2002 100,000 4,916,078 3,383,598 68.8 43,797.0 0.89 1.29 
2001 100,000 4,564,064 3,215,581 70.5 41,373.8 0.91 1.29 
2000 100,000 4,211,895 3,055,108 72.5 41,733.8 0.99 1.37 
1999 100,000 3,885,826 2,869,208 73.8 39,694.9 1.02 1.38 
1998 100,000 3,817,150 2,850,452 74.7 39,452.1 1.03 1.38 
1997 100,000 3,602,189 2,746,477 76.2 37,660.8 1.05 1.37 
1996 100,000 3,454,556 2,690,439 77.9 35,742.8 1.03 1.33 
1995 100,000 3,318,595 2,663,873 80.3 28,811.5 0.87 1.08 
1994 100,000 3,184,410 2,588,619 81.3 23,784.5 0.75 0.92 
1993 100,000 3,220,302 2,602,781 80.8 14,277.3 0.44 0.55 
1992 100,000 3,275,530 2,677,709 81.7 178.4 0.01 0.01 
1991 100,000 3,331,312 2,733,387 82.1 (6,934.0) (0.21) (0.25) 
1990 100,000 3,415,464 2,784,838 81.5 4,062.7 0.12 0.15 
1989 100,000 3,412,503 2,755,471 80.7 13,209.5 0.39 0.48 
1988 100,000 2,337,080 1,756,771 75.2 14,061.1 0.60 0.80 
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ESTIMATED INSURED DEPOSITS AND THE DEPOSIT INSURANCE FUND, 
DECEMBER 31, 1934, THROUGH SEPTEMBER 30, 20201 (continued) 

Dollars in Millions (except Insurance Coverage) 
Deposits in Insured 

Institutions2 
Insurance Fund as 

a Percentage of 

Year 
Insurance 
Coverage2 

Total Domestic 
Deposits 

Est. Insured 
Deposits 

Percentage 
of Domestic 

Deposits 
Deposit Insurance 

Fund 

Total 
Domestic 
Deposits 

Est. Insured 
Deposits 

1987 100,000 2,198,648 1,657,291 75.4 18,301.8 0.83 1.10 
1986 100,000 2,162,687 1,636,915 75.7 18,253.3 0.84 1.12 
1985 100,000 1,975,030 1,510,496 76.5 17,956.9 0.91 1.19 
1984 100,000 1,805,334 1,393,421 77.2 16,529.4 0.92 1.19 
1983 100,000 1,690,576 1,268,332 75.0 15,429.1 0.91 1.22 
1982 100,000 1,544,697 1,134,221 73.4 13,770.9 0.89 1.21 
1981 100,000 1,409,322 988,898 70.2 12,246.1 0.87 1.24 
1980 100,000 1,324,463 948,717 71.6 11,019.5 0.83 1.16 
1979 40,000 1,226,943 808,555 65.9 9,792.7 0.80 1.21 
1978 40,000 1,145,835 760,706 66.4 8,796.0 0.77 1.16 
1977 40,000 1,050,435 692,533 65.9 7,992.8 0.76 1.15 
1976 40,000 941,923 628,263 66.7 7,268.8 0.77 1.16 
1975 40,000 875,985 569,101 65.0 6,716.0 0.77 1.18 
1974 40,000 833,277 520,309 62.4 6,124.2 0.73 1.18 
1973 20,000 766,509 465,600 60.7 5,615.3 0.73 1.21 
1972 20,000 697,480 419,756 60.2 5,158.7 0.74 1.23 
1971 20,000 610,685 374,568 61.3 4,739.9 0.78 1.27 
1970 20,000 545,198 349,581 64.1 4,379.6 0.80 1.25 
1969 20,000 495,858 313,085 63.1 4,051.1 0.82 1.29 
1968 15,000 491,513 296,701 60.4 3,749.2 0.76 1.26 
1967 15,000 448,709 261,149 58.2 3,485.5 0.78 1.33 
1966 15,000 401,096 234,150 58.4 3,252.0 0.81 1.39 
1965 10,000 377,400 209,690 55.6 3,036.3 0.80 1.45 
1964 10,000 348,981 191,787 55.0 2,844.7 0.82 1.48 
1963 10,000 313,304 177,381 56.6 2,667.9 0.85 1.50 
1962 10,000 297,548 170,210 57.2 2,502.0 0.84 1.47 
1961 10,000 281,304 160,309 57.0 2,353.8 0.84 1.47 
1960 10,000 260,495 149,684 57.5 2,222.2 0.85 1.48 
1959 10,000 247,589 142,131 57.4 2,089.8 0.84 1.47 
1958 10,000 242,445 137,698 56.8 1,965.4 0.81 1.43 
1957 10,000 225,507 127,055 56.3 1,850.5 0.82 1.46 
1956 10,000 219,393 121,008 55.2 1,742.1 0.79 1.44 
1955 10,000 212,226 116,380 54.8 1,639.6 0.77 1.41 
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ESTIMATED INSURED DEPOSITS AND THE DEPOSIT INSURANCE FUND, 
DECEMBER 31, 1934, THROUGH SEPTEMBER 30, 20201 (continued) 

Dollars in Millions (except Insurance Coverage) 
Deposits in Insured 

Institutions2 
Insurance Fund as 

a Percentage of 

Year 
Insurance 
Coverage2 

Total Domestic 
Deposits 

Est. Insured 
Deposits 

Percentage 
of Domestic 

Deposits 
Deposit Insurance 

Fund 

Total 
Domestic 
Deposits 

Est. Insured 
Deposits 

1954 10,000 203,195 110,973 54.6 1,542.7 0.76 1.39 
1953 10,000 193,466 105,610 54.6 1,450.7 0.75 1.37 
1952 10,000 188,142 101,841 54.1 1,363.5 0.72 1.34 
1951 10,000 178,540 96,713 54.2 1,282.2 0.72 1.33 
1950 10,000 167,818 91,359 54.4 1,243.9 0.74 1.36 
1949 5,000 156,786 76,589 48.8 1,203.9 0.77 1.57 
1948 5,000 153,454 75,320 49.1 1,065.9 0.69 1.42 
1947 5,000 154,096 76,254 49.5 1,006.1 0.65 1.32 
1946 5,000 148,458 73,759 49.7 1,058.5 0.71 1.44 
1945 5,000 157,174 67,021 42.6 929.2 0.59 1.39 
1944 5,000 134,662 56,398 41.9 804.3 0.60 1.43 
1943 5,000 111,650 48,440 43.4 703.1 0.63 1.45 
1942 5,000 89,869 32,837 36.5 616.9 0.69 1.88 
1941 5,000 71,209 28,249 39.7 553.5 0.78 1.96 
1940 5,000 65,288 26,638 40.8 496.0 0.76 1.86 
1939 5,000 57,485 24,650 42.9 452.7 0.79 1.84 
1938 5,000 50,791 23,121 45.5 420.5 0.83 1.82 
1937 5,000 48,228 22,557 46.8 383.1 0.79 1.70 
1936 5,000 50,281 22,330 44.4 343.4 0.68 1.54 
1935 5,000 45,125 20,158 44.7 306.0 0.68 1.52 
1934 5,000 40,060 18,075 45.1 291.7 0.73 1.61 

1 For 2020, figures are as of September 30; all other prior years are as of December 31.  Prior to 1989, figures are for the Bank Insurance Fund (BIF) only and exclude 
insured branches of foreign banks. For 1989 to 2005, figures represent the sum of the BIF and Savings Association Insurance Fund (SAIF) amounts; for 2006 
to 2020, figures are for DIF.  Amounts for 1989-2020 include insured branches of foreign banks.  Prior to year-end 1991, insured deposits were estimated using 
percentages determined from June Call and Thrif Financial Reports. 

2 The year-end 2008 coverage limit and estimated insured deposits do not reflect the temporary increase to $250,000 then in efect under the Emergency Economic 
Stabilization Act of 2008. The Dodd-Frank Wall Street Reform and Consumer Protection (Dodd-Frank) Act made this coverage limit permanent. The year-end 2009 
coverage limit and estimated insured deposits reflect the $250,000 coverage limit. The Dodd-Frank Act also temporarily provided unlimited coverage for non-
interest bearing transaction accounts for two years beginning December 31, 2010.  Coverage for certain retirement accounts increased to $250,000 in 2006. Initial 
coverage limit was $2,500 from January 1 to June 30, 1934. 
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INCOME AND EXPENSES, DEPOSIT INSURANCE FUND, 
FROM BEGINNING OF OPERATIONS, 

SEPTEMBER 11, 1933, THROUGH DECEMBER 31, 2020 
Dollars in Millions 

Income Expenses and Losses 

Year Total 
Assessment 

Income 
Assessment 

Credits 
Investment 
and Other 

Efective 
Assessment 

Rate1 Total 

Provision 
for 

Ins. Losses 

Admin. 
and 

Operating 
Expenses2 

Interest 
& Other Ins. 

Expenses 

Funding 
Transfer 
from the 

FSLIC 
Resolution 

Fund 
Net Income/ 

(Loss) 

TOTAL $269,355.7 $197,918.3 $12,157.2 $83,594.6 $152,716.4 $106,285.8 $36,955.8 $9,474.9 $139.5 $116,778.8 

2020 8,796.5 7,153.9 60.7 $1,703.3 0.0395% 1,691.9 (157.3) 1,846.5 2.7 0.0 7,104.6 

2019 7,095.3 5,642.7 703.6 2,156.2 0.0312% 513.2 (1,285.5) 1,795.6 3.1 0.0 6,582.1 

2018 11,170.8 9,526.7 0.0 1,644.1 0.0626% 1,205.2 (562.6) 1,764.7 3.1 0.0 9,965.6 

2017 11,663.7 10,594.8 0.0 1,068.9 0.0716% 1,558.2 (183.1) 1,739.4 2.0 0.0 10,105.5 

2016 10,674.1 9,986.6 0.0 687.5 0.0699% 150.6 (1,567.9) 1,715.0 3.5 0.0 10,523.5 

2015 9,303.5 8,846.8 0.0 456.7 0.0647% (553.2) (2,251.3) 1,687.2 10.9 0.0 9,856.7 

2014 8,965.1 8,656.1 0.0 309.0 0.0663% (6,634.7) (8,305.5) 1,664.3 6.5 0.0 15,599.8 

2013 10,458.9 9,734.2 0.0 724.7 0.0775% (4,045.9) (5,659.4) 1,608.7 4.8 0.0 14,504.8 

2012 18,522.3 12,397.2 0.2 6,125.3 0.1012% (2,599.0) (4,222.6) 1,777.5 (153.9) 0.0 21,121.3 

2011 16,342.0 13,499.5 0.9 2,843.4 0.1115% (2,915.4) (4,413.6) 1,625.4 (127.2) 0.0 19,257.4 

2010 13,379.9 13,611.2 0.8 (230.5) 0.1772% 75.0 (847.8) 1,592.6 (669.8) 0.0 13,304.9 

2009 24,706.4 17,865.4 148.0 6,989.0 0.2330% 60,709.0 57,711.8 1,271.1 1,726.1 0.0 (36,002.6) 

2008 7,306.3 4,410.4 1,445.9 4,341.8 0.0418% 44,339.5 41,838.8 1,033.5 1,467.2 0.0 (37,033.2) 

2007 3,196.2 3,730.9 3,088.0 2,553.3 0.0093% 1,090.9 95.0 992.6 3.3 0.0 2,105.3 

2006 2,643.5 31.9 0.0 2,611.6 0.0005% 904.3 (52.1) 950.6 5.8 0.0 1,739.2 

2005 2,420.5 60.9 0.0 2,359.6 0.0010% 809.3 (160.2) 965.7 3.8 0.0 1,611.2 

2004 2,240.3 104.2 0.0 2,136.1 0.0019% 607.6 (353.4) 941.3 19.7 0.0 1,632.7 

2003 2,173.6 94.8 0.0 2,078.8 0.0019% (67.7) (1,010.5) 935.5 7.3 0.0 2,241.3 

2002 2,384.7 107.8 0.0 2,276.9 0.0023% 719.6 (243.0) 945.1 17.5 0.0 1,665.1 

2001 2,730.1 83.2 0.0 2,646.9 0.0019% 3,123.4 2,199.3 887.9 36.2 0.0 (393.3) 

2000 2,570.1 64.3 0.0 2,505.8 0.0016% 945.2 28.0 883.9 33.3 0.0 1,624.9 

1999 2,416.7 48.4 0.0 2,368.3 0.0013% 2,047.0 1,199.7 823.4 23.9 0.0 369.7 

1998 2,584.6 37.0 0.0 2,547.6 0.0010% 817.5 (5.7) 782.6 40.6 0.0 1,767.1 

1997 2,165.5 38.6 0.0 2,126.9 0.0011% 247.3 (505.7) 677.2 75.8 0.0 1,918.2 

1996 7,156.8 5,294.2 0.0 1,862.6 0.1622% 353.6 (417.2) 568.3 202.5 0.0 6,803.2 

1995 5,229.2 3,877.0 0.0 1,352.2 0.1238% 202.2 (354.2) 510.6 45.8 0.0 5,027.0 

1994 7,682.1 6,722.7 0.0 959.4 0.2192% (1,825.1) (2,459.4) 443.2 191.1 0.0 9,507.2 

1993 7,354.5 6,682.0 0.0 672.5 0.2157% (6,744.4) (7,660.4) 418.5 497.5 0.0 14,098.9 

1992 6,479.3 5,758.6 0.0 720.7 0.1815% (596.8) (2,274.7) 614.83 1,063.1 35.4 7,111.5 

1991 5,886.5 5,254.0 0.0 632.5 0.1613% 16,925.3 15,496.2 326.1 1,103.0 42.4 (10,996.4) 

1990 3,855.3 2,872.3 0.0 983.0 0.0868% 13,059.3 12,133.1 275.6 650.6 56.1 (9,147.9) 

1989 3,494.8 1,885.0 0.0 1,609.8 0.0816% 4,352.2 3,811.3 219.9 321.0 5.6 (851.8) 

1988 3,347.7 1,773.0 0.0 1,574.7 0.0825% 7,588.4 6,298.3 223.9 1,066.2 0.0 (4,240.7) 

1987 3,319.4 1,696.0 0.0 1,623.4 0.0833% 3,270.9 2,996.9 204.9 69.1 0.0 48.5 

1986 3,260.1 1,516.9 0.0 1,743.2 0.0787% 2,963.7 2,827.7 180.3 (44.3) 0.0 296.4 
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INCOME AND EXPENSES, DEPOSIT INSURANCE FUND, 
FROM BEGINNING OF OPERATIONS, 

SEPTEMBER 11, 1933, THROUGH DECEMBER 31, 2020 (continued) 
Dollars in Millions 

Income Expenses and Losses 

Year Total 
Assessment 

Income 
Assessment 

Credits 
Investment 
and Other 

Efective 
Assessment 

Rate1 Total 

Provision 
for 

Ins. Losses 

Admin. 
and 

Operating 
Expenses2 

Interest 
& Other Ins. 

Expenses 

Funding 
Transfer 
from the 

FSLIC 
Resolution 

Fund 
Net Income/ 

(Loss) 

1985 3,385.5 1,433.5 0.0 1,952.0 0.0815% 1,957.9 1,569.0 179.2 209.7 0.0 1,427.6 

1984 3,099.5 1,321.5 0.0 1,778.0 0.0800% 1,999.2 1,633.4 151.2 214.6 0.0 1,100.3 

1983 2,628.1 1,214.9 164.0 1,577.2 0.0714% 969.9 675.1 135.7 159.1 0.0 1,658.2 

1982 2,524.6 1,108.9 96.2 1,511.9 0.0769% 999.8 126.4 129.9 743.5 0.0 1,524.8 

1981 2,074.7 1,039.0 117.1 1,152.8 0.0714% 848.1 320.4 127.2 400.5 0.0 1,226.6 

1980 1,310.4 951.9 521.1 879.6 0.0370% 83.6 (38.1) 118.2 3.5 0.0 1,226.8 

1979 1,090.4 881.0 524.6 734.0 0.0333% 93.7 (17.2) 106.8 4.1 0.0 996.7 

1978 952.1 810.1 443.1 585.1 0.0385% 148.9 36.5 103.3 9.1 0.0 803.2 

1977 837.8 731.3 411.9 518.4 0.0370% 113.6 20.8 89.3 3.5 0.0 724.2 

1976 764.9 676.1 379.6 468.4 0.0370% 212.3 28.0 180.44 3.9 0.0 552.6 

1975 689.3 641.3 362.4 410.4 0.0357% 97.5 27.6 67.7 2.2 0.0 591.8 

1974 668.1 587.4 285.4 366.1 0.0435% 159.2 97.9 59.2 2.1 0.0 508.9 

1973 561.0 529.4 283.4 315.0 0.0385% 108.2 52.5 54.4 1.3 0.0 452.8 

1972 467.0 468.8 280.3 278.5 0.0333% 65.7 10.1 49.6 6.0 5 0.0 401.3 

1971 415.3 417.2 241.4 239.5 0.0345% 60.3 13.4 46.9 0.0 0.0 355.0 

1970 382.7 369.3 210.0 223.4 0.0357% 46.0 3.8 42.2 0.0 0.0 336.7 

1969 335.8 364.2 220.2 191.8 0.0333% 34.5 1.0 33.5 0.0 0.0 301.3 

1968 295.0 334.5 202.1 162.6 0.0333% 29.1 0.1 29.0 0.0 0.0 265.9 

1967 263.0 303.1 182.4 142.3 0.0333% 27.3 2.9 24.4 0.0 0.0 235.7 

1966 241.0 284.3 172.6 129.3 0.0323% 19.9 0.1 19.8 0.0 0.0 221.1 

1965 214.6 260.5 158.3 112.4 0.0323% 22.9 5.2 17.7 0.0 0.0 191.7 

1964 197.1 238.2 145.2 104.1 0.0323% 18.4 2.9 15.5 0.0 0.0 178.7 

1963 181.9 220.6 136.4 97.7 0.0313% 15.1 0.7 14.4 0.0 0.0 166.8 

1962 161.1 203.4 126.9 84.6 0.0313% 13.8 0.1 13.7 0.0 0.0 147.3 

1961 147.3 188.9 115.5 73.9 0.0323% 14.8 1.6 13.2 0.0 0.0 132.5 

1960 144.6 180.4 100.8 65.0 0.0370% 12.5 0.1 12.4 0.0 0.0 132.1 

1959 136.5 178.2 99.6 57.9 0.0370% 12.1 0.2 11.9 0.0 0.0 124.4 

1958 126.8 166.8 93.0 53.0 0.0370% 11.6 0.0 11.6 0.0 0.0 115.2 

1957 117.3 159.3 90.2 48.2 0.0357% 9.7 0.1 9.6 0.0 0.0 107.6 

1956 111.9 155.5 87.3 43.7 0.0370% 9.4 0.3 9.1 0.0 0.0 102.5 

1955 105.8 151.5 85.4 39.7 0.0370% 9.0 0.3 8.7 0.0 0.0 96.8 

1954 99.7 144.2 81.8 37.3 0.0357% 7.8 0.1 7.7 0.0 0.0 91.9 

1953 94.2 138.7 78.5 34.0 0.0357% 7.3 0.1 7.2 0.0 0.0 86.9 

1952 88.6 131.0 73.7 31.3 0.0370% 7.8 0.8 7.0 0.0 0.0 80.8 

1951 83.5 124.3 70.0 29.2 0.0370% 6.6 0.0 6.6 0.0 0.0 76.9 

1950 84.8 122.9 68.7 30.6 0.0370% 7.8 1.4 6.4 0.0 0.0 77.0 

1949 151.1 122.7 0.0 28.4 0.0833% 6.4 0.3 6.1 0.0 0.0 144.7 
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INCOME AND EXPENSES, DEPOSIT INSURANCE FUND, 
FROM BEGINNING OF OPERATIONS, 

SEPTEMBER 11, 1933, THROUGH DECEMBER 31, 2020 (continued) 
Dollars in Millions 

Income Expenses and Losses 

Year Total 
Assessment 

Income 
Assessment 

Credits 
Investment 
and Other 

Efective 
Assessment 

Rate1 Total 

Provision 
for 

Ins. Losses 

Admin. 
and 

Operating 
Expenses2 

Interest 
& Other Ins. 

Expenses 

Funding 
Transfer 
from the 

FSLIC 
Resolution 

Fund 
Net Income/ 

(Loss) 

1948 145.6 119.3 0.0 26.3 0.0833% 7.0 0.7 6.36 0.0 0.0 138.6 

1947 157.5 114.4 0.0 43.1 0.0833% 9.9 0.1 9.8 0.0 0.0 147.6 

1946 130.7 107.0 0.0 23.7 0.0833% 10.0 0.1 9.9 0.0 0.0 120.7 

1945 121.0 93.7 0.0 27.3 0.0833% 9.4 0.1 9.3 0.0 0.0 111.6 

1944 99.3 80.9 0.0 18.4 0.0833% 9.3 0.1 9.2 0.0 0.0 90.0 

1943 86.6 70.0 0.0 16.6 0.0833% 9.8 0.2 9.6 0.0 0.0 76.8 

1942 69.1 56.5 0.0 12.6 0.0833% 10.1 0.5 9.6 0.0 0.0 59.0 

1941 62.0 51.4 0.0 10.6 0.0833% 10.1 0.6 9.5 0.0 0.0 51.9 

1940 55.9 46.2 0.0 9.7 0.0833% 12.9 3.5 9.4 0.0 0.0 43.0 

1939 51.2 40.7 0.0 10.5 0.0833% 16.4 7.2 9.2 0.0 0.0 34.8 

1938 47.7 38.3 0.0 9.4 0.0833% 11.3 2.5 8.8 0.0 0.0 36.4 

1937 48.2 38.8 0.0 9.4 0.0833% 12.2 3.7 8.5 0.0 0.0 36.0 

1936 43.8 35.6 0.0 8.2 0.0833% 10.9 2.6 8.3 0.0 0.0 32.9 

1935 20.8 11.5 0.0 9.3 0.0833% 11.3 2.8 8.5 0.0 0.0 9.5 

1933-34 7.0 0.0 0.0 7.0 N/A 10.0 0.2 9.8 0.0 0.0 (3.0) 

1 The efective assessment rate is calculated from annual assessment income (net of assessment credits), excluding transfers to the Financing Corporation (FICO), 
Resolution Funding Corporation (REFCORP) and FSLIC Resolution Fund, divided by the average assessment base.  Figures represent only BIF-insured institutions 
prior to 1990, and BIF- and SAIF-insured institutions from 1990 through 2005.  Afer 1995, all thrif closings became the responsibility of the FDIC and amounts are 
reflected in the SAIF.  Beginning in 2006, figures are for the DIF. 

The annualized assessment rate for 2020 is based on full year assessment income divided by a four quarter average of 2020 quarterly assessment base amounts. 
The assessment base for fourth quarter 2020 was estimated using the third quarter 2020 assessment base and an assumed quarterly growth rate of one percent. 

Historical Assessment Rates: 

1934 – 1949 The statutory assessment rate was 0.0833 percent. 

1950 – 1984 The efective assessment rates varied from the statutory 
rate of 0.0833 percent due to assessment credits provided in 
those years. 

1985 – 1989 The statutory assessment rate was 0.0833 percent (no credits 
were given). 

1990 The statutory rate increased to 0.12 percent. 

1991 – 1992 The statutory rate increased to a minimum of 0.15 percent.  
The efective rates in 1991 and 1992 varied because the FDIC 
exercised new authority to increase assessments above the 
statutory minimum rate when needed. 

1993 – 2006 Beginning in 1993, the efective rate was based on a risk-
related premium system under which institutions paid 
assessments in the range of 0.23 percent to 0.31 percent.  In 
May 1995, the BIF reached the mandatory recapitalization 
level of 1.25 percent. As a result, BIF assessment rates 
were reduced to a range of 0.04 percent to 0.31 percent of 

2007 – 2008 

2009 – 2011 

assessable deposits, efective June 1995, and assessments 
totaling $1.5 billion were refunded in September 1995.  
Assessment rates for the BIF were lowered again to a range 
of 0 to 0.27 percent of assessable deposits, efective the 
start of 1996. In 1996, the SAIF collected a one-time special 
assessment of $4.5 billion. Subsequently, assessment 
rates for the SAIF were lowered to the same range as the 
BIF, efective October 1996.  This range of rates remained 
unchanged for both funds through 2006. 

As part of the implementation of the Federal Deposit 
Insurance Reform Act of 2005, assessment rates were 
increased to a range of 0.05 percent to 0.43 percent of 
assessable deposits efective at the start of 2007, but many 
institutions received a one-time assessment credit ($4.7 
billion in total) to ofset the new assessments. 

For the first quarter of 2009, assessment rates were increased 
to a range of 0.12 percent to 0.50 percent of assessable 
deposits.  On June 30, 2009, a special assessment was 
imposed on all insured banks and thrifs, which amounted 
in aggregate to approximately $5.4 billion.  For 8,106 
institutions, with $9.3 trillion in assets, the special assessment 
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was 5 basis points of each insured institution’s assets minus 
tier one capital; 89 other institutions, with assets of $4.0 
trillion, had their special assessment capped at 10 basis 
points of their second quarter assessment base.  From the 
second quarter of 2009 through the first quarter of 2011, 
initial assessment rates ranged between 0.12 percent and 
0.45 percent of assessable deposits.  Initial rates were subject 
to further adjustments. 

2011 – 2016 Beginning in the second quarter of 2011, the assessment 
base changed to average total consolidated assets less 
average tangible equity (with certain adjustments for banker’s 
banks and custodial banks), as required by the Dodd-Frank 
Act.  The FDIC implemented a new assessment rate schedule 
at the same time to conform to the larger assessment base.  
Initial assessment rates were lowered to a range of 0.05 
percent to 0.35 percent of the new base.  The annualized 
assessment rates averaged approximately 17.6 cents per $100 
of assessable deposits for the first quarter of 2011 and 11.1 
cents per $100 of the new base for the last three quarters of 
2011 (which is shown in the table). 

2016 Beginning July 1, 2016, initial assessment rates were lowered 
from a range of 5 basis points to 35 basis points to a range of 
3 basis points to 30 basis points, and an additional surcharge 
was imposed on large banks (generally institutions with 
$10 billion or more in assets) of 4.5 basis points of their 
assessment base (afer making adjustments). 

2018 The 4.5 basis point surcharge imposed on large banks ended 
efective October 1, 2018.  The annualized assessment rates 
averaged approximately 7.2 cents per $100 of the assessable 
base for the first three quarters of 2018 and 3.5 cents per $100 
of the assessment base for the last quarter of 2018. The full 
year annualized assessment rate averaged 6.3 cents per $100 
(which is shown in the table). 

2019 Assessment income for 2019 included small bank credits of 
$703.6 million. 

2020 Assessment income for 2020 included small bank credits of 
$60.7 million. 

2 These expenses, which are presented as operating expenses in the Statement of Income and Fund Balance, pertain to the FDIC in its corporate capacity only 
and do not include costs that are charged to the failed bank receiverships that are managed by the FDIC.  The receivership expenses are presented as part of the 
“Receivables from Resolutions, net” line on the Balance Sheet.  The narrative and graph presented on page 89 of this report shows the aggregate (corporate and 
receivership) expenditures of the FDIC. 

3 Includes $210 million for the cumulative efect of an accounting change for certain postretirement benefits (1992). 
4 Includes a $106 million net loss on government securities (1976). 
5 This amount represents interest and other insurance expenses from 1933 to 1972. 
6 Includes the aggregate amount of $81 million of interest paid on capital stock between 1933 and 1948. 
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ASSETS AND DEPOSITS OF FAILED OR ASSISTED INSURED INSTITUTIONS AND 
LOSSES TO THE DEPOSIT INSURANCE FUND, 1934 - 2020 

Dollars in Thousands 
Bank and Thrif Failures1 

Year2 
Number 

of Banks/Thrifs Total Assets3 Total Deposits3 Losses to the Fund4 

2,631 $947,307,165 $713,566,191 $105,217,866 
2020 4 454,986 437,138 99,455 
2019 4 208,767 190,547 30,576 
2018 0 0 0 0 
2017 8 5,081,737 4,683,360 1,107,455 
2016 5 277,182 268,516 42,474 
2015 8 6,706,038 4,574,170 850,588 
2014 18 2,913,503 2,691,485 378,283 
2013 24 6,044,051 5,132,246 1,212,465 
2012 51 11,617,348 11,009,630 2,391,530 
2011 92 34,922,997 31,071,862 6,411,680 
20105 157 92,084,988 78,290,185 15,810,522 
20095 140 169,709,160 137,835,121 25,979,466 
20085 25 371,945,480 234,321,715 17,817,916 
2007 3 2,614,928 2,424,187 158,065 
2006 0 0 0 0 
2005 0 0 0 0 
2004 4 170,099 156,733 3,917 
2003 3 947,317 901,978 62,647 
2002 11 2,872,720 2,512,834 413,989 
2001 4 1,821,760 1,661,214 292,465 
2000 7 410,160 342,584 32,138 
1999 8 1,592,189 1,320,573 586,027 
1998 3 290,238 260,675 221,606 
1997 1 27,923 27,511 5,026 
1996 6 232,634 230,390 60,615 
1995 6 802,124 776,387 84,472 
1994 13 1,463,874 1,397,018 179,051 
1993 41 3,828,939 3,509,341 632,646 
1992 120 45,357,237 39,921,310 3,674,149 
1991 124 64,556,512 52,972,034 6,001,595 
1990 168 16,923,462 15,124,454 2,771,489 
1989 206 28,930,572 24,152,468 6,195,286 
1988 200 38,402,475 26,524,014 5,377,497 
1987 184 6,928,889 6,599,180 1,862,492 
1986 138 7,356,544 6,638,903 1,682,538 
1985 116 3,090,897 2,889,801 648,179 

1934 - 1984 729 16,719,435 12,716,627 2,139,567 
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ASSETS AND DEPOSITS OF FAILED OR ASSISTED INSURED INSTITUTIONS AND 
LOSSES TO THE DEPOSIT INSURANCE FUND, 1934 - 2020  (continued) 

Dollars in Thousands 
Assistance Transactions 

Year2 
Number 

of Banks/Thrifs Total Assets3 Total Deposits3 Losses to the fund4 

154 $3,317,099,253 $1,442,173,417 $5,430,481 
2010 - 2020 0 0 0 0 

20096 8 1,917,482,183 1,090,318,282 0 
20086 5 1,306,041,994 280,806,966 0 

1993 - 2007 0 0 0 0 
1992 2 33,831 33,117 250 
1991 3 78,524 75,720 3,024 
1990 1 14,206 14,628 2,338 
1989 1 4,438 6,396 2,296 
1988 80 15,493,939 11,793,702 1,540,642 
1987 19 2,478,124 2,275,642 160,164 
1986 7 712,558 585,248 93,179 
1985 4 5,886,381 5,580,359 359,056 
1984 2 40,470,332 29,088,247 1,116,275 
1983 4 3,611,549 3,011,406 337,683 
1982 10 10,509,286 9,118,382 1,042,784 
1981 3 4,838,612 3,914,268 772,790 
1980 1 7,953,042 5,001,755 0 

1934 - 1979 4 1,490,254 549,299 0 

1 Institutions for which the FDIC is appointed receiver, including deposit payof, insured deposit transfer, and deposit assumption cases. 

2 For 1990 through 2005, amounts represent the sum of BIF and SAIF failures (excluding those handled by the RTC); prior to 1990, figures are only for the BIF.  Afer 
1995, all thrif closings became the responsibility of the FDIC and amounts are reflected in the SAIF.  For 2006 to 2020, figures are for the DIF. 

3 Assets and deposit data are based on the last Call Report or TFR filed before failure. 

4 Losses to the fund include final and estimated losses.  Final losses represent actual losses for unreimbursed subrogated claims of inactivated receiverships. 
Estimated losses generally represent the diference between the amount paid by the DIF to cover obligations to insured depositors and the estimated recoveries 
from the liquidation of receivership assets. 

5 Includes amounts related to transaction account coverage under the Transaction Account Guarantee Program (TAG).  The estimated losses as of December 31, 
2020, for TAG accounts in 2010, 2009, and 2008 are $362 million, $1.1 billion, and $12 million, respectively. 

6 Includes institutions where assistance was provided under a systemic risk determination. 
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B. MORE ABOUT THE FDIC 
FDIC Board of Directors 

Jelena McWilliams 
Jelena McWilliams was sworn 
in as the 21st Chairman of the 
FDIC on June 5, 2018.  She 
serves a six-year term on the 
FDIC Board of Directors, and is 
designated as Chairman for a 
term of five years. 

Ms. McWilliams was Executive 
Vice President, Chief Legal Oficer, and Corporate 
Secretary for Fifh Third Bank in Cincinnati, Ohio.  At 
Fifh Third Bank she served as a member of the executive 
management team and numerous bank committees 
including: Management Compliance, Enterprise Risk, 
Risk and Compliance, Operational Risk, Enterprise 
Marketing, and Regulatory Change. 

Prior to joining Fifh Third Bank, Ms. McWilliams worked 
in the U.S. Senate for six years, most recently as Chief 
Counsel and Deputy Staf Director with the Senate 
Committee on Banking, Housing and Urban Afairs, and 
previously as Assistant Chief Counsel with the Senate 
Small Business and Entrepreneurship Committee. 

From 2007 to 2010, Ms. McWilliams served as an attorney 
at the Federal Reserve Board of Governors, where she 
drafed consumer protection regulations, reviewed and 
analyzed comment letters on regulatory proposals, and 
responded to consumer complaints. 

Before entering public service, she practiced corporate 
and securities law at Morrison & Foerster LLP in Palo 
Alto, California, and Hogan & Hartson LLP (now Hogan 
Lovells LLP) in Washington, D.C.  In legal practice, 
Ms. McWilliams advised management and boards of 
directors on corporate governance, compliance, and 
reporting requirements under the Securities Act of 
1933 and the Securities Exchange Act of 1934.  She also 
represented publicly- and privately-held companies in 
mergers and acquisitions, securities oferings, strategic 
business ventures, venture capital investments, and 
general corporate matters. 

Ms. McWilliams graduated with highest honors from the 
University of California at Berkeley with a B.S. in political 
science, and earned her law degree from U.C. Berkeley 
School of Law. 

Martin J. Gruenberg 
Martin J. Gruenberg is a 
member of the FDIC Board 
of Directors.  Previously, 
he served as Chairman of 
the FDIC, receiving Senate 
confirmation on November 
15, 2012, for a five-year term.  
Mr. Gruenberg served as Vice 
Chairman and Member of 

the FDIC Board of Directors from August 22, 2005, until 
his confirmation as Chairman.  He served as Acting 
Chairman from July 9, 2011, to November 15, 2012, and 
also from November 16, 2005, to June 26, 2006. 

Mr. Gruenberg joined the FDIC Board afer broad 
congressional experience in the financial services 
and regulatory areas.  He served as Senior Counsel 
to Senator Paul S. Sarbanes (D-MD) on the staf of the 
Senate Committee on Banking, Housing, and Urban 
Afairs from 1993 to 2005.  Mr. Gruenberg advised 
the Senator on issues of domestic and international 
financial regulation, monetary policy, and trade.  He 
also served as Staf Director of the Banking Committee’s 
Subcommittee on International Finance and Monetary 
Policy from 1987 to 1992.  Major legislation in which Mr. 
Gruenberg played an active role during his service on the 
Committee includes the Financial Institutions Reform, 
Recovery, and Enforcement Act of 1989 (FIRREA); the 
Federal Deposit Insurance Corporation Improvement Act 
of 1991 (FDICIA); the Gramm-Leach-Bliley Act; and the 
Sarbanes-Oxley Act of 2002. 

Mr. Gruenberg served as Chairman of the Executive 
Council and President of the International Association 
of Deposit Insurers (IADI) from November 2007 to 
November 2012.  
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In addition, Mr. Gruenberg served as Chairman of the 
Federal Financial Institutions Examination Council from 
April 2017 to June 2018. 

Mr. Gruenberg has served as Chairman of the Board 
of Directors of the Neighborhood Reinvestment 
Corporation (NeighborWorks America) since June 2019, 
and a member of the Board since April 2018. 

Mr. Gruenberg holds a J.D. from Case Western Reserve 
Law School and an A.B. from Princeton University, 
Woodrow Wilson School of Public and International 
Afairs. 

Blake Paulson 
Blake Paulson became Acting 
Comptroller of the Currency 
on January 14, 2021, upon 
the resignation of Acting 
Comptroller of the Currency 
Brian P. Brooks.  As Acting 
Comptroller of the Currency, 
Mr. Paulson is the administrator 
of the federal banking system 

and chief oficer of the Ofice of the Comptroller of 
the Currency (OCC).  The OCC supervises nearly 1,200 
national banks, federal savings associations, and federal 
branches and agencies of foreign banks that conduct 
approximately 70 percent of all banking business in the 
United States.  The mission of the OCC is to ensure that 
national banks and federal savings associations operate 
in a safe and sound manner, provide fair access to 
financial services, treat customers fairly, and comply with 
applicable laws and regulations. 

The Comptroller also serves as a director of the Federal 
Deposit Insurance Corporation and a member of the 
Financial Stability Oversight Council and the Federal 
Financial Institutions Examination Council. 

Mr. Paulson also serves as the Senior Deputy Comptroller 
and Chief Operating Oficer at the OCC.  In this role, he 
oversees OCC bank supervision and OCC management 
operations, as well as staf responsible for Systemic Risk 
Identification Support and Specialty Supervision, and 
Supervision System and Analytical Support.  He serves 
as a member of the OCC’s Executive Committee and 
was designated the Chief National Bank Examiner in 
April 2020. 

Mr. Paulson previously served as the Senior Deputy 
Comptroller for Midsize and Community Bank 
Supervision, where he was responsible for supervising 
nearly 1,100 national banks and federal savings 
associations, as well as nearly 1,600 OCC employees.  He 
also previously served as the Deputy Comptroller for the 
agency’s Central District where he was responsible for 
the oversight of community banks and federal savings 
associations, independent data service providers and 
trust companies across the upper Midwest. 

Before serving as Deputy Comptroller, Mr. Paulson 
served as Associate Deputy Comptroller in the Central 
District, where oversaw nine field ofices, and was 
an Assistant Deputy Comptroller for Midsize Bank 
Supervision where he was responsible for a portfolio of 
national banks with total assets between $10 billion and 
$30 billion. 

Mr. Paulson joined the OCC in 1986 in Sioux Falls, 
South Dakota, and has since held a variety of positions 
throughout the Midwest supervising community, 
midsize, and large banks. 

Mr. Paulson has a Bachelor of Science in Business 
Administration from the University of South Dakota. 

David Uejio 
David Uejio became Acting 
Director of the Consumer 
Financial Protection Bureau 
(CFPB) on January 20, 2021, 
upon the resignation of CFPB 
Director Kathy Kraninger. 

Having been with the Bureau 
since 2012, Acting Director 

Uejio will focus on taking all available measures to 
protect consumers, particularly vulnerable ones, 
negatively afected by the pandemic; he also will work to 
utilize the tools of the Bureau to tackle racial disparities 
and inequalities laid bare by the pandemic. 

Prior to becoming Acting Director, Mr. Uejio served 
the Bureau as Acting Chief of Staf, as Lead for Talent 
Acquisition, and, most recently, as the Bureau’s Chief 
Strategy Oficer. 

In addition, to his experience at the Bureau, Acting 
Director Uejio has served in Human Resources capacities 
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at the National Institutes of Health, the Ofice of 
Personnel Management, and the Ofice of the Secretary 
of Defense. Acting Director 

Uejio began his career in government service in 2006, 
when he joined the NIH as a Presidential Management 
Fellow. 

Acting Director Uejio is devoted to public service 
both as a profession and a calling. He co-chairs the 
Federal Innovation Council, which is a leading federal 
government interagency body to drive public sector 
innovation. He also co-founded the largest event to 
connect, develop, and inspire emerging public service 
leaders, the Next Generation of Government Summit. 

Acting Director Uejio received a master’s degree in public 
policy from the University of Minnesota and a Bachelor 
of Arts degree from the University of California, Santa 
Barbara. 

Kathleen L. Kraninger 
Kathy Kraninger resigned from 
the FDIC Board of Directors 
as of January 20, 2021.  Ms. 
Kraninger had been a Board 
member since December, 2018. 

Brian P. Brooks 
Brian P. Brooks resigned from 
the FDIC Board of Directors as 
of January 14, 2021.  Mr. Brooks 
had been a Board member 
since June 1, 2020. 

Joseph M. Otting 
Joseph M. Otting resigned from 
the FDIC Board of Directors as 
of May 29, 2020.  Mr. Otting had 
been a Board member since 
November 27, 2017. 
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CORPORATE STAFFING TRENDS 

9,000 

6,000 

3,000 

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 

7,973 7,476 7,254 6,631 6,385 6,096 5,880 5,693 5,593 5,776 

FDIC Year–End Sta�ing 

Notes: 2011-2020 stafing totals reflect year-end full time equivalent staf.  
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NUMBER OF EMPLOYEES BY DIVISION/OFFICE (YEAR-END)1 

  Total Washington Regional/ 
Division or Ofic e: 2020 2019 2020 2019 2020 2019 

Division of Risk Management Supervision 2,559 2,318 152 174 2,407 2,145 

Division of Depositor and Consumer Protection 818 794 116 123 702 671 

Legal Division  438 440 293 298 145 142 

Division of Administration 370 353 264 247 106 106 

Division of Resolutions and Receiverships 343 323 96 89 248 234 

Division of Information Technology 299 237 234 173 65 64 

Division of Complex Institution Supervision and Resolution 258 243 125 113 133 130 

Division of Insurance and Research  205 204 166 166 39 38 

Division of Finance 154 156 150 152 4 4 

Executive Support Ofices2 67 110 58 103 9 7 

Corporate University3 63 217 56 210 7 7 

Ofice of the Chief Information Security Oficer 48 41 48 41 0 0 

Executive Ofices4 25 30 25 30 0 0 

Ofice of Inspector General 130 128 79 78 51 50 

TOTAL 5,776 5,593 1,860 1,995 3,916 3,598 

¹ The FDIC reports stafing totals using a full-time equivalent methodology, which is based on an employee’s scheduled work hours. Division/Ofice stafing has 
been rounded to the nearest whole FTE.  Totals may not foot due to rounding. 

² Includes the Ofices of the  Legislative Afairs, Communications, Ombudsman, FDI Tech, Financial Adjudication and Minority and Women Inclusion. 

³ The Corporate Employee Program (CEP) program that was administered by Corporate University was discontinued in 2019. 

⁴ Includes the Ofices of the Chairman, Vice Chairman, Director (Appointive), Chief Operating Oficer, Chief Chief Financial Oficer, Chief Information Oficer, 
Consumer Protection and Innovation, External Afairs, Policy and Financial Stablilty. 



 

SOURCES OF INFORMATION 

FDIC Website 
www.fdic.gov 
A wide range of banking, consumer, and financial 
information is available on the FDICʼs website.  This 
includes the FDICʼs Electronic Deposit Insurance 
Estimator (EDIE), which estimates an individual’s deposit 
insurance coverage; the Institution Directory, which 
contains financial profiles of FDIC-insured institutions; 
Community Reinvestment Act evaluations and ratings for 
institutions supervised by the FDIC; Call Reports, which 
are bank reports of condition and income; and Money  
Smart, a training program to help individuals outside the 
financial mainstream enhance their money management 
skills and create positive banking relationships.  Readers  
also can access a variety of consumer pamphlets, 
FDIC press releases, speeches, and other updates on 
the agencyʼs activities, as well as corporate databases 
and customized reports of FDIC and banking industry 
information.  

FDIC Call Center 
Phone:  877-275-3342 (877-ASK-FDIC) 
 703-562-2222 
Hearing Impaired:  800-925-4618 
 703-562-2289  
The FDIC Call Center in Washington, DC, is the primary 
telephone point of contact for general questions from 
the banking community, the public, and FDIC employees.  
The Call Center directly, or with other FDIC subject-
matter experts, responds to questions about deposit  
insurance and other consumer issues and concerns, as 
well as questions about FDIC programs and activities.  
The Call Center also refers callers to other federal and 
state agencies as needed.  Hours of operation are 8:00 
a.m. to 8:00 p.m., Eastern Time, Monday – Friday, and
9:00 a.m. to 5:00 p.m., Saturday – Sunday.  Recorded
information about deposit insurance and other topics is
available 24 hours a day at the same telephone number.
As a customer service, the FDIC Call Center has many 
bilingual Spanish agents on staf and has access to a 
translation service, which is able to assist with over 40 
diferent languages. 

Public Information Center 
3501 North Fairfax Drive 
Room E-1021 
Arlington, VA  22226 
Phone: 877-275-3342 (877-ASK-FDIC), 

703-562-2200 
Fax: 703-562-2296 
FDIC Online Catalog: https://catalog.fdic.gov 

E-mail: publicinfo@fdic.gov
Publications such as FDIC Quarterly and Consumer 
News and a variety of deposit insurance and consumer 
pamphlets are available at www.fdic.gov or may 
be ordered in hard copy through the FDIC online 
catalog.  Other information, press releases, speeches 
and congressional testimony, directives to financial 
institutions, policy manuals, and FDIC documents are 
available on request through the Public Information 
Center.  Hours of operation are 9:00 a.m. to 4:00 p.m., 
Eastern Time, Monday – Friday. 

Office of the Ombudsman 
3501 North Fairfax Drive 
Room E-2022 
Arlington, VA  22226 
Phone: 877-275-3342 (877-ASK-FDIC) 
Fax: 703-562-6057 
E-mail: ombudsman@fdic.gov
The Office of the Ombudsman (OO) is an independent, 
neutral, and confidential resource and liaison for the 
banking industry and the general public.  The OO 
responds to inquiries about the FDIC in a fair, impartial, 
and timely manner.  It researches questions and fields 
complaints from bankers and bank customers.  OO 
representatives are present at all bank closings to 
provide accurate information to bank customers, the 
media, bank employees, and the general public.  The 
OO also recommends ways to improve FDIC 
operations, regulations, and customer service. 
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 Atlanta Regional Office 

REGIONAL AND AREA OFFICES 

John Henrie, Regional Director  
10 Tenth Street, NE  
Suite 800  
Atlanta, Georgia  30309  
(678) 916-2200 

States represented:  

Alabama 
Florida 
Georgia 
North Carolina  
South Carolina  
Virginia   
West Virginia 

 Dallas Regional Office 

Kristie K. Elmquist, Regional Director  
1601 Bryan Street  
Dallas, Texas  75201  
(214) 754-0098 
 

States represented:  

Colorado 
New Mexico  
Oklahoma 
Texas 

Chicago Regional Office 

Teresa M. Sabanty, Acting Regional Director 
300 South Riverside Plaza 
Suite 1700 
Chicago, Illinois  60606 
(312) 382-6000

States represented: 

Illinois 
Indiana 
Kentucky 
Michigan 
Ohio 
Wisconsin 

Memphis Area Office 

Kristie K. Elmquist, Director 
6060 Primacy Parkway 
Suite 300 
Memphis, Tennessee  38119 
(901) 685-1603

States represented: 

Arkansas 
Louisiana 
Mississippi
Tennessee 
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 Kansas City Regional Office 

 

 

 

 Boston Area Office 

 

 

 
 
 
 
 
 
 
 
 

James D. La Pierre, Regional Director  
1100 Walnut Street  
Suite 2100  
Kansas City, Missouri  64106  
(816) 234-8000  

States represented:  

Iowa 
Kansas  
Minnesota 
Missouri  
Nebraska  
North Dakota  
South Dakota  

Frank R. Hughes, Director  
15 Braintree Hill Ofice Park  
Suite 100  
Braintree, Massachusetts  02184  
(781) 794-5500  

States represented:  

Connecticut
Maine  
Massachusetts 
New Hampshire  
Rhode Island  
Vermont 

New York Regional Office 

Frank R. Hughes, Regional Director 
350 Fifh Avenue 
Suite 1200 
New York, New York 10118 
(917) 320-2500 

States and territories represented: 

Delaware 
District of Columbia 
Maryland 
New Jersey 
New York 
Pennsylvania 
Puerto Rico 
Virgin Islands 

San Francisco Regional Office 

Kathy L. Moe, Regional Director 
25 Jessie Street at Ecker Square 
Suite 2300 
San Francisco, California 94105 
(415) 546-0160 

States and territories represented: 

Alaska 
American Samoa 
Arizona 
California 
Federated States of Micronesia 
Guam 
Hawaii 
Idaho 
Montana 
Nevada 
Oregon 
Utah 
Washington 
Wyoming 
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INTRODUCTIONINTRODUCTION 

The Office of Inspector General (OIG) presents this report, to identify the Top 
Management and Performance Challenges (TMPC) facing the Federal Deposit 
Insurance Corporation (FDIC). The purpose of this document is to summarize the most 
serious challenges facing the FDIC, and to briefly assess the Agency’s progress to 
address them, pursuant to the Reports Consolidation Act of 2000 and the Office of 
Management and Budget Circular A-136 (revised August 27, 2020). 

This TMPC document is based on the OIG’s experience and observations from our 
oversight work, reports by other oversight bodies, review of academic and relevant 
literature, perspectives from Government agencies and officials, and information from 
private-sector entities. 

We identified ten Challenges facing the FDIC. These Challenges include nine 
Challenges that we reported last year, with updates and revisions to identify changes 
resulting from the current pandemic, economic conditions, and other circumstances, as 
well as one additional Challenge on Supporting Diversity in Banking. We provide a brief 
introductory summary and a detailed discussion for each Challenge in the following 
document.  The Challenges include: 

1. Ensuring Readiness in a Pandemic Environment; 
2. Mitigating Cybersecurity Risks in the Banking Sector; 
3. Improving IT Security Within the FDIC; 
4. Securing FDIC Personnel, Facilities, and Information; 
5. Ensuring and Aligning Strong Governance at the FDIC; 
6. Augmenting the FDIC’s Sharing of Threat Information; 
7. Supporting Diversity in Banking; 
8. Managing Human Resources and Planning for the Future Workforce; 
9. Overseeing Contracts and Managing Supply Chain Risk; and 
10. Enhancing Rulemaking at the FDIC. 

To compile this document, we received input and considered comments from the FDIC, 
and while exercising our independent judgment, we incorporated suggestions where 
appropriate and fair.  In several instances, we discuss topic areas where the OIG had 
previously conducted work to evaluate and audit the FDIC’s progress in these Challenge 
areas. We commend the FDIC for taking steps in some areas to address certain 
Challenges, and we note many of these actions in the attached document, particularly 
where the Agency has taken concrete and measurable steps that demonstrate a clear 
and direct relationship towards achieving positive results and a desired outcome. We 
also recognize that there may be other ongoing plans, inputs, intentions, or future 
activities that might still be under development at the time of this writing. 

We believe that this researched and deliberative analysis will be beneficial and 
constructive for policy makers, including the FDIC and Congressional oversight bodies. 
We further hope that it is informative for the American people regarding the programs 
and operations at the FDIC and the Challenges it faces. 



A P P E N D I C E S158 

OFFICE OF INSPECTOR GENERAL’S  
ASSESSMENT (continued)

ANNUAL 
REPORT

 

   

   
  

   
  

    
  

 
  

 
   

   
     

 
  

  
  

    
  

     
   

 

   

   

  
  

 
  

    
  

 
   

     

  
 

Challenge 1: Ensuring Readiness in a 
Pandemic Environment 

Global economies are experiencing stress from the Covid-19 pandemic.  In the United 
States, more than 30 million small businesses have been affected by current economic 
conditions, and claims for unemployment compensation have risen sharply.  As a 
result, individuals and businesses may not be able to meet their debt obligations to 
financial institutions. Loan defaults may increase as pandemic-related economic 
pressures continue, and banks may struggle.  The FDIC should continue to stand 
ready to fulfill its mission to maintain financial stability in the banking system, and to 
identify and mitigate risks through examinations. The FDIC should also prepare for 
bank failures in the event that losses overwhelm banks. Further, through its 
supervisory processes, the FDIC should review banks’ adherence to Government-
guaranteed loan program requirements (like the Paycheck Protection Program) and 
identify fraud, operational, legal, and reputational risks that may affect the safety and 
soundness of a financial institution. 

The Financial Stability Oversight Council (FSOC)1 stated that the pandemic has been 
“an extraordinary shock to the global financial system.”2 The World Bank projects that 
protracted viral outbreaks may disrupt economic activity, thus causing businesses to 
confront difficulties in servicing debt and increasing the cost of borrowing.3 As a result, 
bankruptcies and defaults may increase, and banks may struggle.4 

In the United States, pandemic-related unemployment and reduced business activity 
have already affected the ability of households and businesses to meet their financial 
obligations.  FSOC noted that nearly $2 trillion in corporate debt has been downgraded, 
and default rates on loans and corporate bonds have increased considerably.5 Certain 
loan categories such as commercial real estate loans reportedly had delinquency rates 

1 FSOC was created by the Dodd-Frank Wall Street Reform and Consumer Protection Act (Dodd-Frank Act) 
and is responsible for identifying threats to the financial stability of the country, promoting market discipline, 
and responding to emerging risks to the stability of the nation’s financial system.  Pub. L. No. 111-203, §111, 
124 Stat 1376, 1392-3 (2010).  FSOC consists of 10 voting members and 5 non-voting members. FSOC 
voting members include:  The Secretary of the Treasury, Chairman of the Board of Governors of the Federal 
Reserve System, Comptroller of the Currency, Director of the Bureau of Consumer Financial Protection, 
Chairman of the Securities and Exchange Commission, Chairman of the Federal Deposit Insurance 
Corporation,  Chairman of the Commodity Futures Trading Commission, Director of the Federal Housing 
Finance Agency, Chairman of the National Credit Union Administration, and an independent member having 
insurance expertise who is appointed by the President and confirmed by the Senate for a 6-year term.  The 
non-voting members include the Director of the Office of Financial Research, the Director of the Federal 
Insurance Office, a state banking supervisor, state insurance commissioner, and state securities 
commissioner. 
2 FSOC, Annual Report 2020, (December 3, 2020). 
3 The World Bank, The Global Economic Outlook During the COVID-19 Pandemic:  A Changed World, 
(June 8, 2020). 
4 The World Bank, The Global Economic Outlook During the COVID-19 Pandemic:  A Changed World, 
(June 8, 2020). 
5 FSOC, Annual Report 2020, (December 3, 2020). 
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Figure 1:  Bank Net Operating Income 2019-2020 by Quarter 
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of 8.3 percent (representing $45 billion in loans) as of October 2020;6 about 40 percent 
of community banks’ loan portfolios are comprised of commercial real estate loans.7 As 
of December 2020, the data analytics firm Black Knight reported that 5.2 percent of 
home mortgages in the United States (2.75 million homeowners) were in forbearance 
programs that allowed them to delay monthly mortgage payments.8 

As shown in Figure 1, net 
operating income at banks 
declined 67 percent from the 
fourth quarter of 2019 to the 
first quarter of 2020.  Bank net 
operating income declined 
further to $16.7 billion in the 
second quarter of 2020. 
Although it improved to $49.3 
billion in the third quarter of 
2020, it remained $8.9 billion 
less than the $58.2 billion 
during the same period in 
2019. 

The duration and severity of 
the pandemic’s impact on the Source:  FDIC Quarterly Banking Profile, Third Quarter 2020 Chart 1. 
economy is uncertain at the 
present time.  A study of small business conducted by researchers at Yale, Princeton, 
and Oxford Universities found that loan defaults and delinquencies may continue to rise 
with banks suffering additional losses.9 In June 2020, the Congressional Research 
Service noted that 87 banks were in danger of becoming seriously distressed,10 and in 
November 2020, it was reported that 50 banks were considered to be troubled, meaning 
that they may not have sufficient capital to cover their losses.11 As of the third quarter of 
2020, the FDIC reported 56 banks were on the FDIC’s problem bank list, an increase 
from 52 banks in the second quarter of 2020.12 

The mission of the FDIC is to maintain the stability of the nation’s financial system by 
examining and supervising financial institutions, insuring customer deposits, and 
managing the Deposit Insurance Fund. The FDIC examines the safety and soundness 

6 The Washington Post, Mounting Commercial Real Estate Losses Threaten Banks, Recovery, 
(November 11, 2020). 
7 FSOC, Annual Report 2020, (December 3, 2020). 
8 Black Knight, New Forbearance Starts Increase as Overall Volumes See First Monthly Rise Since Early 
June, (December 11, 2020). 
9 Yale News, Survey Shows Pandemic’s Severe Impact on U.S. Small Businesses, (May1,2020), noting a 
study projecting that 25 percent of small business owners do not expect to recover from the pandemic and 31 
percent believe they have a 50-percent chance of going bankrupt.
10 Congressional Research Service, COVID-19 and the Banking Industry:  Risks and Policy Responses, 
(June 18, 2020). 
11 USA Today, Two Small Banks Failed in October, They Won’t Be The Last If COVID Leaves Some 
Businesses Struggling To Pay Loans, (November 20, 2020). 
12 FDIC Quarterly Banking Profile, Third Quarter 2020, Chart 8.  Problem banks “refer to institutions that 
exhibit deficiencies in practices or performance so severe that failure is either a distinct possibility (4 rating) 
or likely (5 rating) unless the deficiencies are corrected.”  FDIC, Crisis and Response:  An FDIC History, 
2008-2013. 

https://losses.11
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Identifying and Mitigating Risks to the Safety and Soundness of Institutions

of its supervised financial institutions by assessing banks’ practices to manage and 
address risks at the institutions. The FDIC oversees banks’ risk management in a 
variety of risk areas, including, for example, credit, liquidity, interest rate, operational, 
reputational, and compliance risk. 

To accomplish its mission, the FDIC examines most of the financial institutions in the 
country (approximately 3,500 of the 5,000 banks).  Also, the FDIC manages the 
resolution and receivership of failed banks, and its Deposit Insurance Fund (more than 
$116 billion as of the third quarter of 2020) insures approximately $8.9 trillion in 
customer deposit accounts held at domestic banks. The FDIC anticipates and is 
preparing for increased hiring to ensure readiness for any potential increase in 
supervisory workload, bank failure activity, and administrative support. The FDIC’s 
Operating Budget for 2021 rose by $261 million (12.9 percent), largely due to 
“contingency reserves to address a potential increase during 2021 in supervision or 
resolution workload resulting from the ongoing pandemic.”13 

Identifying and Mitigating Risks to the Safety and Soundness of Institutions 

FDIC bank examinations “play a key role in the supervisory process by helping the FDIC 
identify the cause and severity of problems at individual banks and emerging risks in the 
financial-services industry.”14 According to the Federal Reserve Bank of New York, 
“[t]he overarching objective of supervision is to identify and remediate conditions that 
could threaten banks’ immediate health or long-term viability.”15 The FDIC uses models 
and examinations to identify banks’ risks and assess whether banks mitigate these risks 
before they affect the safety and soundness, and condition of financial institutions. 

Modeling Effects on Financial Institutions. The FDIC should continue to monitor 
the health of the banking sector in order to identify and respond to emerging economic 
strain and growing systemic risks. Timely risk identification allows the FDIC to adjust 
supervisory strategies and prepare for possible bank failures. 

To do so, the FDIC relies upon data from a number of sources, including banks’ 
quarterly Consolidated Reports of Condition and Income (Call Reports), which include 
banks’ balance sheets, income statements, and supporting schedules.16 FDIC 
economists and analysts face challenges in making real-time assessments of banks’ 
current health and projecting future economic impact, because there is a lag time 
between the bank’s actual financial condition and when the Call Report is submitted to 
the FDIC. This delay is nearly 4 months. The FDIC Chairman compared this 
information gap to a doctor trying to assess a patient’s health today, but getting lab 
results 4 months later.17 As a result, the FDIC is challenged to assess the current 
financial condition of an institution, in order to identify “key indicators of economic strain 

13 Proposed 2021 FDIC Operating Budget, (December 1, 2020). 
14 FDIC Division of Risk Management Supervision, Risk Management Manual of Examination Policies. 
15 Federal Reserve Bank of New York Staff Report, The Impact of Supervision on Bank Performance, 
(May 2019).
16 12 C.F.R. §304.3(a). The FDIC also uses a number of tools to monitor banks’ liquidity and interest rate 
risk. 
17 FDIC Chairman Jelena McWilliams op-ed published in the American Banker’s “BankThink” blog, FDIC 
Chief on Why Call Reports Are Getting a Makeover (July 1, 2020). 

https://later.17
https://schedules.16
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in the economy, growing stress across the financial system, and emerging risk at 
individual institutions.”18 

In addition, Call Reports do not capture certain information necessary for the FDIC to 
assess banking risk to the safety and soundness of institutions.  For example, Call 
Report data do not identify high concentration exposures to certain sectors of the 
economy.  A bank’s concentration in particular types of loans may indicate undue risk at 
the institution. The FDIC should also consider using additional economic and financial 
information from other Government agencies and the private sector in order to enhance 
its current modeling and measurement of banking conditions and to evaluate the safety 
and soundness of institutions. We have work planned to assess FDIC modeling and its 
analysis of relevant information. 

In June 2020, the FDIC announced a competition to improve financial reporting from 
banks.  The FDIC asked certain technology companies for ideas and suggestions 
regarding new approaches to financial reporting, particularly for community banks.19 As 
the FDIC considers this information received, it should also look for ways to improve its 
modeling capabilities and to anticipate weaknesses in the safety and soundness at 
banks, potential failures or closures, and risk factors facing the institutions. 

Conducting Examinations Remotely. The Federal Deposit Insurance Act requires 
on-site, full-scope examinations of every FDIC-insured financial institution at least once 
during each 12-month period (with certain limited exceptions).20 In March 2020, the 
FDIC mandated telework for its staff and continued all examination activities off site. 
Remote examinations may limit examiners’ ability to conduct transaction testing.  For 
example, examiners may not be able to observe processes in order to ensure that bank 
staff execute activities consistent with the bank’s written policies and procedures.21 

In May 2020, the FDIC modified its processes to allow for off-site examination activities 
to qualify as full-scope examinations under certain circumstances.22 As part of these 
modifications, the FDIC used technology to observe certain bank processes such as 
examiners’ assessments of banks’ physical security through remote facility tours and 
remote access. If examiners could not complete examination modules or assign a rating 
without an on-site presence, then the examination would be “held in abeyance.” A total 
of 39 FDIC examinations (2.9 percent of all FDIC examination starts) were held in 
abeyance for short periods of time during 2020. None of these examinations were held 
in abeyance at the end of the year. 

Current social distancing guidelines also place an unexpected reliance on information 
technology (IT) systems to conduct FDIC examinations. A significant portion of bank 
examinations involve the exchange of documents and sensitive data, including bank 
information and customer data. Although the FDIC frequently exchanges data with 
banks through file exchange systems, the FDIC should continue to ensure that its 

18 FDIC Chairman Jelena McWilliams op-ed published in the American Banker’s “BankThink” blog, FDIC 
Chief on Why Call Reports Are Getting a Makeover (July 1, 2020). 
19 FDIC Press Release, FDIC Launches Competition to Modernize Bank Financial Reporting, 
(June 30, 2020).
20 12 C.F.R. § 337.12. 
21 Bloomberg Law, Bank Exams May Lose Punch as Coronavirus Restrictions Linger, (March 18, 2020). 
22 FDIC Memorandum, Temporary Examination Processes, (May 5, 2020). 

https://circumstances.22
https://procedures.21
https://exceptions).20
https://banks.19
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Ensuring the FDIC’s Readiness for Crises

systems can accommodate the increased data flow and volume, as well as ensure the IT 
security and privacy associated with such transfers. Smaller banks may not have digital 
records23 and staff capacity to transition from traditional mail-in records to secure online 
portals.24 Such dependence on remote off-site examinations places a greater emphasis 
and focus on information security protocols and the reliability of the FDIC’s information 
systems. 

Ensuring the FDIC’s Readiness for Crises 

The FDIC should be prepared for a broad range of crises that could impact the banking 
system, and readiness plans and activities are an important part of this preparation. 
Readiness planning provides the ability to respond timely and effectively to crisis events. 
In our recent report, The FDIC’s Readiness for Crises (April 2020), we found that the 
FDIC should fully establish seven elements of crisis readiness to be prepared for any 
type of crisis that may impact the banking system, including a pandemic. Specifically, 
we determined that the FDIC could improve the following elements of its crisis readiness 
framework: 

 Policy and Procedures: The FDIC did not have a documented Agency policy 
that defined readiness authorities, roles, and responsibilities, including those of a 
committee responsible for overseeing readiness activities. 

 Plans: The FDIC should develop an Agency-wide all-hazards readiness plan 
that identifies the critical common functions and tasks necessary regardless of 
the crisis scenario, as well as Agency-wide hazard-specific plans, as needed, to 
integrate divisional plans containing requirements unique to certain types of 
crises. 

 Training: The FDIC did not train personnel to understand the content of crisis 
readiness plans, including their task-related responsibilities in executing the 
plans.  Further, the FDIC did not incorporate a requirement within eight readiness 
plans to train responsible personnel to understand the plan, and how to carry out 
the objectives and tasks specific to the plan. 

 Exercises: The FDIC should document the important results of all readiness 
plan exercises and consistently incorporate within the plans a requirement for 
regular exercises. 

 Lessons Learned: The FDIC did not have a documented monitoring process 
that prioritized and tracked recommendations to improve readiness. 

 Maintenance: The FDIC should consistently review and update readiness 
plans, incorporate maintenance requirements in the plans, and establish a 
central repository of plans to facilitate periodic maintenance. 

 Assessment and Reporting: The FDIC should regularly assess and report on 
Agency-wide progress on crisis readiness plans and activities to key decision 
makers, such as the FDIC Chairman and senior management. 

We made 11 recommendations to the FDIC to improve crisis readiness planning.  The 
FDIC concurred or partially concurred with all of the recommendations.  According to 

23 American Banker, Will coronavirus hasten arrival of fully remote bank exams?, (May 1, 2020). 
24 FDIC Financial Institution Letter, Temporary Alternative Procedures for Sending Supervision-Related Mail 
and Email to the FDIC (FIL-27-2020) (March 26, 2020). 

https://portals.24
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Resolving Financial Institutions

Assessing Banks’ Risk Regarding Government-Backed Loans

FDIC officials, the Agency is in the process of addressing the recommendations, and it 
has hired outside consultants to assist in this effort. The FDIC also indicated that it has 
revised its resolution procedures to address the health and safety of on-site personnel 
and current pandemic conditions. 

Resolving Financial Institutions 

When a financial institution fails, the FDIC is responsible for facilitating the transfer of the 
institution’s insured deposits to an assuming institution or paying insured depositors 
directly. Carrying out this responsibility during the pandemic necessitates health and 
safety considerations, because some resolution activities require FDIC personnel to be 
present at the failed bank offices and branches. 

During 2020, the FDIC resolved several banks using a modified resolution process that 
the FDIC stated addressed pandemic health and safety requirements. The FDIC should 
be prepared to scale these new resolution processes for large bank or multi-bank 
failures and re-evaluate on-site procedures in light of evolving pandemic health and 
safety requirements. 

In addition, in 2010, the Dodd-Frank Wall Street Reform and Consumer Protection Act 
(Dodd-Frank Act) provided the FDIC with additional resolution authority for large 
complex financial companies known as systemically important financial institutions 
(SIFI). These provisions allow for liquidation of a bank where its bankruptcy would have 
serious adverse consequences on the financial stability of the United States, and where 
there is no private-sector alternative to prevent default. 

Under Dodd-Frank Act authority, the FDIC is appointed as a receiver to carry out the 
liquidation of SIFIs. As such, the FDIC may take steps to transfer or sell assets, create 
bridge financial organizations to assume assets or liabilities, and approve claims 
against the failed bank. To help fund this liquidation process, the Dodd-Frank Act 
includes a separate Orderly Liquidation Fund created by the Department of the 
Treasury.  In the event of an orderly liquidation of a SIFI, the FDIC should ensure that 
the Department of the Treasury has the required funds available for FDIC borrowings. 
Although the FDIC and other Federal agencies have conducted simulations of Dodd-
Frank Act processes, the Federal Government has never invoked these Orderly 
Liquidation authorities. 

Assessing Banks’ Risk Regarding Government-Backed Loans 

In response to the current pandemic, in March 2020, the Federal Government 
established the Paycheck Protection Program (PPP), among other programs, under the 
Coronavirus Aid, Relief, and Economic Security (CARES) Act.25 The CARES Act was 
intended to provide economic relief to those in need during the pandemic.26 

25 The PPP was established by the Coronavirus Aid, Relief, and Economic Security Act (CARES Act).  PL 
116-136, 134 Stat 281 (2020).  The program is implemented by the Small Business Administration with 
support from the Department of the Treasury.  The program provides small businesses with funds to pay up 
to 8 weeks of payroll costs, including benefits.  Funds can also be used to pay interest on mortgages, rent, 
and utilities. 
26 SBA, Business Loan Program Temporary Changes:  Paycheck Protection Act, 85 Fed. Reg. 73 
(April 15, 2020). 

https://pandemic.26
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To date, the PPP has allocated more than $800 billion for banks to provide Government-
guaranteed loans to eligible small businesses. As of the end of Fiscal Year 2020, 5,460 
banks had processed 5.2 million PPP loans.27 FDIC-supervised community banks 
originated over half of these PPP loans totaling more than $230 billion, and balance 
sheets at some banks grew by more than 25 percent as a result of these loans.28 

Guaranteed-loan programs could lead to safety and soundness risk at financial 
institutions.  For example, banks may suffer legal and reputational risk if banks do not 
follow Government-backed loan issuance requirements or where loan proceeds are 
used to facilitate financial fraud or other wrongdoing. According to the Small Business 
Administration Office of Inspector General (SBA OIG), approximately $3.6 billion in PPP 
loans were provided to potentially ineligible recipients,29 and as of December 2020, the 
Department of Justice had initiated more than 65 criminal fraud charges related to the 
PPP involving over $250 million in PPP loans. 

We recognize that the initial PPP was constructed in an effort to meet the urgent needs 
of small businesses and their employees. The banks nevertheless retain responsibilities 
to maintain strong compliance programs and internal controls over their loan portfolios. 
These responsibilities are not intended to deter, delay, or hamper bank loans to those in 
need, limit loans to eligible borrowers, nor hinder the implementation of the Government 
program. Through its supervisory processes, the FDIC should continue to examine 
banks’ adherence to Government-guaranteed loan program requirements, and assess 
the risk of these loan portfolios. The FDIC provided guidance to examination staff on 
examiner considerations for the PPP.30 

The impact of the pandemic on the banking system remains uncertain.  Economic 
pressures may require that banks absorb additional losses that could result in bank 
weaknesses or failures. The FDIC should continue to identify and address emerging 
risks—including those related to Government-guaranteed loans—and be prepared to 
address bank failures. 

27 SBA OIG, Top Management and Performance Challenges Facing the Small Business Administration in 
Fiscal Year 2021, (October 16, 2020). 
28 American Banker, Regulators Grant Relief to Banks Pushed Past Key Asset Limits by PPP, 
(November 20, 2020).
29 SBA OIG, Top Management and Performance Challenges Facing the Small Business Administration in 
Fiscal Year 2021, (October 16, 2020); SBA OIG, Paycheck Protection Program Loan Recipients on the 
Department of Treasury’s Do Not Pay List, (January 11, 2021). 
30 FDIC, Risk Management Supervision Memorandum, Examination Considerations Related to the 
Paycheck Protection Program, (June 22, 2020). 

https://loans.28
https://loans.27
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Challenge 2: Mitigating Cybersecurity 
Risks in the Banking Sector 

In recent months, cyberattacks against banks have increased with growing frequency and 
severity. The Federal Reserve Bank of New York estimated that financial services firms face up 
to 300 times the cybersecurity risk than do other businesses. This risk may intensify with 
remote work by employees at financial firms and enhanced customer convenience and access 
during the pandemic. The FDIC should ensure that it has IT examination processes and staff 
with the requisite skills to identify and mitigate cybersecurity risks at banks, including those 
associated with third-party service providers.  Further, FDIC examination and resolution policies 
should keep pace with emerging cybersecurity issues facing the banking sector. 

In April 2020, the Financial Stability Board (FSB) noted that cybersecurity incidents could 
undermine the integrity of global financial markets, causing losses to investors and the 
public.31 In January 2020, the FDIC and Office of the Comptroller of the Currency (OCC) 
released a joint statement warning banks that “disruptive and destructive attacks against 
financial institutions have increased in frequency and severity in recent years.”32 A study 
by the Federal Reserve Bank of New York noted that financial services firms face up to 
“300 times more cyberattacks per year than other firms.”33 

The OCC expects cyber threats to banks, customers, and third parties to increase for the 
foreseeable future,34 including destructive malware,35 ransomware,36 and phishing.37 

The Federal Bureau of Investigation’s (FBI) Internet Crime Complaint Center38 reported 
that in 2019, it received 2,047 complaints of ransomware.39 According to a report by the 
cybersecurity company Arctic Wolf, in the first 3 months of the pandemic (between 
March and June 2020), ransomware and phishing attacks at banks increased by 520 
percent.40 

In October 2020, the Financial Crimes Enforcement Network (FinCEN) and the Office of 
Foreign Asset Control issued alerts to financial institutions about indicators of 

31 Financial Stability Board, Effective Practices for Cyber Incident Response and Recovery:  Consultative 
Document, (April 20, 2020). 
32 FDIC and OCC, Joint Statement on Heightened Cybersecurity Risk, (January 16, 2020). 
33 Federal Reserve Bank of New York Staff Report, Cyber Risk and the U.S. Financial System:  A Pre-
Mortem Analysis, (January 2020). 
34 OCC, Semiannual Risk Perspective, (Spring 2020). 
35 Malware includes viruses, malicious code, spyware, and other computer programs that are covertly placed 
on a computer or systems “to compromise the confidentiality, integrity, or availability of data, applications, or 
operating systems.”  See National Institute of Standards and Technology, Glossary of Terms. 
36 Ransomware refers to computer software covertly placed on a computer or system that denies access to 
a user’s data by encrypting the data.  The data are released when the user pays a ransom to the hacker to 
receive the key to unlock the encryption.  See National Institute of Standards and Technology, Glossary of 
Terms. 
37 Phishing is a technique to acquire access to a system through fraudulent solicitation in an email or 
website.  See National Institute of Standards and Technology, Glossary of Terms. 
38 The FBI’s IC3 provides the public with a mechanism for reporting information concerning suspected 
Internet-facilitated criminal activity. 
39 FBI, Internet Crime Report 2019. 
40 Artic Wolf, 2020 Security Operations Annual Report. 

https://percent.40
https://ransomware.39
https://phishing.37
https://public.31
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ransomware and associated money laundering activities and sanction risks for 
facilitating ransomware payments.41 Further, in April 2020, the Department of Homeland 
Security (DHS) released a joint alert with the United Kingdom’s National Cyber Security 
Centre, to warn individuals and organizations about exploitation involving phishing 
schemes designed to look like they originated from a bank.42 Also, in the same month, 
the FBI warned the public of an anticipated increase in phishing schemes known as 
Business Email Compromise schemes.43 

According to the OCC’s Semiannual Risk Perspective (Spring 2020),44 banks have 
increased the integration of new technologies and technical capacity into their operations 
in order to accommodate customers’ need for physical distancing and remote 
transactions.  For example, banks are enabling new online and mobile banking services 
for customers’ convenience, and allowing telework capabilities for bank personnel.45 In 
April 2020, according to Fidelity National Information Services, mobile banking traffic 
increased 85 percent.46 

The OCC warned that cyberattacks on financial institutions often focus on the use of 
virtual private networks, teleconferencing services, and remote telecommunication 
technologies.47 Remote access systems that are not properly secured can “serve as 
gateways from the internet into internal networks, often offering immediate, highly 
privileged access to attackers.”48 

In addition, financial institutions, especially community banks, are relying on third-party 
service providers (TSP) to deliver such technology services.49 These new technologies 
and third-party relationships increase the number of ways that cyberattacks can occur 
and their many entry points. For example, the OCC noted that cybercriminals 
circumvent bank cyber controls by targeting third-party providers.50 

Financial institutions are increasingly reliant on TSPs to provide specialized products 
and critical IT services to supplement or increase their capabilities.51 For example, the 

41 U.S. Department of the Treasury, Financial Crimes Enforcement Network, Advisory on Ransomware and 
the Use of the Financial System to Facilitate Ransom Payments, (October 1, 2020); U.S. Department of the 
Treasury, Office of Foreign Asset Control, Advisory on Potential Sanctions for Facilitating Ransomware 
Payments, (October 1, 2020).  FinCEN is a component of the Department of the Treasury that collects and 
analyzes financial transaction information provided by the financial industry to combat money laundering, 
terrorist financing, and other financial crimes.  FinCEN issues public and non-public advisories to financial 
institutions detailing activities and factors related to money laundering and terrorist financing threats and 
vulnerabilities so that financial institutions can use that information to enhance their anti-money laundering 
programs.
42 DHS, CISA, and United Kingdom’s National Cyber Security Centre Alert, COVID-19 Exploited by 
Malicious Cyber Actors, (April 8, 2020). 
43 Forbes, Business Email Compromise Is Extremely Costly and Increasingly Preventable, (April 15, 2020). 
44 OCC, Semiannual Risk Perspective, (Spring 2020). 
45 OCC, Semiannual Risk Perspective, (Spring 2020). 
46 CNBC, Coronavirus Crisis Mobile Banking Surge Is a Shift That’s Likely to Stick, (May 27, 2020). 
47 OCC, Semiannual Risk Perspective, (Spring 2020). 
48 NextGov, NSA Warns China IS Targeting Flaws in U.S. National Security Systems, (October 20, 2020). 
49 Michelle W. Bowman, Governor, Board of Governors of the Federal Reserve System, “Empowering 
Community Banks,” delivered at the Conference for Community Bankers sponsored by The American 
Bankers Association; Orlando, Florida, (February 10, 2020). 
50 OCC, Semiannual Risk Report, (Fall 2019). 
51 OCC, Semiannual Risk Perspective, (Fall 2019); FSOC, Annual Report 2020. 

https://capabilities.51
https://providers.50
https://services.49
https://technologies.47
https://percent.46
https://personnel.45
https://schemes.43
https://payments.41
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Ensuring that Examinations Detect and Mitigate Cybersecurity Risk

Addressing Risks Posed by Third-Party Service Providers

OCC’s Semiannual Risk Perspective (Spring 2020) noted that banks are further 
leveraging TSPs in this pandemic environment, in order to support remote work 
capabilities, technological capacity, and solutions to maintain operations virtually.52 In 
addition, significant consolidation among TSPs drives large numbers of banks— 
especially community banks supervised by the FDIC—to rely on a few large service 
providers for core systems and operations support.53 Therefore, a cybersecurity incident 
at one TSP has the potential to affect multiple financial institutions that could cause 
“widespread disruption in access to financial data and could impair the flow of financial 
transactions.”54 

Ensuring that Examinations Detect and Mitigate Cybersecurity Risk 

According to the Interagency Guidelines Establishing Information Security Standards 
issued by Federal financial regulators,55 a financial institution is responsible for the 
cybersecurity of its IT systems.  Similarly, responsibility for compliance with consumer 
protection laws and regulations lies with the financial institution, regardless of whether 
the institution or a TSP controls the information.56 

The FDIC assesses whether bank management has appropriate controls in place to 
mitigate cybersecurity risks through its IT risk examinations.  Since 2016, the FDIC has 
used the Information Technology Risk Examination (InTREx) work program to conduct 
bank IT examinations and assess financial institutions’ management of TSPs. The FDIC 
developed InTREx to enhance its IT supervision by utilizing a risk-focused examination 
approach.  Examiners determine the scope of an IT examination consistent with a bank’s 
IT complexity and risk.  For example, the scope of an IT examination may increase due 
to, among other things, the introduction of new technology or the addition of a TSP. The 
FDIC should ensure that its assessments accurately capture banks’ IT complexity and 
that it has the processes, resources, and staff with appropriate skills to complete 
thorough examinations in a timely manner. We have work planned to assess the 
InTREx program. 

Addressing Risks Posed by Third-Party Service Providers 

The FDIC requires financial institutions to manage the risks associated with using TSPs. 
Bank management should demonstrate that appropriate controls are in place to manage 
system interconnections, interfaces, and access of TSPs and their sub-contractors.57 

Yet, many community banks often lack the resources to exercise appropriate due 
diligence in their selection of TSPs and maintain adequate oversight of TSPs.58 A 
Governor of the Federal Reserve Board recognized this burden on community banks, 

52 OCC, Semiannual Risk Perspective, (Spring 2020). 
53 OCC, Semiannual Risk Perspective, (Spring 2018). 
54 FSOC, Annual Report 2020. 
55 These Interagency Guidelines can be found in the FDIC Rules and Regulations, Part 364, Appendix B. 
56 12 C.F.R. Part 364, Appendix B. The FDIC, OCC, and Board of Governors of the Federal Reserve issued 
the Interagency Guidelines Establishing Information Security Standards.  Financial Institution Letter 44-
2008, Guidance for Managing Third-Party Risk (June 6, 2008). 
57 OCC, Semiannual Risk Perspective, (Spring 2018). 
58 Michelle W. Bowman, Governor, Board of Governors of the Federal Reserve System, “Empowering 
Community Banks,” delivered at the Conference for Community Bankers sponsored by The American 
Bankers Association; Orlando, Florida, (February 10, 2020). 

https://sub-contractors.57
https://information.56
https://support.53
https://virtually.52
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stating that “due diligence for new third-party relationships, even those that are not start-
ups, can require a community bank to collect and analyze a significant amount of 
complex information [and] annual monitoring that is required adds an additional 
significant and ongoing burden.” 59 

The FDIC assesses the risk associated with services provided by TSPs to banks through 
an examiner’s assessment of the financial institution’s management of TSP risk and, in 
certain cases, through direct examination of the services provided.60 The FDIC 
Chairman has observed that “the FDIC had ‘limited ability’ to examine third-party service 
providers.”61 FSOC noted in its 2020 Annual Report, that the authority to supervise 
TSPs varies among financial regulators. Bank regulators, for example, write rules, 
publish guidance, and enforce compliance respecting banks’ interactions with TSPs, but 
they do not regulate the TSPs.62 FSOC recommended that agencies be authorized to 
oversee TSPs with examination and enforcement powers. For the time being, the FDIC 
is relying on its examination program to evaluate TSP security controls. 

The FDIC plays an important role in supervising, examining, and addressing 
cybersecurity risks at financial institutions. These risks have the potential to threaten the 
safety and soundness of institutions as well as the stability of the financial system. The 
FDIC should continue to ensure it has the proper procedures and personnel with the 
appropriate skills, experience, and background in order to conduct effective IT 
examinations and assess management of cybersecurity risks, including risks associated 
with TSPs. 

Challenge 3: Improving IT Security 
Within the FDIC 

Federal agencies face a growing risk of cybersecurity incidents. In Fiscal Year 2019, Federal 
agencies reported 28,581 cybersecurity incidents. The rapid transition to remote work in 
response to pandemic protocols amplifies the Government’s reliance on IT systems and 
accelerates implementation of technologies.  Similarly, over the past year, the FDIC moved to a 
fully remote workforce and began implementing a 5-year plan to modernize its IT systems. The 
FDIC must have robust controls to secure its systems and ensure the protection of its 
information and data. 

59 Michelle W. Bowman,  Governor, Board of Governors of the Federal Reserve System, “Empowering 
Community Banks,” delivered at the Conference for Community Bankers sponsored by The American 
Bankers Association; Orlando, Florida, (February 10, 2020). 
60 Under the Bank Service Company Act, certain services provided to banks may be subject to interagency 
examination by Federal regulators, including the FDIC. 12 U.S.C.§ 1867 (2011); see Federal 
Regulatory Agencies’ Administrative Guidelines, Implementation of Interagency Programs for the 
Supervision of Technology Service Providers, (October 2012). 
61 CNN, Banks could get fined for cyber breaches, top regulator says, (August 1, 2019). 
62 Congressional Research Service, Fintech:  Overview of Financial Regulators and Recent Policy 
Approaches, (April 28, 2020). 

https://provided.60
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In its Annual Report to Congress, the Office of Management and Budget (OMB) reported 
that 28,581 cybersecurity incidents occurred at Federal agencies in Fiscal Year 2019. 
The Government Accountability Office (GAO) has identified cybersecurity as a High Risk 
across the Federal Government each year since 1997.63 According to the GAO, 
“Federal agencies face a growing number of cyber threats to their systems and data.”64 

These dangers include insider threats from both bad actors and unwitting employees, 
escalating and emerging threats from around the globe, and the emergence of new and 
destructive attacks. The pandemic has exacerbated cybersecurity threats targeting 
Federal agencies, including financial regulators, whose workforces transitioned to 
remote work.65 

Recent events emphasize the vulnerability of Federal networks. In December 2020, it 
was reported that Federal Government agency networks were compromised by a 
software update from the IT management services company SolarWinds,66 and that 
nation-state actors had inserted malicious code into the software update, which gave 
hackers access to Government systems.67 The Cybersecurity and Infrastructure 
Security Agency (CISA) issued Emergency Directive 21-01, Mitigate SolarWinds Orion 
Code Compromise, to Federal agencies “to review their networks for indicators of 
compromise and disconnect or power down their SolarWinds Orion products 
immediately.”68 CISA reported that the threat from the SolarWinds compromise poses a 
great risk to the Federal Government.69 

The FDIC uses a SolarWinds product. Following the issuance of the Emergency 
Directive, FDIC officials represented that they had disconnected the FDIC SolarWinds 
product and that they were in the process of conducting an internal review. 

Also in December 2020, the National Security Agency (NSA) issued a Cybersecurity 
Advisory that nation state actors exploited a vulnerability in VMware products that allows 
attackers to forge security credentials and gain access to protected data.70 The 
Cybersecurity Advisory recommended application of a vendor-issued patch. The FDIC 

63 GAO, High-Risk Series:  Substantial Efforts Needed to Achieve Greater Progress on High-Risk Areas, 
GAO-19-157SP, (March 2019).
64 GAO, Cybersecurity:  Agencies Need to Fully Establish Risk Management Programs and Address 
Challenges, GAO-19-384, (July 2019). 
65 U.S. House of Representatives, Committee on Financial Services, Subcommittee on Oversight and 
Investigations, Republican Staff Report, “Securing the New Normal:  An Examination of Cybersecurity 
Issues Related to Remote Work and the Transition to a Digital Supervisory Relationship (Jan. 11, 2021); see 
also Jelena McWilliams, Chairman, Federal Deposit Insurance Corporation, FDIC Response to House 
Committee on Financial Services Ranking Member’s Request, May 19, 2020 (reporting an increase in cyber 
threats associated with COVID-19 and FDIC actions to notify financial institutions and service providers 
critical to the banking industry).
66 The Washington Post, Russian Government Hackers are Behind a Broad Espionage Campaign That Has 
Compromised U.S. Agencies, Including Treasury and Commerce, (December 14, 2020). 
67 The New York Times, Scope of Russian Hack Becomes Clear:  Multiple U.S. Agencies Were Hit, 
(December 14, 2020).
68 CISA, CISA Issues Emergency Directive To Mitigate The Compromise Of SolarWinds Orion Network 
Management Products, (December 13, 2020). 
69 CISA Cyber Activity Alert, Advanced Persistent Threat Compromise of Government Agencies, Critical 
Infrastructure, and Private Sector Organizations, (December 17, 2020); The New York Times, Scope of 
Russian Hack Becomes Clear:  Multiple U.S. Agencies Were Hit, (December 14, 2020).  Politico, How 
Suspected Russian Hackers Outed Their Massive Cyberattack, (December 16, 2020). 
70 NSA Cybersecurity Advisory, Russian State-Sponsored Malicious Cyber Actors Exploit Known 
Vulnerability in Virtual Workspaces, (December 7, 2020). 

https://Government.69
https://systems.67
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Enhancing the FDIC’s Information Security Program and Practices

uses a VMware product, and FDIC officials represented that they took action to apply the 
patch and reduce the risk of exploitation for the FDIC VMware product. 

In addition, the DHS recognized that “ransomware has rapidly emerged as the most 
visible cybersecurity risk playing out across our Nation’s networks.”71 In a survey 
conducted by the data-protection firm Veritas, nearly 30 percent of Federal agency 
respondents reported that they were directly affected by ransomware attacks in the past 
3 years. In addition, 80 percent of Federal respondents believe that ransomware and 
malware will be as great a concern—if not a greater concern—within the next 12 
months.72 We have work planned to review the FDIC’s preparedness to handle a 
possible ransomware attack. 

As of October 2020, the FDIC had 14 cloud-based systems. According to the GAO, 
cloud-based systems offer benefits but also pose cybersecurity risks. 73 For example, 
risks arise when agencies and cloud service providers fail to effectively implement 
security controls over cloud services. We have work planned to assess the FDIC’s cloud 
solutions. 

Enhancing the FDIC’s Information Security Program and Practices 

In our annual audit report, The FDIC’s Information Security Program- 2020 (October 
2020), we identified control weaknesses that limited the effectiveness of the FDIC’s 
information security program and practices and placed the confidentiality, integrity, and 
availability of the FDIC’s information systems and data at risk. The weaknesses include: 

 Risk Management. We found that the FDIC had not fully defined its Enterprise Risk 
Management governance, roles, and responsibilities.74 In addition, the FDIC had not 
yet implemented recommendations to integrate privacy into its Risk Management 
Framework, nor did the FDIC always address Plans of Action and Milestones75 in a 
timely manner. 

 Risk Acceptance Decisions Not Consistently Re-assessed. We found that the 
FDIC did not consistently review its risk acceptance decisions or submit them to the 
FDIC’s Authorizing Official for re-approval. As a result, the FDIC cannot effectively 
assess the level of risk it is incurring relative to established Risk Tolerance levels. 

 Unauthorized Software on the Network. In May 2020, the FDIC found that an 
unauthorized commercial software application had been installed on 32 desktop 
workstations. The use of unauthorized software increases the risk of a security 
incident and the interruption to the safe operation of the FDIC’s network and 
applications. 

 Privacy Control Weaknesses Not Fully Addressed. The FDIC established a 
number of Data Protection and Privacy controls; however, it had not addressed 12 of 

71 DHS’s CISA Insights, Ransomware Outbreak, (August 21, 2019). 
72 Veritas, Ransomware Threats Is Your Agency Ready?, (December 2019). 
73 GAO, Cloud Computing Security, Agencies Increased Their Use of the Federal Authorization Program, but 
Improved Oversight and Implementation Are Needed, GAO-20-126, (December 2019). 
74 See additional discussion of governance-related issues in Challenge 5 – Promoting and Aligning Strong 
Governance at the FDIC. 
75 A Plan of Action and Milestones is a management tool used by agency CIOs, security personnel, program 
officials, and others to track the progress of corrective actions pertaining to security vulnerabilities identified 
through security control assessments and other sources. 

https://responsibilities.74
https://months.72
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the 14 recommendations contained in our audit, The FDIC’s Privacy Program 
(December 2019). These outstanding recommendations include, for example, 
monitoring employee and contractor compliance with policies for properly 
safeguarding sensitive electronic information; developing privacy plans for all 
information systems containing Personally Identifiable Information (PII)76 consistent 
with OMB guidance; and implementing a privacy continuous monitoring program to 
regularly assess the effectiveness of privacy controls. 

 Oversight and Monitoring of Outsourced Systems Not Adequate. We found that 
the FDIC had not properly categorized some of its outsourced information systems, 
or subjected these systems to a proper risk assessment, authorization to operate, 
and ongoing monitoring. 

 Cloud-based Systems Not Subject to Annual Control Assessments. FDIC 
guidance requires security and privacy controls for cloud-based systems be 
assessed on a 3-year cycle, with at least some controls tested each year. However, 
we found that in two cases, the FDIC had not completed annual control assessments 
for more than 3 years after the FDIC authorized the systems to operate. Without 
annual control assessments, the FDIC cannot be sure that it will identify and 
remediate security and privacy weaknesses in a timely manner; these vulnerabilities 
may threaten the confidentiality, integrity, and availability of cloud-based systems. 

We made eight recommendations to strengthen the effectiveness of the FDIC’s 
information security program controls and practices. In addition, as of December 2020, 
there were 14 other unimplemented IT- and privacy-related recommendations from prior 
OIG reports. 

In our audit report, Security Controls Over the Federal Deposit Insurance Corporation’s 
Regional Automated Document Distribution and Imaging System (RADD) (June 2020), 
we assessed the effectiveness of selected security controls for protecting the 
confidentiality, integrity, and availability of the information in RADD against security 
controls in National Institute of Standards and Technology (NIST) guidance.77 The 
RADD system contains over 5 million electronic records and serves as the official 
recordkeeping and electronic filing system for the FDIC’s supervisory business records. 
We found that the FDIC’s controls and practices in three security control areas were not 
fully effective, because either they did not comply with FDIC policy requirements or they 
were not implemented in a manner consistent with relevant NIST security guidance. The 
lack of documented roles, responsibilities, and procedures for audit logging caused the 
FDIC to be dependent upon the knowledge and experience of a limited number of staff. 
We made two recommendations for the FDIC to improve these security controls; these 
recommendations have been implemented.  

FDIC IT systems are essential components of FDIC business processes. Absent 
effective IT security, the FDIC places the confidentiality, integrity, and availability of its 
information systems and data at risk. 

76 PII is any information about an individual maintained by an agency, including (1) any information that can 
be used to distinguish or trace an individual‘s identity, such as name, Social Security Number (SSN), date 
and place of birth, mother‘s maiden name, or biometric records; and (2) any other information that is linked 
or linkable to an individual, such as medical, educational, financial, and employment information. 
77 The 8 NIST security control areas are: (1) Plans of Action and Milestones (POA&Ms), (2) Configuration 
Management, (3) Access Management, (4) Removable Media, (5) Encryption, (6) Audit Logging, (7) Security 
Authorization and Continuous Monitoring, and (8) Contingency Planning. 

https://guidance.77
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Challenge 4: Securing FDIC Personnel, 
Facilities, and Information 

The FDIC is responsible for protecting a workforce of approximately 5,800 employees and 
1,600 contract personnel who work at 94 FDIC facilities throughout the country. The FDIC 
should continue to strengthen its programs to ensure that its facilities are secure, that staff meet 
suitability requirements, and that the FDIC work environment is safe and free from 
discrimination and sexual harassment. The FDIC is also the custodian of 81 systems as well as 
hard-copy records containing sensitive information about banks and PII of employees, 
contractors, bank management, and bank deposit holders. The FDIC should control access to 
such information and maintain its security. 

Based on an analysis conducted by Carnegie Mellon University, more than half of all 
Federal Government insider threats involved fraud.78 Such incidents included the theft 
of PII for employees and non-employees, or sensitive Government databases. In most 
incidents, the individuals who stole the information had worked for their respective 
organization for more than 5 years and abused their privileged access.79 

Federal agencies should have security measures in place to protect their people, 
property, and information. These security measures include processes to identify and 
assess individuals with criminal histories and questionable behavior.80 The President’s 
Management Agenda noted the importance of personnel security and suitability 
programs “to anticipate, detect, and counter both internal and external threats, such as 
those posed by trusted insiders who may seek to do harm to the Federal Government’s 
policies, processes, and information systems.”81 

Further, Federal facilities should establish security measures commensurate with their 
internal and external risk82 and have working environments that are free from 
discriminating, intimidating, hostile, or offensive behaviors. These behaviors can 
undermine an agency’s mission by creating a hostile work environment that lowers 
productivity and morale, affects the agency’s authority and credibility, and exposes the 
agency to litigation risk and costs.83 Federal agencies also must safeguard and protect 
the privacy and sensitive data in their custody and possession.84 

78 Carnegie Mellon University, Software Engineering Institute, Insider Threats in the Federal Government 
(Part 3 of 9: Insider Threats Across Industry Sectors), (November 5, 2018). 
79 Carnegie Mellon University, Software Engineering Institute, Insider Threats in the Federal Government 
(Part 3 of 9: Insider Threats Across Industry Sectors), (November 5, 2018). 
80 GAO, Key Issues:  Government-wide Personnel Security Clearance Process – High-Risk Issue. 
81 President’s Management Agenda, Security Clearance, Suitability/Fitness, and Credentialing Reform. 
82 In 1995, President Clinton by Executive Order 12977 (October 19, 1995) created the Interagency Security 
Committee (ISC) in order to issue standards, policies, and best practices to enhance the quality and 
effectiveness of security in non-military Federal facilities in the United States. 
83 U.S. Merit Systems Protection Board Research Brief, Update on Sexual Harassment in the Federal 
Workplace, (March 2018) and 29 C.F.R. § 1604.11 (2015). 
84 In 2015 GAO expanded its Government-wide cybersecurity risk to include protecting the privacy of PII. 
See, GAO, High-Risk Series: Substantial Efforts Needed to Achieve Greater Progress on High-Risk Areas, 
GAO-19-157SP, (March 2019). 

https://possession.84
https://costs.83
https://behavior.80
https://access.79
https://fraud.78
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Improving the Effectiveness of the FDIC’s Personnel Security and Suitability
Processes
Improving the Effectiveness of the FDIC’s Personnel Security and Suitability 
Processes 

FDIC employees and contractors are subject to background investigations 
commensurate with the sensitivity of their positions, scope of responsibility, and access 
to classified National Security Information. The FDIC’s Personnel Security and 
Suitability Program (PSSP) strives to ensure that FDIC employees and contractors have 
suitable character, reputation, honesty, integrity, and trustworthiness.  A strong and 
effective PSSP reduces the risk of employee or contractor information breaches and 
identifies potential issues for the FDIC’s Insider Threat Program. 

In our OIG evaluation, The FDIC’s Personnel Security and Suitability Program (January 
2021), we assessed the effectiveness of the FDIC’s PSSP. We determined that the 
FDIC’s PSSP program was not fully effective in ensuring the timely completion of 
preliminary suitability screenings; background investigations commensurate with position 
risk designations; and re-investigations. Specifically, we found that: 

 Four contractors with unfavorable background investigation adjudications 
continued to work at the FDIC from nearly 8 months to 5 years (until we notified 
the FDIC about these cases); 

 The FDIC did not remove seven contractors with unfavorable adjudications in a 
timely manner; 

 The FDIC did not follow its Insider Threat protocols and conducted limited risk 
assessments for contractors with unfavorable adjudications; 

 The FDIC did not initiate numerous required periodic reinvestigations in a timely 
manner; 

 Data on contractor position risks were unreliable; 
 Employee background investigations were often not commensurate with position 

risk; 
 The FDIC files were frequently missing some preliminary background 

investigation data; and 
 The FDIC was not meeting its goals for completing preliminary background 

investigations within a specified timeframe. 

We made 21 recommendations to strengthen PSSP controls and ensure the FDIC’s 
compliance with Federal requirements. The FDIC should ensure that it satisfactorily 
addresses the risks associated with the PSSP, because the FDIC may increase hiring in 
response to the economic conditions caused by the current pandemic. As noted earlier, 
the FDIC Board approved an additional $261 million in contingency reserves in 2021 in 
order to ensure readiness for any potential increase in supervisory workload, bank 
failure activity, and administrative support.85 A significant rise in hiring and use of 
contractors will dramatically increase the number of suitability screenings and 
background investigations processed through the FDIC’s PSSP. 

85 Proposed 2021 FDIC Operating Budget, (December 1, 2020). 

https://support.85
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Sustaining a Work Environment Free from Discrimination, Harassment, and
Retaliation
Sustaining a Work Environment Free from Discrimination, Harassment, and 
Retaliation 

Sexual harassment within an organization can have profound effects and serious 
consequences for the harassed individual, fellow colleagues, and the agency as a 
whole. In certain instances, a harassed individual may risk losing a job or the chance for 
a promotion, and it may lead the employee to suffer emotional and physical 
consequences. 

In our OIG evaluation, Preventing and Addressing Sexual Harassment (July 2020), we 
assessed the FDIC’s sexual harassment-related policy, procedures, training, and 
practices for the period January 2015 through April 2019. We found that the FDIC had 
not established an adequate sexual harassment prevention program and should improve 
its policies, procedures, and training to facilitate the reporting of sexual harassment 
allegations and address reported allegations in a prompt and effective manner. 
Specifically, we found that the FDIC had not developed a sexual harassment prevention 
program that fully aligned with the five core principles promoted by the Equal 
Employment Opportunity Commission:  (1) committed and engaged leadership; (2) 
strong and comprehensive harassment policies; (3) trusted and accessible complaint 
procedures; (4) regular, interactive training tailored to the audience and the organization; 
and (5) consistent and demonstrated accountability. 

As part of our evaluation, we conducted a voluntary survey of FDIC employees. The 
survey responses provided insight into employee understanding of what constitutes 
sexual harassment, instances of sexual harassment experienced or observed at the 
FDIC, impediments to reporting, and the adequacy of training.  Our survey found that 
approximately 8 percent of FDIC respondents (191 of 2,376) said that they had 
experienced sexual harassment at the FDIC during the period January 2015 to April 
2019.  Similarly, the Merit Systems Protection Board (MSPB) survey of FDIC employees, 
conducted in 2016 (based on data from 2014 to 2016), indicated that approximately 9 
percent of FDIC respondents (40 of 427) had experienced sexual harassment. By 
comparison, the Government-wide average for Federal employees in this MSPB survey 
was 14 percent. 

Although 191 FDIC respondents to the OIG survey reportedly experienced sexual 
harassment, the FDIC only received 12 reported sexual harassment allegations, 
including both formal complaints and misconduct allegations from January 2015 to April 
2019. This response suggests that there may have been an underreporting of sexual 
harassment allegations. 

Our survey further indicated that 38 percent of FDIC respondents who stated they had 
experienced sexual harassment said that they did not report the incident(s) for “fear of 
retaliation.”  Nearly 40 percent of FDIC respondents did not know, or were unsure of, 
how to report allegations of sexual harassment. Further, almost 44 percent of the FDIC 
respondents to the OIG survey felt that the FDIC should provide additional training on 
sexual harassment. 

We made 15 recommendations to improve the FDIC’s policies and procedures relating 
to the FDIC’s actions in response to sexual harassment misconduct allegations; promote 
a culture in which sexual harassment is not tolerated and such allegations are promptly 
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Implementing Risk-Based Physical Security Management

Securing Sensitive and Personally Identifiable Information

investigated and resolved; ensure consistent discipline; and enhance training for 
employees and supervisors.  At the time of this document, the FDIC had closed 2 of our 
15 recommendations, and FDIC officials indicated that they are working towards 
addressing the remaining 13 recommendations. 

Implementing Risk-Based Physical Security Management 

In our OIG evaluation, The FDIC’s Physical Security Risk Management Process (April 
2019), we assessed whether physical security risk management processes met Federal 
standards and guidelines. We concluded that the FDIC had not established an effective 
physical security risk management process to ensure that it met Federal standards and 
guidelines. 

We found that the FDIC did not conduct key activities in a timely or thorough manner for 
determining facility risk level, assessing security protections in the form of 
countermeasures, mitigating and accepting risk, and measuring program effectiveness. 
For example, for one of its medium-risk facilities, the FDIC began, but did not complete, 
an assessment more than 2½ years after the FDIC occupied the leased space. 
Collectively, these weaknesses limited the FDIC’s assurance that it met Federal 
standards for physical security over its facilities. The FDIC completed the recommended 
actions from this report. We have work ongoing to assess whether the FDIC 
implemented effective controls to protect electrical power; heating, ventilation, and air 
conditioning; and water services at its Virginia Square office buildings. 

Securing Sensitive and Personally Identifiable Information 

In our OIG audit, The FDIC’s Privacy Program (December 2019), we assessed the 
effectiveness of the FDIC’s Privacy Program and practices by determining whether the 
FDIC complied with selected provisions in privacy-related statutes and OMB policy and 
guidance. We examined eight areas of the FDIC’s Privacy Program and found that the 
FDIC faced challenges with respect to controls and practices in four areas.  Specifically, 
the FDIC did not: 

 Fully integrate privacy considerations into its risk management framework 
designed to categorize information systems, establish system privacy plans, and 
select and continuously monitor system privacy controls; 

 Adequately define the responsibilities of the Deputy Chief Privacy Officer or 
implement Records and Information Management Unit responsibilities for 
supporting the Privacy Program; 

 Effectively manage or secure PII stored in network shared drives and in hard 
copy, or dispose of PII within established timeframes; and 

 Ensure that Privacy Impact Assessments were always completed, monitored, 
published, and retired in a timely manner. 

Weaknesses in the FDIC’s Privacy Program increased the risk of PII loss, theft, and 
unauthorized access or disclosure, which could lead to identity theft or other forms of 
consumer fraud against individuals.  In addition, weaknesses related to the management 
of Privacy Impact Assessments reduced transparency regarding the FDIC’s practices for 
handling and protecting PII. 
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We made 14 recommendations intended to strengthen the effectiveness of the FDIC’s 
Privacy Program and practices. These recommendations address the FDIC’s need to 
implement information controls, monitor privacy controls, and complete policy and 
process documents. At the time of this writing, the FDIC has closed 3 of 14 
recommendations and FDIC officials indicated that they were working towards 
addressing the remaining 11 recommendations. 

In addition, in our OIG audit, The FDIC’s Information Security Program – 2019 (October 
2019), we noted that the FDIC had not adequately controlled access to sensitive 
information and PII stored on its internal network and in hard copy.  For example, we 
identified instances in which sensitive information stored on internal network shared 
drives was not restricted to authorized users. 

We also conducted walkthroughs of selected FDIC facilities and found significant 
quantities of sensitive hard-copy information stored in unlocked filing cabinets and boxes 
in building hallways. We recommended that employees and contractor personnel 
properly safeguard sensitive electronic and hardcopy information. The FDIC has 
indicated that it secured the information identified by the OIG. 

Mandatory telework at the FDIC increases the need for additional information security 
controls.  As recognized by NIST, “[t]elework and remote access technologies often 
need additional protection because their nature generally places them at higher 
exposure to external threats compared to technologies that are only accessed from 
inside the organization.”86 Telework risks include a lack of physical security over mobile 
devices (such as laptops and tablets) and the use of unsecured network access. 

The security and safety of FDIC personnel, facilities, and information is integral to the 
Agency’s ability to execute its mission to maintain stability and public confidence in the 
Nation’s financial system. The FDIC should have adequate safeguards in place to 
protect FDIC personnel, facilities, and information. 

Challenge 5: Ensuring and Aligning 
Strong Governance at the FDIC 

Effective governance is critical to ensure that the FDIC assesses risks and consistently 
implements its policies. The FDIC should ensure the establishment and proper function of its 
governance processes, including an Enterprise Risk Management (ERM) program. The 
pandemic demonstrated the importance of governance, and the need to quickly assess the risks 
to FDIC operations and make adjustments to its processes in order to maintain mission 
readiness. Quality data is also a critical component of FDIC governance to allow the Board, 
Executives, and Managers to assess the effectiveness of FDIC programs. 

86 NIST ITL Bulletin, Security for Enterprise Telework, Remote Access, and Bring Your Own Device (BYOD) 
Solutions, (March 2020). 



A P P E N D I C E S 177 

OFFICE OF INSPECTOR GENERAL’S  
ASSESSMENT (continued)

2020

 

 

 
  

 

   
   

 
    

 
   

  
    

    
    

 
 

  
  

  
   

    

  
 

  
     

    
   

     
   

  
    

 

   

 
 

  
 

  
 

   
 

   
 

Governance encompasses the ways in which an organization functions and how it is 
structured, overseen, managed, and operated.87 A governance framework should 
ensure strategic guidance, effective monitoring of management by the board, and the 
board’s accountability to stakeholders.88 

The Federal Deposit Insurance Act89 vests management of the FDIC to the FDIC Board. 
By statute, the FDIC Board is intended to consist of five members, all of whom are 
appointed by the President and confirmed by the Senate:  the Comptroller of the 
Currency; the Director of the Bureau of Consumer Financial Protection; the FDIC 
Chairman and Vice Chairman; and another Appointive Director.90 The FDIC Board has 
been operating with four members since 2015, and the Vice Chairman position has been 
vacant since April 2018.91 Further, with the recent change in the Administration, the 
Board members from the Office of the Comptroller of the Currency and the Bureau of 
Consumer Financial Protection recently changed. Although the FDIC Board may 
delegate certain powers to officers of the FDIC, the FDIC Board members should 
exercise their oversight responsibilities, remain informed about FDIC activities, and 
review relevant documentation and financial statements.92 

An important role for Board oversight is the Agency’s ERM program.93 ERM provides an 
entity-wide view of the full spectrum of internal and external risks to an organization.94 

An entity-wide assessment of risk allows boards and management to effectively allocate 
resources, prioritize and proactively manage risk, improve the flow of risk information to 
decision makers, and work towards successful accomplishment of their missions. 

Data is the foundation for strong governance and an effective ERM program.95 The 
FDIC should have accurate, reliable, and comprehensive data collection at each level of 
the organization in order to allow the Board, senior Executives, and Managers to 
monitor, oversee, and manage risk at the enterprise, as well as at the program level. 

The pandemic presents unique challenges to the FDIC’s ERM.  For example, FDIC 
Board Members and Executives had to quickly identify and understand the many varied 
risks associated with the pandemic. These risks include those associated with the 
health, safety, and security of FDIC personnel and operations; the proper reconstitution 

87 American Bar Association, Business Law Today, The Interplay Between Corporate Governance Issues 
and Litigation: What is Corporate Governance and How Does it Affect Litigation?, (December 20, 2016). 
88 Organization for Economic Co-operation and Development (OECD), G20/OECD Principles of Corporate 
Governance, (2015). 
89 12 U.S.C. § 1812(a)(1) (2019). 
90 12 U.S.C. § 1812(a)(1) (2019); FDIC, Bylaws of the FDIC, (2018).  Technically designated the 
Chairperson and Vice Chairperson in the statute and bylaws, it is longstanding FDIC practice to refer to the 
positions as Chairman and Vice Chairman.  No more than three members of the Board may be from the 
same political party, and one member “shall have State bank supervisory experience.” 
91 American Banker, Pressure Grows on Administration to Fill Fed, FDIC Seats, (November 3, 2019). 
92 Bylaws of the Federal Deposit Insurance Corporation, Adopted by the Board of Directors, 
(September 17, 2019); Wyoming Law Review, Director Oversight and Monitoring:  The Standard of Care 
and the Standard of Liability Post-Enron, (2006). 
93 ERM is a governance issue that falls within the oversight responsibility of boards of directors.  See 
Harvard Law School Forum on Corporate Governance and Financial Regulation, Risk Management and the 
Board of Directors, (March 20, 2018). 
94 Committee of Sponsoring Organizations of the Treadway Commission, Enterprise Risk Management 
Integrating with Strategy and Performance, (June 2017). 
95 Moody’s Analytics, Enterprise Risk Management: The Critical importance of Data, (May 27, 2014). 

https://program.95
https://organization.94
https://program.93
https://statements.92
https://Director.90
https://stakeholders.88
https://operated.87
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Aligning Enterprise Risk Management with Best Practices

of an office environment following an extended period of remote work; appropriate 
flexibilities for the workforce; a framework for the Agency’s future protocols and culture 
to connect the organization; the effectiveness of the Agency’s remote bank examinations 
and closures of failed banks; cybersecurity measures with personnel working remotely; 
capabilities to communicate in a virtual environment and use collaboration tools; and 
communications strategies for the Board’s oversight of management and management’s 
oversight of employees’ work and performance.96 

Aligning Enterprise Risk Management with Best Practices 

According to OMB Circular Number A-123, Management’s Responsibility for Enterprise 
Risk Management and Internal Control, ERM is “an effective Agency-wide approach to 
addressing the full spectrum of the organization’s external and internal risks by 
understanding the combined impact of risks as an interrelated portfolio, rather than 
addressing risks only within silos.”97 The OMB requires that Federal agencies 
implement ERM to assist agencies in identifying, assessing, and mitigating internal and 
external risks.98 Key components of ERM include:  a Risk Appetite, Risk Tolerance, Risk 
Inventory, and Risk Profile.99 

The FDIC Board appointed the FDIC’s Operating Committee as the “focal point” for the 
coordination of risk management at the FDIC. The Operating Committee is comprised of 
Division and Office Directors and Deputies to the Chairman. The FDIC further 
designated the Operating Committee as the FDIC’s Risk Management Council and the 
oversight body for ERM.100 

In our OIG evaluation, The FDIC’s Implementation of Enterprise Risk Management (July 
2020) (ERM Report), we assessed the FDIC’s implementation of ERM against relevant 
criteria and best practices. We reported that the FDIC needed to establish a clear 
governance structure, and clearly define authorities, roles, and responsibilities related to 
ERM. Importantly, the FDIC did not clearly articulate in its policies and procedures how 
the Operating Committee, as the FDIC’s designated Risk Management Council, 
performs its responsibilities. We also found that the FDIC had not clearly defined the 
roles, responsibilities, and processes of other risk committees and groups involved in 
ERM, including the FDIC Board. 

As a result, we determined that ERM was not fully implemented at the FDIC, and, 
therefore, proper execution of program activities, roles, and responsibilities has yet to 
take place. Without a clear governance structure over ERM, the FDIC cannot ensure 
that ERM will fully mature and be integrated into the Agency and its culture.  If ERM is 

96 Harvard Law School Forum on Corporate Governance, COVID-19 and Corporate Governance:  Key 
Issues for Public Company Directors, (April 29, 2020); EY, COVID-19:  Five ways boards can help 
businesses improve their resilience, (April 23, 2020). 
97 OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and Internal 
Control, (July 15, 2016). 
98 OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and Internal 
Control, (July 15, 2016). 
99 Risk Appetite is the risk an organization is willing to accept in pursuit of its mission; risk tolerance is the 
acceptable level of variance in performance relative to the achievement of objectives; risk inventory is a list 
of the risks facing the agency; and a risk profile is a prioritized inventory of significant risks identified and 
assessed by an agency through its risk assessment process. 
100 FDIC Directive 4010.3, Enterprise Risk Management and Internal Control Program, (October 25, 2018). 

https://Profile.99
https://risks.98
https://performance.96
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Ensuring and Maintaining Quality Data for Risk Oversight

not fully matured and integrated into the Agency, there is a risk that the FDIC may not 
develop a comprehensive portfolio view of risk that would allow the FDIC to make 
efficient and effective decisions related to strategic planning, resource allocation, policy, 
and operations. We made eight recommendations to the FDIC to improve its ERM 
program. FDIC officials recently provided information indicating how the FDIC plans to 
address these recommendations, including revised Standard Operating Procedures. As 
of the date of this document, we are reviewing the information provided in order to 
assess whether the FDIC’s proposed corrective actions align with our findings and 
satisfy the recommendations. 

The ERM framework incorporates an agency’s internal controls because controls are 
developed to mitigate risks.101 As noted by the GAO in its FDIC financial statement 
auditor’s report included in this Annual Report, the FDIC was found to have a significant 
internal control deficiency over financial reporting related to contract payment review 
processes. A significant deficiency is a deficiency, or combination of deficiencies, in 
internal control that is less severe than a material weakness, yet important enough to 
merit the attention of those charged with governance. Without adequate contract 
payment review processes, the FDIC cannot reasonably assure that internal controls 
over contract payments are operating effectively, thereby increasing the risks that 
improper payments could occur and misstate the financial statements. 

Additionally, another report reflects the need for the FDIC to instill ERM as part of the 
FDIC’s culture and to ensure the full and comprehensive consideration of risks facing the 
Agency. In our evaluation report, The FDIC’s Personnel Security and Suitability 
Program (January 2021), we found that the FDIC’s ERM program did not fully address 
the level of risk in its Personnel Security and Suitability Program (PSSP). Specifically, 
we did not believe that the FDIC’s risk assessment fully considered the various risks 
identified in our evaluation results, including operational, compliance, reporting, and 
reputational risks. For example, the FDIC was aware of programmatic failures to 
remove high-risk IT and armed guard contractors who had unfavorable adjudications. 
However, the FDIC did not integrate these programmatic shortcomings into its 
assessment of program risk. 

On December 15, 2020, the FDIC announced an organizational change to make the 
Office of Risk Management and Internal Controls an independent office, and have the 
Chief Risk Officer report directly to the Deputy to the Chairman and Chief Financial 
Officer. 

Ensuring and Maintaining Quality Data for Risk Oversight 

FDIC Board members, Executives, and Managers need quality data to properly oversee 
the Agency and its Divisions, Offices, programs, and operations. Quality data should 
include at least the following five dimensions: accuracy, completeness, consistency, 
timeliness, and validity. 

In several recent OIG reports, we found that FDIC systems data did not afford the FDIC 
with accurate, complete, reliable, and comprehensive data and information in order to 
effectively oversee Agency programs and operations. 

101 Committee of Sponsoring Organizations of the Treadway Commission, FAQs for COSO Enterprise Risk 
Management – Integrated Framework. 
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Timely Implementation of Corrective Actions

 FDIC’s Personnel Security and Suitability Program (January 2021). We found 
that missing and inaccurate data impacted the ability of FDIC management to 
monitor the program.  For example, FDIC systems did not contain preliminary 
approval dates and results for a total of 787 employees and contractors for the 
period from 1994 to 2019.  Preliminary approval is required before the FDIC 
grants employees and contractors access to FDIC facilities and IT systems. We 
also found that FDIC systems did not accurately reflect contractors’ position risk 
levels.  Absent risk levels, the FDIC cannot ensure that it conducts appropriate 
background investigations for contractors employed at the FDIC. 

 Contract Oversight Management (October 2019). We found that the FDIC was 
overseeing acquisitions on a contract-by-contract basis rather than on a portfolio 
basis and did not have an effective contracting management information system 
to readily gather, analyze, and report portfolio-wide contract information across 
the Agency.  In addition, we found that the FDIC’s contracting system did not 
maintain certain key data in a manner necessary to conduct historical trend 
analyses, plan for future acquisition decisions, and assess risk in the FDIC’s 
awarded contract portfolio.  As a result, FDIC Board members and other senior 
management officials were not provided with a portfolio-wide view or the ability to 
analyze historical contracting trends across the portfolio, identify anomalies, and 
perform ad hoc analyses to identify risk or plan for future acquisitions. 

In 2019, the FDIC launched an Enterprise Data Governance Initiative to assess the 
Agency’s data quality and availability.102 The FDIC also created a new Chief Data 
Officer position to lead the FDIC’s data strategy. The Chief Data Officer will aim to 
develop and maintain the FDIC’s data inventory and support the FDIC’s move towards 
using artificial intelligence and machine learning.103 The FDIC continues to work 
towards improving data quality at the Agency. 

The FDIC relies on data to make mission-critical decisions from program assessments 
and staffing analytics to projections for bank failures and losses to the Deposit Insurance 
Fund.  Absent quality data, the FDIC Board and its Executives, Managers, and staff may 
make decisions based on faulty or incomplete information. These decisions may impact 
the effectiveness of the FDIC’s mission execution. 

Timely Implementation of Corrective Actions 

OIG audits and evaluations strive to prevent, deter, and detect waste, fraud, abuse, and 
mismanagement in the FDIC’s programs and operations and to promote economy, 
efficiency, and effectiveness at the Agency. Our reports include recommendations 
addressed to FDIC management to address and mitigate program shortcomings, 
deficiencies, and vulnerabilities.  In recent reports, we have noted instances where we 
found deficiencies or vulnerabilities in FDIC programs and operations that were similar to 
those identified in prior reports.  These examples indicate that the previous corrective 
actions either were not sufficient to correct the underlying issues or were not supported 
and maintained over time. As a result, program deficiencies and vulnerabilities persist 
over many years. 

102 FDIC, 2019 Annual Report. 
103 FDIC, CIO Organization Strategic Plan 2020-2023: FDIC Business Challenges. 
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 The FDIC Personnel Security and Suitability Program (January 2021). In our 
2021 Report, we found that the FDIC’s PSSP was not fully effective despite prior 
reports identifying similar program shortcomings and recommending comparable 
program changes. We found that the FDIC was still working to implement 
process changes to address findings from our 2014 evaluation report,104 nearly 
7 years ago.  Specifically, we continued to identify repetitive problems with 
program data reliability, missing documentation, timeliness of processes, and a 
matching of background investigations with position risk. Our 2014 report 
included 10 recommendations to strengthen controls in program administration, 
oversight of contractor personnel, records management, and information systems 
reliability and controls. The FDIC closed these recommendations without further 
review by the OIG.105 In 2013, the FDIC engaged a contractor to assess the 
status of the FDIC’s PSSP, and the contractor found similar concerns related to 
lost and misplaced data, multiple systems that were not interconnected, and an 
inability to determine the status of contractor background investigations. 

 The FDIC’s Implementation of Enterprise Risk Management (July 2020). In our 
2020 report, we found that the FDIC had not fully implemented an ERM program 
despite prior reports that identified and recommended program changes. Our 
2020 evaluation was the third report within the last 13 years that included 
recommendations for the FDIC’s implementation of an ERM program. In 2010, 
the FDIC engaged a consulting firm to evaluate its risk management practices. 
The consulting firm identified several gaps in the FDIC’s risk management 
structure and recommended that the FDIC should establish a centralized, 
independent risk management organization; assign responsibility to the 
Chairman and Board of Directors to provide oversight of the Agency’s risk 
management program; and develop comprehensive policies and guidelines to 
govern day-to-day risk management. 

Also, in 2007, we issued a report entitled, The FDIC’s Internal Risk Management 
Program (November 2007), finding that the FDIC’s approach to focus solely on 
internal risks was contrary to the ERM Framework. The report made seven 
recommendations intended to address the variances between FDIC practices 
and approaches and those advocated by the ERM Framework and applicable 
guidance; and to add clarity and structure to ERM. The FDIC, at that time, 
agreed with two of the seven recommendations and non-concurred with five 
recommendations. 

 The FDIC’ Information Security Program—2020 (November 2020). We found 
that the FDIC had not addressed a recommendation made in our earlier report, 
Audit of the FDIC’s Information Security Program—2016, to take appropriate 
steps to ensure that Data Communications Plans of Action and Milestones 
(POA&M) are addressed in a timely manner. A POA&M is a management tool 
used by agency Chief Information Officers, security personnel, program officials, 
and others to track the progress of corrective actions pertaining to security 
vulnerabilities identified through security control assessments and other sources. 

104 OIG Report, The FDIC’s Personnel Security and Suitability Program, (August 2014). 
105 At that time, the FDIC closed recommendations without OIG review of the corrective actions.  The OIG 
did not review all corrective actions before recommendations were closed.  The OIG has since revised its 
processes, and the OIG now reviews all corrective actions to determine whether the FDIC’s actions satisfy 
the recommendation and therefore it can be considered closed. 
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Improved Oversight of IT Initiatives

POA&Ms assist agencies in identifying, assessing, prioritizing, and monitoring 
the progress of corrective actions pertaining to security vulnerabilities.  Open 
POA&Ms indicate that the FDIC has not completed action to remediate identified 
vulnerabilities. 

Improved Oversight of IT Initiatives 

IT governance provides organizations with a structured decision-making process 
underlying IT investment decisions and promotes accountability, due diligence, and the 
efficient and economic delivery of IT services.106 When an organization does not 
maintain effective governance over its IT functions and operations, it can lead to 
negative results, including investments that do not align with the organization’s mission, 
goals, or objectives; information systems that do not satisfy stakeholder needs; and IT 
projects that do not meet cost, schedule, or performance expectations. 

In our report, Governance of the FDIC’s Mobile Device Management Solution 
(December 2020), we assessed the adequacy of the FDIC’s governance over a cloud-
based mobile device management (MDM) solution to secure and manage smartphones 
and tablets. On October 4, 2019, the FDIC awarded a contract valued at $965,000, and 
in November 2019, the FDIC decided to terminate the contract, because the FDIC could 
not validate whether the MDM solution satisfied FDIC security requirements.  Although 
the MDM project team coordinated with FDIC IT governance bodies, the Chief 
Information Officer Organization (CIOO) did not: 

 Identify elevated and growing risks associated with the proposed MDM solution 
in reports describing the health and status of the project that were provided to 
CIOO Executives and other FDIC stakeholders; 

 Resolve security concerns identified by the Office of the Chief Information 
Security Officer prior to procuring the proposed MDM solution; or 

 Establish roles and responsibilities in its procedures for managing the use of 
Limited Authorizations to Operate (ATO).107 

In addition to internal and contractor resources expended on the project, the FDIC 
compensated the vendor $343,533 for the proposed MDM solution. The FDIC never 
used the solution for which it had signed a contract to purchase. We made five 
recommendations to improve the FDIC’s identification, assessment, and prompt 
reporting of project risks.  By implementing our recommendation to require the 
concurrence of security and privacy officials before procuring new technologies, the 
FDIC can put $361,533 to better use. 

In our OIG audit, The FDIC’s Governance of Information Technology Initiatives 
(July 2018), we found that the FDIC faced a number of challenges and risks related to 
the governance of its IT initiatives.  For example, the FDIC did not fully develop a 

106 See IT Governance Institute, Board Briefing on IT Governance, 2nd Edition. The IT Governance Institute 
is a nonprofit corporation that conducts research on global IT governance practices. The organization helps 
leaders understand how effective governance can assist in ensuring that IT supports business goals, 
optimizes IT-related business investment, and appropriately manages IT-related risks and opportunities. 
107 According to NIST SP 800-37, Revision 2, Risk Management Framework for Information Systems and 
Organizations:  A System Life Cycle Approach for Security and Privacy, (December 2018), Authorizing 
Officials may issue an ATO or an Interim Authority to Test when authorizing their information systems to 
operate.  FDIC guidance refers to an Interim Authority to Test as a Limited ATO. 
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strategy to move IT services and applications to the cloud or obtain the acceptance of 
key FDIC stakeholders before taking steps to initiate cloud migration projects. The FDIC 
also had not implemented an effective Enterprise Architecture to guide the three IT 
initiatives we reviewed or the FDIC’s broader transition of IT services to the cloud. The 
FDIC continues to work towards implementing one of our recommendations to identify 
and document IT resources and expertise needed to execute the FDIC’s IT Strategic 
Plan. 

The FDIC should ensure the establishment and proper function of its governance 
processes, including ERM.  Effective governance allows the FDIC to assess and 
address risk and ensure consistent, nationwide, implementation of policies to fulfill the 
FDIC’s mission. Quality data is a critical component to assess risk and measure the 
effectiveness of these governance activities. The FDIC should also ensure that 
corrective actions are taken and sustained to confirm that FDIC program weaknesses 
are remedied. 

Challenge 6: Augmenting the FDIC’s 
Sharing of Threat Information 

Financial institutions and the FDIC both face a number of significant threats to their integrity, 
including the recent pandemic.  Sharing threat information is critical to ensuring that banks and 
examiners have the necessary information to protect financial institutions, the banking sector, 
and the economy. Timely and actionable threat information allows bank management to 
mitigate risks and thwart dangers, and prompts the FDIC to adjust supervisory strategies in a 
timely fashion. Understanding the emerging threat landscape across all banks provides 
examiners with context to review a bank’s processes.  Also, threat information provides FDIC 
policy makers with perspective and context to adjust supervisory policies and examination 
procedures. Without effective threat information sharing, policy makers, bank examiners, and 
bank management may be unaware of threats that could affect the integrity, safety, and 
soundness of financial institutions. 

The Cybersecurity and Infrastructure Security Agency identified consumer and 
commercial banking as a National Critical Function, defined as functions of the 
Government and private sector “so vital to the United States that their disruption, 
corruption, or dysfunction would have a debilitating effect on security, national economic 
security, national public health or safety, or any combination thereof.”108 CISA further 
recognized funding and liquidity services as a National Critical Function as well. 

A report by the Carnegie Endowment for International Peace identified numerous 
Information sharing gaps among the financial, national security, and diplomatic 
communities.109 The report noted that financial regulatory authorities around the world 

108 DHS Cybersecurity and Infrastructure Security Agency, National Critical Functions – An Evolved Lens for 
Critical Infrastructure Security and Resilience, (April 30, 2019). 
109 Carnegie Endowment for International Peace, International Strategy to Better Protect the Financial 
System Against Cyber Threats, (November 18, 2020). 
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The FDIC’s Sharing of Threat Information with Banks

must regularly interact with law enforcement and national security agencies whose 
involvement is necessary to tackle cybersecurity threats.110 

Collection and sharing of threat information is a key requirement to support National 
Critical Functions such as the banking system.111 According to NIST guidance, the 
benefits of information sharing include:  shared situational awareness, improved security 
posture, knowledge maturation, and greater defensive agility.112 Information sharing 
also allows organizations to leverage “knowledge, expertise, and capabilities … to gain a 
more complete understanding of threats” and allow for threat-informed decision 
making.113 Further, multiple sources of threat information can allow an organization to 
enrich existing information and make it actionable.  NIST guidance also recognized that 
threat information sharing should be multi-directional among Federal agencies and 
respective private-sector stakeholders.114 

In its Annual Report for 2020, FSOC recognized the critical importance of sharing threat 
information with the Financial Services Sector and among Federal Government 
agencies.115 Further, in its report, Semiannual Risk Perspective (Spring 2020), the OCC 
encouraged banks to monitor information provided by law enforcement and international 
organizations regarding the “ways criminals are adapting scams and money laundering 
techniques to exploit vulnerabilities created by the pandemic.”116 

Threat information about money laundering is particularly important to banks, because 
the Bank Secrecy Act requires that banks help Government agencies detect and prevent 
money laundering by, among other things, having effective compliance programs to 
monitor and report suspicious activities. FinCEN recently issued an advisory to banks to 
encourage information sharing related to transactions that may involve terrorist financing 
or money laundering.117 Specifically, the advisory provided banks with potential 
indicators of ransomware and money laundering activities because of the critical role 
banks play in the collection of ransomware payments. 

The FDIC’s Sharing of Threat Information with Banks 

Banks are required to have “a means to collect data on potential threats that can assist 
management in its identification of information security risks.”118 Threat information 
allows banks to combat and mitigate threats.119 Also, since threat actors often attack 
more than one organization in an industry, information sharing among organizations in a 

110 Carnegie Endowment for International Peace, International Strategy to Better Protect the Financial 
System Against Cyber Threats, (November 18, 2020). 
111 DHS defines a threat as “a natural or man-made occurrence, individual, entity, or action that has or 
indicates the potential to harm life, information, operations, the environment and/or property.”  DHS, DHS 
Risk Lexicon, (September 2008).  DHS Cybersecurity and Infrastructure Security Agency, National Critical 
Functions – An Evolved Lens for Critical Infrastructure Security and Resilience, (April 30, 2019). 
112 NIST, Special Publication 800-150, Guide to Cyber Threat Information Sharing, (October 2016). 
113 NIST, Special Publication 800-150, Guide to Cyber Threat Information Sharing, (October 2016). 
114 NIST, Special Publication 800-150, Guide to Cyber Threat Information Sharing, (October 2016). 
115 FSOC, 2020 Annual Report. 
116 OCC, Semiannual Risk Perspective, (Spring 2020). 
117 Financial Crimes Enforcement Network, Advisory on Ransomware and the Use of the Financial System 
to Facilitate Ransom Payments, (October 1, 2020). 
118 FFIEC, Business Continuity Planning Booklet, Risk Assessment, (available on the FFIEC website).
119 FS-ISAC, Threat Information Sharing and GDPR:  A Lawful Activity that Protects Personal Data. 
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particular sector, in real time, may warn other entities and allow them to address and 
mitigate vulnerabilities.120 

Federal law required the Director of National Intelligence and other Federal agencies to 
issue procedures to facilitate and promote threat information sharing.121 In February 
2016, procedures were outlined for Federal agencies to share unclassified and classified 
cybersecurity information with non-Federal entities, such as financial institutions.122 

These procedures require that Federal Government agencies make every reasonable 
effort to share cyber threat information on a timely basis. When threat information is 
classified, the procedures encourage Federal agencies to “downgrade, declassify, 
sanitize or make use of tearlines to ensure dissemination of threat information to the 
maximum extent possible.”123 

The Federal Financial Institutions Examination Council (FFIEC)124 recommends that 
financial institutions should receive threat information from multiple sources.  For 
example, the FFIEC recommends that banks join the Financial Services Information 
Sharing and Analysis Center (FS-ISAC). ISACs serve as a central resource for member 
organizations to gather and exchange cyber-threat information. Financial institutions are 
encouraged to use FS-ISAC and other resources to “monitor cyber threats and 
vulnerabilities and to enhance their risk management and internal controls.”125 The 
FFIEC also encourages banks to collect and gather information from the FBI, the 
Cybersecurity and Infrastructure Security Agency, and the U.S. Secret Service Cyber 
Fraud Task Force.126 

FDIC examination guidance requires that examiners evaluate banks’ processes for 
obtaining and assessing threat information. Examiners may face challenges in 
assessing whether the threat information received by a bank is sufficient to assess the 
effectiveness of banks’ threat identification and mitigation processes if banks do not 
receive information from FFIEC-recommended sources. 

120 FS-ISAC, Threat Information Sharing and GDPR:  A Lawful Activity that Protects Personal Data. 
121 The Cybersecurity Information Sharing Act (2015). 
122 Office of the Director of National Intelligence, DHS, Department of Defense, and Department of Justice, 
Sharing of Cyber Threat Indicators and Defensive Measures by the Federal Government under the 
Cybersecurity Information Sharing Act of 2015, (February 16, 2016). 
123 Intelligence Community Directive 209, Tearline Production and Dissemination, (September 6, 2012), 
defines tearlines as “portions of an intelligence report or product that provide the substance of a more highly 
classified or controls report without identifying sensitive sources, methods, or other operational information.” 
124 The FFIEC was established on March 10, 1979, pursuant to title X of the Financial Institutions Regulatory 
and Interest Rate Control Act of 1978, Public Law 95-630.  The Council is an interagency body empowered 
to prescribe uniform principles, standards, and report forms for the Federal examination of financial 
institutions by the Board of Governors of the Federal Reserve System, the FDIC, the National Credit Union 
Administration, the OCC, and the Bureau of Consumer Financial Protection and to make recommendations 
to promote uniformity in the supervision of financial institutions. FFIEC, Cybersecurity and Threat and 
Vulnerability Monitoring and Sharing Statement, (November 3, 2014). 
125 FFIEC, Cybersecurity and Threat and Vulnerability Monitoring and Sharing Statement, (November 3, 
2014). 
126 See FFIEC, Cybersecurity and Threat and Vulnerability Monitoring and Sharing Statement, (November 3, 
2014).  Banks can connect to the FBI’s Infraguard system in a partnership between the FBI and the private 
sector to provide, among other things, information sharing.  The Cybersecurity and Infrastructure Security 
Agency provides alerts and education concerning cybersecurity.  The U.S. Secret Service Cyber Fraud Task 
Force aims to improve information sharing and best practices on investigations of financially motivated 
cybercrime. 
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Creating a Framework to Share Threat Information with Examiners and Policy
Makers

Limited Requirements for Banks to Report Cyber Threats

Source: OIG Analysis of FDIC Threat Sharing. 

Creating a Framework to Share Threat Information with Examiners and Policy 
Makers 

The key to the exchange of threat information is establishing and implementing a 
framework for sharing threat Figure 2: Threat Sharing Lifecycle at the FDIC 
information.  As shown in Figure 
2, we identified four phases of a 
threat information sharing 
framework based upon a review of 
the best practices from 
Government and other authoritative 
sources. 
It is important that examiners and 
policy makers are aware of threats 
facing financial institutions to 
identify gaps in banks’ threat 
analyses and to adjust examination 
policies for emerging threats. 

Certain FDIC staff at Headquarters 
have access to specific threat 
information held by the U.S. 
Government, and much of the information is confidential and sensitive. The FDIC, 
however, should have procedures in place to share such threat information effectively. 
Without formal processes, the FDIC cannot assess whether it is appropriately acquiring, 
analyzing, and disseminating timely threat information to banks and to FDIC examiners 
and policy makers. 

Absent a threat information sharing framework, the FDIC leaves threat information 
acquisition, analysis, dissemination, and feedback to the discretion of a limited number 
of employees. In addition, it is important that staff charged with threat sharing 
responsibilities have received the proper guidance, procedures, background, and 
training to conduct thorough analysis of the information, assess the risks to financial 
institutions, and disseminate the information to other FDIC personnel who need to know. 

Moreover, the FDIC faces challenges in transmitting relevant information from classified 
sources to key examiners and policy makers in Regional and Field Offices.  In order to 
access, store, and handle classified information, FDIC policy makers and examiners 
either must have relevant security clearances and secure facilities—or alternatively, the 
FDIC must have processes in place to distribute similar information that is available in an 
unclassified format to policy makers and examiners. We have work ongoing to assess 
the effectiveness of the FDIC’s threat sharing efforts. 

Limited Requirements for Banks to Report Cyber Threats 

The FDIC should be aware of cyber incidents targeted towards insured banks. For 
example, we identified two instances in which FDIC-supervised financial institutions fell 
victim to ransomware attacks but did not notify the FDIC. In one instance, the FDIC did 
not learn about the attack until state examiners discovered it during an examination.  In 
the second instance, the FDIC did not learn about the attack until after the institution 
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disclosed it in a Suspicious Activity Report (SAR) filed with FinCEN.  While these 
mechanisms may provide information about cyberattacks, they are not designed to 
ensure prompt and timely notification to the FDIC (or other primary federal regulators) 
about cyber incidents affecting the safety and soundness of institutions.127 

In addition, threats are rarely specific to one organization.128 The Federal Reserve Bank 
of Boston’s Cyber Threat Sharing Forum notes that “a malicious actor often uses the 
same tactics and techniques that they’ve used to attack one financial institution on the 
next, and so on.”129 A threat to one bank also has the potential to affect numerous 
banks through interconnected systems, such as shared TSPs. 

The Interagency Guidelines Establishing Information Security Standards130 (Interagency 
Guidelines) state that every financial institution should develop and implement a 
Response Program to address incidents of unauthorized access to customer information 
whether at the bank or the institution’s TSP.131 According to the Interagency Guidelines 
and supplemental guidance, an institution’s Response Program should include 
procedures for “notifying its primary Federal regulator as soon as possible when the 
institution becomes aware of an incident involving unauthorized access to or use of 
sensitive customer information.”  However, this reporting requirement applies only to 
incidents that compromised customer information. Federal regulations did not address 
reporting to Federal bank regulators for other types of destructive cyber incidents that 
could jeopardize the safety and soundness of an institution. Further, the FFIEC 
recommended, but Federal regulators did not require, that financial institutions that were 
victims of cyberattacks involving extortion notify their primary regulator.132 

On April 30, 2020, we issued a Management Advisory Memorandum to the FDIC noting 
the absence of a Federal requirement for banks to promptly report instances of 
disruptive or destructive cyber incidents to Federal banking regulators.  Such a 
requirement would provide the FDIC and other Federal banking regulators consistent 
information to assess threats and implement supervisory actions in a timely manner. 
This information would also assist the FDIC in its role as receiver for failed financial 
institutions, as it would allow for timely preparation for a potential resolution especially as 
cyberattacks can rapidly impact a bank’s operations. 

127 Institutions are required to file a SAR within 30 calendar days following initial detection of facts triggering 
the SAR filing requirement. The SAR filing deadline may be extended an additional 30 days (up to a total of 
60 calendar days) if no suspect is identified.  12 C.F.R. § 353.3. 
128 American Bar Association, SciTech Lawyer, Threat Sharing Under GDPR, (Spring 2019). 
129 Federal Reserve Bank of Boston, Cyber-threat Sharing Forum Fosters Open Dialogue, Non-competitive 
Environment, Financial Services Organizations Share Information to Thwart Cybercrime, 
(October 24, 2017). 
130 Interagency Guidance on Response Programs for Unauthorized Access to Customer Information and 
Customer Notice, Part 364, App. B (Supp. A). The FDIC, OCC, Board of Governors of the Federal Reserve 
System (FRB), and former Office of Thrift Supervision (OTS) issued this supplemental guidance to interpret 
the requirements of section 501(b) of the Gramm-Leach-Bliley Act and the Interagency Guidelines.  The 
Interagency Guidelines are promulgated by the FDIC, OCC, FRB, and former OTS. The FDIC published the 
Interagency Guidelines for the entities subject to its jurisdiction in 12 CFR Part 364, App. B and 12 CFR Part 
391, subpart B, App. B. 
131 12 CFR Part 364 defines customer information as any record containing non-public personal information 
about a customer that is maintained by or on behalf of the institution. 
132 FFIEC Joint Statement, Cyber Attacks Involving Extortion, (November 2015). 
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In response to our Management Advisory Memorandum, on December 15, 2020, the 
FDIC, Department of the Treasury, and Federal Reserve issued a notice of proposed 
rulemaking requiring banks to notify their primary banking regulator of computer-
security-related incidents.133 The proposed rule requires that banks report an incident 
“as soon as possible and no later than 36 hours after the banking organization believes 
in good faith that the incident occurred.” Further, the proposed rule would require that 
TSPs notify affected banking organizations immediately when the TSP experiences 
computer security incidents that materially disrupt, degrade, or impair provided services. 

The sharing of threat information enhances the resiliency of the banking sector by 
allowing bank management to identify and thwart threats. The FDIC should ensure that 
banks, examiners, and policy makers receive timely and actionable threat information to 
mitigate threats and to adjust supervisory strategies to address emerging risks. 

Challenge 7: Supporting Diversity 
in Banking 

Access to the financial system by minority communities is vital to fostering economic prosperity. 
Minority communities and businesses have suffered significantly during the pandemic. The 
FDIC plays an important role to support Minority Depository Institutions that serve and promote 
minority and low- and moderate-income communities. This work can be enhanced with the 
FDIC’s continued commitment to diversity and inclusion in the Federal regulatory process, which 
is critical for the FDIC to foster greater financial inclusion for all Americans. 

Federal financial regulators can influence economic inclusion through their support of 
Minority Depository Institutions (MDI).134 MDIs promote the economic viability of 
minority and underserved communities and foster financial inclusion by expanding credit 
to give more Americans the opportunity to build businesses, afford higher education, 
achieve homeownership, and create strong, vibrant communities.135 

Minority-owned businesses have been disproportionately affected by the pandemic. 
According to a study by the Federal Reserve Bank of New York (FRB-NY), the number 
of active small businesses fell by 22 percent between February and April 2020. African 
American businesses suffered a 41-percent drop, Latinx businesses fell by 32 percent, 
and Asian businesses decreased by 26 percent.136 

133 Computer-Security Incident Notification Requirements for Banking Organizations and Their Bank Service 
Providers, 86 Fed. Reg. 2299 (January 12, 2021). 
134 MDIs include Federally-insured depository institutions where 51 percent or more of the bank’s voting 
stock is owned by minority individuals who are citizens or permanent legal residents of the United States; 
and/or a majority of the institution’s Board of Directors is minority and the community that the institution 
serves is predominantly minority. 
135 cnbc.com, Black Families have 10 times less wealth than whites and the gap is widening – here’s why 
(December 19, 2018); see also McKinsey & Co., The case for accelerating financial inclusion in black 
communities, (February 25, 2020). 
136 Federal Reserve Bank of New York, Double Jeopardy:  COVID-19’s Concentrated Health and Wealth 
Effects in Black Communities, (August 2020). 

https://cnbc.com
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In addition, according to the FRB-NY, the Federal Government’s PPP loans designed to 
assist small businesses reached only 20 percent of eligible companies in states with the 
highest numbers of African American-owned businesses.137 The FRB-NY stated that 
this coverage gap is the result of minority businesses lacking established banking 
relationships or representing only a small portion of community banks’ market share.138 

Such disparities emphasize the role financial regulators play in influencing and 
enhancing financial inclusion for all Americans through the requirements of the 
Community Reinvestment Act (CRA)139 and fulfilling the goals of the Financial 
Institutions Reform, Recovery, and Enforcement Act of 1989 (FIRREA).140 

The FDIC’s activities in support of FIRREA include facilitating partnerships to provide 
outreach, technical assistance, education, and training to MDIs; encourage the creation 
of new MDIs; facilitate the preservation of the minority character if an MDI fails; and 
advocate for MDIs through research and highlighting the important role these banks play 
in their communities. The CRA is intended to encourage financial institutions to help 
meet the credit needs of the communities in which they operate, including low- and 
moderate-income neighborhoods, consistent with safe and sound banking operations. 

Also, members of minority communities face challenges in accessing banking services. 
The FDIC Chairman noted that: 

Despite meaningful improvements in recent years, the rates for black and 
Hispanic households who do not have a checking or savings account at a bank 
remain substantially higher than the overall ’unbanked’ rate. Similarly, black and 
Hispanic households are less likely to have mainstream credit (i.e., credit 
products that are likely reported to credit bureaus) across all income levels. And 
savings rates remain lower among these households, which results in greater 
difficulty dealing with unexpected expenses.141 

The FDIC recognized the importance of expanding access to quality financial services. 
In a 2019 study, How America Banks: Household Use of Banking and Financial 
Services, the FDIC found that 5.4 percent (about 7.1 million) of U.S. households lacked 
a checking or savings account at an insured financial institution.142 This was the lowest 
unbanked rate since the survey began in 2009. Minority households were more likely to 
be among the unbanked.  For example, 13.8 percent of Black households and 12.2 of 
Hispanic households were unbanked in 2019 compared to 2.5 percent of White 
households. 

Notwithstanding this improvement, the FDIC predicted that the rapid and dramatic 
increase in the unemployment rate due to the pandemic will result in an increase in the 

137 Federal Reserve Bank of New York, Double Jeopardy:  COVID-19’s Concentrated Health and Wealth 
Effects in Black Communities, (August 2020). 
138 Federal Reserve Bank of New York, Double Jeopardy:  COVID-19’s Concentrated Health and Wealth 
Effects in Black Communities, (August 2020). 
139 12 U.S.C. 2901, et seq.; see also 12 C.F.R. Parts 25, 228, 345, and 195 (implementing regulations). 
140 See FDIC Policy Statement Regarding Minority Depository Institutions, 67 Fed. Reg. 18620 
(April 16, 2002).
141 Jelena McWilliams, FDIC Chairman, Keynote speech before the University of Chicago Law School and 
American Financial Exchange Webinar on The Role of Minority Depository Institutions and Innovation in the 
Age of COVID-19, Creating a Financial System of Inclusion and Belonging, (August 26, 2020). 
142 FDIC, How America Banks: Household Use of Banking and Financial Services – 2019 FDIC Survey. 
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Supporting Minority Depository Institutions

unbanked rate from its level just before the pandemic.143 This forecast was based upon 
two considerations: (1) changes in the socioeconomic circumstances of U.S. 
households have contributed to changes in the unbanked rate; and (2) the unbanked 
rates have been higher among certain segments of the population, including lower-
income households, unemployed households, and households with volatile income. 
From the peak of the unbanked rate in 2011 to the lowest unbanked rate in 2019, 
approximately two-thirds of the decline was associated with improvements in the 
socioeconomic circumstances of U.S. households. Relevant to the current economic 
conditions resulting from the pandemic, the FDIC noted in its most recent unbanked 
Americans report that a recent disruption resulting in significant income loss or job loss 
is a contributing event resulting in households becoming unbanked.144 

Supporting Minority Depository Institutions 

MDIs play a vital role in assisting minority and under-served communities.  MDIs are 
resources to foster the economic viability of these communities by providing banking and 
credit services. The primary challenge for the FDIC is to measure the effectiveness of 
its efforts in supporting MDIs, including the assistance provided to under-served, 
unbanked, and underbanked communities. 

The FDIC plays an important role in preserving and promoting MDIs. In our report, 
Minority Depository Institution Program at the FDIC (September 2019), we reviewed the 
FDIC’s actions to preserve and promote MDIs and assessed achievement of the MDI 
Program goals. We found that the FDIC took actions to preserve and promote MDIs, 
and preserve the minority character of MDIs; provided technical assistance to MDIs; 
encouraged the creation of new MDIs; and provided MDI training sessions, education, 
and outreach efforts. 

However, the FDIC did not evaluate the effectiveness of some key MDI program 
activities.  Specifically, the FDIC did not assess the effectiveness of its supervisory 
strategies and MDI technical assistance. We also determined that the FDIC should 
further assess the effectiveness of its MDI training sessions, education, and outreach, 
including the benefit and value they provide. We further found that FDIC Headquarters 
did not define the types of activities that it considered to be technical assistance, as 
distinct from training, education, and outreach events. In addition, while the FDIC 
provided training, education, and outreach events, the MDI banks, FDIC Regional 
Coordinators for MDIs, and representatives from MDI trade associations requested that 
the FDIC provide more such events. The FDIC implemented changes in response to our 
five recommendations. 

As part of its program changes and in response to our OIG report, on August 21, 2020, 
the FDIC Board approved Proposed Revisions to its Statement of Policy Regarding 
Minority Depository Institutions. Through these Proposed Revisions, the FDIC indicated 
its intent to establish new requirements to measure the effectiveness of the MDI 

143 FDIC, How America Banks: Household Use of Banking and Financial Services – 2019 FDIC Survey, 
(reporting that the FDIC 2013 survey of unbanked Americans found that one in three households (34.1 
percent) that became unbanked in the prior 12 months experienced either a significant income loss or a job 
loss that contributed to their becoming unbanked). 
144 FDIC, How America Banks: Household Use of Banking and Financial Services – 2019 FDIC Survey. 
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Ensuring Minority Representation Among Policy Makers

program. The FDIC also stated that it has taken additional steps to increase MDI 
representation on the FDIC Community Bank Advisory Committee (CBAC);145 

established a new CBAC subcommittee to focus on the work of MDIs;146 and enabled 
MDIs to review potential purchases of a failing MDI before non-MDI institutions have an 
opportunity to consider such purchases.147 We have not yet reviewed the effectiveness 
of these changes to the MDI program, but will continue to monitor the FDIC’s efforts to 
support its MDI program. 

Ensuring Minority Representation Among Policy Makers 

Federal financial regulators determine public policy, mindful of an array of 
considerations, including the allocation and cost of capital, public interest over narrower 
investor interests, protecting a diverse public that necessitates clear disclosures for 
individuals from differing backgrounds, and determining who is eligible to receive 
Government assistance in times of economic distress. At times, Federal regulatory 
policy has been made without the benefit of minority representation at the decision-
making table.148 For example, according to an analysis from the Georgetown University 
Law Center, African Americans represented 3 percent (10 of 327) of Federal financial 
regulatory appointments requiring Senate confirmation.149 As of July 2020, there was 
one African American appointee among 21 financial regulators.150 Further, about 4 
percent (5 of 120) of Federal regulatory senior policy staff is African American – in 
comparison to 13.4 percent of the overall U.S. population.151 A study by the Brookings 
Institution stated that “[t]he absence of African American financial regulators poses 
enormous challenges from the standpoint of participatory democracy and economic 
inclusion.”152 

At the FDIC, the Chairman recently testified that within the Agency’s entire workforce, 
minorities represented over 30 percent of permanent employees (as of the end of 
2019).153 In 2019, the FDIC permanent and non-permanent workforce included more 

145 See FDIC Advisory Committee on Community Banking.  The FDIC’s Advisory Committee on Community 
Banking MDI Subcommittee members represent a diverse range of MDIs, including African American, 
Hispanic, Asian American, and Native American institutions differing in business model, size, and location. 
The nine members of the MDI Subcommittee represent about 20 percent of all 96 MDIs supervised by the 
FDIC. 
146 See MDI Subcommittee to FDIC's Advisory Committee on Community Banking. The new MDI 
Subcommittee is intended to provide feedback on the FDIC’s strategies in fulfilling its five statutory goals for 
MDIs (as required by Section 308 of FIRREA), to promote collaboration, partnerships and best practices; 
and to identify ways to highlight the work of MDIs in their communities. 
147 Testimony of FDIC Chairman Jelena McWilliams before the Senate Committee on Banking, Housing, and 
Urban Affairs on Oversight of Financial Regulators, (November 10, 2020). 
148 Brookings Institution, The Absence of Black Financial Regulators, (September 2, 2020).
149 The Georgetown University Law Center, What do the Data Reveal about (the Absence of Black) 
Financial Regulators?, (July 20, 2020). 
150 The Wall Street Journal, Black Regulators Rarely Appointed to Oversee Wall Street, (July 21, 2020). 
151 The Georgetown University Law Center, What do the Data Reveal about (the Absence of Black) 
Financial Regulators?, (July 20, 2020). 
152 Brookings Institution, The Absence of Black Financial Regulators, (September 2, 2020). 
153 Testimony of FDIC Chairman Jelena McWilliams before the Senate Committee on Banking, Housing, and 
Urban Affairs on Oversight of Financial Regulators, (November 10, 2020); see also Statement of Nikita 
Pearson, Acting Director, Office of Minority and Women Inclusion, Federal Deposit Insurance Corporation on 
Holding Financial Regulators Accountable for Diversity and Inclusion:  Perspectives from the Offices of 
Minority and Women Inclusion, before the Subcommittee on Diversity and Inclusion of the Committee on 
Financial Services, U.S. House of Representatives (September 8, 2020). 
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than 17 percent Black American, 4 percent Hispanic American, 6 percent Asian 
American, 0.6 percent American Indian or Alaska Native, and 1.7 percent for individuals 
of two or more races. Among the FDIC’s Executive Managers, Black Americans 
represented 12.3 percent, Asian Americans 2.2 percent, Hispanic Americans 
represented 1.4 percent, and 0.7 percent of Executives were American Indian or Alaska 
Native.154 

In our OIG report, The FDIC’s Efforts to Provide Equal Opportunity and Achieve Senior 
Management Diversity (November 2014), we assessed the Agency’s operations and 
efforts to provide equal opportunity for minorities and women to obtain senior 
management positions.  We reported the underrepresentation of female, Hispanic, and 
Asian FDIC employees at the Executive Manager (EM) level as compared to the Federal 
Senior Executive Service (SES) workforce.  Specifically, 28 percent of EMs at the FDIC 
were female, but the population of female executives across Federal agencies was 34 
percent; 2 percent of FDIC EMs were Hispanic versus 4 percent across Federal 
agencies; and 2 percent of FDIC EMs were Asian while the Federal SES Asian 
population was 3 percent. The FDIC addressed the nine recommendations in this 
report. 

According to the FDIC, as of November 2020 EM representation now includes 37 
percent female, 3.9 percent Hispanic, and 5.5 percent Asian. According to FDIC 
officials, in 2021, the FDIC will announce the first FDIC Performance Goal dedicated to 
improving diversity, equity, and inclusion. Also, the FDIC has recently implemented a 
new performance standard for managers that focuses on cultivating an inclusive, 
harassment-free work environment. 

The FDIC plays an important role in supporting and empowering minority communities’ 
access to capital. The FDIC should continue to assess its MDI supervisory and outreach 
programs to encourage and preserve MDIs.  Also, the FDIC should continue its efforts to 
enhance diversity and inclusion among senior decision makers to ensure that multiple 
viewpoints are considered in its policy making decisions. 

154 FDIC, Office of Minority and Women Inclusion, Section 342 Dodd-Frank Wall Street Reform and 
Consumer Protection Act Report to Congress (2019) (FDIC-07-2020). 
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Challenge 8: Managing Human 
Resources and Planning for the 

Future Workforce 

The FDIC has approximately 5,800 employees in six Regional Offices across the country, and 
42 percent of FDIC employees (nearly 2,400 individuals) are eligible to retire within 5 years. 
The FDIC faces retirement rates of almost 60 percent for FDIC Executives and Managers over 
that same time period. The FDIC should continue to manage the agency’s exposure to gaps in 
leadership and mission-critical skills, especially given the significant investments in, and time 
required for, bank examiner commissioning. 

Approximately 15 percent of the nearly 2.1 million Federal workforce are reportedly eligible 
to retire.155 In March 2019, the GAO recognized strategic human capital management as a 
continuing Government-wide area of high risk.156 The GAO identified the need for Federal 
agencies to measure and address existing mission-critical skill gaps, and to use workforce 
analytics to predict and mitigate future gaps.157 A lack of strategic workforce planning may 
have lasting effects on the capacity of an agency’s workforce and its ability to fulfill its 
mission.158 

Over the next 5 years, through 2025, approximately 42 percent of current FDIC employees 
will be eligible to retire, and approximately 60 percent of current FDIC Executives and 
Managers will be eligible to retire. Without proper strategies to plan for succession and to 
manage turnover, these retirements can result in organizational gaps in knowledge, 
experience, and leadership.159 Also, retirements could impact skills gaps for specialized 
positions such as bank examiners.160 

On March 5, 2020, the FDIC Chairman announced a voluntary separation incentive and 
early retirement program intended to “increase the agility and effectiveness of the FDIC 
workforce, and to ensure that we can appropriately transition the skills, tools, and 
leadership necessary to fulfill mission-critical readiness.”161 According to the FDIC, the 
program could facilitate orderly succession management by providing the Agency with an 
opportunity to accelerate its transition to new skills, tools, and leadership that will be 
needed in the future to fulfill the FDIC’s mission responsibilities. 

155 FedWeek, Retirement Wave?  Eligibility Numbers Holding Steady, (January 7, 2020). 
156 GAO, High-Risk Series:  Substantial Efforts Needed to Achieve Greater Progress on High-Risk Areas, GAO-
19-157SP, (March 2019). 

157 GAO, High-Risk Series:  Substantial Efforts Needed to Achieve Greater Progress on High-Risk Areas, GAO-
19-157SP, (March 2019).

158 GAO, Federal Workforce:  Key Talent Management Strategies for Agencies to Better Meet Their 
Missions, GAO-19-181, (March 2019). 

159 GAO, Federal Workforce:  Sustained Attention to Human Capital Leading Practices Can Help Improve 
Agency Performance, GAO-17-627T, (May 2017). 
160 GAO, Human Capital:  Improving Federal Recruiting and Hiring Efforts, GAO-19-696T, (July 2019). 
161 Memorandum from Chairman McWilliams to FDIC Employees, Reshaping the FDIC for the Future and 
Improving Our Preparedness, (March 5, 2020). 
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Assessing Potential Retirement Waves in the FDIC’s Primary Divisions

Table A: Retirement Eligibility Statistics for Key FDIC Divisions
Division Staff Eligible to

Retire in 2025
Executives and Managers
Eligible to Retire in 2025

Source: OIG analysis of FDIC-provided data as of June 1, 2020.

On March 16, 2020, however, the program was suspended so that the Agency could 
assess the impact of the pandemic on the banking industry. In October 2020, the 
Chairman stated that “[a]ny decision to implement [the separation incentive or early 
retirement program] in 2021 would likely target a much smaller group of employees as the 
Agency continues to respond to the pandemic.”162 

Assessing Potential Retirement Waves in the FDIC’s Primary Divisions 

The FDIC must continue to manage the Agency’s exposure to personnel retirements in 
key divisions.  Although the FDIC’s overall retirement-eligible population is 42 percent, 
five key Divisions have staff retirement-eligible rates ranging from 44 to 68 percent. 
Absent proper management, retirements may lead to gaps in leadership and mission-
critical skills, especially given the significant investments in, and time required for, bank 
examiner commissioning. 

Approximately 93 percent of all FDIC employees work in one of the FDIC’s nine primary 
and support Divisions.  As shown in Table A, 30 to 68 percent of the FDIC staff in these 
Divisions are eligible to retire in the next 5 years.  Notably, all nine FDIC Divisions have 
retirement eligibility rates that are higher than the Federal Government-wide rate of 15 
percent. 

Table A: Retirement Eligibility Statistics for Key FDIC Divisions 
Division Staff Eligible to 

Retire in 2025 
Executives and Managers 
Eligible to Retire in 2025 

Division of Resolutions and Receiverships (DRR) 68 percent 66 percent 
Division of Finance (DOF) 55 percent 75 percent 
Legal Division 55 percent 52 percent 
Division of Administration (DOA) 56 percent 64 percent 
Division of Information Technology (DIT) 44 percent 39 percent 
Division of Risk Management Supervision (RMS) 39 percent 68 percent 
Division of Complex Institution Supervision & Resolutions 
(CISR) 

35 percent 28 percent 

Division of Depositor and Consumer Protection (DCP) 34 percent 57 percent 
Division of Insurance and Research (DIR) 30 percent 48 percent 

Source: OIG analysis of FDIC-provided data as of June 1, 2020. 

Division Executives and Managers have retirement eligibility rates ranging from 28 to 75 
percent.  For instance, approximately 75 percent of Executives and Managers within DOF 
are eligible to retire in the next 5 years. DOF staff manages the liquidity of the Deposit 
Insurance Fund to ensure that money is available to the DRR to pay depositors quickly in 
the event of a bank failure, and attorneys in the Legal Division assist the DRR in structuring 
resolution agreements. 

Similarly, approximately 66 percent of Executives and Managers in the DRR and 
approximately 68 percent of Executives and Managers in the RMS can retire within the 
same timeframe. DRR staff is responsible for managing failed bank resolutions and 

162 Chairman’s Town Hall Teleconference (October 7, 2020). 
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Assessing Potential Retirement Waves in the FDIC’s Regional Offices

receiverships, including ensuring the prompt payment of deposit insurance funds to eligible 
bank customers. Absent seasoned professionals with knowledge of lessons learned from 
past crises, the FDIC may not be sufficiently agile in executing resolution and receivership 
activities in future bank failures. The FDIC faces significant risks regarding retirement 
eligibility in key Divisions that support crises readiness efforts. 

As recognized by the GAO, retirement waves may result in leadership gaps.163 The 5-year 
retirement eligibility rates of Executives and Managers presents a risk that the FDIC could 
experience knowledge and leadership gaps.  These gaps may impede the capabilities of 
the FDIC to achieve its mission, unnecessarily delay decision making, and reduce program 
management and oversight.164 

A significant number of FDIC employees responsible for ensuring the safety and soundness 
of institutions and protecting consumers are also eligible to retire.  Approximately 39 
percent of RMS staff is eligible to retire within 5 years.  Replacing retiring examiners 
requires lead time, as it generally takes 3 to 4 years for an examiner to complete training. 
Further, examiners play an important role during financial crises, as they increase bank 
monitoring and draft required enforcement actions. The FDIC has been over-hiring 
examiner personnel to address this issue. 

Similarly, approximately 34 percent of DCP staff will be eligible to retire within 5 years. The 
DCP conducts examinations to ensure that banks meet certain requirements for consumer 
protection, anti-discrimination, and community reinvestment. The FDIC should ensure that 
there is an effective process for the transfer of the knowledge of seasoned retirement-
eligible examiners to junior examiners. 

Assessing Potential Retirement Waves in the FDIC’s Regional Offices 

The FDIC maintains six Regional Offices located throughout the country. Regional Offices 
include members from all FDIC Divisions, but the largest representation of employees is 
RMS examination staff. The FDIC faces risks due to staff retirement eligibility rates within 
each of its Regional Offices. 

Based on our analysis, as shown in Table B, we found that FDIC employees in these 
Regional Offices are eligible to retire within the next 5 years at rates ranging from 33 to 49 
percent, and retirement rates for Executives and Managers range from 47 to 76 percent. 

163 GAO, High-Risk Series:  Progress on Many High-Risk Areas, While Substantial Efforts Needed on 
Others, GAO-17-317, (February 2017). 
164 Southern California Law Review, Vacant Offices: Delays In Staffing Top Agency Positions, (2008). 
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Table B: Retirement Eligibility Statistics for FDIC Regional Offices

Region
Total

Employees
Staff Eligible to
Retire in 2025

Executives and Managers Eligible to
Retire in 2025

Source: OIG analysis of FDIC retirement data as of June 1, 2020.

Table B: Retirement Eligibility Statistics for FDIC Regional Offices 

Region 
Total 

Employees 
Staff Eligible to 
Retire in 2025 

Executives and Managers Eligible to 
Retire in 2025 

Atlanta 479 35 percent 48 percent 
Chicago 538 38 percent 68 percent 
Dallas 764 49 percent 70 percent 
Kansas City 500 33 percent 76 percent 
New York 600 35 percent 47 percent 
San Francisco 473 36 percent 61 percent 

Source: OIG analysis of FDIC retirement data as of June 1, 2020. 

Regional Office personnel are the critical interface between the FDIC and bank 
management. Regional Office examiners evaluate bank management’s controls to 
maintain safety and soundness, mitigate cybersecurity risks, and minimize harm to 
consumers.  Regional Office personnel also play a significant role during financial crises. 
For example, the FDIC’s resolution and receivership activities are centralized in the Dallas 
Regional Office where almost half of its staff and 70 percent of Executives and Managers 
are eligible to retire in the next 5 years. Retirement waves may result in imbalances of 
senior staff among Regional Offices even where the FDIC increases hiring. 

The management of human capital is critical to the FDIC’s achieving its mission.  The FDIC 
should continue to manage and align its human capital lifecycle activities – workforce 
planning, recruitment, hiring, orientation, compensation, engagement, succession planning, 
and retirement programs – to achieve its mission and goals effectively. 

Challenge 9: Overseeing Contracts and 
Managing Supply Chain Risk 

The FDIC is increasingly reliant on contractors for day-to-day support of its mission. Contracting 
activity escalates during times of crises. The FDIC’s budget for 2021 includes an increase of 
more than $166 million (43.4 percent) for all contractor-provided services. The FDIC should 
execute a contracting program that ensures effective oversight of the Agency’s acquisition of 
goods and services. In addition, the FDIC should ensure that it adequately manages and 
mitigates supply chain risks associated with Agency contracts. 

The FDIC procures goods and services to augment its internal resources and help the 
Agency achieve its mission.  The FDIC DOA Acquisition Services Branch (ASB) works 
with Oversight Managers (OM) from FDIC Divisions and Offices to provide oversight of 
FDIC procurements. 
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Strengthening FDIC Contract Oversight

Figure 3: All FDIC Contract Awards 2017-2019 

$523.70 

$499.50 

$544 

2017 2018 2019 

All FDIC Contract Awards 
(Millions) 

Source: FDIC Division of Administration. 

As shown in Figure 3, the FDIC 
increased contract spending between 
2017 and 2019. During this 3-year 
period, the FDIC awarded larger 
contracts to fewer companies. 
Between 2017 and 2019, the FDIC 
reduced the number of contracts by 
30 percent from 737 to 518. 

In addition, the FDIC’s budget for 
2021 includes an increase of more 
than $166 million (43.4 percent) for 
contractor-provided services, as 
reflected in “the establishment of 
contingency reserves for possible 
pandemic-related problem bank 
and/or failure activity” and increased 
funding for IT modernization. FDIC 
contracting requirements increase 
significantly during times of crises due to the FDIC’s receivership responsibilities. 

Additionally, the FDIC entered into contracts as a result of the pandemic. According to 
the DOA, as of November 2020, the FDIC spent more than $2 million in pandemic-
related contracts, including the purchase of personal protective equipment, specialized 
cleaning of FDIC Headquarters and Regional Offices, and a management support 
contract for Covid-19 protocol information. 

Strengthening FDIC Contract Oversight 

The FDIC may see a further increase in contracting activity as a result of the pandemic. 
As noted by the GAO in its FDIC financial statement auditor’s report included in this 
Annual Report, the FDIC was found to have a significant internal control deficiency over 
financial reporting related to contract payment review processes. A significant deficiency 
is a deficiency, or combination of deficiencies, in internal control that is less severe than 
a material weakness, yet important enough to merit the attention of those charged with 
governance. Without adequate contract payment review processes, the FDIC cannot 
reasonably assure that internal controls over contract payments are operating 
effectively, thereby increasing the risks that improper payments could occur and 
misstate the financial statements. 

In our OIG evaluation, Contract Oversight Management (October 2019), we concluded 
that the FDIC needs to strengthen its contract oversight management.  Specifically, we 
found that the FDIC was overseeing acquisitions on a contract-by-contract basis rather 
than on a portfolio basis and did not have an effective contracting management 
information system to readily gather, analyze, and report portfolio-wide contract 
information across the Agency.  As a result, FDIC Board Members and other senior 
management officials were not provided with a portfolio-wide view or the ability to 
analyze historical contracting trends across the portfolio, identify anomalies, and perform 
ad hoc analyses to identify risk or plan for future acquisitions. 
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Additionally, 20 percent of the contracts executed between 2013 and 2017 (1,518 of 
7,786) did not have contract pricing arrangement information entered into the FDIC’s 
Automated Procurement System. We also found that contract files maintained by OMs 
were often incomplete, and that OMs were unable to produce the missing contract 
documentation, such as critical records relating to inspection and acceptance. Without 
this documentation, the FDIC could incur additional costs to recover or replace lost 
documentation and could have difficulty enforcing the contract in the event of contractor 
noncompliance. The FDIC implemented 12 of the 15 recommendations we made to 
improve the FDIC’s contract management, and FDIC officials stated that they are 
working towards addressing the remaining 3 recommendations, including a new 
procurement system that will allow for portfolio-wide analysis. 

In our ongoing OIG evaluation of the FDIC’s Oversight of Blue Canopy, we are 
assessing whether service contracts between the FDIC and Blue Canopy were for 
Critical Functions165 and whether the FDIC performed heightened contract monitoring for 
Critical Functions. It is important for the FDIC to have a process for identifying Critical 
Functions during the course of the acquisition planning process.  Blue Canopy provides 
a range of cybersecurity and privacy support services for the FDIC, including continuous 
monitoring, vulnerability management, internal control reviews, and privacy 
assessments.  These services are critical to ensuring the security and protection of the 
FDIC’s IT infrastructure and data.  A breach or disruption in these services could affect 
the security, confidentiality, integrity, and availability of the information and data at the 
FDIC. 

It is also important for the FDIC to have heightened contract monitoring activities for 
Critical Functions. Without these practices in place, the FDIC may not retain oversight 
resources at a sufficient level of capacity and capability, including an adequate number 
of its employees with the appropriate training and experience. In addition, the FDIC may 
not conduct proper oversight to understand the Agency’s requirements, formulate 
alternatives, manage work products, and monitor contractors used to support the 
Federal workforce. 

165 A critical function is a function that is necessary to the Agency being able to effectively perform and 
maintain control of its mission and operations.  Typically, critical functions are recurring and long-term in 
duration. See OMB Policy Letter 11-01, Performance of Inherently Governmental and Critical Functions, 76 
Fed. Reg. 56227 (September 11, 2011). 
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Assessing Supply Chain RiskAssessing Supply Chain Risk 

When an agency contracts Figure 4: Supply Chain Risk 
for goods and services that 
will be introduced into its 
environment, the agency 
might encounter risks related 
to product and service 
supply chains.166 As shown 
in Figure 4, an organization 
may have reduced visibility, 
understanding, and control of 
relationships with vendors 
who rely on second- and 
third-tier suppliers and 
service providers. 

Risks are realized when the 
supply chain exploits existing 
vulnerabilities, though it may Source: NIST Publication 800-161. 
take years for such 
exploitation to occur or for an agency to discover the exploitation. The GAO noted that 
key supply chain threats include, for example, hardware and software installations that 
allow hackers to take control and counterfeit hardware and software that threaten 
systems integrity and reliability.167 Further, supply chain production and service risks 
can disrupt the supply of critical IT products and allow malicious or unqualified service 
providers to disrupt operations.168 

According to NIST guidance, management of supply chain risk requires “ensuring the 
integrity, security, quality, and resilience of the supply chain and its products and 
services.”169 NIST guidance describes supply chain risk as including an “organization’s 
decreased visibility into, and understanding of how the technology that they acquire is 
developed, integrated, and deployed.”  NIST guidance further advises organizations to 
take a holistic, enterprise-wide approach to managing supply chain risks.170 The OMB 
required agencies to implement information and communications technology supply 
chain risk management principles.171 

On July 14, 2020, the Department of Defense, General Services Administration, and 
National Aeronautics and Space Administration issued a joint Interim Rule172 addressing 

166 NIST, Cyber Supply Chain Risk Management, (May 24, 2016). 
167 GAO, Information Security:  Supply Chain Risks Affecting Federal Agencies, GAO-18-667T, 
(July 12, 2018).
168 GAO, Information Security:  Supply Chain Risks Affecting Federal Agencies, GAO-18-667T, 
(July 12, 2018).
169 NIST, Cyber Supply Chain Risk Management, (May 24, 2016). 
170 NIST Special Publication 800-161, Supply Chain Risk Management for Federal Information Systems and 
Organizations, (April 2015).
171 OMB, Circular A-130, Managing Information as a Strategic Resource, (July 2016). 
172 The Office of the Federal Register’s, Guide to the Rulemaking Process, defines an Interim Rule as a final 
rule that is published without first publishing a proposed rule for notice and comment. 
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the Federal Government’s procurement supply chain risks for telecommunication and 
video surveillance services or equipment.173 Effective August 13, 2020, the Interim Rule 
prohibits Federal Executive Agencies that follow the Federal Acquisition Regulations 
from contracting with certain Chinese companies, including Huawei and ZTE.174 

As mentioned previously, in December 2020, it was reported that Federal Government 
agency networks were compromised by a software update from the IT management 
services company SolarWinds.175 By exploiting supply chain vulnerabilities, nation-state 
actors inserted malicious code into a SolarWinds software update, which gave hackers 
access to Government systems.176 The Cybersecurity and Infrastructure Security 
Agency (CISA) issued an Emergency Directive to Federal agencies “to review their 
networks for indicators of compromise and disconnect or power down their SolarWinds 
Orion products immediately.”177 CISA stated that the threat of the SolarWinds 
compromise poses a great risk to the Federal Government.178 

The FDIC uses a SolarWinds product.  Following the issuance of the Emergency 
Directive, FDIC officials represented that they had disconnected the FDIC SolarWinds 
product and that they were in the process of conducting an internal review. 

Also in December 2020, the National Security Agency (NSA) issued a Cybersecurity 
Advisory that nation state actors exploited a vulnerability in VMware products that allows 
attackers to forge security credentials and gain access to protected data.179 The 
Cybersecurity Advisory recommended application of a vendor-issued patch.  The FDIC 
uses a VMware product, and FDIC officials represented that they took action to apply the 
patch and reduce the risk of exploitation for the FDIC VMware product. 

In November 2019, the FDIC initiated the Supply Chain Risk Management 
Implementation Project (SCRM Project) to build a supply chain risk-aware culture and 
establish an SCRM framework and governance structure. The SCRM Project is 

173 Federal Acquisition Regulation: Prohibition on Contracting with Entities Using Certain 
Telecommunications and Video Surveillance Services or Equipment, 85 Fed. Reg. 42665 (July 14, 2020). 
The interim rule implements section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act 
(NDAA) for Fiscal Year 2019 (Pub. L. 115–232). 
174 Federal Acquisition Regulation:  Prohibition on Contracting with Entities Using Certain 
Telecommunications and Video Surveillance Services or Equipment, 85 Fed. Reg. 42665 (July 14, 2020). 
The statute covers certain telecommunications equipment and services produced or provided by Huawei 
Technologies Company or ZTE Corporation (or any subsidiary or affiliate of those entities) and certain video 
surveillance products or telecommunications equipment and services produced or provided by Hytera 
Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology 
Company (or any subsidiary or affiliate of those entities). 
175 The Washington Post, Russian Government Hackers are Behind a Broad Espionage Campaign That Has 
Compromised U.S. Agencies Including Treasury and Commerce, (December 14, 2020). 
176 The New York Times, Scope of Russian Hack Becomes Clear:  Multiple U.S. Agencies Were Hit, 
(December 14, 2020).
177 CISA, CISA Issues Emergency Directive To Mitigate The Compromise Of SolarWinds Orion Network 
Management Products, (December 14, 2020). 
178 CISA Cyber Activity Alert, Advanced Persistent Threat Compromise of Government Agencies, Critical 
Infrastructure, and Private Sector Organizations, (December 17, 2020); The New York Times, Scope of 
Russian Hack Becomes Clear:  Multiple U.S. Agencies Were Hit, (December 14, 2020).  Politico, How 
Suspected Russian Hackers Outed Their Massive Cyberattack, (December 16, 2020). 
179 NSA Cybersecurity Advisory, Russian State-Sponsored Malicious Cyber Actors Exploit Known 
Vulnerability in Virtual Workspaces, (December 7, 2020). 
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governed by a steering committee,180 coordinated by a project manager, and executed 
by a working group.  The SCRM project manager uses a project plan to manage SCRM 
tasks. According to the FDIC, in 2020, the SCRM officials issued a Procurement 
Administrative Bulletin requiring SCRM-related provisions and clauses in all future FDIC 
solicitations and awards, as well as any contract extensions or updates of existing 
contracts. SCRM officials also indicated that they had a draft FDIC directive on supply 
chain management that is currently under review. We will continue monitoring and 
assessing the FDIC’s efforts in this regard. 

The FDIC should ensure effective oversight of its increasing contractor portfolio. 
Contract oversight strengthens prudent management of FDIC resources and ensures 
that the FDIC receives expected goods and services. FDIC contracting should also take 
into consideration supply chain risk in order to keep FDIC information, assets, and 
personnel safe and secure. 

Challenge 10: Enhancing Rulemaking 
at the FDIC 

FDIC rulemaking places requirements upon supervised banks, and such impositions often affect 
individual deposit holders as well. The FDIC should have a transparent rulemaking process that 
balances the need for safety and soundness regulation and the burden on financial institutions’ 
regulatory compliance.  It is also important to ensure that rulemakings do not promote regulatory 
capture by serving the interest of banks at the expense of the public.  A foundational component 
of rulemaking is the FDIC’s access to reliable information to measure a regulation’s costs and 
benefits. 

The GAO estimates that “Federal agencies publish on average 3,700 proposed rules 
yearly.”181 The cost of compliance with regulations impacts financial institutions. 
According to the International Banker, annual bank compliance cost is estimated to be 
$270 billion.182 Further, a study by the Federal Reserve Bank of St. Louis found that 
regulatory compliance costs as a percentage of overall non-interest expense for small 
banks are nearly twice those for larger banks.183 

180 Steering Committee membership includes Assistant General Counsel, Legal Division, Corporate and 
Legal Operations Section; Associate Director, Division of Resolutions and Receiverships, Receivership 
Operations Branch; Deputy Director, CIO Acquisition Strategy and Innovation Branch; Chief Risk Officer and 
Deputy Director, Division of Finance, Risk Management and Internal Controls Branch; Deputy Director, 
Division of Administration, Acquisition Services Branch; and Special Advisor to the Chief Operating Officer. 
181 Statement of Seto J. Bagdoyan, Director of Audits, Forensic Audits and Investigative Service, before the 
Permanent Subcommittee on Investigations and the Subcommittee on Regulatory Affairs and Federal 
Management, Committee on Homeland Security and Governmental Affairs, United States Senate, Federal 
Rulemaking:  Selected Agencies Should Clearly Communicate Public Comment Posting Practices 
Associated with Identity Information, GAO-20-105T, (October 24, 2019). 
182 International Banker, Cost of Compliance, (November 7, 2018). 
183 Federal Reserve Bank of St. Louis, Compliance Costs, Economies of Scale and Compliance 
Performance, Evidence from a Survey of Community Banks, (April 2018). 
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Improving the FDIC’s Rulemaking ProcessImproving the FDIC’s Rulemaking Process 

Federal agencies must follow the requirements of the Administrative Procedure Act 
(APA), which governs Federal rulemaking and outlines processes that Federal agencies 
must complete when promulgating regulations.  Agencies have their own rulemaking 
policies and practices for implementing the APA procedures.184 Figure 5 provides an 
overview of the process agencies use for rulemaking notice and comments.185 

Figure 5: Rulemaking Notice and Comment Process 

The Banking Act of 1933 provided the FDIC with the authority to issue rules to fulfill the 
Agency’s mission.  Agencies, like the FDIC, develop rules to achieve agency goals and 
objectives, and implement Federal statutes. The FDIC’s resource and process guide 
entitled, Development of FDIC Rules and Statements of Policy (July 2018) states that 
the “rulemaking process is most effective and efficient when rulemaking analytical 
requirements are addressed beginning in the early phases of a rule’s development and 
revisited as necessary while development progresses.” 

Improving Cost Benefit Analysis. Measuring the costs and benefits of regulations is an 
important rulemaking function.  According to the FDIC’s Statement of Policy on the 
Development and Review of Regulations and Policies, the FDIC uses available 
information to evaluate the costs and benefits of reasonable and potential regulations or 
statements of policy. Quantifying both the costs and benefits of significant financial 
regulations is challenging, and it often may be imprecise and unreliable.186 For example, 
the process does not take into account environmental impacts, and large industries or 
companies with resources may easily produce cost data while agencies may have 

184 GAO, Federal Rulemaking:  Information on Selected Agencies’ Management of Public Comments, 
GAO-20-383R, (April 16, 2020).
185 GAO, Federal Rulemaking:  Information on Selected Agencies’ Management of Public Comments, 
GAO-20-383R, (April 16, 2020).
186 Yale Law Journal Forum, Cost-Benefit Analysis of Financial Regulation:  A Reply, (January 22, 2015). 
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difficulty quantifying broad societal benefits.187 Performing such analysis can be difficult, 
because it involves theory, modeling, statistical analysis, and other tools to predict future 
outcomes based upon certain assumptions.188 To illustrate, it may be difficult to 
estimate the cost of a financial crisis and the benefits of regulations aimed to mitigate the 
risks associated with a crisis.189 

In our OIG evaluation, Cost Benefit Analysis Process for Rulemaking (February 2020), 
we found that the FDIC’s rulemaking processes were inconsistent with five identified 
best practices. The FDIC: 

 Had not established and documented a process to determine when and how to 
perform cost benefit analyses; 

 Did not leverage the expertise of its economists during initial rule development; 
 Did not require the FDIC Chief Economist to concur on the cost benefit analyses 

performed; 
 Was not transparent in its disclosure of cost benefit analyses to the public; and 
 Did not perform cost benefit analyses after final rule issuance. 

As a result, the FDIC’s rulemaking process resulted in inconsistent practices for 
conducting cost benefit analyses.  Based on our review of rules finalized by the FDIC 
from January 2016 to December 2018, we found that the FDIC performed cost benefit 
analyses on 15 of 40 final rules (37 percent) published in the Federal Register. The 
FDIC did not publish its rationale as to why 25 rules issued by the FDIC did not warrant 
cost benefit analysis. Further, we found that the FDIC performed an in-depth cost 
benefit analysis on only 4 of 40 final rules (10 percent) published in the Federal Register. 
In addition, the FDIC’s depth of analysis for a particular rule did not always align with the 
rule’s substance. Without thorough and consistent cost benefit analyses, the FDIC could 
implement or enforce poorly conceived or overly burdensome rules. The FDIC has 
provided a timeline to implement corrective actions to address our recommendations. 

Conducting Retrospective Review of Regulations. Best practices support that agencies 
should establish and document a process to perform retrospective analyses of their 
issued rules or, at a minimum, perform a regulatory risk assessment to identify those 
rules or rule provisions that are at higher risk of being outdated, duplicative, or unduly 
burdensome.190 Risk assessment may allow agencies to identify those rules or rule 
provisions that should be subject to a more thorough retrospective cost benefit analysis. 
These analyses can inform policy-maker judgments about whether to modify, expand, 
streamline, or repeal such regulations.  Retrospective cost benefit analysis can also 
provide valuable insight on the strengths and weaknesses of the agency’s rulemaking, 
by facilitating a comparative analysis of expected effects to actual effects, which can be 
used to enhance the agency’s analytic capability. 

187 Center for American Progress, Reckoning With Conservatives’ Bad Faith Cost-Benefit Analysis, 
(August 14, 2020).
188 Congressional Research Service, Cost-Benefit Analysis and Financial Regulator Rulemaking, 
(April 12, 2017). 
189 The University of Chicago Journal of Legal Studies, Challenges for Cost-Benefit Analysis of Financial 
Regulation, (June 2014). 
190 According to Executive Order 13579 and OMB Memorandum M-11-28, independent regulatory agencies 
are encouraged to engage in a retrospective analysis of the costs and benefits (both quantitative and 
qualitative) of regulations chosen for review. 
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In our evaluation, Cost Benefit Analysis Process for Rulemaking (February 2020), we 
found that the FDIC did not perform cost benefit analyses after issuance of the rule. 
Without performing cost benefit analyses of existing rules or establishing a formal 
process to proactively review each final rule, the FDIC may not identify duplicative, 
outdated, or overly burdensome rules in a timely manner.  In addition, the FDIC may not 
ensure that its rules are effective and continue to achieve their intended objectives and 
outcomes. 

FDIC rulemaking should be transparent and grounded in analysis demonstrating that a 
rule’s benefits outweigh its costs. By obtaining concrete, valid, and reliable data, the 
FDIC can analyze the costs and benefits of regulations before implementing a rule. 
Further, retrospective analysis of the costs and benefits of issued rules would allow the 
FDIC to determine whether the rule should be modified or repealed. 
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D. ACRONYMS AND INITIALISMS 
ACL Allowance for Credit Losses 
AEI Alliances for Economic Inclusion 
AFS Available-For-Sale 
AIG American International Group, Inc. 
ALLL Allowance for Loan Lease Losses 
AML Anti-Money Laundering 
AML/CFT Anti-Money Laundering and 

Countering the Financing of 
Terrorism 

ANPR Advance Notice of Proposed 
Rulemaking 

ASBA Association of Supervisors of Banks of 
the Americas 

ASC Accounting Standards Codification 
ASU Accounting Standards Update 
BCBS Basel Committee on Banking 

Supervision 
BDC Backup Data Center 
BoA Bank of America 
BSA Bank Secrecy Act 
Call Report Consolidated Reports of Condition 

and Income 
CAMELS Capital adequacy; Asset quality; 

Management capability; Earnings 
quality; Liquidity adequacy; 
Sensitivity to market risk 

CARES Act Coronavirus Aid Relief and Economic 
Security Act 

CAT Cybersecurity Assessment Tool 
CBAC Advisory Committee on 

Community Banking 
CCP Central Counterparties 
CDFI Community Development Financial 

Institution 
CECL Current Expected Credit Losses 
CEO Chief Executive Oficer 
CEP Corporate Employee Program 
CFI Complex Financial Institution 
CFO Act Chief Financial Oficers Act 

CFPB 
CFR 
CFTC 

CIO 
CIOO 
CISO 
CISR 

CMG 
CMP 
ComE-IN 

COVID-19 
CPI-U 

CRA 
CRC 
CRE 
CSBS 
CSF 
CSIRT 

CSRS 
DCP 

DFA 
DHS 
DIF 
DIMIA 

DIR 
DIT 
DLP 
DOA 
DRR 
DRR (FDIC) 

Consumer Financial Protection Bureau 
Center for Financial Research 
Commodity Futures Trading 

Commission 
Chief Information Oficer 
Chief Information Oficer Organization 
Chief Information Security Oficer 
Division of Complex Institution 

Supervision and Resolution 
Crisis Management Group 
Civil Money Penalty 
Advisory Committee on 

Economic Inclusion 
Coronavirus Disease 2019 
Consumer Price Index for All Urban 

Consumers 
Community Reinvestment Act 
Consumer Response Center 
Commercial Real Estate 
Conference of State Bank Supervisors 
Cybersecurity Framework 
Computer Security Incident 

Response Team 
Civil Service Retirement System 
Division of Depositor and Consumer 

Protection 
Dodd-Frank Act 
Department of Homeland Security 
Deposit Insurance Fund 
Depository Institution Management 

Interlocks Act 
Division of Insurance and Research 
Division of Information Technology 
Data Loss Prevention 
Division of Administration 
Designated Reserve Ratio 
Division of Resolutions and 

Receiverships 
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EC European Commission 
EDIE Electronic Deposit Insurance Estimator 
EGRPRA Economic Growth and Regulatory 

Paperwork Reduction Act of 1996 
EGRRCPA Economic Growth, Regulatory Relief, 

and Consumer Protection Act 
EU European Union 
ERM Enterprise Risk Management 
FAQs Frequently Asked Questions 
FASB Financial Accounting Standards Board 
FBIIC Financial and Banking Information 

Infrastructure Committee 
FBO Foreign Bank Organization 
FDI Act Federal Deposit Insurance Act 
FDIC Federal Deposit Insurance Corporation 
FEHB Federal Employees Health Benefits 
FERS Federal Employees Retirement System 
FFB Federal Financing Bank 
FFIEC Federal Financial Institutions 

Examination Council 
FFMIA Federal Financial Management 

Improvement Act 
FHLB Federal Home Loan Banks 
FICO Financing Corporation 
FID Financial Institution Diversity 
FIL Financial Institution Letter 
FinCEN Financial Crimes Enforcement 

Network 
FinTech Financial Technology 
FIRREA Financial Institutions Reform, Recovery 

and Enforcement Act 
FIs Financial Institutions 
FISs Financial Institution Specialists 
FISMA Federal Information Security 

Modernization Act of 2014 
FLEC Federal Financial Literacy and 

Education Commission 
FMFIA Federal Managers’ Financial 

Integrity Act 
FMSP Financial Management Scholars 

Program 

FRB 

FRF 
FRWG 
FSB 
FS-ISAC 

FSLIC 

FSOC 
FTE 
GAAP 

GAO 
GDP 
GECC 

GPRA 

G-SIBs 
G-SIFI 
HMDA 
HQLA 
IADI 

ICIPC 

IDI 
IMF 
IMFB 
InTREx 

ISM 
IT 
ITCIP 

ITSP 
LBSB 
LCFI 
LCR 

Board of Governors of the Federal 
Reserve System 

FSLIC Resolution Fund 
Financial Regulatory Working Group 
Financial Stability Board 
Financial Services Information 

Sharing and Analysis Center 
Federal Savings and Loan 

Insurance Corporation 
Financial Stability Oversight Council 
Full-Time Employee 
Generally Accepted Accounting 

Principles 
U.S. Government Accountability Ofice 
Gross Domestic Product 
General Electric Capital 

Corporation, Inc. 
Government Performance and 

Results Act 
Global Systemically Important Banks 
Global SIFIs 
Home Mortgage Disclosure Act 
High quality Liquid Asset 
International Association of 

Deposit Insurers 
Intelligence and Critical Infrastructure 

Protection Committee 
Insured Depository Institution 
International Monetary Fund 
IndyMac Federal Bank 
Information Technology Risk 

Examination Program 
Information Security Manager 
Information Technology 
Insider Threat and Counterintelligence 

Program 
Information Technology Strategic Plan 
Large Bank Supervision Branch 
Large Complex Financial Institution 
Liquidity Coverage Ratio 
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LLC 

LIBOR London Inter-bank Ofered Rate 
LIDI Large Insured Depository Institution 

Limited Liability Company 
LMI Low- Moderate-Income 
MDI Minority Depository Institutions 
MOL Maximum Obligation Limitation 
MOU Memoranda of Understanding 
MRBA Matters Requiring Board Attention 
MRM Model Risk Management 
MWOB Minority- and Women-Owned 

Business 
MWOLF Minority-and Women-Owned Law 

Firms 
NAMWOLF National Association of Minority-and 

Women-Owned Law Firms 
NCATS National Cybersecurity and Technical 

Services 
NCUA National Credit Union Administration 
NITTF National Insider Threat Task Force 
NPR Notice of Proposed Rulemaking 
NSFR Net Stable Funding Ratio 
OCC Ofice of the Comptroller of 

the Currency 
OCFI Ofice of Complex Financial 

Institutions 
OIG Ofice of the Inspector General 
OJT On-the-Job Training 
OLA Orderly Liquidation Authority 
OLF Orderly Liquidation Fund 
OMB U.S. Ofice of Management and Budget 
OMWI Ofice of Minority and 

Women Inclusion 
OO Ofice of the Ombudsman 
OPM Ofice of Personnel Management 
ORE Owned Real Estate 
OTS Ofice of Thrif Supervision 
P&A Purchase and Assumption 
PIV Personal Identity Verification 
PPP Paycheck Protection Program 

Q&A 
QBP 
QFC 
REMA 
ReSG 
RESPA 
RMIC 

RMS 

RTC 
SARC 

SBA 
SCRA 
SEATAB 

SEC 
SIFA 
SIFI 

SIPC 

SLA 
SME 
SMS 
SNC 
SRAC 

SRB 
SRR 
SSGN 
TDR 
TILA 
TIPS 
TLAC 
TSP 
TSP (IT-related) 
UBPR 

Question and Answer 
Quarterly Banking Profile 
Qualified Financial Contracts 
Reasonably Expected Market Area 
FSB’s Resolution Steering Committee 
Real Estate Settlement Procedures Act 
Risk Management and Internal 

Controls 
Division of Risk Management 

Supervision 
Resolution Trust Corporation 
Supervision Appeals Review 

Committee 
Small Business Administration 
Servicemembers Civil Relief Act 
Security and Enterprise Architecture 

Technical Advisory Board 
Securities and Exchange Commission 
Securities Investor Protection Act 
Systemically Important Financial 

Institution 
Securities Investor Protection 

Corporation 
Shared-Loss Agreement 
Subject Matter Expert 
Systemic Monitoring System 
Shared National Credit Program 
Systemic Resolution Advisory 

Committee 
Single Resolution Board 
SIFI Risk Report 
Structured Sale of Guaranteed Note 
Troubled Debt Restructuring 
Truth-in-Lending Act 
Treasury Inflation-Protected Securities 
Total Loss-Absorbing Capacity 
Federal Thrif Savings Plan 
Technology Service Providers 
Uniform Bank Performance Report 
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UFIRS 

UK 
URSIT 

Uniform Financial Institutions Rating 
System 

United Kingdom 
Uniform Rating System for Information 

Technology 

WE 
WHO 
WIOA 
YSP 

Workplace Excellence 
World Health Organization 
Workforce Investment Opportunity Act 
Youth Savings Program 

VIEs Variable Interest Entities 
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Federal Deposit 
Insurance Corporation 

This Annual Report was produced by talented and dedicated staf.  To these 
individuals, we would like to ofer our sincere thanks 
and appreciation.  Special recognition is given to the following 
for their contributions: 

❏ Jannie F. Eaddy 

❏ Barbara A. Glasby 

❏ Financial Reporting Section Staf 

❏ Division and Ofice Points-of-Contact 

FEDERAL DEPOSIT INSURANCE CORPORATION 
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