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We appreciate the opportunity to submit comments on the foregoing Notices of Proposed
Rules (NPR). These share a common theme on compliance and related disclosures with
information security regulations as it relates to identity theft and safeguarding customer
identifying information. The direct linkage between the two NPRs is the process for
determining, measuring and disclosing if a financial firm is in compliance with the model
“confidentiality and privacy” language in the proposed privacy form that states, per the NPR
dated March 29, 2007, “To protect your personal information from unauthorized access and
use, we use security measures that comply with federal law.” The NPR of March 29, 2007
does not address a process for determining, measuring or disclosing the accuracy of the
“confidentiality and privacy statement” but adopting the model privacy form conveys a Safe
Harbor right for the financial firms. False and misleading privacy and security notices under
GLBA 503 are an unfair or deceptive practice per the FTC ACT, e.g., ETC v. Nations Title
Agency; FTC v. Nationwide Mortgage; FTC v. Superior Mortgage that in turn represent a
“Retail Customer Disclosure Violation” and Operational Risk Loss Event under Annex 9 of
the June 2006, Basel Revised Framework Comprehensive Version and a regulatory legal
risk under the Basel || NPR dated February 28, 2007. The security measures defined in
GLBA 501(b) broadly fall into 2 categories, i.e., Information Technology and Safeguarding
Intellectual Property. Measuring, per effective metrics, and setting, at the Board level,
degrees of compliance or risk tolerances with the full range of security measures defined by
federal law, specifically GLBA, FTC ACT, and FDICIA Section 112, to protect a consumers
personal information is one of the requirements when applying the Basel || Advanced
Measurement Approach for Operational Risk on Information Security Governance. Key
recommendation: Disclosing Board-approved risk tolerances and matching metrics on the
degree of compliance by each firm with federal and state information security regulations
on safeguarding customer information should be an integral part of the model privacy form
under GLBA 503 as it relates to the “confidentiality and privacy” disclosure. As currently
drafted, i.e., “we use security measures that comply with federal law”, a firm could gain
Safe Harbor status, under the model privacy form, with a partial compliance with federal
regulations such as the example provided in the NPR on page 14997, e.g., “These
measures include computer safeguards and secured files and buildings.” The proposed
language in the March 29, 2007 NPR is not as comprehensive as the language it is
replacing in the original confidentiality and privacy statement dated June 1, 2000 Privacy of
Consumer Financial Information; Final Rule, i.e., “We maintain physical, electronic, and
procedural safeguards that comply with federal standards to guard your nonpublic personal
information.” Reconciling and unifying the two NPRs so there is a clarity, consistency, and
coordination on standards for measuring and disclosing the degrees of compliance with
federal information security regulations, including the model privacy statement, is the
central objective of our combined comments on the two NPRs.

In our comments that follow, we define an Information Security Governance Framework, for
financial firms regulated by the OCC, OTS, FRB, FDIC and NCUA, that is modeled on (1)
the Basel Il Advanced Measurement Approach for Operational Risk, (2) a literal
interpretation of existing federal regulations on information security and consumer
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protection laws and (3) a forensic analysis on enforcement cases by the FTC, OCC, OTS,
FRB, FDIC and NCUA involving information security, information technology and consumer
protection laws. Identity theft, reputation risks and information security vulnerabilities are
cited with good reason by Audit Committees as priority issues for 2007 in large part
because financial firms have yet to implement an Information Security Governance
Framework at the board level as defined by the 32 Supervisory Standards of Appendix B
per the Basel || Advanced Measurement Approach for Operational Risk that is based on a
literal interpretation of existing federal regulations on information security and consumer
protection laws. Currently, the lack of independent verification and validation of compliance
with information security and consumer protection regulations at the Board level plus a
scenario analysis with effective metrics on operational risks related to non-compliance with
federal regulations by independent counsel is contributing, we believe, to the unbridled
growth of online identity theft and related cyber attacks on consumers and Information
technology networks. In other words, Boards lack effective, independent metrics and advice
to measure compliance with information security governance regulations. Additionally, the
complexity of the federal regulations with multiple regulators is a daunting task for large and
small financial firms and their subject matter experts. This contributes to “regulatory fatigue”
or non-compliance with information security regulations. Finally, there is a systemic
imbalance in the application of information security regulations that includes, on one side, a
concentration on Information Technology and, on the other side, a de minimis attention to
safeguarding digital assets or intellectual property governance that enable federal crimes in
the form of corporate identity theft against consumers and IT Networks, including multi-
factor authentication. These issues all bubble to the surface when one maps out and
measures compliance with the federal regulations on information security and consumer
protection laws per the Basel Il Advanced Measurement Approach for Operational Risk.
Fundamentally, Boards of Directors need a refresher course on their obligations to comply
with current federal regulations on information security and consumer protection especially
given the stated objective of the federal financial regulators to investigate and enforce data
security violations per the President’s Identity Theft Task Force Report. Our Task Force is
preparing a series of seminars and webinars to address this issue based on our findings
and recommendations herein. Secondly, Boards are strongly encouraged to engage
qualified independent legal counsel to architect an Information Security Governance
Framework for Basel Il that complies with existing regulations. This is consistent with the
recommendations by the federal financial agencies (1) in their enforcement cases when
they recommend that counsel architect Information Security Programs and (2) in the Basel
I NPR when they require independent verification and validation plus a scenario analysis
involving expert opinions from business managers and risk management experts to derive
reasoned assessments of the likelihood and loss impact of plausible high-severity
operational losses. Qualified independent legal counsel should thus play the lead role in
architecting, verifying and validating an Information Security Governance Framework for
Basel Il. Finally, measuring and managing compliance at the Board level with information
security regulations should draw upon external (1) industry statistics on consumer and
corporate identity theft from the FTC and FINCEN, (2) IT Audit metrics from the federal
regulators and FFIEC for individual banks, (3) open-source IP Audit statistics and metrics
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on safeguarding and prosecuting intellectual property infringement cases for trademarks
and domain names for individual banks and (4) historical enforcement cases by (a) the
federal regulators on information security and information technology and (b) interested
parties involving fiduciary breaches and class-action lawsuits. These external metrics
should be integrated into Board-approved risk tolerance levels per Basel Il and fully
disclosed consistent within Pillar 3 so the market can assess degrees of compliance with
federal regulations on information security governance. This is consistent with the April 11,
2007 speech by Federal Reserve Board Chairman Bernanke titled “Financial Regulation
and the Invisible Hand” and serves to publicly disclose degrees of compliance when firms

state “we use security measures that comply with federal law” per the proposed privacy
model form in the March 29, 2007 NPR.
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Introduction to Information Security Governance Framework

Enterprise Risk | Information Security Governance Framework: A Basel |l Advanced
Management Measurement Approach (AMA) for Operational Risk on Identity Theft.
Objective Defining an open-source, enterprise risk management model for measuring

and comparing:
= exposures to online identity theft.
= compliance with federal and state information security regulations.

Methodology A literal interpretation and application of existing federal and state regulations
on information security, i.e., GLBA, FTC ACT, FDICIA Section 112,
Sarbanes-Oxley and California’s AB 1950, for banks, savings institutions and
credit unions regulated by the FDIC, OCC, OTS, FRB and NCUA.

Paradigm Intellectual Property owners have a fiduciary and legal obligation, especially
in this digital age, to safeguard their intellectual property or digital assets
from cyber attacks that are used in downstream federal crimes against their
IT networks and online consumers. IP owners increasing their ownership
levels of confusingly similar domain names used in fake web sites, email
spam and phishing sites decrease (1) their supply for future cyber attacks,
(2) the rate of future attacks on IT Networks and Consumers, (3) related
operational losses for the bank and its consumers, (4) demands on law
enforcement, and (5) reputation and operational risks thus leading to
renewed consumer confidence and usage of internet channels for a positive
ROI. Complying with information security regulations leads to operating
efficiencies and a competitive advantage but it depends fully on Boards of
Directors taking leadership and setting Board-approved risk tolerance metrics
for compliance and providing relevant resources to achieve these objectives
as outlined in Basel Il.

A comparative review and mapping of the Basel || AMA objectives to the Information
Security Governance Framework and its Matrixes is noted below in bold font type.

A bank’s AMA System should provide for the consistent application of operational risk policies
and procedures throughout the bank, and address the roles of both the independent firm-wide
operational risk management function and the lines of business. A sound AMA System will
identify operational risk losses (Matrix A), calculate operational risk exposures (Matrix B) and
associated operational risk capital, promote (Matrix E1 — Scorecard) risk management process
and procedures to mitigate or control operational risks, and help ensure that management is fully
aware of emerging operational risk issues. This framework should also provide (Matrix E1 —
Scorecard) for the consistent and comprehensive capture and assessment of data elements
needed to identify, measure, monitor and control the bank’s operational risk exposure. This
includes identifying the nature, type(s), and underlying cause(s) of the operational loss event(s)
(Matrix D2 Scenario Analysis). Moreover, the framework must also include independent
verification and validation (Matrix E1 — Scorecard) to assess the effectiveness of the controls
supporting the bank’s AMA System, including compliance (Matrixes D, D1) with policies,
processes, and procedures. Given the importance of these functions, the Agencies believe that a
bank’s validation and verification functions should begin their work soon after the bank has
started to implement its AMA System. [NPR pages 9170-9171]
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Mapping Basel II's 32 AMA Supervisory Standards to the Information Security Governance

Framework

Five Major Groupings
[Page 9170] and
Supervisory Standards(S)
from Appendix B

Narrative from NPR
[Page 9170]

Information Security
Governance Framework

Operational Risk

Standards for the Governance

. Governance | Matrixes
Management and organizational structures, E E1
including reporting, needed to o) - —
? X perational | Matrix A
S1-S10 manage operational risk. Losses
Basel Il Supervisory Standards - .
Operational | Matrix B
Risks
Operational Risk Data and | Establishes the standards for a
Assessment consistent and comprehensive
capture of the 4 elements of the | | Operational | Matrix A
S11-S22 AMA Losses
Internal Operational Loss Operational | Matrix B
Event Data Risks
External Operational Loss Compliance | Matrixes
Event Data & Internal D, D1
Scenario Analysis Controls
Business Environment and Scenario D2
Internal Control Factors Analysis
Operational Risk Standards governing the
Quantification systems and processes that Operational | Matrixes
quantify a bank’s operational Risks B, B1, B2
S23-S30 risk exposure.

Data Management and
Maintenance

S31

Standards to help insure that a
bank’s AMA system remains
robust and relevant as its
operational profile changes
over time.

| Governance | Matrix E1 |

Verification and Validation

S32

Standards to help insure rigor,
integrity and transparency for
each bank’s AMA System and
the resulting operational risk
component of the bank’s risk-
based capital requirement.

| Governance | Matrix E1 |
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Definition: Information Security Governance includes I[P or Intellectual Property
Governance, IT or Information Technology Governance and Compliance Disclosures.
These categories are derived from the supervisory guidances issued under GLBA'
(Matrixes D, D1) to address the lifecycle of online identity theft risks. In the initial lifecycle
stage, cyber criminals attack vulnerabilities in IP Governance by frequently using the digital
assets or corporate identity of firms in the form of infringing domain names to launch
downstream federal and state crimes such as fake or spoof web sites, sub-domain names,
email-spam and phishing attacks to defraud consumers of their identifying information, a
trade secret of a bank, and to penetrate a bank’s IT network and multi-factor authentication.

INFORMATION SECURITY GOVERNANCE NPRs
INFORMATION SECURITY GOVERNANCE FRAMEWORK (Basel 11) Basel Il
FDICIA SECTION 112 Federal
IP IT Compliance Register:
Governance Governance Disclosures February
GLBA 501(b), 521, 523 GLBA 501(b) GLBA 503 | 28,2007 |
IP Governancel/lP Perimeter IT Governancel/IT Perimeter The institution’s policies and N_IOdel
Trademark Infringements Firewalls practices with respect to Prlvacy
Corporate Identity Theft, Pretexting Secure Socket Layers protecting the confidentiality Form”
Domain Names (IP Asset Frauds Virus Protection and security of nonpublic Federal
Fake, Spoof Web Sites Multi-Factor Authentication personal information. Register:
Sub-Domain Names Virus Protection FDICIA SECTION 112 March 29
*Email-spam Network Vulnerability 2007
**Phishing Intrusion Detection SARBANES-OXLEY
FTC ACT (UDAP) Remote Access
*Deceptive Practices Penetration Tests FTC ACT (UDAP)
**Unfair Practices Pharming Risks Deceptive Practices
|IP Audit Metrics ﬁ Audit Metrics |Ri3k Tolerance Metrics
rade Secrets
Customer Identifying Information
Attempts Attempts Crime Completed - ;
to Acquire to Misuse Victim Harmed Prl(zs'd?{]t S
Consumer Consumer Th ?tn_]_l y K
Identity Information Identity Information E as
orce
LIFE CYCLE OF IDENTITY THEFT Report
President's Identity Theft Task Force Report: idtheft.gov ldtheft.qov

An analysis of FTC enforcement cases involving phishing2 confirm the following intellectual

property and consumer protection risks, i.e.,

Intellectual Property & Consumer Protection Risks

Federal Regulations

False corporate affiliation, fraudulent email and web sites

Deceptive Acts under Section 5(a) FTC Act,
Trademark Infringements

False claim of need to provide information

Deceptive Acts under Section 5(a) FTC Act

Email spoofing causing substantial injury to consumers

Unfair Practice under Section 5(a) FTC ACT

Unfair Use of Consumer’s Information

Unfair Practice under Section 5(a) FTC ACT

Deceptive Pretexting of Financial Information by sending
spam email and operating fraudulent web pages

Deceptive Acts under Section 5(a) FTC Act;
GLBA 521, Trademark Infringement

Unfair Practice under Section 5(a) FTC ACT

Phishing (FTC Congressional Testimony)
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Operational Risk Loss Events — Matrix A:

A sound AMA System will identify operational risk losses (Matrix A). Presented below is Matrix A,
Operational Loss Events for Information Security and Identity Theft. This includes relevant
operational loss events from the US version of Basel || (NPR: 2-15-07) and the international version
of Basel dated June 6, 2006, International Convergence of Capital Measurement and Capital
Standards, for federal information security regulations on identity theft. This includes the addition
from the international version of Basel these operational loss events omitted from the US version,
i.e., Breach of Privacy, Retail Customer Disclosure Violations. These last two operational loss
events are directly relevant for GLBA 503 and our earlier comments and recommendations for
determining, measuring and disclosing the accuracy of the confidential and privacy statement per
the Model Privacy Form and NPR of March 29, 2007.

|0PERATIONAL LOSS EVENTS - INFORMATION SECURITY AND IDENTITY THEFT
JQuerational Losses: 12 Events
Schedule V: February 15,2007 {Page 9189) BASEL. Annex 9. June, 2006
Business Environment and Client, Products, Bus. Practices
H Suitability, Disclosure & Fiduciary
The indicators of a bank’s operational Fiduciary Breaches
risk profile that reflect a current and Guideline Violations
forward-looking assessment of the bank’s Money Laundering & Sale of Unauthorized
underlying business risk factors products
and internal control environment.
Operational Risk [internal Fraud [Iinternal Fraud
The risk of loss resulting from inadequate Unauthorized Activities Employee theft, intentional misreporting
or failed internal processes, people, Transactions Not Reported of positions & insider trading by staff
and systems or from external events Theft and Fraud
(including legal risk but excluding Account take-over,
strategic and reputational risk). impersanations
|Scenario Analysis |External Fraud
A systematic process of obtaining expert Theft & Fraud Robbery, forgery, check kiting
opinions from business managers and Theftirobbery
risk management experts to derive Systems Security
reasoned assessments of the likelihood Hacking Damage
and loss impact of plausible high Theft of Information w/ monetary loss
severity operational losses. Identity Theft (NPR 2-15-07)
rUnIt of Measure Client, Products, Bus. Practices Client, Products, Bus. Practices
The level (for example, organizational Retail Customer Disclosure Violations
unit or operational loss event type) Breach of Privacy
at which the bank's operational risk
quantification system generates a Losses from process management
separate distribution of potential Unapproved access given to accounts
operational losses.
Schedule V: February 15. 2007 Operational Losses (Basel Operational Losses (US Reqgulators
erational Ris 4 oston
(Matrixes B & D: Reg. Compliance) |Est: .04% Total Assets or 12% of 4thQ NI, '05
CAPITAL IMPACT PROFT & LOSS IMPACT (Matrix A) JPROFT & LOSS IMPACT
IMATRIX A: Operational Losses @ Cepyright 2007 by IP Governance Task Force. All Rights Protected

Unit of Measure should be calibrated on a consistent basis in the industry by auditing firms
to match external statistics, per Matrix B, or the average identity theft loss reported to the
FTC by consumers recognizing 46% of consumer identity theft attacks involve financial
frauds (FTC & FINCEN statistics). Additionally, FRB Boston is requested to reveal for the
public the retail banking identity theft losses as a percent of total assets as reported by the
23 largest US banks in the QIS 04 study of $25 billion in operational losses. Our rough
analysis, after removing $9 billion of operational losses for Enron and Worldcom from the
$25 billion, is that retail identity theft losses in 2004 approximate 4 basis points of total
assets. This equates to approximately 12% of 4™ Quarter Net Income 2005.
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Operational Risk Events — Matrix B:

A sound AMA System will calculate operational risk exposures and provide effective
metrics to the Board for measuring and managing Board-approved risk tolerance levels.

Basel Il NPR on
Risk Tolerance
Metrics

S 2. The bank must have and document a process that clearly
describes its AMA System, including how the bank identifies,
measures, monitors, and controls operational risk.

Board of Director
Responsibility

“Other board of directors’ responsibilities with respect to operational
risk may include: Understanding and approving the bank’s tolerance
for operational risk;"® ®Banks use several approaches to define
operational risk tolerance...These approaches will continue to
evolve and banks are encouraged to continue to develop effective
metrics to define their operational risk tolerance.”

Presented below is Matrix B, Operational Risk Drivers for Information Security and
Identity Theft. This is a sequence or pipeline of operational risk and operational loss
phases that multiple in severity as they evolve from the root source of corporate identity
theft risks into federal crimes that cause substantial harm to consumers across America in
violation of federal information security regulations and consumer protection laws (Matrix

D).

(OPERATIONAL RISK DRIVERS: INFORMATION SECURITY AND IDENTITY THEFT

IPGOVERNANCE.COM - Cascading Risks Flowing from a Fiduciary Failure to Safeguard IP

[IP ASSETS

Domain Name

Operational Losses: 12 Events

IP ASSET RISKS |'QEraional Risks: 11 Classes
Reg [of li

Ownership Levels

Operational Losses

EASEL: Annex 8. June 2006

Operational Losses

TRADEMARKS
DOMAIN NAME

-

Confusion

UDRP = Infringement
and Customer

(Client, Products, Bus. Practices
Suitability, Disclosure & Fiduciary
Fiduciary Breaches
Guideline Violations

Safeguard Assets,

Comply with

Regulations

IGLBA 501 [b): Prevent, Detect &
Report ldentity Thaft

SARS BOX 350 S0X: IP Internal Controls

IP Ownership vs.

Infringement Levels
Criminal Act against
Bank Assat

TRADE SECRETS

INFORMATION

Domain Mame

SARS REPORTS
IDENTITY THEFT
CUSTOMER IDENTIFYING

NNAMES

SEE FTC CONSUMER
IDENTITY THEFT RISKS
46% FINANCIAL RISKS

Per FTC Statistics SARS BOX 35p

CORPORATE
IDENTITY THEFT

aff——pr PHISHING i

EMAIL ADDRESSES
FAKE WEB SITES
SUB-DOMAIN NAME

— _’, CUSTOMER

Internal Fraud
Unauthorized Activities
Transactions Mot Reported
Theft and Fraud
Account take-over,
impersonations
External Fraud
Theft & Fraud
Theftirobbery
Systems Security
Hacking Damage
- Theft of Information wi monetary loss
Identity Theft (NPR 2-15-07)
(Client, Products, Bus. Practices
Retail Customer Disclosure Violations
Breach of Privacy

[0 Bilational Repori  JSuspicious Activi
[Computer Intrusion Reports
SARS BOX 35f ldentity Theft

Regulato Fines
SARS BOX 359

Failure to Submit SARS &
SARS BOX 35k

Lack of adequate

Internal Controls,

Senior Management

Involvement, Training

Enabling Federal Crimes (DOJ

a1 gmoute gud &

CAN-Spam

(GLEBA 503: Privacy Disclosure

FTC Act, Section 5

UDAP: Unfair, Deceptive Acts

or Practices

Califomia's AB 1950

GLEA 501(B) Non-compliance

COS0 - ERM

Regulatory Compliance

hefl, VWire Fraud, Bank

—
Domain Name in Header

Daceetiva Disclosuras
TARGETING

IDENTIFYING
INFORMATION

Losses from process management
Unapproved access given to accounts

Operational Losses Operational Losses (Basel)

Ownership Levels JIP ASSETS

I3

IP ASS [Uperational Risks oston

Matrixes B1-2: IP Risk Tolerance & Online Brand Rating Models

(Matrixes B & D: Compliance) |Est: .04% Total Assets or 12% of 4thQ NI, '05

FROMNT-END RISKS

MATRIX B: OPERATIONAL RISK DRIVERS

CAPITAL IMPACT PROFT & LOSS IMPACT (Matrix A)

@ Copyright 2007 by IP Governance Task Force. All Rights Protected
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Dynamic, Ongoing Quantification Process:

Quantification of each operational risk phase involves a combination of Intellectual Property
Audits and a Scenario Analysis, each by independent counsel. Each of the quantification
phases and models, summarized below, is dynamic and dependent on each other and
change based on modifications within each model. The phases and models include:

IP Risk Tolerance Trend Analysis: 1999-2007.

Partial Scenario Analysis for Operational Risks per Matrix B.

Ownership Levels of Confusingly Similar Domain Names: Online Brand Rating. Matrix
B1

Operational or Legal Risk Exposure relating to potential litigation and/or regulatory
fines, under the Scenario Analysis, for failing to enact GLBA and Consumer
Protection Laws.

IP Risk Tolerance Model: Matrix of Ownership Levels & Remediation Budgets to | Matrix
Compliance. B2

Quarterly reports showing changes in the domain name ownership level based on
degrees of success in (a) reaching and maintaining Board-approved domain-
name ownership levels (b) preventing new domain name infringements.

Summary: Independent Intellectual Property Audits and corresponding IP Ratings
complement industry standard IT Audit and IT Audit Ratings from the FFIEC, which are
now firmly established within the financial industry and regulatory examinations.
Collectively, IP Ratings and IT Ratings independently (1) verify degrees of compliance with
the full range of information security and consumer identity theft protection laws and (2)
facilitate a peer review. Boards are directed by Basel Il to develop effective metrics to
define their operational risk tolerances. These metrics should be common, independent and
available to the public to help the market conduct peer reviews and assess degrees of
compliance with information security and consumer protection regulations for the model
privacy statement, per the NPR of March 29, 2007, and for general stakeholder interest in
determining the relative quality of each information security program.
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IP Risk Tolerance Trend Analysis 1999-2007:

External, open-source data bases, reveal the following domain name ownership levels,
over the past 9 years, of confusingly similar domain names for 91 financial firms
headquartered in the midwest and south, with total assets ranging from $75 million to $181
billion:
The firms, on average, own less than 7% of the universe of confusingly similar domain

names for their brands.

Cyber criminals own double that figure — all of which are trademark infringements
eligible for remediation through the cost-effective, global domain name arbitration
process called UDRP or Uniform Domain Name Dispute Resolution Policy. The IP
owners, in this span of 9 years, have only reclaimed ownership of 58 infringing domain
names through the UDRP process. The range of actual and/or potential federal crimes
for each domain name is noted below:

Risks

Intellectual Property & Consumer Protection

Federal Regulations

sites

False corporate affiliation, fraudulent email and web

Deceptive Acts under Section 5(a) FTC Act,
Trademark Infringements

False claim of need to provide information

Deceptive Acts under Section 5(a) FTC Act

Email spoofing causing substantial injury to consumers

Unfair Practice under Section 5(a) FTC ACT

Unfair Use of Consumer’s Information

Unfair Practice under Section 5(a) FTC ACT

Deceptive Pretexting of Financial Information by sending
spam email and operating fraudulent web pages

Deceptive Acts under Section 5(a) FTC Act;
GLBA 521, Trademark Infringement

Phishing (FTC Congressional Testimony)

Unfair Practice under Section 5(a) FTC ACT

And the balance or 81% is available for registration and use by any party.

These systemic

intellectual property
vulnerabilities have

Board Choices & Consequences

Using Bank Assets For Fraud

Brand Risk
Metrics
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Scenario Analysis for Operational Risks per Matrix B:

Financial firms and their Boards of Directors are exposed to a range of information security
violations and operational/legal risks for their failure to:

1.

safeguard material assets, i.e., trademarks which are defined as brands and domain
names and trade secrets which are defined as customer identifying information, per
their fiduciary responsibilities under FDICA Section 112. See TJ Hooper Case and RSA
Case in Matrix D as examples of fiduciary failures of non-financial firms to safeguard
material assets. Parallel arguments can be made under FDICIA Section 112 on the
failure of financial firms to safeguard their digital assets from federal crimes in this digital
age, especially by applying the TJ Hooper case. “T.J. Hooper held that the “avoidance
of negligence” requires adherence to existing standards of care; standards which
change as technology evolves. The T.J. Hooper concept of evolving standards is still
good law. Standards can ratchet up over time, as new innovations become accepted
practice.” Source: Chris Gallagher. In 2007, the standards for information security and
consumer protection laws are defined by the 11 classes of information security
regulations in Matrix B.

comply with GLBA and the FTC ACT on safeguarding their brands and consumers from
criminal acts and related federal crimes (Matrix B) per the supervisory guidances of
GLBA 501(b), GLBA 521, GLBA 523, and the FTC ACT on deceptive and unfair
practices per Matrixes D and D1. See the GLBA enforcement cases by the regulators
whereby Boards of Directors failed to fully apply GLBA in Matrix D2.

post accurate Privacy and Security Statements under GLBA 503 when they fail to
safeguard their intellectual property per GLBA and then state, in a deceptive manner,
that, “We maintain physical, electronic, and procedural safeguards that comply with
federal standards to guard your nonpublic personal information.” See Matrix D2 and
FTC v. Nations Title; FTC v. Nationwide Mortgage; FTC v. Superior Mortgage.

report suspicious activity reports as required by law and as confirmed by the
Department of Justice (DOJ) in its October, 2006 BiNational Report on Phishing. The
DOJ states (1) financial firms are legally required to submit Suspicious Activity Reports
on a crime affecting a financial institution (including phishing)® and (2) “companies that
are victimized by phishing may not report these instances to law enforcement. Unlike
some other types of internet-based crime, such as hacking, that may be conducted
surreptitiously, phishing, by its nature, involves public misuse of legitimate companies’
and agencies’ names and logos [trademark infringements — our insertion]. Nonetheless,
some companies may be reluctant to report all such instances of phishing to law
enforcement — in part because they are concerned that if the true volume of such
phishing attacks were made known to the public, their customers or accountholders
would mistrust the companies or they would be placed at a competitive disadvantage.”4
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5. report suspicious activity reports for one or more of the 6 relevant Identity Theft
Operational Loss federal crimes (Matrix B) that include computer intrusions, consumer
loan fraud, credit card fraud, mortgage loan fraud, terrorist funding (BSA/AML
Examination Handbook defines identity theft® as a form of terrorist funding) plus
corporate identity theft (SARS Box 35u), i.e., infringing domain names in deceptive and
unfair practices.

6. establish adequate internal controls per FDICIA Section 112 and COSO to prevent,
detect and report criminal acts against bank assets to FINCEN and the Board of
Directors. The risk profiles of the financial firms fined in BSA/AML civil money cases by
FINCEN (Matrix D2) are similar in nature to the risk profiles of the financial firms that are
failing to safeguard their intellectual property per GLBA and FTC ACT, i.e., lack of
senior management involvement, lack of internal controls, lack of training, failure to
report suspicious activity reports, and lack of a compliance officer for this class of risk.

The top half of the diagram below is a summary of the range of Data Security Violations
due to the failure of financial firms to fully enact the information security regulations of
GLBA', especially as it relates to preventing the deceptive and defrauding use of bank
domain names per the supervisory guidances of GLBA 501(b), 521 and 523. [Matrix D1]

Data
Security DATA SECURITY VIOLATIONS - CASCADING
Violations Trademark Infringements | Consumer Disclosure |[Trade Secret
Corp. |GLBA 521, 523|| Protection | GLBA 503 -
ID Theft | GLBA501(b) |[FTC ACT|| FTC ACT
Bank Fraud
IP Asset SARS
Frauds | - SOX = FTC Stats
Matrix FDICIA 112/| Operational
Risk Exposures to IP Asset Frauds Based on
‘ @ ‘ I Ownership Level Of Confusingly Similar
Domain Names:
Online Brand Rating
99.5% | Domain Ownership Level
M 1-“ (I:;I:Ialrl:: R;:irrllg Scit:li'rleg
Brand
Rating - IP Risk Tolerance | || [IFA" Rating In @20-

The lower half of the diagram measures the ownership levels of confusingly similar
domain names for a portfolio of bank trademarks on a scale ranging from less than 1% to
99.5% as a way to measure degrees of (1) compliance with safeguarding brands from
infringing domain names and (2) exposure to operational risks (data security violations)
for failing to safeguard domain names from use in federal crimes. Low ownership levels
equate to high risk exposures. This is the Online Brand Rating model. — Matrix B1.
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Ownership Levels of Confusingly Similar Domain Names: Online Brand Rating Matrix

B1
IP Risk The lower half of the diagram in Matrix B1 (see above) measures
Tolerances: the ownership levels of confusingly similar domain names for a

portfolio of bank trademarks on a scale ranging from less than 1%
Online Brand (F25 Rating) to 99.5% (A Rating) as a way to measure degrees of

Rating (1) compliance with safeguarding brands from infringing domain
names and (2) exposure to operational risks (data security
Peer Review violations) for failing to safeguard domain names from use in federal

crimes. Weak online brands (F Ratings) are defined by low domain
name ownership levels that equate to low remediation budgets and
high operational risk exposures while strong online brands (A
Ratings) are defined by high domain name ownership levels that
equate to corresponding intellectual property investment budgets
and low operational risk exposures. This is the Online Brand Rating
model. — Matrix B1.

Board of Director Metrics: Boards select and approve a desired ownership level or risk
tolerance for confusingly similar domain names on a scale of less than 1% (F25 Rating) to
99.5% (A Rating) for the brands of their firm. The ownership level and corresponding
Online Brand Rating has a matching:

1. Operational or Legal Risk Exposure relating to potential litigation and/or regulatory
fines, under the Scenario Analysis, for failing to enact GLBA and Consumer Protection
Laws.

2. Remediation budget for reaching the desired domain-name ownership level and
Online Brand Rating. A scale of domain name ownership levels and remediation
budgets is provided in Matrix B2 in the “IP Risk Tolerance Model - Matrix of Ownership
Levels & Remediation Budgets to Compliance”

3. Quarterly report showing changes in the domain name ownership level and Online
Brand Rating based on degrees of success in (a) reaching and maintaining Board-
approved domain-name ownership levels and (b) preventing new domain name

infringements.
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The next phase in the Operational Risk Quantification process is the:

Operational or Legal Risk Exposure relating to potential litigation and/or regulatory fines,
under the Scenario Analysis, for failing to enact GLBA and Consumer Protection Laws.

This analysis centers on domain name valuations and compliance with the reporting of
infringing domain names and their variations through Suspicious Activity Reports (BOX
35u-ldentity Theft) to FINCEN and Boards of Directors as required by FDICIA Section 112
and GLBA 501(b). This last part requires analysis and verification by independent counsel
due to the confidential nature of Suspicious Activity Reports.

Our analysis begins with a quote from the FDIC FIL 64-2005 on the importance of domain
names, then provides a valuation range on infringing domain names and concludes with an
economic summary of estimated operational risks.

Domain Name Valuations:

The EDIC’'s FIL 64-2005 states: “Financial institution domain names are critical and
valuable financial institution property that should be protected. Financial institutions and
their Internet banking customers may be vulnerable to data and financial loss if domain
names are misused or otherwise redirected. Practices to monitor and protect domain
names should be regularly reviewed and updated as part of a financial institution's
information security program.”

Banks are required to report infringing domain names through Suspicious Activity Reports,
BOX 35U-ldentity Theft, per FDICIA Section 112 and the GLBA 501(b) supervisory
guidances (Matrix D1) and their failure to do so exposes the banks to operational or legal
risks and fines through civil money penalties from the regulators and/or FINCEN.

Valuations of infringing domain names are addressed in the following chart.
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$575,000
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$475,000 -
$425,000 1 Suspicious
$375,000 1 Activity
$325,000 +{ \/aluations
$275,000 + Per Criminal
$225000 1 Act Vs.
$175,000 + Bank Asset
$125,000 -

$75,000 -

$25,000
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SARs Box 35U: Section 1c for infringing domain names where the identity of the
perpetrator is not known per the whois domain name records.

SARs Box 35U: Section 1b for infringing domain names where the identity of the
perpetrator is known per the whois domain name records.

SARs Box 35U: Section 2 of SARs for Phishing Sites where consumers reveal sensitive
customer information in fraudulent web sites.

'01 Damages for ernestandjuliogallo.com (holding it as real estate.

‘02 Damages for pinehurstresort.com (dilution and cybersquatting): Pinehurst v. Wick

‘03 Damages for gmatplus.com (dilution, cybersquatting): GMAT v. Raju63

‘00 Damages. Plaintiff owned the trademarks EB and ELECTRONICS BOUTIQUE, and
operated a popular online store at “ebworld.com” and “electronicsboutique.com.”
Defendant registered the domain names with the misspellings “electronicboutique.com,”
“eletronicsboutique.com,” “electronicbotique.com,” “ebwold.com,” and “ebworl.com,” and
operated websites at those names, all of which “mousetrapped” users with numerous pop-
up advertising windows. The court ordered defendant to transfer the disputed domain
names and enjoined defendant from using any domain name “substantially similar’ to
plaintiff's marks. Additionally, the court awarded plaintiff $500,000 in statutory damages.
In justifying the maximum award of $100,000 per infringing domain name, the court noted
that: (1) defendant admittedly earned between $800,000 and $1,000,000 annually from his
cybersquatting activities, and (2) defendant “boldly thumb[ed] his nose at the rulings of this
court and the laws of our country” by continuing his cybersquatting even after this court in
another case enjoined him and assessed statutory damages and attorney’s fees. Finally,
the court awarded plaintiff over $30,000 in attorney’s fees and costs. Elecs. Boutigue
Holdings Corp. v. Zuccarini

‘02 Damages for watchreplica.com (counterfeiting, infringement, dilution, and
cybersquatting). Louis Vuitton Malletier v. Veit

'02 Damages for entrepreneurpr.com. Plaintiff, owner of the registered mark
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ENTREPRENEUR for magazines, operated websites at the domain names
“entrepreneur.com” and “entrepreneurmag.com.” Among other claims, plaintiff sued
defendant for trademark infringement (entrepreneurpr.com), unfair competition, and
counterfeiting. The district court granted plaintiff's motion for summary judgment on its
trademark-infringement and unfair-competition claims, awarded plaintiff $337,280 in
damages, and enjoined defendant from using any marks confusingly similar to
“Entrepreneur.” Entrepreneur Media, Inc. v. Smith , 279 F.3d 1135
$400,000 | ‘04 Damages for medpets.com (dilution, infringement, unfair competition, cybersquatting).
Petmed Express, Inc. v. Medpets.com, Inc.
$500,000 | ‘06 Damages per phishing site and infringing trademark or domain name for trademark
owners operating in Tennessee per Anti-Phishing Act of 2006. Damages may be trebled to
$1,500,0000 in egregious phishing cases.
$500,000 | ‘00 Damages for Rolex and Polo. Defendant sold counterfeit watches and shirts bearing
(Rolex) | plaintiffs’ trademarks ROLEX and POLO through his websites including
“knockoffalley.com” and “replicadu.com.” Noting the willful violations by defendant, the
$100,000 | magistrate judge recommended statutory damages for trademark counterfeiting of
(Polo) | $500,000 for Rolex and $100,000 for Polo. The court distinguished this case from
storefront counterfeiting cases in which only $25,000 was awarded per trademark violation
because those amounts “would plainly be inadequate to compensate the plaintiffs” here
“[iIn view of the virtually limitless number of customers available to [defendant] through his
Web sites.” The magistrate judge also recommended awarding attorney’s fees based on
defendant’s willful infringement and defendant’s conduct that increased plaintiff’s legal
costs. Rolex Watch U.S.A., Inc. v. Jones , 2000 U.S. Dist. LEXIS 15082
$2,500,000 | '06 Damages. Defendants used plaintiffs’ trademarks in the metatags of their websites, and
per | purchased the marks “Australian Gold” and “Swedish Beauty” as search keywords. The
trademark | plaintiff-manufacturers sued for trademark infringement, false advertising, and unfair
competition, and plaintiff ETS sued for interference with its distribution contracts. After a
trial, the jury returned a verdict in favor of plaintiffs on trademark infringement and false
advertising. The jury awarded: (1) plaintiffs Australian Gold and Advanced Technology
Systems damages of $325,000 and $125,000, respectively, for infringement, and $35,000
and $15,000, respectively, for false advertising; (2) damages of $500,000 to ETS for its
tortious interference claim, and (3) punitive damages to ETS of more than $4,000,000 on
its tortious interference/conspiracy claims. Australian Gold, Inc. v. Hatfield , 436 F.3d 1228
(10th Cir. 2006)
$28,945,515 | '05 Damages for yesmoke.com (Sale of gray-market cigarettes): Philip Morris USA, Inc. v.
Otamedia Ltd

Given the historical damages won by trademark owners on domain name infringement
cases ranging from $25,000 and higher, the ability of trademark owners to litigate for
damages of up to $500,000 per infringing domain name under recent state-based anti-
phishing laws and given the harm caused to consumers by fake web sites, email spam and
phishing, Boards of Directors should adopt a zero tolerance level and require the reporting
and remediation of all infringing domain names in an effort to take leadership and
safeguard their bank brands, customers and reputations from direct cyber attacks. This
strategy represents a paradigm shift in the industry whereby IP owners and Boards of
Directors step forward and take responsibility for safeguarding their intellectual property
thus minimizing downstream cyber attacks on their consumers and IT networks. This model
is embedded in the existing information security regulations based on a literal interpretation
and application of GLBA 501(b), GLBA 521, GLBA 523, the FTC ACT and FDICIA Section
112.
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One way to quantify operational or legal risks within the information security and consumer
protection program is to apply the $5,000 reporting valuation for a Corporate Identity Theft
crime against a bank asset, per BOX 35U of the Suspicious Activity Report, for every
infringing domain name that has not been reported in a SARS report and for matching but
available domain names. Considering firms own on average less than 7% of confusingly
similar domain names, that cyber criminals own double that amount and the balance or
81% is available for registration by any party, it is fair to characterize the industry’s
exposure to infringing domain names and related federal crimes as severe and serious.
Applying this operational risk quantification model to the 91 financial firms headquartered in
the midwest and south yields an average Operational Risk figure of approximately 5% of 4t
Quarter Net Income for all 91 firms, including those with assets in excess of $1 billion. The
Operational Risk exposure represents a larger percentage of 4thQ Net Income, 2005 for
firms with assets less than $1 billion as they lack the economies of scale with a smaller
asset base for their brand. This is a systemic risk in the banking industry that cuts across
firms requlated by the FDIC, OCC, OTS, FRB and NCUA.

1 91 Firms

106|Operational Risks/ Net Income 4thQ 2005

107 [$181b to $32b 9 4%

108/$31.9b to $15.1B 4 4%

109]515b to $5.1b 9 10%

110|%5b to $1b 26 16%

111|Greater Than $1b 48 5%

112

113|Less Than $1b

114]$0.99b to $0.45b 21 22%

115]$0.44b to $0.0758 22 88%

116|Less Than $1b 43 34%

117 Average 91 5%
1 |[Total Assets By Primary Regulator # of Firms 2005
2 |FDIC 29 $42,420 327 000
3 |0CC 25 $391,795 131,730
4 |0OTS 5 $28,235 357 000
5 |FRB 16 $544 454 776,000
6 [Credit Unions 16 $7 450 561,897
7 Total Assets 91| %1014 356 153 B27

Another way to quantify operational risk exposures is to compare civil money penalties and
litigation settlements in comparable cases for each firm under the leadership of
independent counsel.

Of course, the need for such analysis diminishes in direct relationship with a firm’s
compliance with existing information security and consumer protection regulations.
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IP Risk Tolerance Model - Board Approved IP Risk Tolerances — Matrix B2
Merging and plotting the key drivers from the foregoing models into the IP Risk Tolerance
Model shows how a range of low, medium and high ownership levels of confusingly similar
domain names for a set of brands and trademarks corresponds with:
= operational losses as defined in Matrix A and Matrix B. Low domain name ownership
levels explain the rapid growth of fake web sites, email spam and phishing and related
consumer and corporate identity theft operational losses. It also foretells a continuation
of existing identity theft trends in the financial sector due to a failure of individual firms to
attack this problem at its root source.
= operational risk exposures or legal risks for failing to safeguard its intellectual
property, i.e., trademarks and trade secrets from IP Asset Frauds or federal crimes as
defined in Matrixes A & B and the Scenario Analysis.
= an_investment/remediation budget tied to desired domain name ownership level by a

Board of Directors. Reversing the current trend requires leadership by a Board of
Directors to safeguard its intellectual property by increasing their ownership levels of

confusingly similar domain names through remediation to a level close to a 99.5%
ownership level or “A” Online Brand Rating. This is estimated to equal between 5 basis
points and 36 basis points of consolidated net income for 2005 and 2004 per our

IP Governance Operational & Reputational Risks

Board of Directors [Matrix B1] Consumer Confidence

# Low Risks = Low Losses = |
Compliance Compliance
GLBA ID Theft Losses
FDICIA Sect. 112 [ Bes. Loan Fraud
FTC UDAP ' i

71% to 99.5% Credit Card Fraud
ID Theft Red Flags ; Regulatory Fines
Basel Il -7 46%1t0 70% || | : Civil Litigation
SOX 409 . - Fiduciary Lawsuits
COSO - ERM

IP Risk Tolerance
Model =
“Online Brand Rating”

Disclosure Risks

Reputational Risks

High Risks = Large Losses =
Non-Compliance Non-Compliance

Brand, Privacy, Litigation & Reputatio Risks
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recent study on 91 financial firms headquartered in the midwest and south. This same
level of investment to solve 9 years of ballooning risks equates to less than 4% of the
marketing budget for 2005 and 2004 for the smallest firms or less than .46% of the
marketing budget for 2005 and 2004 for the largest firms in the study. This is a relatively
small investment for a Board in a firm’s brand to (1) reach compliance and (2) safeguard

their brands, consumers and IT Networks from online identity theft attacks.

1 91 Firms
2|Total Assets # of Firms 2005
143
144]IP Investment ("A" Rating)/Net Income (04 & 05)
145($181b to $32b 9 0.03%
146($31.9b to §15.1B 4 0.06%
147 [$15b to $5.1b 9 0.11%
148|$5b to $1b 26 0.19%
149|Greater Than $1b 43 0.05%
150
151|Less Than $1b
152($0.99b to $0.45b 21 0.29%
153($0.44b to §0.075B 22 0.64%
154 |Less Than $1b 43 0.36%
155 Average 91 0.05%
413
414[IP Investment / Marketing Budget (04 & 05)
415($181b to §32b 9 0.46%
416(%31.9b to $15.1B 4 0.79%
417(%15b to $5.1b 9 0.93%
418(%5b to $1b 26 2.37%
419|Greater Than $1b 43 0.62%
420 0
421|Less Than $1b 0
422(%0.99b to $0.45b 21 2.52%
423(50.44b to §0.0758 22 371%
424|Less Than §1b 43 2.86%
425 Average 91 0.66%

In summary, the operational risk quantification program include these interrelated models:

IP Risk Tolerance Trend Analysis: 1999-2007

Partial Scenario Analysis for Operational Risks per Matrix B

Ownership Levels of Confusingly Similar Domain Names: Online Brand Rating Matrix B1
Operational or Legal Risk Exposure relating to potential litigation and/or
regulatory fines, under the Scenario Analysis, for failing to enact GLBA and
Consumer Protection Laws.
IP Risk Tolerance Model: Matrix of Ownership Levels & Remediation Budgets to | Matrix B2
Compliance
Quarterly reports showing changes in the domain name ownership level based
on degrees of success in (a) reaching and maintaining Board-approved domain-
name ownership levels (b) preventing new domain name infringements.
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Information Security — Matrix C:

This is a diagram of 3 parallel and complementary functions defined in the Information
Security guidances issued under GLBA 501(b) by the federal banking regulators. The terms
IT or Information Technology Governance and Network Vulnerability are common terms
and functions within the Information Technology industry. We coined the term IP or
Intellectual Property Governance to address the body of federal regulations on
safeguarding trademarks and trade secrets from online identity theft. The foregoing
operational risk analysis confirms there is a systemic imbalance in the application of
information security regulations that includes, on one side, a concentration on Information
Technology and, on the other side, a de minimis attention to safeguarding digital assets or
intellectual property governance that enable federal crimes in the form of corporate identity
theft against consumers and IT Networks, including multi-factor authentication. The
purpose of our comments is to outline the foregoing systemic risks and recommend a
holistic Enterprise Risk Management model for Information Security Governance that
unifies all 3 parallel, complementary and required functions for an effective model in
safeguarding online customer information. Thinking outside of the IT Perimeter and
addressing the external risks involving the fraudulent use of bank assets against online
consumers and IT Networks is consistent with a literal interpretation and application of
existing federal regulations on information security and consumer protection laws.

Board — Operational Risks, Compliance, Metrics
Reputation (Internet Channel)

IT Perimeter IT Perimeter
Enterprise Risk Management — Information Security

IP Vulnerabilities 1

Identity Theft: Brand "
|
Identity Theft: Client l

IP Asset Frauds Report to Bank & FTC
Email (spam)

Phishing Xy Identity Theft: Client Pharming
Fake Web sites .
Matrix C

Operational Risks Operational Losses

[ “F” Ratings [ 5% - 4thQ, NI, ’05& ‘04 [ 12% - 4™Q NI, 05 & ‘04 |
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Compliance & Internal Controls: IP Governance: Matrix D

Board of Directors

"Perfect Storm", Published by Complinet, March 1, 2007
IP GOVERNANCE MODEL - REGULATORY COMPLIANCE

" RSA Security T.J Hooper, Caremark 7
. Shareholder Lawsuits Civil/Tort Lawsuits ~
‘“\ ) Failure to Adjust Standards _ Matrix
~._ Failure to Safeguard of Care Based on ~ D2:
“-._Exclusive IP Rights Technology e :
$5,000 - Advances - c
= . —1" Failure to i
To S Revenue Fiduciary & 7 Prevent .
Damages |\, ™.  Loss{==)Duty of Detect. F":"‘;:"
P00 Litivalaation Domein\:JED = Care o~ & Report |Scenario
g Name T > 4 7 BSA/AML |dentity |Analysis

Valuations 6 @ 3 Theft, a -
Source of vt
California Security 7 2 Information R

AB 1950: Security -

Failure to Risks / 3 1 P GLBA Fil'lar_lcing :4::::1
Maintain - P . 501b V.Ia. Lawsuits
Siass | Adequate " Privacy Compliance, - Suspicious
Laf:,;',}. Security = Risks Disclosure Risks-.| Activity Matri
atrix
GLBA " Deceptive Disclosure | COSO - 1984 _Reports D1:
501(b) " statements - GLBA 503 | Compliance/Internal Controls ™.
/’fWe comply w/ federal standards) ., GLBA

EDICIA Section 112; Audits,
//FDIC Compliance Handbook: ‘06 | Safeguarding Assets, Safety Stmda?aé‘\ 501(b)

Matrix D | FTC's UDAP, CAN-SCAM| COSO — ERM: Information Security ™.
L @IP Task Force & Regulatory Fines

Sarbanes-Oxley & Intellectual Property .

Matrix D analyzes the maze of federal and state regulations that are relevant for intellectual
property operational risks and operational losses per information security and consumer
protection laws. This analysis is available online and has already been shared with the
FDIC and FRB in January, 2007. A letter from the FDIC thanked the IP Governance Task
Force for its analysis and indicated the analysis was being shared with staff members. In
summary, the regulations direct financial firms to safeguard their intellectual property
especially as it relates to federal crimes involving information security and consumer
protection laws. As it relates to our comments herein on the 2 NPRs, we shall focus on the
specific GLBA and FTC regulations (Matrix D1) and enforcement cases (Matrix D2) that
have a direct bearing on firm's degree of compliance with safeguarding its intellectual
property, i.e., trademarks and trade secrets from federal crimes against consumers and IT
networks. These regulations, supervisory guidances and enforcement cases are listed in
the following Matrixes and may be accessed by clicking on each one within the live version
of the Information Security Governance Framework cited in the Table of Contents. This is a
comprehensive virtual library that includes supervisory guidances and enforcement cases
that are cited and omitted from the President’'s Identity Theft Task Force Report
(www.idtheft.orq).
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Matrix D1 - GLBA and FTC Requlations and Supervisory Guidances

INFORMATION SECURITY GOVERNANCE FRAMEWORK (Basel Il) P IP IT
Matrix D1 Governance Governance | Governance
[ President's [Agency Date  |Flie Information Security Governance; Identity Theft Phishing Pharming
(v} Identty Regulatory Guidances; Domain Names.
=] Theft Task GLEA 501 (b} Suspiclous Activity Reports (SARS)
E Foree FTC ACT Seetion § Spoofed Web Sites
R FTE_|ois Samont  |CEoLviEe identity Theft and Pretet Calling dentity Theh, SARS
R PIOTE [ois 332004 PR IEE] Fhishing and E-mail Scams Dorrsain Hame_SARS Yes
R FiTTF Jois  Jomoooa oo wans Phishing' Customer Brochure Yes
Interagency Guidance on Response
oTs 3002008 |Leter 4214 Programs for Unauthorized Accass to Igentty Theft
Custames Informaton and Custormer Notee
= i Inferagency Cuidance on Authenbcation in an|
=] 1202 et = e e
o] PITTF oTS 10N 22005 |Lebier 238 internet Banking Environment Spool web sites. domain names fes Yes
oS 12f 42005 |Leterwzan ineragency Guidelnes Establiching Igentty Theft
—— |farmaton Séculll" Standards
o
ATTF  |occ orrmoo |l 20009 Pr'm‘"";'""E”Eé:f:f‘ms of Natinal Durrain Name, SARS
PITE |occ 4302001 |AL Z0014 Tdentity Theh and Pretext Calling Tdenlity Thel, SARS
R ATTF  |ooc aiaiz00s Custarmer (dentty Theft: E-Mall-Related Dormain Name, SARS Yes
Fraud Threats
Response Programs for Unauthonzed
oce 41 402006 Access to Custamer nfarmation and Igentty Theft Yes
Customer Notice: Final Guidance
s fiek Mitigation and Resgonse Guidance for . o
R PITTF  |occ 712005 Vieh Eke Srocfiog Inckderte Dernain Marme, Privacy, SARS Yes Yes
o PITTF e 10H 22005 Authenticabon inan Intemet Banking Spoof web sites Ves Ves
Erviraniment
WUsuum CT% Co-Co0z Tderilty Thel Preventon Ta=nily Thell
WCUA__ [oemzon_ [oTe ocu-og Tdenity Thelt and Pretext Caling Tdenity Thelt, SARS
o PITTF  [ncus  zooce fgacuas Pratectan ef Credit Union Intemet Addresses Demain Name
T TR
o PITTF  [ncus  fanoos  foa-cuaz Wiaibailes by Entites Claiming tz be Cret Dotreain Name, SARS
"
o E-Mal and Intemet Related Fracouent
[ M7 LTR 04-C L
o PITTF  ucus  farszoos T 04-CLI-06 P — Dotreain Name, SARS Yea
ncua  forsovaood R 04-CL-1 Phighing Guigance for Cradit Union Memiers Brachure Yea
Phighing Guidance for Cregi Unisne And
a PITTF  |Ncua 2o B g5l hing Guidance for e Domain Narme, SARS Yes Yes
Their Members
Fre 12 GM FTC Act, Section 5, UDAP Identity Theft, Unfar Practice - FTC ACT Ph'*"";’;f:;' Unfair
Fhishing Case, Unfa
Fre o7y |ETC ve FTC Act. Section 5, UDAP Identity Thett, Unfak Practice - FTC ACT |10 "';’m:l:; nfair
INFORMATION SECURITY GOVERNANCE FRAMEWORK (Basel II) IP P IT
Matrix D1 Governance Governance | Governance
e PTTTER MY o e AL AL
c President’s JAgency Date Flle Infermation Security Governance; Identity Theft Fhishing Pharming
] ldendiy Regulatory Guidances; Demain Names
o | hemTask GLBA 501(b) Suspiclous Activity Reports (SARS)
E Force FTC ACT Section § gpoofed Web Sites
ACT Section el L RE L
Fair and Accurate Credit Transactions Act of -
far2000 i lic f anc =00, subject ic
F1c 120412000 (AT At infarmation of another_person, subject 1o
2003 such further gefintion as
FTe 311 12004 FTC Act, Section 5, UDAP Identity Thef, Unfar Practics - FTC ACT ph'*"";’r:::;' Unfair
T
Bractioes ame untalr If fhey catse of are
kely Lo caves consmers subes i
Whah s neither jeasanably avoidable by
sonEuers nor ouneraling
e O DATA BREACHES AND IDENTITY 'If:“u-“u.‘.. " ves
jengs 3 variety of i lices
ihat threaten date security 13 13 The
clude for example unaihorized charpes
o cannection wih £ See FIC
Fre 71 82006 AT
" BITIE__[TRE (A ERhE |__buenmy Thel and Pretest Caling Te iy Theft, SARE
. e Unfar or Deceplve ACIS of Praciices by Siate
FRE 2112000 CAREZ Chartsred Banks ldentty Thett, Untak Practice - FTC ACT
a PITTF FRE 1onaews |s T Interagency Cuidance on Authenbcation in an| Spoof web sites Ves Yes
Internet Banking Enviconment
Interagency Gudance on Response
Fre 12112008 Programs for Unauthorized Accass to Ity Theft Yes
Custormes Information and Customer Molice
FINCEN [rhi2005_ |geps e Igentity Thelt Tdentity Theft (Bux 5503
DlEraoency Guiceines Eetablaing
Friec  Jozioror Al 4 s et Yes
ol (E202000
l Soundne
5] PITTE  [rriec  [anieoos | Benking Bookwst aalleter Dorrain Narme SARS
a PITTF  [Friec  |oreoos el s Spaot web sites Yes Yes
R PITTF__|rriECc|romooe | il Sanbonk Dormain Name. 5pool web siles_phishing Yes Yee
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INFORMATION SECURITY GOVERMANCE FRAMEWORK (Basel 11} IP IP IT
Matrix D1 Governance Governance | Governance
——— — — — —
[4 President’s [Agency Date Flie Information Security Governance; Identity Theft Phishing Pharming
o |dendty Regulatory Guidances; Domain Names
o] Theft Task GLBA 501 (b) Suspiclous Actlvity Reports (SARS)
E Force FTC ACT Section § Spoofed Web Sites
- L | cla e o i i —
R PITTF  |Friec  |ansizoms T :'fl::"’"l”"“”" Spoel web sites, phishing Yes Yes
n Eacking Envranient
ElL77-2000
[+ PITTF  |FOIC 11108100 (omitted In FIL-32- Protecting Intemet Domains Duorain Narme, SARS
2007)
Foic  osnamt  |EiLezeom ez roalais sl el
Ll Sglecgardne Customer ioration
R pITTF  |FoIC sia2001 FIL-38-2001 Gudance on '“";'_‘:III’HT"*" and Pretext Identity Theft, SARS
L aling
Exarnination dures to Evaluate ¥7: Incident RQS{JI’JHSES. reparts o law
[s4 r,
> LA Foic 2412001 tan Salepuards enlorcament, regulators
FoIC saoiz00e_ |FILS7-2002 ar Deceptive Practices | Identity Theft, Unfai Practice - FTG ACT
Guid on identily Thefl R -
Foic ainazoos el e3 o0 Suidance sn P:';;me eEpanse Seeking Commentary
The Federal Deneall [neurnes Cormarat
Audit Report No_03-
FOIC OR/26/035 L Ep:'; = Progregs in lmelementing the Cramm-Leach-
Bliley At Tille - Prvacy Provison
- _— Untar or Deceplive Actes or Practices by State
FoIc 1 ledeadd] Chartered Banks |dertity Thett, Untalr Practics - FTC ACT
FIL 27-Z2004. Guidance on Saleguarding Custormers
R PITTF  |Foic 32004 | (Omitted in FIL-32- Against E-bail and Intermet-Felated Duormain Narme, SARS e
20071 Fraudulent Schemes
R Interagency Infarmatanal Brachure on
R PITTF  |FOIC 91312004 1L-103-2004 Internet Phishing Scams Brechure Tes
Identity Theft Study on “Account Hijacking”
R PITTF  |FOIC 12142000 |FiL 1320004 Identity Theft and Suggestiens for Reducing Durmain Name, SARS Yes
Criling Fraud
Buidance on Response Programs for
FoIC 4i1/2005 Unauthorized Access i Customer Identity Thelt Tes
Infarmiation and Custamer Nalice
R PITTF  [FoiC rispo0s  [Fissoncs dentity Theft Study Supplement on “Account Spoof web sites, phishing Yes
Hijacking Identity Theft
Pharming Cuidance on Hew Financial
o PITTF  |FOIC FEo0s el 54-2005 Institutions Can Protect Against Pharming Duriain Narme, SARS Yes Yes
Attacks
R PITTF  |FOIC Fizara00s  |FIL-B6-2005 Guidanes on Mitgating Risks From Sgyware Spoof web sites, phishing Yes Yes
o PITTF  [Foic 1onoeoes |FIL 10a-2005 FFIEC Guidanee Authentication in an Intemet Spant web sites Yes Yes
Banking Environment
T -
Foic  |azzeoos [EiLascoce Fair Credit Reporting Act Revised Igently Thett
Examinaton Procedures
FoIC N E A AERERR Compliangs Examinaton Handbook Unfar Practice, FTC Act
INFORMATION SECURITY GOVERMANCE FRAMEWORK (Basel 11} IP IP IT
Matrix D1 Governance Governance | Governance
- — ——— —— — —
[4 President's [Agency Date Flie Information Security Governance; Identity Theft Phishing Pharming
o |dentty Regulatory Guidances; Domain Names
o} Theft Task GLBA 501 (b} Suspiclous Activity Reports (SARS)
E Force FTC ACT Section § Spoofed Web Sites
—
ELL-22-2007 fomits,
o PITTF  |Foic FOIC FILT7-2000 | FOIC's Supervieary Policy on identity Theft identity Theft e e
41112007 and FIL-27-2004) —
Omissions Earfier FDIC Identity Theft Guidances involving bank domain names not cited in FIL-32-2007 include:
FCIC 118400 il [ rSen e} Froleciing Intermet Domains Dornain Narme, SARS
Guidance on Saleguarding Custormers
Foic 312004 |FIL 273004 Against E-Mail and Internet-Felated Durnain Narme, SARS e
Fraudiilent Schemes
Code: [Footnote #3. Page 84/90 of President’s Identity Theft Task Force Commitiee, Volume If
NR Mot Relevant for Corporate Identity Theft: GLBA 501(b)
R Relevant for Corporate Identity Theft: GLBA 501(b
[5] Omitted but relevant for Corporate Identity Theft: GLBA 501(b}
PITTF |President's |dentity Theft Task Force

Matrix D1 defines all relevant GLBA 501(b) supervisory guidances on safeguarding

intellectual property for information security and consumer protection as of May 29, 2007. It

includes:

= 15 Relevant supervisory guidances from Footnote #3, Page 84/90 of President's Identity
Theft Task Force Committee, Volume Il.

= 15 Omitted but relevant supervisory guidances from Footnote #3, Page 84/90 of
President's Identity Theft Task Force Committee, Volume II.

= Two relevant FDIC Financial Institution Letters on Corporate Identity Theft and Domain
Names, i.e., FIL 77-2000 and 27-2004 that were not cited in the FDIC’s FIL 32-2007,
FDIC's Supervisory Policy on Identity Theft.
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Scenario Analysis for Operational Risks (Full Version)

Defining and understanding all the relevant regulations on information security governance
and consumer protection regulations is an essential 1st step in the process to determine,
validate and verify compliance with the same regulations — hence the need for Matrixes D
and D1 and independent counsel.

Analyzing historical enforcement cases by the regulators and private sector lawsuits is the
2" step in determining exposures to future litigation and/or regulatory fines due to non-
compliance. Presented on the following page is Matrix D2. This is a summary of the
historical enforcement cases by the FRB, FDIC, and OCC that were cited in the President’s
Identity Theft Task Force Report. It also includes relevant enforcement cases on BSA/AML
civil money penalties, FDICIA Section 112 and phishing cases. The enforcement cases
have been reviewed and allocated by type of enforcement action through these risk
categories, i.e., Phishing Cases, Consumer Protection, Data Security Violations, Enterprise
Risk Management and Information Security and IT Technology/Governance. The trend that
emerges from this analysis is a clear set of major information security violations and
operational/legal risks for financial firms that are defined in this Scenario Analysis on page
27.

A 3rd major driver for the Scenario Analysis is that the federal regulators have clearly
stated in the President’s Identity Theft Task Force Report on page 48 of 120 that beginning
immediately, the regulators will initiate investigations of data security violations.

P RECOMMENDATION: INITIATE INVESTIGATIONS OF DATA
SECURITY VIOLATIONS

Beginning immediately, appropriate government agencies should
mitiate investigations of and, if appropriate, take enforcement
actions against entitics that violate the laws governing data secu-
rity. The FTC, SEC, and federal bank regulatory agencies have
used regulatory and enforcement cflorts to require companics 1o
maintain appropriate nformation safeguards under the law. Fed-
cral agencies should continue and expand these efforts to ensure
that such entities use reasonable data security measures. Where
appropriate, the agencies should share information about those
cnforcement actions on www.idtheft.gov.

The probability of current operational risks converting to operational losses is thus
reasonably high in the coming year.

25 IP Governance Task Force © Copyright
5100 Tamiami Trail North — Suite 105, Naples, Florida 34103 2007-2005
t-239-777-4638 — f-239-643-3996 Qgszir%*;‘;
www.ipgovernance.com — info@ipgovernance.com '




IP Governance Task Force
Intellectual Property & Information Security Governance

Enforcement Cases Phishing Cases: Consumer Data Security ERM & IS IT
Matrix D2 Penaliles Causing Substantial Protection Violations Governance Governance
Injury to Consumers
Thie President’s [dentity Theft Task Force Report, dated April 23, 2007, states in Volume B, Part B - Enforcement Actions Relating to Data Security
hat the FOIS took 17 formal enforcement actions bebseen the beginning of 2002 and the end of 2006
hat the FRE has taken 14 formal enforcement actions in the past frve years
hat the OCC has taken 12 formal actions since 2002
hat the OTE has taken § formal enforcement actions in the past five years.
Piany of these enforcement actions are cited below and are aliocated by type of enforcement action.
lacdrtional enforcement cases invelving BSAMML and FOICIA Section 112 on Enterprise Risk Management |ssues are also included
ncluded are the Phishing Cases by the FTC that are very relevant but were omitted from the President's identity Theft Task Force Report.
Fras Foc [1nnazom i s oins 57.500.00 535 & St e
bra s Foic [rrzmoet s T £30,000 00 5 & Eritwprisa R
[Erttarptces Fask Warsgarmar -
fFra 12190006 J4En AR sa1,000 004 i e with il LS
Fra SO0 £3,000 007]
™ PRI =
™ TTaaT
R
"
R
EES & Inkorrmalo n |asine K
AT
"
T
T
T ST
=
T
=
=
T
O
i
T
C
=
T
4
=
T
T
=
i
O
T3
T
=
=
=
Enforcement Cases Phishing Cases: Consumer Data Security ERM & IS IT
Matrix D2 Penalties Causing Substantial Protection Viclations Governance Governance
Injury to Consumers
C
=
T
=
T
GCC
OCC
OCC 6 o
OCT e rrarrsa
Ll i e en
s [T
UL it
Ll i e on
[ojs
[
i
e
DCC
DCT
T
s
T ey Pestiirg of For
Li L s b i Lot
C Ermin Spcabreg L g Su:
z TP St o et e Pravels Tbiwates Boragths oo
e
ferc ariovaons T —— [ S, DA SRR SRR, Wiskatiog Pivacy & Sa
fFic 1 w2004 R Fiaked s Shafiguard Wlsh Si0e Frooss Autack, ss
e 1240006 Faitint 45 Priveidin Adiagisili Shavsi ity ;"f“::_':';'“;:' UIrar, chacipliv M- Seon | e b Pacvichs et Siassrity

26

IP Governance Task Force

5100 Tamiami Trail North — Suite 105, Naples, Florida 34103
t-239-777-4638 — f-239-643-3996
www.ipgovernance.com — info@ipgovernance.com

© Copyright
2007-2005
All Rights
Reserved.




IP Governance Task Force
Intellectual Property & Information Security Governance

Based on the foregoing trends from open-source databases, we repeat the earlier Scenario
Analysis, i.e.,

Financial firms and their Boards of Directors are exposed to a range of 6 information
security violations and operational/legal risks for their failure to:

1.

safeguard material assets, i.e., trademarks which are defined as brands and domain
names and trade secrets which is defined as customer identifying information, per their
fiduciary responsibilities under FDICA Section 112. See TJ Hooper Case and RSA
Case in Matrix D as examples of fiduciary failures of non-financial firms to safeguard
material assets. Parallel arguments can be made under FDICIA Section 112 on the
failure of financial firms to safeguard their digital assets from federal crimes in this digital
age, especially by applying the TJ Hooper case. “T.J. Hooper held that the “avoidance
of negligence” requires adherence to existing standards of care; standards which
change as technology evolves. The T.J. Hooper concept of evolving standards is still
good law. Standards can ratchet up over time, as new innovations become accepted
practice.” Source: Chris Gallagher. In 2007, the standards for information security and
consumer protection laws are defined by the 11 classes of information security
regulations in Matrix B.

comply with GLBA and the FTC ACT on safeguarding their brands and consumers from
criminal acts and related federal crimes (Matrix B) per the supervisory guidances issued
by the federal regulators under GLBA 501(b), GLBA 521, GLBA 523, and the FTC ACT
on deceptive and unfair practices per Matrixes D and D1. See the GLBA enforcement
cases by the regulators whereby Boards of Directors failed to fully apply GLBA in Matrix
D2.

post accurate Privacy and Security Statements under GLBA 503 when they fail to
safeguard their intellectual property per GLBA and then state, in a deceptive manner,
that, “We maintain physical, electronic, and procedural safeguards that comply with
federal standards to guard your nonpublic personal information.” See Matrix D2 and
FTC v. Nations Title; FTC v. Nationwide Mortgage; FTC v. Superior Mortgage.

report suspicious activity reports as required by law and as confirmed by the
Department of Justice in its October, 2006 BiNational Report on Phishing. The DOJ
states (1) financial firms are legally required to submit Suspicious Activity Reports on a
crime affecting a financial institution (including phishing)® and (2) “companies that are
victimized by phishing may not report these instances to law enforcement. Unlike some
other types of internet-based crime, such as hacking, that may be conducted
surreptitiously, phishing, by its nature, involves public misuse of legitimate companies’
and agencies’ names and logos [trademark infringements — our insertion]. Nonetheless,
some companies may be reluctant to report all such instances of phishing to law
enforcement — in part because they are concerned that if the true volume of such
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phishing attacks were made known to the public, their customers or accountholders
would mistrust the companies or they would be placed at a competitive disadvantage.™

5. report suspicious activity reports for one or more of the 6 relevant Identity Theft
Operational Loss federal crimes (Matrix B) that include computer intrusions, consumer
loan fraud, credit card fraud, mortgage loan fraud, terrorist funding (BSA/AML
Examination Handbook defines identity theft® as a form of terrorist funding) plus
corporate identity theft (SARS Box 35u), i.e., infringing domain names in deceptive and
unfair practices.

6. establish adequate internal controls per FDICIA Section 112 and COSO to prevent,
detect and report criminal acts against bank assets to FINCEN and the Board of
Directors. The risk profiles of the financial firms fined in BSA/AML civil money cases by
FINCEN (Matrix D2) are similar in nature to the risk profiles of the financial firms that are
failing to safeguard their intellectual property per GLBA and FTC ACT, i.e., lack of
senior management involvement, lack of internal controls, lack of training, failure to
report suspicious activity reports, and lack of a compliance officer for this class of risk.

Financial firms are also exposed to litigation risks from the private sector such as the
recently filed class-action lawsuit, Lamb V. TJX Companies and Fifth Third Bancorp.

Having independent counsel provide current commentary and analysis on emerging
litigation and regulatory fine trends is an essential part of verifying and validating current
and future exposures to operational and/or legal risks on information security and
consumer protection laws.
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Disclosure Risks on Information Security and Consumer Protection Regulations

GLBA 503: Qualitative Review of the Accuracy of Privacy and Security Statements
An independent, comparative analysis on:
= Operational Risk Exposures and Related Metrics for Information Security Governance
and Consumer Protection Regulations per Matrixes B and B1 and IT Audit Ratings per
FFIEC,
= Historical enforcement cases on Unfair and Deceptive Privacy and Security Statements
issued under GLBA 503 as cited in Scenario Analysis Issue #3, and
= Privacy and Security Statements such as the:
o current one, i.e., “We maintain physical, electronic, and procedural safeguards that
comply with federal standards to guard your nonpublic personal information.”
o or the proposed one, i.e., “These measures include computer safeguards and
secured files and buildings”,
enables an independent counsel to evaluate the holistic, enterprise risk management
profile of a firm and either conclude a firm is in compliance or is not in compliance with the
information security and consumer protection laws and thus determine whether the model
privacy and security statement is accurate or false and misleading and thus subject to data
security violations.

FDICIA Section 112: Qualitative review of compliance with fiduciary obligations to

safequard material assets and comply with federal regulations.

An independent, comparative analysis on:

= Operational Risk Exposures and Related Metrics for Information Security Governance
and Consumer Protection Regulations per Matrixes B and B1 and IT Audit Ratings per
FFIEC, and

= Historical enforcement cases on enterprise risk management cases per Matrix D2,

enables an independent counsel to evaluate the holistic, enterprise risk management

profile of a firm and either conclude a firm is in compliance or is not in compliance with the

enterprise risk management regulations information security and consumer protection laws.

Sarbanes-Oxley: Evaluating degrees of compliance and related operational risks and
remediation budgets on information security and consumer protection laws merit
disclosure, if these are materially negative and adverse, through Sarbanes-Oxley 409.
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Board of Directors — Enterprise Risk Management: Information Security Governance

INFORMATION SECURITY GOVERNANCE NPRs
INFORMATION SECURITY GOVERNANCE FRAMEWORK (Basel 11) Basel Il
FDICIA SECTION 112 Federal
IP IT Compliance Register:
Governance Governance Disclosures February
GLBA 501(b), 521, 523 GLBA 501(b) GLBA 503 | 28,2007 |
IP Governancel/lP Perimeter ﬁ GovernancelIT Perimeter The institution’s policies and N_IOdeI
Trademark Infringements Firewalls practices with respect to Prlvacy
Corporate Identity Theft, Pretexting Secure Socket Layers protecting the confidentiality Form”
Domain Names (IP Asset Frauds Virus Protection and security of nonpublic Federal
Fake, Spoof Web Sites Multi-Factor Authentication personal information. Register:
Sub-Domain Names Virus Protection FDICIA SECTION 112 March 29
*Email-spam Network Vulnerability 2007
**Phishing Intrusion Detection SARBANES-OXLEY
FTC ACT (UDAP) Remote Access
*Deceptive Practices Penetration Tests FTC ACT (UDAP)
**Unfair Practices Pharming Risks Deceptive Practices
|IP Audit Metrics ﬁ Audit Metrics |Ri3k Tolerance Metrics
rade Secrets
Customer Identifying Information
Attempts Attempts Crime Completed - ;
to Acquire to Misuse Victim Harmed Pﬁzg?{]t S
Consumer Consumer Theft TI y K
Identity Information Identity Information g as
orce
LIFE CYCLE OF IDENTITY THEFT Report
President's Identity Theft Task Force Report: idtheft.gov Idtheft.qov

Unifying and integrating the foregoing components requires coordination between lead,
independent counsel for architecting, validating and verifying current and ongoing
operational risks on information security governance and internal auditors in capturing
historical and ongoing operational loss events using, ideally a common Unit of Measure
within the industry that equates to the average identity theft loss as reported by consumers
to the FTC and as incurred by the bank. Consolidating this information into a quarterly
Information Security Governance Scorecard (Matrix E1) for review by Boards of Directors

overcomes inefficiencies now embedded in corporate silos and the current “IT Governance

paradigm (Matrix E) and enables a Board to:

1. analyze the allocation of relevant resources that include marketing and IT budgets.
2. analyze operational losses and operational risks.
3. establish Board-approved risk tolerance metrics and corresponding remediation
budgets for IP Audit Metrics and IT Audit Metrics.
4. manage these metrics as required by Basel Il based on quarterly progress reports.
5. disclose these metrics within the model Privacy Statement.
Page || Board of Directors: Information Security Governance Framework
31 WWW.isgovernance.com
32 Board of Directors: Information Security Silos Matrix E
33 Board of Directors: Information Security Governance Scorecard | Matrix E1
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http://www.fdic.gov/regulations/laws/federal/2007/07baselII.pdf
http://www.fdic.gov/regulations/laws/federal/2007/07baselII.pdf
http://www.fdic.gov/regulations/laws/federal/2007/07proposead16.pdf
http://www.fdic.gov/regulations/laws/federal/2007/07proposead16.pdf
http://idtheft.gov/
http://www.isgovernance.com/
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Information Security Governance Framework: ISGovernance.com

ERM:

Compliance, Information

Internal |P Asset Frauds Security

Controls, (Trademark ldentity Theft) Governance
Scenario IP&IT
Analysis

Disclosures

Risk Exposures to IP Asset Frauds Based on
Ownership Level Of Confusingly Similar
Domain Names:

Online Brand Rating

n IP Risk Tolerance

Domain Ownership Level

Brand Rating Score
“A” Rating in @90-
120 days
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| 32 |[Board of Directors: Information Security Silos

| Matrix E

This maps current corporate silos on IP Governance, IT Governance, and consumer
protection laws under the current industry paradigm for information security governance. It

is a state of chaos that contributes to regulatory fatigue and non-compliance, which in turn
enables federal crimes against bank assets.

Matrix E

Uperational Risk Committee {Sees Matrix E1) BOARD OF DIRECTORS - Matrix E

FIDUCIARY RISK: TJ HOOPER

FF IEC-I‘-.-'IEns-: emen: Sesources

COE0 ERM: 2004

COS0 - EMTERPRISE RISK MANAGEMENT

FRE SPEECH - ERM
FREB NY: 2006 “ndustry Sound Practices for Financial and Accounting Controls st Financial [nstitutions” FRE Boston: 2004 FOICIA & COS0: ERN
FDIC COMPLIANCE Extent of Board oversightiinvolvement in assuring com pliance_ Is the Board aware that it is ultimately responsible
BOOK with consumer protection & fair lending laws & regulations. for the institution’s compliance management system?
FTC: IDENTITY THEFT

FTC COMGRESSIOMAL TESTIMOMNY: DATA BREACHES AND IDENTITY THEFT (JUME 15, 2DD5)

UDAP: "Unfair and

The Commission has used this authority to challenge a variety of injurious practices that threaten

The FTC Acr prohibits unfair pracrices . Practices are unfair if they cause or are likely to cause consumers substantial injury that
is neither reasonably avoidable by consumers nor offset by countervailing benefits to consumers or competition. 12

data security. 13

13 These include, for example, unauthorized charges in connection with “phishing™ e.g., See FTC v. Hill, FTC v. C.J_,
TNTELLECTUAL PROPERTY GUVERNANCE: OPERATIONAL RISK WANAGERENT

Down-Stream Risks
Ermnai

Email. Phishing
Fhishing By Brand

Down-Stream Risks CE ALERTS
ESSAGE LABS

= WOBKING EEOLE

MCAFEE: PHISHING

REGULATORY g
COMPLIANCE Identity Theft TRADEMARKS: SOX TRADE SECRETS: 50K
Annual Board Approval FDICIA 112 PART 364 STANDARDS FOR SAFETY AND SOUNDNESS
Matrixes D, D1 Information Security Governance (IS Governance) - Matrix C
Basel I:Ienﬁy Theft Operational Risks (Matrix B) Operational Losses
Amnual Board Approval GLBA 501{B) Security Guidelines [20041] GLBA 503: "We comply with Matrix A
FEDERAL TRADE ‘s Inf i ity dix C PRIVACY RISKS REFUTATICN || OPERATIONAL
COMMISSION NFORMATION S Consumer ID Theft RISK LOSSES
Fair and Accurare ENTERFRISE RIS INVESTCR (BASEL)
Credit Transactions [ IF GOVERNANCE || _IT GOVERNANCE | recamions Jif
Act ("FACT Act™) Matrix D E-Banking- FDIC 0ul: Federal Crimes: Phishing CONSUMER FINCEN
n111 Cormments far FOIC SCX: Trademarks SOX-1T dentity Theft, Wirs Fraud, CONFIDENCE CIVIL MONEY
“identiry thefr” means a || IDENTITY THEFT | [ Eoti: rade Secres | [Folc-o e T Auo-00 Bank Fraud, Computer Fraud Gariner: 2005 FEMALTIES
fraud commited using RED FLAGS |P ALUDIT RERCRT IT Autmﬁ_ FTC: CAN-SFAM Garner: 2008 BSA/AML
idenzifiging informazion FTC: CAM-SEAN CHLINE BRAND | IT Audit Rigk FTC ACT: UDAP BATING ETC FINES
of another person ETC ACT: UDAP BATING Scoring {140 51 GLBA 302: "We comply with AGENCIES JOAP
ETC ACT: UDAP GLBA G 501(B) Resp ra federal regulations on GLaA
PRIVACY & CONSUMER FOICIS 112 Handbook| safequartﬂnn customer in‘fA_ PHISHING
PROTECTION Calfernia AB 1850 Operationald osses (Matrix A EGMONT
JABUSIVE PRACTICES Calif. Anti-Phishing IDENTITY THEFT Computer Intrusion LIID THEFT: FINANCIAL FRAUD IDEMTITY
R [ F FINCEN & EIMCEN — [aL] ETE e HEFT CASES
CENTITY THEFT) IDENTITY THEFT DEMTIFT THEFT MTERMET FRAUD IDENTITY THEFT
BY STATE [SARS BOX 3sU)\ / seTUAL NUMBERS __ BY STATE BY STATE QIS 04
FRE BOSTON
LINE BERAND RATING

PROTECTING
GLOBAL RESCURCES CECD -SPAM COMSUMERS
LAW ENFORCENENT] [EERO RUU CMLINE
COPERATIONAL RISKS) Matrix B 5% of 4thi NI, ‘05 3% of 4th@ NI, '05
OPERATIONAL LOSSES Matrix & 12% of 4th Q NI, "05 12% of 4th Q@ NI, '05
MATRIX E: IP Governance:

Operational Risk Management
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33 | | Board of Directors: Information Security Governance Scorecard | Matrix E1 | \

Consolidating the foregoing information into a quarterly Information Security Governance
Scorecard (Matrix E1) for review by a Board of Directors overcomes inefficiencies now
embedded in corporate silos and the current “IT Governance” paradigm (Matrix E) and
enables a Board to:

1.
2.
3.

Information Security Governance {Matrix C) Information Sacurity Govermnance
IP GOVERNANCE
TRADE SECRETS TRADEMARKS

analyze the allocation of relevant resources that include marketing and IT budgets.

analyze operational losses and operational risks.

establish Board-approved risk tolerance metrics and corresponding remediation

budgets for:

a. IT Ratings from the FFIEC.

b. IP Ratings such as the Online Brand Rating model for brand/domain name risk
levels.

manage these metrics as required by Basel Il based on quarterly progress reports.

disclose the metrics within the model Privacy Statement, “we use security measures

that comply with federal law,” so consumers can easily assess degrees of compliance.

Risk Management
Risk Monitoring
Risk Control
Risk Remediation

Risk Reporting

Risk Rating/Tolerance: Board Approval (S5)
Disclosure Policies

jinnual Beporling Reguirements 16 25221
1 4. Management Repart. Watrixes D, D1, E W

9. Safeguarding of Assets. Watrixes D, D1, E Matrixes D, 01, E

10. Standards for Internal Controls. Matrixes D, D1, E Matrixes D, D1, E

12 Compliance with Laws and Regulations. Watrixes O, 01, E Watrixes O, 01, E [ TAatrixes 0, 0T, E |
GLBA Sefeguards Rule: 501(b); 521, 523 See Balow Sae Balow
GLBA Frivacy: 503 [ See Below . See Delow
FTC's UDAR [Section 5a): Deceptive & Unfair Practices [ Mot in Comphance Ea‘lca "Woln Compiance
Subrmission of Suspicious Activity Reports Mot in Compliance _mam

b 20 delines Catabiching

———————
MIB Gﬂa ng., UI'I alr E!is r Hracﬂ

il

Privacy (GLEA 503 Tisleading Pracice Misleading Fractice
[} rbanes-Oxley Quartery Quarterly
EE Flar 3 Fillar &
conomics inancial Firms)

[ Warketing Budget: 2004-2008 T1,000,605,674 T1,060,605,674
1T Budget T B
[~ 1P Investment (Domaln Mame registrations): 2004-2005 539,610 539,610

GLBEA Sa‘fequar\:ls Fule: 501(b) 521; 523
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Comparative Review and Conclusion:

A comparative review of our Information Security Governance, Compliance and Metrics

Model for Basel Il with the 2006 Guidance for Board of Directors and Executive

Management, 2™ Edition, Information Security Governance by the IT Governance Institute
reveals our model complements their model by measuring enterprise-wide regulatory
compliance with information security and consumer protection laws for financial firms with a
special concentration on intellectual property operational risks and operational losses.

We appreciate the opportunity to provide commentary on the two NPR’s and will be
pleased to answer any questions arising from our analysis and recommendations for
unifying and creating an enterprise risk management model for Information Security
Governance per Basel |l for financial firms of all sizes, globally.

Beckwith B. Miller, President
IP Governance Task Force
5100 Tamiami Trail North
Naples, Florida 34103
239.777.4638
miller@ipgovernance.com

Patrick J. Whalen, Esq.

Spencer, Fane, Britt & Browne, LLP
1000 Walnut Street, Suite 1400
Kansas City, MO 64106-2140
816.292.8237
pwhalen@spencerfane.com

Paul W. Kruse, Esq.

Bone, McAllester Norton PLLC

511 Union Street - Suite 1600
Nashville, Tennessee 37219
615.238.6300
pkruse@bonelaw.com
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http://www.isaca.org/Content/ContentGroups/ITGI3/Resources1/Information_Security_Governance_Guidance_for_Boards_of_Directors_and_Executive_Management/Info-Security-Gov-2nd-Ed-3-2006.pdf
http://www.isaca.org/Content/ContentGroups/ITGI3/Resources1/Information_Security_Governance_Guidance_for_Boards_of_Directors_and_Executive_Management/Info-Security-Gov-2nd-Ed-3-2006.pdf
http://www.mapquest.com/maps/map.adp?searchtype=address&country=US&addtohistory=&searchtab=home&address=511+Union+St&city=&state=&zipcode=37219
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Footnotes:

' GLBA

Section 501 of the GLB Act, 15 U.S.C. § 6801, whereby financial institutions are to implement administrative, technical, and
physical safeguards -

(1) to insure the security and confidentiality of customer records and information;

(2) to protect against any anticipated threats or hazards to the security or integrity of such records; and

(3) to protect against unauthorized access to or use of such records or information which could result in substantial harm or
inconvenience to any customer.

Section 521 of the GLB Act, 15 U.S.C. § 6821, Privacy protection for customer information of financial institutions

(a) Prohibition on obtaining customer information by false pretenses. It shall be a violation of this subchapter for any person to
obtain or attempt to obtain, or cause to be disclosed or attempt to cause to be disclosed to any person, customer information of a
financial institution relating to another person -

(1) by making a false, fictitious, or fraudulent statement or representation to an officer, employee, or agent of a financial institution;
(2) by making a false, fictitious, or fraudulent statement or representation to a customer of a financial institution; or

(3) by providing any document to an officer, employee, or agent of a financial institution, knowing that the document is forged,
counterfeit, lost, or stolen, was fraudulently obtained, or contains a false, fictitious, or fraudulent statement or representation.

(b) Prohibition on solicitation of a person to obtain customer information from financial institution under false pretenses

Section 523 of the Gramm-Leach-Bliley Act (15 U.S.C. 6823) makes it a crime to obtain customer information of a financial
institution by means of false or fraudulent statements to an officer, employee, agent or customer of a financial institution.

Section 523 of the Gramm-Leach-Bliley Act also makes it a crime to request another person to obtain customer information of a
financial institution, if the requester knows that the information will be obtained by making a false or fraudulent statement. (Source:
FRB SR 01-11)

2 FTC enforcement cases involving phishing: FTC vs. GM Funding; FTC v CJ; FTC v.
Zachary Keith Hill

® Department of Justice’s BiNational Report, page 15.

* Department of Justice’s BiNational Report, page 6.

°® BSA/AML Examination Manual, 2006, page 12 of 367.
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http://www.ffiec.gov/ffiecinfobase/resources/elect_bank/con-15usc_6801_6805-gramm_leach_bliley_act.pdf
http://www.ftc.gov/privacy/glbact/glbsub2.htm
http://www.ffiec.gov/ffiecinfobase/resources/info_sec/frb-sr-01-11-identity_theft_pretext_calling.pdf
http://www.federalreserve.gov/boarddocs/SRLetters/2001/sr0111.htm
http://www.ftc.gov/os/2002/11/gmfundingcmp.pdf
http://www.ftc.gov/os/2003/07/phishingcomp.pdf
http://www.ftc.gov/os/caselist/0323102/040322cmp0323102.pdf
http://www.ftc.gov/os/caselist/0323102/040322cmp0323102.pdf
http://www.usdoj.gov/opa/report_on_phishing.pdf
http://www.usdoj.gov/opa/report_on_phishing.pdf
http://www.ffiec.gov/pdf/bsa_aml_examination_manual2006.pdf
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