system activity log — A system-generated report that
details al communications between the operator and
the system and between different parts of the system.
Thelog aso details all jobs run and files used.

system analysis — Examination of an activity,
procedure, method, techniqgue or business to
determine what changes should be made and how
they should be accomplished.

systems analyst — An individua who defines the
application problem, determines  system
specifications, recommends equipment changes, and
designs data processing procedures. This person also
devises data verification methods and prepares block
diagrams and records layouts from which the
programmer prepares flowcharts and codes the
programs. May assist in or supervise the preparation
of flowcharts.

system configuration - (1) A gpecific set of
equipment units interconnected and programmed to
operate as a system; (2) the rules concerning the
interconnection of available equipment units that
collectively define the range of possble
configurations in a particular computer system.

system design - The specification of the working
relationships between al parts of a system in terms of
their characteristic actions.

Systems Devel opment Life Cycle (SDLC) - The stages
through which software evolves from an idea to
implementation. Although the names of the stages
may vary, they usualy are: feasibility, design
(functional specifications, technical specifications),
development  (programming,  testing), and
implementation. These phases may vary depending
on the complexity of the system being devel oped.

Systems Development Life Cycle Methodology
(SDLCM) - The tasks, processes and deliverables
associated with successfully completing each of the
phases or stages associated with a system
development project and documenting them.

system flowchart — A flowchart diagraming the flow
of work, documents, and operations in a data
processing application.

system library — A collection of data sets in which
various parts of an operating system are stored.

systemlog - Report in which job-related information,
operational data, descriptions of unusual occurrences,
commands and messages to or from the operator are
listed.

systems programmer — A programmer who plans,
maintains, extends and controls use of an operating
system to improve the overall productivity of an
installation.

system utility programs - Programs supplied by the
manufacturer to perform routine or specia tasks.
These programs are supplied as pat of the
manufacturers software package.

T

tag - One or more characters attached to a particular
item or record and used to identify that item or
record. Note: The tag may be removed from the item
or record by a simple operation, but it then loses its
significance. Contrast with key.

TCAM (Telecommunications Access Method) - IBM
communications software widely used to transfer data
between mainframes and 3270 terminals. Contrast
with BTAM and QTAM.

TCP/IP (Transmission Control Protocol/Internet
Protocol) - A communications protocol developed
for the U.S. Department of Defense to internetwork
dissimilar systems. It is a de facto UNIX standard,
but is supported on almost all computer systems.
TCP/IP is the protocol of the Internet. TCP controls
datatransfer. | P provides the routing.

TCU (Telecommunications Control Unit) - A
physical device that controls the terminal’s activities
and acts as an interface between the terminals and the
central processor.

technical support group - Oversees systems
development and serves as liaison between
programming and IS operations. Usually consists of
several systems programmers with high-level
technical knowledge.

telecommunications - Data transmission between
computing system and remotely located devices via
telephone lines or microwave transmissions.
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teller proof — A system of individual teller control
where the teller balances and settles his or her own
cash pogition daily. Teller proof consists of using the
teller's starting cash total, adding his or her cash
received, and subtracting his or her cash paid out, to
arrive at cash on hand. The cash counted must agree
with the ending cash total.

teleprocessing - The processing of data that is
received from or sent to remote locations by way of
telecommunications.

terminal - A keyboard/display or keyboard/printer
device used to input programs and data into the
computer and to receive output from the computer. A
dumb termina has no processing capability. A smart,
or intelligent, termina has some processing capability
and, in some cases, adisk drive so that information
can be downloaded.

test data generator - Software aid used for forming
test data files by holding desired or randomly
generated values in nominated fields of nominated
records. Most effective if controlled by the record
datadefinitions used in application programs so that
fields can beidentified by the same symbolic names,
and test data can be recompiled in the same manner
as programs, upon a change of field or record format.

test routine — A routine designed to test whether a
computer is operating correctly.

third-party maintenance - Refers to various field
engineering companies that offer contract
maintenance and operation of computers not owned
or leased by them for charges and fees commensurate
with the system's size and compl exity.

throughput - The total amount of useful work
performed by a data processing system during a given
period of time.

time-sharing — A method of operation in which the
resources of a computer facility are shared by users
viaterminalsfor different purposes at (apparently) the
same time. Although the computer actually services
each user in sequence, the high speed of the computer
makes it appear that users are al handled
simultaneously. The user and the computer usually
communicate by way of a higher level, easy-to-learn
computer language.

topology - The arrangement of nodes usually forming
astar, ring, tree, or bus pattern. Also called network

topology.

trace routine - A diagnostic routine designed to
check or demonstrate the operation of a program.
Note: The output of such aroutine usualy includes
some or al of the instructions (and their immediate
results) in the program being checked, arranged in the
sequence in which they are executed.

track - The part of a data storage medium that
influences or isinfluenced by one head. For example,
the ring-shaped portion of the surface of a drum
associated with one nonmovable head or one of
several (most commonly 7 or 9) divisions running
paralel to the edges of a magnetic tape.

track parity check - Same as longitudinal parity
check.

trailer record - A record that follows another record
or group of records and contains data pertinent to the
record or group of records.

transaction code - One or more characters that form
part of a record and signify the type of transaction
represented by that record. In inventory control, for
example, atransaction code may signify deliveriesto
stock, disbursements from stock, order, etc.

transaction file - Same as detail file.

transit department - A department of a financial
institution that processes checks drawn on other
ingtitutions (e.g., out-of-city or not-on-us items). The
transit department prepares all transit check clearing
letters and forwards these letters to the Federal
Reserve bank, correspondent financial institutions,
etc., for collection and payment.

trangit items — Cash items that are drawn on financial
institutions outside the immediate exchange or local
forwarded clearinghouse area. These items are then
processed and forwarded to Federal Reserve banks,
correspondent  financial ingtitutions, etc., for
collection and remittance to the financial institution
that originally received the items.

transit letter - A deposit form or remittance
instruction slip that describes and gives totals of
items to be collected and paid, enclosed with checks

GLOSSARY
1996 FFIEC IS Examination Handbook

31-32



and other cash items. The term cash letter refers to
transit items sent to afinancia institution where the
remitting institution maintains an account. A
remittance letter is sent when payment must be made
(usually by draft) for the items sent.

trandator - A device or computer program that
performs tranglations from one language or code to
another; for example, an assembler or compiler.

transmission - Data is transmitted in one of three
modes: Simplex, Half-Duplex, and Full-Duplex.

e Simplex - Data transmission occurs in one
direction only.

o Half-Duplex - Transmission occurs in two
directions but only in one direction at atime.

e Full-Duplex - Transmission occurs in both
directions simultaneously.

transport layer — provides transparent transfer of data
between sessions entities. This layer segments
messages if necessary and implements flow control.

transposition - The unintentional reversal of two
digitsin a number.

trap - An unprogranmed jump to a particular
location, activated automatically upon the occurrence
of a particular condition. This may occur, for
example, upon an attempt to execute an instruction
that is not in the computer's instruction repertoire.
Note: The point where the jJump occurs is recorded,
so that normal execution of the program can be
resumed after the faulty condition has been corrected.

trapdoor - A concealed and unauthorized entrance
into a computer operating system. The programmer
who designs and installs the trapdoor would have the
opportunity to enter a system, take control of it, and
by-pass any standard safeguards installed for audit
control purposes.

tree topology - A network topology in which nodes
are connected by cablesto atrunk cable with a central
retransmission facility.

trial balance - Listing the balances of all accounts
within agiven control or ledger and proofing it to the
control total established over the group of accounts

affected. Trial balances of bookkeeping department
ledgers are usually taken at least once a month. The
daily statement of condition (see definition) is, in
effect, adaily trial balance of the general ledger.

troubleshoot - Same as debug.

TSR (Terminate-and-Stay-Resident) — A memory
resident program that remains active in memory when
other programs are running. It is not visible until you
press a certain key combination or until a certain
event occurs. A typical example is a screen saver
program that will activate after a certain time period,
or if the user presses a certain key combination. Also
called memory resident or pop-up program.

turnaround - The time elapsed between submission
of ajob to a computer center and when results are
returned.

twisted pair cable — A wiring scheme with one or
more pairs of 18 to 24 gauge copper strands. The
strands are twisted to improve protection against
electromagnetic and radio frequency interference.
Cable may be either shielded or unshielded.

U

uncollected funds - The portion of a deposit or
deposit account that has not been collected or paid
because the items deposited are en route to the
drawee financia ingtitution for payment. Checks
drawn against uncollected funds will not usually be
paid by afinancia institution until it knows that the
deposit account isfully available and that all deposits
are fully collected. See also kite.

update - Pertains to a procedure used to modify a
master file with current information.

UPS (Uninterruptible Power Supply) - Backup power
used when the electrical power fails or drops to an
unacceptable voltage level. Small UPS systems
provide battery power for a few minutes; enough to
power down the computer in an orderly manner.
Sophidticated systems are tied to electrical generators
that can provide power for days. A surge protector
filters out surges and spikes, and a voltage regulator
maintains uniform voltage during a brownout, but a
UPS keeps a computer running when there is no
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electrical power. UPS systemstypically provide surge
suppression and aso may provide voltage regulation.

UPPER CASE - A term to describe CASE software
that automates early stages of software development
(planning, design, and analysis). These tools are
newer and not as prevaent as lower case tools or
traditional programmer productivity aids.

user manual — Written instructions documenting the
responsibilities and procedures to be followed in
processing data and transactions on the computer
system for an individual department or user area.

user - In information security, the entity, human or
machine, that is identified by the logon ID,
authenticated prior to system access, the subject of all
access control decisions, and held accountable via the
audit reporting system.

utility program - A specialized program that assists
in the operation of a computer by performing a
frequently required process, such as sorting, merging,
report program generation, data transcription and file
maintenance. Note: Utility programs are usually
supplied by the equipment manufacturer.

V

validity check - A hardware check that determines
whether or not a particular character is a legitimate
member of the permissible character set.

variable-length record — A record that may contain a
variable number of characters. Contrast with fixed-
length record.

vendor - A company that supplies resources and
materials, e.g., computer equipment, software
packages.

verify - To determine whether a data transcription or
data transfer operation is accomplished accurately.

virtual storage - Process by which a program is
divided into segments called pages. Only the segment
actudly being executed will be resident in core at any
given time; the balance of the program is stored on a
direct-access medium to be used as needed.

virtual address - The immediate address or real-time
address.

virus - A computer program that embeds itself in
other code and can replicate itself. Once active, it
takes unwanted and unexpected actions that can result
in either nondestructive or destructive outcomes in
the host computer programs.

VM (Virtual Machine) - An IBM mainframe
operating system, originally developed by its
customers and eventually adopted as an IBM system
product (VM/SP). It can run multiple operating
systems within the computer at the same time, each
one running its own programs.

VSE (Disk Operating System/Virtual Storage
Extended) - An IBM multiuser, multitasking
operating system that typically runs on IBM's 43xx
series. It used to be caled DOS, but due to the
abundance of DOS PCs, it is now referred to as V SE.

VTAM (Virtual Telecommunications Access Method)
Also caled ACF/VTAM (Advanced Communications
Function’VTAM), software that controls
communications in an IBM SNA environment. It
usudly residesin the mainframe under MVS or VM,
but may be off-loaded into a front-end processor that
is tightly coupled to the mainframe. It supports a
wide variety of network protocols.

volume - A tape or adisk used for data storage. A file
may include one or several volumes. Seefile.

W

WAN (Wide Area Network) - A communications
network that covers a wide geographic area, such as
state or country, using high speed long distance lines
or satellites provided by a common carrier. A LAN
(locd areanetwork) is contained within a building or
complex, and a MAN (metropolitan area network)
generaly coversacity or suburb. See LAN for detail.

wideband - Generaly, a communications channel
offering a transmission bandwidth greater than a
voice-grade channel; data transmission speeds on
wideband facilities are typically in excess of 9.6
kbit/s and often at rates of 56 kbit/s and 1.544 Mbit/s.
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window - An unauthorized entrance into a computer
operating system. See trapdoor.

word - A group of bits or bytes treated as a unit and
capable of being stored in one storage location.

working storage — A computer storage area set aside
by a programmer for various uses including
developing processing results, storing constants, and
temporarily storing results needed later in the
program sequence.

WORM (Write Once, Read Many) disk — A type of
disk used extensively in records management
applications. The disks are in four sizes (three and a
hdf: fiveand a quarter; 12 and 14 inches). The disks
are blank when purchased, and are written to by users
with appropriate hardware and software. Once
information is incorporated into a WORM disk with

a laser, it cannot be dtered or erased. However,
authorized employees can add to the document, and
the system can be programmed to explain what was
added to the document. The WORM disks can be
read thousands of times without deteriorating.

WWW (World Wide Web) - A collection of richly
formatted hypertext “pages’ located on computers
around theworld and logically linked together by the
Internet. With a graphical Web browser such as
Mosaic or Netscape Navigator, users can’surf” the
Web by clicking highlighted words on the screen.
Each click activates a hypertext link, connecting the
user to another Web location.

WYSWYG (What You See Is What You Get) -
Pronounced wissywig or wizzywig. Refers to the
ability to display aclose representation of the printed
page on the computer screen.
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