VIII. Privacy — FCRA

Module 2: Obtaining Information and Sharing
Among Affiliates

Overview

The Fair Credit Reporting Act (FCRA) contains many
substantive compliance requirements for consumer reporting
agencies that are designed to help ensure the accuracy and
integrity of the consumer reporting system. As noted in the
definitions section, a consumer reporting agency is a person
that generally furnishes consumer reports to third parties.

By their very nature, banks, credit unions, and thrifts have

a significant amount of consumer information that could
constitute a consumer report, and thus communication of this
information could cause the institution to become a consumer
reporting agency. The FCRA contains several exceptions

that enable a financial institution to communicate this type
of information, within strict guidelines, without becoming a
consumer reporting agency.

Rather than containing strict information sharing prohibitions,
the FCRA creates a business disincentive such that if a
financial institution shares consumer report information
outside of the exceptions, then the institution is a consumer
reporting agency and will be subject to the significant,
substantive requirements of the FCRA applicable to those
entities. Typically, a financial institution will structure its
information sharing practices within the exceptions to avoid
becoming a consumer reporting agency. This examination
module generally covers the various information sharing
practices within these exceptions.

If upon completion of this module, examiners determine that
the financial institution’s information sharing practices fall
outside of these exceptions, the financial institution will be
considered a consumer reporting agency and Module 6 of the
examination procedures should be completed.

Section 603(d) Consumer Report and Information Sharing

Section 603(d) defines a consumer report to include
information about a consumer such as that which bears on a
consumer’s creditworthiness, character, and capacity among
other factors. Communication of this information may cause a
person, including a financial institution, to become a consumer
reporting agency. The statutory definition contains key
exemptions to this definition that enable financial institutions
to share this type of information under certain circumstances,
without becoming consumer reporting agencies. Specifically,
the term “consumer report” does not include:

1. A report containing information solely as to transactions
or experiences between the consumer and the financial
institution making the report. A person, including a
financial institution, may share information strictly related
to its own transactions or experiences with a consumer
(such as the consumer’s payment history, or an account

with the institution) with any third party, without regard

to affiliation, without becoming a consumer reporting
agency. This type of information sharing may, however,

be restricted under the Privacy of Consumer Financial
Information regulations that implement the Gramm-
Leach-Bliley Act (GLBA) because it meets the definition
of non-public personal information under the Privacy
regulations; therefore sharing it with non-affiliated third
parties may be subject to an opt out under the privacy
regulations. In turn, the FCRA may also restrict activities
that the GLBA permits. For example, the GLBA permits

a financial institution to share a list of its customers

and information such as their credit scores with another
financial institution to jointly market or sponsor other
financial products or services. This communication may be
considered a consumer report under the FCRA and could
potentially cause the sharing financial institution to become
a consumer reporting agency.

2. Communication of such transaction or experience
information among persons, including financial institutions
related by common ownership or affiliated by corporate
control.

3. Communication of other information (e.g., other than
transaction or experience information) among persons
and financial institutions related by common ownership
or affiliated by corporate control, if it is clearly and
conspicuously disclosed to the consumer that the
information will be communicated among such entities,
and before the information is initially communicated,
the consumer is given the opportunity to opt out of the
communication. This allows a financial institution to
share other information (that is, information other than
its own transaction and experience information) that
could otherwise be a consumer report, without becoming
a consumer reporting agency under the following
circumstances:

a. The sharing of the “other” information is done with
affiliates; and

b. Consumers are provided with the notice and an
opportunity to opt out of this sharing before the
information is first communicated among affiliates.

For example, “other” information can include information
provided by a consumer on an application form concerning
accounts with other financial institutions. It can also include
information obtained by a financial institution from a
consumer reporting agency, such as the consumer’s credit
score. If a financial institution shares other information with
affiliates without providing a notice and an opportunity to opt
out, the financial institution may become a consumer reporting
agency subject to all of the other requirements of the FCRA.
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The opt out right required by this section must be contained
in a financial institution’s Privacy Notice, as required by the
GLBA and its implementing regulations.

Other Exceptions

Specific extensions of credit. In addition, the term “consumer
report” does not include the communication of a specific
extension of credit directly or indirectly by the issuer of a
credit card or similar device. For example, this exception
allows a lender to communicate an authorization through

the credit card network to a retailer, to enable a consumer to
complete a purchase using a credit card.

Credit Decision to Third Party (e.g., auto dealer). The

term “consumer report” also does not include any report in
which a person, including a financial institution, who has
been requested by a third party to make a specific extension
of credit directly or indirectly to a consumer, conveys the
decision with respect to the request. The third party must
advise the consumer of the name and address of the financial
institution to which the request was made, and such financial
institution makes the adverse action disclosures required by
section 615 of the FCRA. For example, this exception allows
a lender to communicate a credit decision to an automobile
dealer who is arranging financing for a consumer purchasing
an automobile and who requires a loan to finance the
transaction.

Joint User Rule. The Federal Trade Commission staff
commentary discusses another exception known as the “Joint
User Rule.” Under this exception, users of consumer reports,
including financial institutions, may share information if they
are jointly involved in the decision to approve a consumer’s
request for a product or service, provided that each has a
permissible purpose to obtain a consumer report on the
individual. For example, a consumer applies for a mortgage
loan that will have a high loan-to-value ratio, and thus the
lender will require private mortgage insurance (PMI) in
order to approve the application. The PMI will be provided
by an outside company. The lender and the PMI company
can share consumer report information about the consumer
because both entities have permissible purposes to obtain the
information and both are jointly involved in the decision to
grant the products to the consumer. This exception applies to
entities that are affiliated or non-affiliated third parties. It is
important to note that the GLBA will still apply to the sharing
of non-public, personal information with non-affiliated third
parties; therefore, financial institutions should be aware that
sharing under the FCRA joint user rule may still be limited or
prohibited by the GLBA.

Examination Procedures
Section 603(d) Consumer Report and Information Sharing

1. Review the financial institution’s policies, procedures, and
practices concerning the sharing of consumer information
with third parties, including both affiliated and non-
affiliated third parties. Determine the type of information
shared and with whom the information is shared. (This
portion of the examination process may overlap with a
review of the institution’s compliance with the Privacy
of Consumer Financial Information Regulations that
implement the Gramm-Leach-Bliley Act.)

2. Determine whether the financial institution’s information
sharing practices fall within the exceptions to the definition
of a consumer report. If they do not, the financial
institution could be considered a consumer reporting
agency, in which case Module 6 of the examination
procedures should be completed.

3. If the financial institution shares information other than
transaction and experience information with affiliates
subject to an opt out, ensure that information regarding
how to opt out is contained in the institution’s GLBA
Privacy Notice, as required by the Privacy of Consumer
Financial Information regulations.

4. If procedural weaknesses are noted or other risks requiring
further investigation are noted, obtain a sample of opt
out rights exercised by consumers and determine if the
financial institution honored the opt out requests by not
sharing “other information” about the consumers with the
institution’s affiliates subsequent to receiving a consumer’s
opt out direction.

Section 604(g) Protection of Medical Information

Section 604(g) generally prohibits creditors from obtaining
and using medical information in connection with any
determination of the consumer’s eligibility, or continued
eligibility, for credit. The statute contains no prohibition on
creditors obtaining or using medical information for other
purposes that are not in connection with a determination of the
consumer’s eligibility, or continued eligibility for credit.

Section 604(g)(5)(A) requires the FFIEC agencies to prescribe
regulations that permit transactions that are determined to be
necessary and appropriate to protect legitimate operational,
transactional, risk, consumer, and other needs (including
administrative verification purposes), consistent with the
Congressional intent to restrict the use of medical information
for inappropriate purposes. On November 22, 2005, the FFIEC
Agencies published final rules in the Federal Register (70 FR
70664). The rules contain the general prohibition on obtaining
or using medical information, and provide exceptions for the
limited circumstances when medical information may be used.
The rules define “credit” and “creditor” as having the same
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meanings as in section 702 of the Equal Credit Opportunity
Act (15 USC 1691a).

Obtaining and Using Unsolicited Medical Information. A
creditor does not violate the prohibition on obtaining medical
information if it receives the medical information pertaining
to a consumer in connection with any determination of the
consumer’s eligibility, or continued eligibility, for credit
without specifically requesting medical information. However,
the creditor may only use this medical information in
connection with a determination of the consumer’s eligibility,
or continued eligibility, for credit in accordance with either
the financial information exception or one of the specific
other exceptions provided in the rules. These exceptions are
discussed below.

Financial Information Exception. The rules allow a creditor to
obtain and use medical information pertaining to a consumer
in connection with any determination of the consumer’s
eligibility or continued eligibility for credit, so long as:

1. The information is the type of information routinely
used in making credit eligibility determinations, such as
information relating to debts, expenses, income, benefits,
assets, collateral, or the purpose of the loan, including the
use of the loan proceeds;

2. The creditor uses the medical information in a manner
and to an extent that is no less favorable than it would use
comparable information that is not medical information in
a credit transaction; AND

3. The creditor does not take the consumer’s physical,
mental, or behavioral health, condition or history, type of
treatment, or prognosis into account as part of any such
determination.

The financial information exception is designed in part to
allow creditors to consider a consumer’s medical debts and
expenses in the assessment of that consumer’s ability to repay
the loan according to the loan terms. In addition, the financial
information exception also allows a creditor to consider the
dollar amount and continued eligibility for disability income,
worker’s compensation income, or other benefits related to
health or a medical condition that is relied on as a source of
repayment.

The creditor may use the medical information in a manner

and to an extent that is no less favorable than it would use
comparable, non-medical information. For example, a
consumer includes on an application for credit information
about two $20,000 debts. One debt is to a hospital; the other is
to a retailer. The creditor may use and consider the debt to the
hospital in the same manner in which they consider the debt

to the retailer, such as including the debts in the calculation

of the consumer’s proposed debt-to-income ratio. In addition,
the consumer’s payment history of the debt to the hospital may

be considered in the same manner as the debt to the retailer.
For example, if the creditor does not grant loans to applicants
who have debts that are 90-days past due, the creditor could
consider the past-due status of a debt to the hospital, in the
same manner as the past-due status of a debt to the retailer.

A creditor may use medical information in a manner that

is more favorable to the consumer, according to its regular
policies and procedures. For example, if a creditor has a
routine policy of declining consumers who have a 90-day
past due installment loan to a retailer, but does not decline
consumers who have a 90-day past due debt to a hospital,

the financial information exception would allow a creditor

to continue this policy without violating the rules because in
these cases, the creditor’s treatment of the debt to the hospital
is more favorable to the consumer.

A creditor may not take the consumer’s physical, mental, or
behavioral health, condition or history, type of treatment, or
prognosis into account as part of any determination regarding
the consumer’s eligibility, or continued eligibility for credit.
The creditor may only consider the financial implications as
discussed above, such as the status of a debt to a hospital,
continuance of disability income, etc.

Specific Exceptions for Obtaining and Using Medical
Information. In addition to the financial information exception,
the rules also provide for the following nine specific
exceptions under which a creditor can obtain and use medical
information in its determination of the consumer’s eligibility,
or continued eligibility for credit:

1. To determine whether the use of a power of attorney or
legal representative that is triggered by a medical condition
or event is necessary and appropriate, or whether the
consumer has the legal capacity to contract when a person
seeks to exercise a power of attorney or act as a legal
representative for a consumer based on an asserted medical
condition or event. For example, if Person A is attempting
to act on behalf of Person B under a Power of Attorney that
1s invoked based on a medical event, a creditor is allowed
to obtain and use medical information to verify that Person
B has experienced a medical condition or event such that
Person A is allowed to act under the Power of Attorney.

2. To comply with applicable requirements of local, state, or
Federal laws.

3. To determine, at the consumer’s request, whether the
consumer qualifies for a legally permissible special credit
program or credit related assistance program that is:

a. Designed to meet the special needs of consumers with
medical conditions; AND

b. Established and administered pursuant to a written plan
that:
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i. Identifies the class of persons that the program is
designed to benefit; and

ii. Sets forth the procedures and standards for
extending credit or providing other credit-related
assistance under the program.

4. To the extent necessary for purposes of fraud prevention or
detection.

5. In the case of credit for the purpose of financing medical
products or services, to determine and verify the medical
purpose of the loan and the use of the proceeds.

6. Consistent with safe and sound banking practices, if the
consumer or the consumer’s legal representative requests
that the creditor use medical information in determining the
consumer’s eligibility, or continued eligibility, for credit, to
accommodate the consumer’s particular circumstances, and
such request is documented by the creditor. For example, at
the consumer’s request, a creditor may grant an exception
to its ordinary policy to accommodate a medical condition
that the consumer has experienced. This exception
allows a creditor to consider medical information in this
context, but it does not require a creditor to make such an
accommodation nor does it require a creditor to grant a
loan that is unsafe or unsound.

7. Consistent with safe and sound practices, to determine
whether the provisions of a forbearance practice or
program that is triggered by a medical condition or event
apply to a consumer. For example, if a creditor has a
policy of delaying foreclosure in cases where a consumer
is experiencing a medical hardship, this exception allows
the creditor to use medical information to determine
if the policy would apply to the consumer. Like the
exception listed in item 6 above, this exception does not
require a creditor to grant forbearance, it merely provides
an exception so that a creditor may consider medical
information in these instances.

8. To determine the consumer’s eligibility for, the triggering
of, or the reactivation of a debt cancellation contract or
debt suspension agreement if a medical condition or event
is a triggering event for the provision of benefits under the
contract or agreement.

9. To determine the consumer’s eligibility for, the triggering
of, or the reactivation of a credit insurance product if a
medical condition or event is a triggering event for the
provision of benefits under the product.

Limits on redisclosure of information. If a creditor subject to
the medical information rules receives medical information
about a consumer from a consumer reporting agency or its
affiliate, the creditor must not disclose that information to any
other person, except as necessary to carry out the purpose for

which the information was initially disclosed, or as otherwise
permitted by statute, regulation, or order.

Sharing medical information with affiliates. In general, the
exclusions from the definition of “consumer report” in section
603(d)(2) of the FCRA allow the sharing of information
among affiliates. With regard to medical information, section
603(d)(3) of the FCRA provides that the exclusions in section
603(d)(2) do not apply when a person subject to the medical
information rules shares the following information with an
affiliate:

1. Medical information;

o

An individualized list or description based on the payment
transactions of the consumer for medical products or
services; or

3. An aggregate list of identified consumers based on payment
transactions for medical products or services.

If a person who is subject to the medical rules shares with

an affiliate the type of information discussed above, the
exclusions from the definition of “consumer report” do not
apply. Effectively, this means that if a person shares medical
information, that person becomes a consumer reporting
agency, subject to all of the other substantive requirements of
the FCRA.

The rules provide exceptions to these limitations on sharing
medical information with affiliates. A person, such as a bank,
thrift, or credit union, may share medical information with
its affiliates without becoming a consumer reporting agency
under the following circumstances:

1. In connection with the business of insurance or annuities
(including the activities described in section 18B of
the model Privacy of Consumer Financial and Health
Information Regulation issued by the National Association
of Insurance Commissioners, as in effect on January 1,
2003);

2. For any purpose permitted without authorization under
the regulations promulgated by the Department of Health
and Human Services pursuant to the Health Insurance
Portability and Accountability Act of 1996 (HIPAA);

3. For any purpose referred to in section 1179 of HIPAA,

4. For any purpose described in section 502(e) of the Gramm-
Leach-Bliley Act;

5. In connection with a determination of the consumer’s
eligibility, or continued eligibility, for credit consistent with
the financial information exceptions or specific exceptions;
or

6. As otherwise permitted by order of an FFIEC agency.
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Examination Procedures

1. Review the financial institution’s policies, procedures, and
practices concerning the collection and use of medical
information pertaining to a consumer in connection
with any determination of the consumer’s eligibility, or
continued eligibility for credit.

2. If the financial institution’s policies, procedures,
and practices allow for obtaining and using medical
information pertaining to a consumer in the context of
a credit transaction, assess whether there are adequate
controls in place to ensure that the information is only used
subject to the financial information exception in the rules,
or under a specific exception within the rules.

3. If procedural weaknesses are noted or other risks requiring
further investigation are noted, obtain samples of credit
transactions to determine if the use of medical information
pertaining to a consumer was done strictly under the
financial information exception or the specific exceptions
under the regulation.

4. Determine whether the financial institution has adequate
policies and procedures in place to limit the redisclosure of

medical information about a consumer that was received
from a consumer reporting agency or an affiliate.

5. Determine whether the financial institution shares medical
information about a consumer with affiliates. If information
is shared, determine whether it occurred under an exception
in the rules that enables the financial institution to share
the information without becoming a consumer reporting
agency.

Section 624 Affiliate Marketing Opt Out

Section 624 of the FCRA requires consumers to be provided
with a notice and an opportunity to opt out of an entity’s use
of certain information received from an affiliate to make
solicitations to the consumer. The federal banking agencies,
the National Credit Union Administration, the Federal Trade
Commission, and the Securities and Exchange Commission
are in the process of developing final regulations to implement
this new opt out requirement. Financial institutions will

not be subject to these requirements until the final rules are
implemented and effective. This section of the examination
procedures will be written upon publication of the final
regulations.
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