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Problem: The Threat Has Changed

• Cybercrime: Well funded, state sponsored and 
increasingly sophisticated

• Castle and Moat Approach To Security Is No Longer 
Valid as Attackers Focus on Consumer PCs

• Traditional Client-side Controls failing – Anti-Virus, 
Firewalls are not enough

• Consumers and SMBs are at a Disadvantage and 
most are unaware of the sophistication of  the Threat
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Problem: Cybercrime is profitable

• Heartland Payment Systems 
– Est. 130 million cards compromised

• Hannaford – 4.6 million cards compromised 

• RBS WorldPay - $9 million in 12 hours from 2,100 
ATMs in 280 cities worldwide

• ACH and Wire Fraud – $120 million (est.) in 2009
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Problem: Law Enforcement & Education

• Shortage of forensic skills needed to investigate and 
gather evidence related to cybercrime

• More collaboration and information sharing needed in 
order to counter the social-media-aware threat

• Cross-channel nature of frauds makes investigations 
and evidence gathering increasingly complex

• Cyber Security Awareness of majority of online 
population is sorely lacking and aids attackers
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Problem: Trojan Horse
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Challenges with Authentication
• Fraudsters understand business process and 

structure transactions to avoid detection

• Transactional behavior modeling is only part of the 
solution as “normal” can change over time

• Velocity Checking and IP Geo-location controls are  
easily fooled by proxy-aware trojans and root kits

• Global nature of business can lead to false positives 
as more transactions are originated internationally
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Solution: People, Process, Technology
• Make customers, employees, students aware of the 

real and rapidly growing cyber security threat
– “America's economic prosperity in the 21st century will 

depend on cyber security,” President Barack Obama 
• Encourage customers to buy fraud prevention 

services (ACH block, payee positive pay, etc.)
– Consumers: Must practice good Internet Hygiene
– Banks: Know Your Customer

• Liaison with peers, law enforcement and academia

• Use isolated, separate PC with restricted admin 
privileges for all financial transactions

10


	Challenges in Business Banking Authentication�	- A Bank’s Perspective�	John Walp, CISSP, CISM�	M&T Bank - Administrative Vice 
	Problem: The Threat Has Changed
	Problem: Cybercrime is profitable
	Problem: Law Enforcement & Education
	Problem: Trojan Horse
	Challenges with Authentication
	Solution: People, Process, Technology

