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	Purpose
	This policy addresses the basic security requirements for all personal computers that are connected to the FDIC Corporate network.




	Target Audience
	All DIRM Employees and Contractors




	Scope
	This policy applies to all personal computers, including government furnished equipment (GFE) and contractor furnished equipment (CFE), which is used to access the FDIC Corporate network.




	Definitions


	Personal Computer – includes stationary desktops, mobile laptops, and laptops with desktop docking stations as provided to employees and contractors throughout the FDIC.



	Background
	Almost every employee and contractor working at FDIC relies on a personal computer to perform their job responsibilities.  In most cases, their personal computer serves as the entry point to accessing local productivity tools (Office suite), networked communication products (e-mail), and Corporate applications and data residing on a variety of technology platforms.




	Policy:

Personal Computer Security
	A logon ID and password shall be required to access the personal computer.  On desktops and docking station configurations, this logon ID and password will concurrently log the user onto the network.  On laptop configurations, this same ID and password are used to logon to the network when the laptop is connected.
Each personal computer shall have a password-protected locking feature available so users may easily secure their computers when leaving them unattended.  The user’s same ID/password described above shall unlock the computer.

Each personal computer shall enable a screen saver feature that is automatically activated after 15 minutes of inactivity on the keyboard/mouse.  This screen saver shall also provide a password-protected locking feature.  The user’s same ID/password described above shall disable the screen saver and unlock the computer.

Each personal computer shall be protected by virus scanning software that detects and responds appropriately to computer viruses.  For further information, reference FDIC Circular 1360.2, FDIC Computer Virus Protection Program.

To the extent possible, each personal computer shall be configured to prevent users from installing unauthorized software.  For further information, reference FDIC Circular 1300.3, Use of Personal Computer Resources.




	Review Statement
	This policy will be reviewed one year from publication unless sooner superseded or rescinded.




	Additional Information
	All questions about this policy should be directed to Ned Goldberg, Assistant Director for Information Security, at (703) 516-1323.
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