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	Purpose
	This policy outlines the security requirements for establishing, maintaining, and reviewing network connectivity in support of off-site contractors working for FDIC.



	Target Audience
	All DIRM Employees and Contractors



	Scope
	This policy applies to all off-site contractor locations that are directly connected to FDIC network.  It does not address individual dial-in connections to FDIC.



	Definitions


	Off-Site Contractor – A facility housing personnel who work under contract to FDIC that is not directly owned or leased by FDIC.  The facility is usually owned or leased by the contractor.



	Background
	The FDIC maintains its own nationwide telecommunications network to provide connectivity between it headquarters, regional office, and field office facilities.  In certain cases, outside entities may enter into contract with FDIC who may require routine access to resources available from the FDIC network from their non-FDIC location.  These access requirements can be addressed by installation of dedicated line connections or other types of high-speed telecommunication links between FDIC and the contractor facility.

Providing such access opens the FDIC network to the possibility of unauthorized access and unwanted exposure to other contractor networks.  Ensuring that the parties involved observe good security practices and limit their access strictly to tasks in support of the FDIC can mitigate the risks presented by such connections.


	Policy:

Off-Site Contractor Network Connectivity 
	

All connections between FDIC and external entities such as off-site contractors are subject to approval by the DIRM Information Security Section.  Such approval is documented in the attached “Off-Site Contractor Review Checklist.”
Each network connection provided in support of data communication between FDIC and a contractor facility shall be used solely for the purpose intended by the contractual agreement.
The contractor LAN segment(s) connected to FDIC must be isolated from all other non-FDIC LAN segments or networks located in the off-site contractor facility.
If sensitive FDIC data is to reside at the off-site contractor facility, adequate security measures shall be placed into effect to safeguard the data and to ensure that it can be accessed only by authorized FDIC personnel or by specific contractor personnel working for FDIC.

Prior to establishing network connectivity with FDIC:

· A preliminary Risk Assessment shall be completed by the FDIC contract Oversight Manager (OM) and DIRM Security to determine if sensitive data (defined in FDIC Circular 1360.8 “Data Sensitivity”) is to be exchanged between FDIC and the off-site contractor.  Based on the results of this assessment, additional security measures may be required to ensure that the data is adequately protected;

· The FDIC contract OM, in conjunction with DIRM Security and DIRM Telecommunications staff, shall conduct a physical review of the contractor facilities;
· DIRM Security shall ensure that the attached “Off-Site Contractor Review Checklist” form is completed and signed by all appropriate parties.
· DIRM Security shall be responsible for maintaining all documentation associated with the review and approval of the connection to the off-site contractor.  This includes, but is not limited to, the Risk Assessment and the Off-Site Contractor Review Checklist.

After connectivity with FDIC has been established, the FDIC OM and contractor shall ensure that all contractor personnel comply with established FDIC security standards and guidelines, including the following:

· Only approved Government Furnished Equipment (GFE) or Contractor Furnished Equipment (CFE) is connected to the network;
· All equipment shall contain a single network interface card (NIC) connected to the FDIC network.  Equipment shall not be dual-connected to both FDIC and other networks;
· Only software that has been approved by FDIC shall be installed on workstations connected to the FDIC network (See FDIC Circular 1300.3 “Use of Personal Computer Resources” for further information);
· Appropriate virus scanning software is installed and activated in “real time” mode on all equipment, and that associated virus pattern files are updated on a weekly basis (See FDIC Circular 1360.2 “FDIC Computer Virus Protection Program).

· All contractors utilizing the network connection to FDIC shall take appropriate measures to minimize the risk of virus infestation at their facility;
· FDIC is notified in the event that a computer virus or virus-like activity is detected at the off-site facility (See FDIC Circular 1360.12 “Reporting Computer Security Incidents”).



	Review Statement
	This policy will be reviewed one year from publication unless sooner superseded or rescinded.




	Additional Information
	All questions about this policy should be directed to Ned Goldberg, Assistant Director for Information Security, at (703) 516-1323.




Off-Site Contractor Review Checklist
	Company Name:
	

	
	Contract #:
	


	
	
	
	
	

	Company Address:
	

	
	Start Date:
	


	
	
	
	
	

	
	

	
	End Date:
	


	
	
	
	
	

	
	

	
	
	

	
	
	
	
	

	
	
	
	
	

	Contractor POC:
	

	
	POC Phone:
	


	
	
	
	
	

	
	
	
	POC E-mail:
	



The items listed below should be reviewed during a visit to the off-site contractor facility prior to connecting to the FDIC network.

· The FDIC router is located in a secure/locked area, accessible only to a minimum number of people who require access.

· The FDIC router is configured with the appropriate FDIC standard router access control list used at off-site contractors.

· The FDIC LAN segment is isolated from any other networks located at the contractor facility.

· If required (based on the Risk Assessment), the connection is properly secured to protect sensitive data.
· If sensitive data is to be maintained at the contractor facility, it is adequately secured to limit access.

· Only approved government furnished equipment (GFE) or contractor furnished equipment (CFE) is connected to the FDIC LAN segment.

· Only FDIC approved software is installed on workstations connected to the FDIC network.

· All workstations connected to the FDIC network are properly configured with virus scanning software, and a mechanism is in place to update associated virus pattern files weekly.

	

	
	


	FDIC Contract Oversight Manager                   Date
	
	FDIC DIRM Security                                        Date

	
	
	

	

	
	


	Contractor Representative                                 Date
	
	FDIC DIRM Telecommunications                   Date       
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