FDIC Privacy Impact Assessment (PIA) Procedures
This document provides procedures, explanations, and references for completing the Privacy Impact Assessment (PIA).  Included are questions on privacy which will help when preparing the Privacy Act System of Records (SOR) notice, if required, for publication in the Federal Register.

For assistance or to obtain an electronic version of this document, please refer to the Privacy Website at http://www.fdic.gov/about/privacy
Why is a PIA Required?
Individuals are entitled to know if the government maintains any of their personally identifiable information, to review it and amend it.  In order to provide this information, it is required by law that PIAs be made available on an agency Website for all information collections that contain any personally identifiable information.

How do I know if I am required to complete a PIA?
For all electronic information systems, a Application Security Assessment (ASA) is prepared as part of the systems development process by the System Owner (client), the Project Manager (DIT) and the Information Security Manager (ISM) in the client Division or Office.  For non-electronic collections, a PIA Questionnaire (PIA) is completed.  In either case, answers to the questions in the ASA or the PIA will determine if a PIA is required.  The ASA or PIA is filed with the system or collection documentation.
What are Privacy Act Systems of Records (SOR) and SOR Notices?
Any collection of information by the Federal Government that contains personally identifiable data is considered a Privacy Act System of Records (SOR).  The Privacy Act of 1974 requires that government agencies publish in the Federal Register a description of these collections (a SOR Notice) to inform the public so individuals may monitor personal information being kept.
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Agency – Federal Deposit Insurance Corporation (FDIC)
System Name – Provide the full name of the system for which this PIA is being completed.

System Acronym – Provide the system acronym for which this PIA is being completed.
System Owner (Division or Office) – Provide the name of the client Division or Office.

Section B – Contact Information
1. Provide the name, title, organization (Division), address and telephone number of the person completing the PIA.

2. Provide the name, title, organization (Division), address and telephone number of the Program Manager responsible for the system.
3. Provide the name, title, organization (Division), address and telephone number of the Project Manager responsible for the system.

4. Provide the name, title, organization (Division), address and telephone number of the IT Security Manager (Information Security Manager) responsible for the system.

5. Provide the name, title, organization (Division), address and telephone number of the Chief Privacy Officer or designee who reviewed this document.

Section C – System Description
Describe the application, including the business function supported by the application and how the application supports the Corporation’s mission.  Provide an explanation of the method used to collect, process, and store information.
Section D – System Data 
1. Describe the type of information about individuals contained in the application, specifically concentrating on information in identifiable form which the Office of Management and Budget (OMB) defines in Memo M-03-22, as information in an IT system or online collection: (i) that directly identifies and individual (e.g., name, address, social security number or other identifying number or code, telephone number, email address, etc.) or (ii) by which an agency intends to identify specific individuals in conjunction with other elements, i.e., indirect identification.  (These data elements may include a combination of gender, race, birth date, geographic indicator, and other descriptors).
2. Explain in detail if an individual has an opportunity to opt-out of providing personal information.  If so, a consent form should be completed and placed on file.  If individuals are required to provide personal information, please detail the reason for the requirement, the intended use of the information, and how the data will be accessed, who will access the information, and whether or not it will be disseminated.  Please include any policies that mandate the requirement to provide the information.
3. Describe how the information is obtained and how it is derived (who or what are the sources).  Explain any data aggregation.
4. Are other Federal agencies are providing data?  If so, describe where the data originates (e.g., financial institutions, state banking regulators, etc.) and why collection is necessary.

5. Are state or local agencies providing data?  If so, describe where the data originates and why collection is necessary.

6. Are other third-party sources providing data?  A third party is usually a non-Federal person or entity that may be a source of data, such as, a service bureau, Internet service provider, or another organization.  If so, describe where the data originates and why collection is necessary.  

Be as specific as possible and list information on individuals collected from the public such as social security number, address, financial information and telephone numbers.  Employee information may include a badge number, user identifier, telephone number, or health information.
Section E – Access to Data
1. Explain who will have access to the data in the collection (e.g., contractors, users, managers, system administrators, developers, and others).  Also consider “other” users who may not be as obvious, such as the GAO, or the OIG.  “Other” may also include database administrators or Information Security Managers.  Also include those listed in the Privacy Act system of records notice under the “Routine Use” section when a Privacy Act system of records notice is required.

Describe the criteria, procedures, controls, and responsibilities regarding access.  Is it documented?  For the most part, access to data by a user within the FDIC is determined by the “need-to-know” requirements of the Privacy Act (this means to authorized employees within the Corporation who have a need for the information to perform their duties).  Care should be taken to ensure that only those employees who need the information have access to that information.  Other considerations are the user’s job requirements and managerial decisions.

2. The criteria, procedures, controls and responsibilities regarding access must be documented to comply with the intent of the Federal Information Security Management Act (FISMA) of 2002 for standards and guidelines on security and privacy.  What criteria will the system manager and information security staff use to decide on access to the data?
3. Describe the users that will have access to the system and whether or not they will have access to all of the data within the system or just specific items.  A user should be given access to data only on a “need-to-know” basis for information required to perform an official function.  Care should be given to avoid “open systems” where all of the information can be viewed by all users.  System administrators may be afforded access; however, access should be restricted when users do not need to have access to all of the data.
4. Explain any controls in place preventing unauthorized browsing of data by those having access.  According to Office of Management and Budget (OMB) Circulars A-123 and A-130, every system, application, or process that uses data must have some sort of control to prevent the misuse by those having access to the data.  Are there privacy and security awareness controls, such as training for personnel having access to the data?
5. Explain whether other systems will share the data, the purpose for the sharing, and the established agreements in place covering protection of the shared data.  For example, has a Memorandum of Agreement and an Interconnection Security Agreement (MOA/ISA) been prepared and signed by the appropriate individuals?
6. Has consideration been given to protecting the privacy rights of the public and employees as a result of data sharing?  This is particularly important when data is shared external to the FDIC.  What policies or procedures are in place aside from the MOA/ISA regarding responsibility and accountability?
7. Describe, if applicable, why and how other agencies are using the data.  Indicate if an MOA/ISA has been developed and signed by the appropriate individuals.  Are non-disclosure agreements in place?  Who determined what data could be shared.
8. Identify who is responsible to assure the proper use of the data.  Is it the Data Owner, Program Manager, Division Director?  Also, describe what mechanisms have been established to monitor proper use and security of the data.
9. How would the reputation of the Corporation be affected if this sensitive personal information is either intentionally or unintentionally disclosed?  How would business operations be affected? Explain any controls in place to prevent this from occurring?  Is the data encrypted during transmission?
10. Provide a detailed explanation of contractor involvement with the design and maintenance of the system.  When a contract provides for the operation of a System of Records on behalf of the FDIC, the Privacy Act requirements and corporate regulations on the Privacy Act must be applied to such a system.  The FDIC Acquisition Policies also require that certain information be included in contract language and contractors sign a Contractor Confidentiality Agreement.
11. This question deals primarily with agencies external to the FDIC, including the other FFIEC agencies and state regulators.  The data owner should be contacted if it is not clear if other agencies share or have access to the data.
Section F – Accuracy, Timeliness, and Reliability
1. What measures are in place to ensure that the data from FDIC sources is accurate?  Are there any policies or procedures in place to perform verification?  What actions are taken to determine if the information is free from viruses or malicious code?

2.   Is the data checked for completeness?  If so, explain the method used to validate the data.  Is processing activity affected if the data is not complete?  For example, if all of the required information is not available, would transactions fail?

3. Describe the process used to check the accuracy of data received from other sources.  Are there procedures in place to perform this function?  What type of reconciliation is performed?  What actions are taken if the data is not accurate?
Section G – Attributes of the Data
1. How is it determined that the data is necessary to meet the business requirement?  What makes this specific sensitive personal data necessary?  Was this identified and documented in the design phase of the system?  
2. Is any new data not previously available checked to determine if it, in conjunction with data already available, may be used to identify an individual?  How is this determined?  Are procedures in place to assist in making this determination?  
3. Is there any validation performed to determine if privacy determinations about employees can be made that could not be made without the new data?  What validation techniques are used?  What is the remedy if privacy determinations can be made about employees?  What is done if these determinations are not a part of the original system design?
4. Does any consolidated data have adequate controls to protect the data from unauthorized use?  Explain the types of controls used.  After consolidation of data, does the result create personally identifiable information?  What is the purpose of the personally identifiable information?  How is it used?

5. What is the key used to retrieve the data?  Is a personal identifier used to retrieve the data (e.g., social security number)?  If yes, explain and list the other information that is available as a result of the data retrieval.
6. Does the system generate reports with information about individuals?  If so, explain the specific information on the reports, especially the need to show sensitive personal information.  What is the purpose of the reports?  Who will receive the reports?  Are the reports distributed electronically or manually?  Are they appropriately labeled as “sensitive” if they contain sensitive information? 

H. Management and Administrative Controls
1. How is the system maintained and monitored, if it operates at multiple locations?  What controls are in place to protect the data and the system?  Are the controls the same at each location?

2. Does the system require retention periods for the data contained in the system?  If yes, explain the guidelines for retention if they differ from the FDIC records management guidelines and identify who established them.

3. If retention periods for the data are required, explain how the data is disposed at the end of the retention period.  Are there procedures that are followed for the data disposition?  What methods of disposal are used (e.g., shredding, overwriting, etc.)?

4. Explain any technology used within the system that the Corporation had not previously employed (e.g., biometrics, monitoring software, smart cards, etc.).  What is the purpose for the use of this technology?

5. Explain how any new technology in item #4 above affects privacy.  Describe if any existing controls are compromised by the new technology.

6. Describe if any approved monitoring of individuals is being performed including what data is being monitored; the purpose for monitoring; how the data is collected; how the data will be used; protection mechanisms; and who authorized the monitoring.

7. If monitoring is not being performed, describe in detail the controls that are planned or already established to prevent unauthorized monitoring of data pertaining to individuals.

8. If the system is a Privacy Act System of Record (SOR), provide the number and name under which the system operates (Fred Fisch, Supervisory Counsel, in the Legal Division can assist to obtain this information).
9. Explain if the Privacy Act SOR notice will require amendment or revision if this system is being modified (the Legal Division can assist).

I. Businesses Processes and Technology
1. Describe if the completion of this Privacy Impact Assessment (PIA) will result in a requirement that will change business processes.

2. Describe if the completion of this PIA will, or potentially will, result to changes in technology.
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